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information on existing programs in other countries to Poltayeva, 
including an example of a memorandum of understanding with 
Kazakhstan\'s parliament. She readily and eagerly accepted the 
offer. 


COMMENT 


12. (SBU) Consistent with their approach to other recent meetings 

with embassy staff, Poltayeva and Shamuhammedov seemed genuinely 
interested in what USAID has to offer. Focusing on Presidential 
priorities and \"world standards\" continues to be a viable strategy 

for gaining the attention and cooperation of Government of 
Turkmenistan officials who are inexperienced in the broader world. 
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This meeting was one more positive building block for the new 
bilateral relationship. END COMMENT. 


13. (U) DAA Luten has cleared this cable. 
HOAGLAND 
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Column 3 

1. (C) Ina 7/27 meeting with the Ambassador and DATT that 
concentrated mostly on the fighting in Nahr al-Barid 

(septel), Lebanese Armed Forces Commander Michel Sleiman also 
spoke briefly of LebanonYs upcoming presidential elections. 
The Ambassador raised concerns that remarks attributed to 
Sleiman about resigning if there were a second cabinet or a 
vacancy in the presidency. The Ambassador noted that this 
implied a threat, that the army would be the next national 
institution paralyzed. (Note: Should Sleiman step down, 

Chief of Staff Shawki Masri would be Acting Commander. But, 
as a Druse allied with Walid Jumblatt and bereft of any 
perceptible leadership qualities, Masri is incapable of 

keeping the LAF together. End note.) 


2. (C) Sleiman insisted that his remarks had been 
misinterpreted. Noting that he was quoted second-hand in the 
media by those who had met with him, Sleiman said that, in 
order to preserve the unity of the army, he would not in fact 
submit his resignation until he was certain that a smooth 
presidential transition was underway. But he is not making 
that commitment public. To the extent that his remarks were 
a threat, they were intended to frighten people into making 
sure that a president is elected on time and according to the 
constitution. His remarks add to the pressure in favor of 
presidential elections. 


3. (C) As for his own ambitions, Sleiman acknowledged the 
Ambassador\'s comment that his name is often mentioned as a 
potential compromise candidate. Sleiman emphasized that his 
highest priority is to ensure the unity and continuation of 

the LAF. If he is asked to serve as a compromise 

presidential candidate, he will readily serve his country. 

But his presidential goals are secondary to his commitment to 
the LAF. For the same reasons, he categorically rejected the 
suggestion that he would accept being head of a second 
cabinet or serving (ala Michel Aoun in 1988-90) a Maronite 
Prime Minister over a cabinet that would hold the 

presidential powers until such time as presidential elections 
could be organized. 


4. (C) The Ambassador noted that MP Michel Murr is peddling 
the idea of a two-year presidency as a way out of what 
appears to be an impending deadlock over how to fill the 
normal six-year presidential term. Sleiman said that his 
view differed from Murr\'s. For the president to have 
sufficient weight and authority, he should be elected for the 
full six-year term. However, perhaps the president could 
quietly agree before his election that, if the 2009 
parliamentary elections radically change the composition of 
the parliament, the president could resign after only two 
years, in order to allow the new parliament to elect a new 


Column 3 
president that reflects the new popular will. 


5. (C) Briefly channeling Michel Aoun, Sleiman responded to 
the Ambassador\'s question about Hizballah by noting that 
Lebanon\'s Christians and Shia need to stick together. Both 

are minorities trying to preserve their place ina 
Sunni-dominated region. Unlike the Sunnis, the Christians 

and Shia have no place else to go, he argued. The Ambassador 
responded that Lebanon has a cosmopolitan, moderate Sunni 
class including prominent leaders such as PM Fouad Siniora, 
who are as Lebanese in spirit as the Christians and Shia. 
Sleiman readily agreed. 


6. (C) Comment: Sleiman made some reassuring comments in 
this meeting: his categorical rejection of the idea of 

heading a second cabinet, his refusal to become prime 
minister (a la Michel Aoun) in the absence of presidential 
elections, and his stated commitment not to resign from the 
LAF (his quoted remarks notwithstanding) until a presidential 
transition is assured. What we do not know is how sincerely 
those comments reflect his true intentions, or, even if they 

do, whether he would muster the will to refuse Syrian orders 
(as he reportedly did in allowing the March 14, 2005 
anti-Syrian demonstration to take place). Sleiman\'s current 
links to Syria remain somewhat of a mystery, but there are 
sufficient rumors to worry us. We remember -- and not fondly 
-- the public remarks he made in April 2005 when the Syrian 
army left Lebanon and in August 2006 when the LAF started its 
historic deployment to the south. Neither set of remarks 

would win him any friends in the pro-independence camp. He 
would not, in short, be our first choice for president, 

although, buoyed by Nahr al-Barid fight and the public 
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solidarity behind the LAF, he is rapidly becoming a 
front-runner. End comment. 
FELTMAN 
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NSC FOR ABRAMS/SINGH/MARCHESE/HARDING, STATE FOR NEA/ELA, 
NEA/FO FOR ATACHCO 


E.O. 12958: DECL: 07/25/2017 

TAGS: PGOV, PREL, PTER, LE 

SUBJECT: LEBANON: ECONOMY MINISTER NOW UPBEAT ON TELECOM 
PRIVATIZATION 


Classified By: Ambassador Jeffrey Feltman for reasons 1.4 (b) and (d) 


SUMMARY 


1. (C) Following a recent internal review of 

telecommunications privatization, Economy Minister Haddad was 
pleased with progress and hopeful that the sale of the two 
mobile licenses could be concluded by year-end. To complete 
the fixed-line sale, the GOL must sell 33 percent of the 

shares publicly to Lebanese buyers. Hadad said Minister of 
Telecommunications Marwan Hamadeh, seen as foot-dragging 
before, appears to be \"with the program,\". End summary. 


2. (C) A cheerful Minister of Economy and Trade Sami Haddad 
reviewed recent progress in privatization of the mobile 
telecommunications sector at a July 25 meeting with the 
Ambassador and Econoff. Haddad, who said he was \"very 
pleased\" about recent government decisions, thinks that the 
GOL is meeting necessary milestones, and is on target for 
sale of the mobile licenses by the end of the year. He 
indicated that the actual sale will be a political decision, 

which will depend on the outcome of the presidential 

election, to be conducted Sept 25-Nov 24. 


3. (C) According to Haddad, the GOL will sell 100 percent of 
the shares in the new company to be formed by the sale of the 
fixed-line business. (Note: The GOL will initially sell two 
mobile licenses, with a possible third going to the new 

owners of the fixed-line company.) Of that, 51 percent will 

go to the \"strategic buyer\" who will run the company, and 49 
percent will be sold on the open market. While the strategic 
buyers may come from anywhere, at least 33 percent of the 
company must be sold to public shareholders who are Lebanese. 
The GOL will list the shares on the Beirut Stock Exchange 
and another exchange in the Gulf region. These decisions 


Column 3 
were based on recommendations by the GOL\'s consultants, JP 
Morgan and Citibank last week. 


4. (C) Haddad and the Ambassador concurred that Marwan 
Hamadeh, the Telecoms minister, had been dragging his feet on 
telecom reform, but now Haddad feels that Hamadeh is \"with 
the program.\" Hadad was meeting later that day with Hamedeh, 
the Telecommunications Regulatory Authority (TRA), the Higher 
Council for Privatization (HCP), and the consultants. He was 
quite firm in asserting that the GOL does not need any 

additional legislation in order to sell the licenses, a 

crucial point because the Lebanese Parliament is not meeting 
during the country\'s current political impasse. 


5. (C) Comment: Haddad\'s comments confirm what we have 
heard from observers outside of the GOL who also feel that 
progress on Lebanese telecom reform is good, and 
privatization is on target. It is encouraging that 

internally the GOL seems to be unified in supporting the sale 
of the mobile licenses, a critical milestone in the 

government\'s reform program, and a critical piece of its 

Paris Ill commitment. End comment. 

FELTMAN 
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SUBJECT: LEBANON: POWER PRIVATIZATION MEETING MILESTONES, 
IF NOT CHARGING AHEAD 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


Column 3 


SUMMARY 


1. (SBU) Acting Minister of Energy and Water Safadi says the 
GOL is committed to and is moving as scheduled on power 
sector reform. He is focused on quickly fixing Electricite 

du Liban\'s management and making the company viable for 
privatization. The GOL has started building financial 
accounts, lowering production costs by obtaining lower cost 
fuel, and increasing the efficiency of its existing 

production facilities. It is also building a national 
transmission network and control center, and enlisting 
private sector investment to increase power production. 
Finally, Safadi requested further donor aid to the power 
sector. End summary. 


MEETING MILESTONES, 
SEEKING SHORTCUTS 


2. (SBU) Acting Minister of Energy and Water (MOEW) Mohammad 
Safadi in mid-July told the DCM said that the GOL is 
committed to power privatization, is moving ahead as 
scheduled on its reform program, and wishes it could move 
faster. Parliament\'s closure is an obstacle, but existing 
privatization legislation is adequate to allow the GOL to 
reform and corporatize Elecitricite du Liban (EDL). Safadi 
went on to explain that there is no significant popular or 
political resistance to power sector reform; Lebanon\'s power 
sector is so problematic and expensive, Safadi argued, that 
everyone recognizes reform is needed. Moreover, the 
opposition voted in parliament for power privatization before 
it left the government. 


STRUGGLING TO MAKE 
EDL A VIABLE BUSINESS 


3. (SBU) The GOL is focused on quickly fixing EDL\'s 
management and corporatizating the utility. Once EDL is 
corporatized, the focus will shift to increasing the value of 

the corporation to make it viable for privatization. The GOL 

has already taken several steps to make EDL a viable business 
with profit potential; audits are underway to establish 

accurate financial records, the basis for a corporate 

business plan which will enable the GOL to privatize EDL. 


4. (SBU) The GOL is trying to reduce production costs and 
stem financial losses by securing less expensive fuel 
supplies and improving the efficiency of its current plants 


Column 3 

through maintenance. (Note: To make EDL profitable, the GOL 
will also have to raise the price EDL charges consumers, but 
Safadi noted that that is not politically feasible now. End 
note.) The GOL expects the Egyptian pipeline that currently 
supplies Damascus can begin supplying the relatively new 
Baddawi plant (near Tripoli) with lower cost natural gas -- 
rather than high-sulfur gasoil -- by mid-2008; the use of 
natural gas will cut the cost of power production by $200 
million. Because other countries with rising demand have 
tapped that pipeline, it may only be able to meet Baddawi\'s 
needs for two or three years. The GOL is exploring liquid 
natural gas shipments to Sidon\'s Zahrani plant, which won\'t 
be connected to the pipeline. (Note: We believe the 
pipeline, which transits Homs, is completed, but Syria has 
failed to supply Lebanon with natural gas. End note.) The 
GOL\'s shortage of foreign currency is a recent obstacle to 
securing fuel, Safadi noted. 


5. (SBU) The GOL is also trying to increase output and 
improve the efficiency of its current plants through 
maintenance. As specified in the economic reform program, 
the MOEW initiated studies to upgrade the 30 year old units 
at Zouk and Jieyeh (located just north and south of Beirut, 
respectively), and hired a Korean technical consultant to 
oversee operations and maintenance at Zahrani and Baddawi. 


SETTING UP A NATIONAL 
GRID AND CONTROL CENTER 


6. (SBU) Plans to create a national distribution system to 
transmit power from regions with ample supply to areas with 
great demand are progressing. Construction of the national 
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220 kilovolt grid has experienced small technical delays and 
limited social opposition; residents in two areas oppose the 
installation of high-tension power lines, and those cables 

will be placed under ground to avoid popular demonstrations. 
Safadi still plans a National Control Center (NCC) to 

transfer power between producers and consumers in different 
regions. He envisions controlling distribution and billing 

by areas, rather than to individual consumers, via a regional 
metering system. 


ENLISTING PRIVATE SECTOR 
TO INCREASE PRODUCTION 


Column 3 

7. (SBU) The GOL is working to increase national power 
production to meet current and anticipated demand. Demand 
currently exceeds supply by at least 400 kilowats (KW), even 
when Lebanon is able to buy up to 140KW in excess power from 
Syrian producers. (Note: Syrian demand also exceeds supply, 
and Syria can usually supply only 50KW during Lebanon\'s peak 
hours. End note.) The International Finance Corporation is 
preparing tender documents for private sector construction of 

a new power plant, expansion of an existing plant, or the 

sale of Baddawi. Safadi expects that such independent power 
producers would then sell the resulting power to the NCC, 
increasing national power supply at no cost to the GOL. 


SEEKING DONOR SUPPORT 


8. (SBU) Finally, Safadi noted that Lebanon still needs 
financial and technical support for power reform. He 
estimated the GOL needs $80 million in maintenance work to 
keep the existing generators running, and that no donor 
responded to this area of the Paris Ill appeal. (Note: The 
World Bank and International Finance Corporation have 
committed technical assistance. End note.) 

FELTMAN 
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REF: A. JUSMAG/THAI MEMO DATED 20 JULY 
B. 2007 
C. 05 STATE 021314 - GUIDANCE 
D. 03 STATE 34981 - GUIDANCE 


1. This is an action request. 


2. (U) JUSMAG/THAI has requested that the Embassy/State 
Department complete human rights vetting request for 
individual listed below, who has been selected to attend 

course as indicated. Embassy Bangkok possesses no credible 
information of gross violations of human rights by this 

person. Embassy Bangkok Political Officer, Guy Margalith, is 
the verifying officer for the Embassy/Department of State. 


CAPT Supachai TANASANSAKORN, Naval Special Warfare Group, 
Amphur Sattahip, Cholburi Provence, DPOB: Aug. 23, 1968; 
Samutsakorn, TH. 


WCN No.1705; Joint Transition Course; Joint Forces Staff 
College, Norfolk, VA; August 28 through 16 November, 2007. 


-- WCN 
ENTWISTLE 
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1. (C) Summary: While Government of Uzbekistan (GOU) 


Column 3 

officials tout the country\'s strong economic growth, they 

fail to recognize problems associated with high inflation and 
poverty rates. Inflation in 2006 most likely was around 20 
percent and the cost of living continues to rise, fueled 
recently by a decree raising minimum monthly salaries. This 
contributes to high poverty rates; government officials have 
acknowledged that at least 26 percent of the population lives 
below the poverty line, but the true figure likely is around 

75 percent. Uzbekistan\'s economic growth certainly has been 
good for the country\'s \"haves,\" but has done little to 
improve the lives of its \"have nots.\" End summary. 


2. (C) GOU officials continue to tout the country\'s strong 
economic growth as evidence that reforms ordered by President 
Islam Karimov are working. Official statistics peg real 

Gross Domestic Product (GDP) growth in 2006 at 7.2 percent, 
and recently released figures indicate that GDP grew by over 
nine percent during the first half of 2007. Official GDP 

growth statistics are difficult to independently verify; 

however, World Bank officials recently told Charge that they 
believe the government figures could be accurate (reftel). 


3. (C) Even if accurate, strong GDP growth serves to hide 
other, deeper problems in the Uzbek economy. For example, 
official statistics put inflation in 2006 at 7.2 percent. 

The GOU\'s approach to estimating inflation rates, however, 
differs substantially from international standards. The 
International Monetary Fund (IMF) estimates inflation in 2006 
was closer to 19 percent, while Post\'s own semi-annual market 
surveys suggest it was 25 percent. Post\'s most recent market 
survey indicates that the cost of living for an average Uzbek 
family has risen another 14 percent in the first half of 2007. 


4. (C) A July 10 presidential decree raising minimum monthly 
salaries from $10 to $13 likely will only exacerbate the 
situation as wage indexation traditionally has led to an 
increase in inflation while resulting only in insignificant 
increases in real income. Several of Post\'s local staff 

report they are already seeing price increases for milk, 

meat, and other staples despite the wage increase not taking 
effect until early August. Recent internet press reports 

also comment on \"huge\" price increases in Andijon and 
elsewhere following the announcement of the decree, which one 
website suggested was designed to increase President 
Karimov\'s popularity in the run-up to the December 
presidential election. The decree will not necessarily 

result in a wage increase for most ordinary Uzbeks, as the 
minimum monthly salary figure primarily is used as a means of 
calculating fees and penalties. 


5. (C) Continued increases in the cost of living add 
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substantially to the burden of the large number of Uzbeks 
living in poverty. The Ministry of Economy estimates that 
approximately 26 percent of the population lives in poverty. 
This probably significantly underestimates the true poverty 
level in Uzbekistan, as the World Bank agreed with the 
Ministry of Economy to set the poverty line for Uzbekistan at 
$1.10 per person per day. Elsewhere, the World Bank\'s 
poverty line is $2.15 per person per day. Applying the more 
widely used figure raises the estimates of Uzbeks living in 
poverty to around 75 percent of the population. 


6. (C) Low wages and unemployment, officially estimated by 
the International Labor Organization (ILOs) at eight percent, 
has fueled an explosion in the number of Uzbeks working 
abroad. (Note: This probably significantly underestimates 
Uzbekistan\'s true unemployment rates as ILO\'s estimate does 
not capture large segments of the population officially 
employed at now defunct factories or other state enterprises, 
but in reality neither working nor receiving a paycheck. 

These estimates also do not capture the large number of 
people who leave Uzbekistan to seek work elsewhere. End 
note.) The World Bank estimates the number of Uzbeks working 
outside the country could be as high as 3-4 million, with 
remittances through official banking channels in 2006 
reaching $1.6 billion, or ten percent of Uzbekistan\'s GDP. 
(Note: The World Bank believes that another $1.5 billion may 
have been sent back to Uzbekistan through unofficial 
channels. End note.) Uzbekistan\'s labor force currently is 
growing at more than three percent a year, while the growth 

of new jobs is under two percent. The government claims that 
the volume of investments for the creation of new jobs is 
growing; however, most of this investment is directed to 
industrial sectors, which collectively employ less than 13 
percent of the labor force. Meanwhile, small and medium 
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sized enterprises, which employ about half the labor force, 
suffer disproportionately from trade restrictions, high 
taxes, and overregulation. 


7. (C) Comment: Uzbekistan\'s economic growth has no doubt 
been very good for the country\'s \"haves,\" but it has done 

little to improve the lives of the \"have nots.\" The GOU 
instituted a tighter monetary policy in 2006, which has 

started to bring inflation down slowly. Still, inflation 

remains high, and combined with the GOU\'s irrational economic 
policy, increases the cost of living and slows efforts to 

reduce poverty. Despite the vast majority of its population 

trying to scratch out an existence below the poverty line, 
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the GOU prefers to hide behind its economic growth figures 
and does not recognize, officially or unofficially, the 
magnitude of the problem, and is taking virtually no action 
to implement poverty reduction reforms. 

HANSON 
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REF: BEIRUT 1135 
Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (C) While presidential politics are in suspended 

animation pending the outcome of the Metn elections on August 
5, three options look increasingly likely as the 11/24 end of 
President Emile Lahoud\'s extended term approaches: 1) 
Parliament fails to achieve a two-thirds quorum, leaving 

either a vacuum or a president elected by a March 14 simple 
majority that leads to chaos. 2) Enough March 14 MPs 
support Michel Aoun\'s bid for president that the mercurial 
general wins. 3) A \"compromise\" president, most likely LAF 
Commander Michel Sleiman, emerges through conditions that 
weaken the office and leave it subject to excessive Syrian 
influence. Recognizing that all three options are bad and 
hoping to insert a fourth option, March 14 leaders Samir 
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Geagea, Walid Jumblatt, and Saad Hariri decided over dinner 
on 7/26 to narrow the choice of March 14 presidential 
candidates to two, former MP Nassib Lahoud and MP Boutros 
Harb. Geagea prefers Harb, while Jumblatt and Hariri prefer 
the former, but all three will accept whomever can win the 
office. Knowing that they risk splitting their own movement, 
they are monitoring what happens in the Metn (seen as a proxy 
for the presidential elections, with March 14 leader Amine 
Gemayel running for his assassinated son Pierre\'s seat 
against a candidate of Michel Aoun) before deciding how to 
proceed with Harb, Lahoud, or both. End summary. 


IMMEDIATE FOCUS ON METN ELECTIONS 


2. (C) With politicians focused on the August 5 

parliamentary elections in the Metn, presidential politics 

are currently on hold. As noted reftel, the Metn elections 

are broadly seen as a dress rehearsal for presidential 

elections: former President Amine Gemayel, a March 14 
stalwart, is running for the seat vacated when his son Pierre 
was murdered November 21. If Michel Aoun\'s candidate, the 
heretofore unknown Camille Khoury, prevails over the 
well-known Gemayel despite Lebanon\'s tradition of allowing 
family members to complete the parliamentary terms of dead 
family members, Aoun\'s presidential prospects are greatly 
enhanced. In Nassib Lahoud\'s words, Aoun might become 
\"unstoppable.\" If, on the other hand, Gemayel would demolish 
Khoury in what would be seen as a popular rejection of Aoun, 
then Gemayel becomes a serious contender to return to Baabda 
Palace. Some efforts remain underway in an attempt to 
postpone the Metn elections altogether, to avoid an all-out 

fight that risks damaging everyone. 


THREE SCENARIOS ON PRESIDENCY LIKELY 
(AT LEAST FOR NOW) 


3. (C) But, while the Metn elections could change the 
calculus, as of now, many of our contacts believe that three 
scenarios are more likely than others regarding the 
presidential elections that should take place in the 
parliament before the expiration of Emile Lahoud\'s term on 
November 24. None of these three options are good for the 
pro-independence March 14 movement: 


-- First, vacuum or chaos. If there is no advance agreement 
on a presidential candidate that suits the March 8 bloc, 
Parliament could fail to muster the two-thirds quorum that 
March 8-Aoun MPs argue is constitutionally required and that 
some March 14 figures accept is politically (but not 
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necessarily constitutionally) necessary. This would leave a 
vacuum in the office, possibly leading to the long-feared 

\"two government\" scenario or a refusal by Emile Lahoud to 
step down. This might lead the March 14 majority to use a 
simple majority (if the movement can achieve it, given the 
doubts expressed by some of its members) to elect a president 
not recognized by the others, plunging the country into chaos 
and violence. 


-- Second, a Michel Aoun presidency. Michel Aoun is rumored 
to be playing with some of the March 14 MPs about switching 

sides. According to these rumors, he has promised Tripoli MP 
Mohammed Safadi (an increasingly shaky part of the March 14 
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alliance) that he will make Safadi Prime Minister, a prize 
Safadi could not win as long as the Hariri bloc maintains its 
grip on the premiership. With four MPs in his sub-bloc of 
March 14, Safadi, along with a couple of other March 14 
defections or assassinations, could throw the elections to 
Michel Aoun, assuming Hizballah and Amal MPs would indeed 
vote for him. Even other March 14 representatives are musing 
about whether it is better to try to make a deal with Aoun, 

by promising him the presidency in return for a commitment to 
implement March 14 policies. \"Can we take Michel Aoun out of 
Hizballah\'s hands?\" Mohamad Chatah mused last week. 


-- Third, a weak, compromise (and perhaps compromised) 
president, with LAF Commander Michel Sleiman the current 
front-runner (a status that, of course, could easily change). 
Some argue that Syria is ordering its allies to promote a 
Michel Aoun candidacy simply in order to trade him away in 
favor of someone who is less frightening to March 14 but who, 
in fact, might be even worse. Our March 14 contacts muse 
about how closely linked the so-called consensus candidates 
are to Syria, whether they have skeletons in their closet 

that would subject them to Syrian blackmail, etc. One ploy 
would be to have such a weak president, perhaps for a 
shortened term, that the office is essentially vacant and 
unable to help thwart Syrian interference in Lebanon. Michel 
Murr\'s two-year presidency idea is seen as falling under this 
option. 


MARCH 14 LEADERS CHOOSE 
TWO PRESIDENTIAL CANDIDATES 


4. (C) The March 14 contacts do not want to wake up one day 
to face the situation of having to choose between those three 
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unpalatable options. After a broader March 14 meeting on 
7/26, Samir Geagea, Saad Hariri, and Walid Jumblatt -- 
considered, along with Amine Gemayel, the senior March 14 
leaders -- dined together to discuss the presidency. The 
following day, Geagea invited Nassib Lahoud and Boutros Harb 
to lunch in his brooding new residence. Over these two 

meals, a March 14 strategy began to emerge. 


5. (C) According to Nassib Lahoud and Marwan Hamadeh (who 
was included in the private 7/26 dinner), Geagea, Hariri, and 
Jumblatt agreed that, with Aoun already a declared candidate 
and Sleiman a favorite compromise figure, March 14 needed to 
stop being coy about its own choices. The Lebanese people 
need to see who March 14 proposes as president. They decided 
that Nassib Lahoud and Boutros Harb should be the March 14 
candidates, with Geagea preferring Harb (who, like Geagea, is 
from northern Lebanon) and the other two favoring Lahoud. 

The question is whether to promote one first, with the other 

as a fall-back, or both simultaneously. Unveiling the 

candidates even within the larger March 14 group also has to 

be done carefully, so as to avoid splitting the March 14 
movement either between Lahoud and Harb or in favor of other 
March 14 presidential aspirants who didn\'t make the cut 
(including Amine Gemayel, Nayla Mouawad, Robert Ghanem, and 
Samir Franjieh). 


6. (C) Geagea, Hariri, and Jumblatt debated which of the 

two candidates would be best positioned to defeat Michel Aoun 
(assuming, of course, the needed parliamentary quorum). They 
agreed that Nassib Lahoud has greater regional and 
international stature and (in Marwan Hamadeh\'s words) \"is 
more presidential.\" Lahoud is also squeaky clean, unusual 

for Lebanese politicians. Harb is reportedly disliked in 

France and unknown by the Arabs. But he has the important 
Christian street credibility that Lahoud (who lost his 
parliamentary seat in the Metn in 2005 to an unknown Aoun 
candidate) lacks and that could help blunt Michel Aoun\'s 
predictable accusations that any March 14 candidate is in 
reality a \"Saudi.\" Harb is also closer to Parliament Speaker 
Nabih Berri and some of the Aoun bloc deputies, such as Zahle 
MP lly Skaff, relationships that might tip the presidency 

more easily in his favor than would be the case with Nassib 
Lahoud. In television appearances, either Lahoud or Harb 
would make a better impression on the Lebanese than Aoun, 
they believed. According to Hamadeh and Lahoud, the March 14 
leaders will postpone making a decision on how to proceed 
until after the Metn elections. 


COMMENT 
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7. (C) The three most likely presidential scenarios now 

before us -- a vacuum, a Michel Aoun presidency, or a weak 
presidency -- are not in the USG interest. Any of them has 

the potential to weaken and slow Lebanon\'s drive for genuine 
independence and sovereignty. But, in Lebanon, much can 
happen between now and November 24, when Emile Lahoud\'s 
presidential term expires. For example, what happens in the 
Metn elections on August 5 (if there are elections) will play 

a significant role in presidential politics. Still, we agree 

that March 14 needs to show the Lebanese people what kind of 
person a March 14 president would be. While the president is 
elected by parliament and not via popular vote, it is 

impossible for March 14 leaders to combat the populism of 
Michel Aoun\'s approach if they engage only in back-room 
politics. Picking a March 14 candidate or even two March 14 
candidates would be a refreshing breath of transparency. 
FELTMAN 
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Column 3 
Classified By: CDA Donald Lu for reasons 1.4 (b) and (d). 


1. (C) Summary: The Ambassador delivered reftel demarches 
to Azerbaijani Deputy Foreign Minister (DFM) Khalaf Khalafov 
on July 26. Reiterating the Iran and UN Security Council 
resolution (UNSCR)-related talking points raised with Foreign 
Minister Mammadyarov, the Ambassador impressed upon Khalafov 
that now is not the time for business as usual with Iran and 
urged postponement of an Ahmadinejad visit. The Ambassador 
strongly urged that if a visit were to take place, that it be 

low profile and lead to no major agreements, especially in 

the energy sphere. Saying that visits were necessary to 
maintain normal relations with neighboring countries, 

Khalafov also said that the Government of Azerbaijan (GOAJ) 
treated Iran\'s continued defiance of UNSCRs \"seriously and 
sensitively,\" and sought to balance Azerbaijan\'s commercial 
interests with its security needs. On the prospect of 

improved relations with Turkmenistan, Khalafov was 

optimistic, saying that he was pleased with recent talks. 
Khalafov was especially pleased with the willingness of the 
Turkmen side to discuss Caspian delimitation and bilateral 
issues such as the settlement of Azerbaijani debt owed to 
Turkmenistan. End Summary. 


Khalafov on Iran 


2. (C) Delivering reftel demarches to DFM Khalafov on July 
26, the Ambassador reiterated the Iran and UNSCR-related 
talking points she raised with Foreign Minister Mammadyarov 
on July 19 and 24. The Ambassador urged postponement of an 
Ahmadinejad visit, saying that now was not the time for 
business as usual with Iran. The Ambassador also strongly 
urged that if a visit were to take place, that it be low 

profile and lead to no major agreements, especially in the 
energy sphere. Khalafov said that visits were necessary to 
maintain normal relations with neighboring countries, and 
that it was in this framework that President Aliyev visited 

Iran in 2005. While saying that no dates for an Ahmadinejad 
visit had been determined, Khalafov did say that \"ideas have 
been exchanged (with Iran) toward this.\" (Note: President 
Aliyev later told the Ambassador that the visit is 

tentatively scheduled for the end of August. End Note.) 
Khalafov said that he understood USG concerns and that the 
GOAJ was sensitive about topics of cooperation, limited 
primarily to commercial issues, trade, and Araz river water 
usage according to Khalafov. Khalafov told the Ambassador 
\"we are ready to consult with you on the visit.\" 


3. (C) Khalafov said that narcotics trafficking along the 
border had become a serious problem and would likely be 
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another issue for discussion. (Note: Khalafov suggested 

that the GOAJ had the impression that Iran had no interest in 
suppressing drug trafficking at the border, an impression 
gained from GOAJ discussions with their Afghan counterparts. 
End Note.) Speaking to the threat posed by religious 
extremism, Khalafov said that \"new shapes and threats were 
appearing and are a concern for us." Khalafov said that 
Iranian support of Shia activities and Arab country\'s support 
of Wahhabism jeopardized Azerbaijan\'s stability and ability 

to counter future threats. Saying that Azerbaijan has 

freedom of religion, Khalafov also said that we won\'t let 
extremism spread.\" Khalafov said that the GOAJ \"talks 
openly\" about this and other issues with the Iranian 
government, adding that religious education was another area 
of bilateral discussions. 


4. (C) Khalafov said that he believed most Iranians 
understood that the U.S. wants to be a partner with a 
democratic Iran and has nothing against the Iranian people, 
important points in his estimation. Saying that the UNSCRs 
are effective and could change Iranian behavior, Khalafov 

said their continued effectiveness depended on all UN member 
states doing their part. Characterizing Iran as nearly \"self 
sufficient,\" Khalafov said that sanctions targeting Iran\'s 
economic and military activities were essential, something 
possible only through combined pressure. 


Khalafov on Turkmenistan 


5. (C) Khalafov was very upbeat about the prospects for 
improved relations with Turkmenistan, saying that 
Turkmenistan was now \"a major direction\" in Azerbaijani 
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foreign policy. Outlining Azerbaijan\'s recent efforts in 

this regard, Khalafov characterized Foreign Minister 
Mammadyarov\'s visit to Turkmenistan, including his meeting 
with Turkmen President Berdymukhamedov, as a success. With 
the establishment of a bilateral commission, Khalafov said 
that both countries now have a forum in which to discuss 
Caspian delimitation and bilateral issues (Such as 
Azerbaijan\'s debt to Turkmenistan) and a framework in which 
to do so. Beyond witnessing \"a positive attitude\" from the 
Turkmen side, Khalafov said that bilateral commission talks 
have yielded a number of tangible results. First, both sides 
have agreed to \"restore delimitation talks and confirmed 

their goodwill to continue these talks.\" Second, both sides 
managed to expand and define the details of future talks. 


Column 3 
Khalafov said that delimitation talks will be held separate 
from bilateral commission talks. 


6. (C) Khalafov said that despite both countries differing 

in their approach to the delimitation question, the talks 

were positive. According to Khalafov, the Turkmen approach 
to the delimitation question involves accepting the initial 
Turkmen proposal and then seeking compromise from there. The 
Azerbaijani approach, on the other hand, involves starting 
from the median line position, and then negotiating from 
there. Khalafov said that he favored the latter approach, 
saying that he believed finding compromise based on the 
median line would be easier. He said that the focus of the 
next bilateral meeting - tentatively scheduled for September 
in Baku - would be to define an approach to this issue. 


7. (C) Responding to the Ambassador\'s comment that she 
understood the median line approach to have been the basis 
for Kazakh-Russian-Azerbaijani agreements, Khalafov said that 
defining the base line is the difficult part, and that 

Azerbaijan will work on the northern intersection point (with 
Kazakhstan) because Turkmenistan is more open to this. 
Saying that the main issue with the Iranians was very 

similar, Khalafov said that the Iranian approach was 
comparable to the Turkmen, probably stemming from their 20 
percent approach, which neither Azerbaijan or Turkmenistan 
support, added Khalafov. Khalafov noted that the will and 
inclination towards negotiations was greater on the Turkmen 
side than ever before, and that Turkmenistan was preserving a 
\"positive environment for negotiations.\" Saying that there 
were no \"stubborn claims\" from the Turkmen this time around, 
Khalafov said that the GOAJ was not trying to pressure them, 
saying \"our intention is to demonstrate goodwill and work up 

to the more difficult issues - | said this on Turkmen 

television.\" 


8. (C) Khalafov said that he had also touched upon regional 
issues with the Turkmen president, to include the Trans 
Caspian pipeline project, which he told the Turkmen the GOAJ 
greatly supported and pointing out the benefits of such a 
project for Turkmenistan. Saying that the Turkmen did not 
rule out the possibility, Knalafov said that he discussed 
Kazakh-Turkmen-Azerbaijani research opportunities such as 
determining the route and feasibility of a pipeline. 

Concerning the Ambassador\'s comment that the USG had proposed 
a USD 1.7 million feasibility study for a 

Kazakhstan-Azerbaijan pipeline, Khalafov said he knew about 
the proposal and was interested in the details. When the 
Ambassador said that the USG was considering a feasibility 
study for a pipeline from Turkmenistan to the Shah Deniz or 
ACG oil/gas fields, Khalafov quickly added that it must go to 
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Shah Deniz. Asking if the GOAJ was amenable to discussing 
such a study in a technical working group level, Khalafov 
responded \"yes,\" adding that he had talked about this with 

the MFA\'s Ambassador-at-large for energy issues Shamil 
Alasgarov. Khalafov suggested that Kazakhstan should also be 
involved (or possibly as observers) in any discussions 

because he believed this could \"unite the Kazakhs and the 
Turkmen.\" 


Comment 


9. (C) Khalafov seemed very pleased with the nature of 
recent talks with Turkmenistan, the parameters that had been 
established on solving the Azerbaijani debt problem, and 
Turkmenistan\'s willingness to discuss delimitation. He did 
not indicate that any substantive agreement was reached on 
delimitation, only an agreement to continue the discussions. 
On Iran, the Azerbaijanis are clearly trying to prepare the 

USG for the possibility that the Ahmadinejad visit will take 
place in the short term. They have pledged no substantive 
agreements, including on energy. They have also promised to 
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keep us informed every step of the way. The Embassy will 
hold them to that commitment. 
DERSE 
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EAP/EX FOR C. KLEIN 


E.O. 12958: N/A 

TAGS: OTRA, PREL, JA 

SUBJECT: COUNTRY CLEARANCE DASD FOR SEDNEY, BASALLA, GEIS, 
AND KOSINSKI 


REF: SECDEF 261841Z 


1. (U) Embassy welcomes and grants country clearance for the 
July 28, 2007 to August 2, 2007 visit to Japan by DASD David 
Sedney, Suzanne Basalla, John Geis, and Major Leonard 
Kosinski. 


2. (U) Control Officer for the visit will be 
Political-Military Officer Simon Lee. He can be reached at: 


Office phone: (81-3)3224-5337 

Home phone: (81-3)3224-6881 

Mobile phone: 81-90-4837-5822 

Fax: (81-3)3224-5322 

E-mail: LeeS@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made at the Hotel 
Okura 2-10-4 Toranomon, Minato-ku, Tokyo 105-8416, Tel: 
(81-3) 3582-0111 Fax: (81-3) 3582-3707. Details as follows: 


David Sedney 
Arrive: July 31, 2007 
Depart: August 4, 2007 


Suzanne Basalla 
Arrive: July 29, 2007 
Depart: August 2, 2007 


John Geis 

Arrive: July 28, 2007 
Depart: August 2, 2007 
Leonard Kosinski 


Arrive: July 29, 2007 
Depart: August 2, 2007 
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4. (U) Embassy/USFJ vehicle and staff will meet visitors at 
the arrival gate to assist. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports must 
have a Japanese visa to enter Japan. Travelers ona U.S. 
tourist (blue cover) passport may enter Japan as a tourist 
without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: Absolutely 

no personal, non-government owned laptop computers may enter 
the Embassy. Absolutely no laptop, even government owned, 
may be connected to the Embassy network in any way. TDY 
employees are reminded that no government owned laptops may 
enter the Embassy without prior RSO approval. Absolutely no 
laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 
If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
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months, U.S. citizens and interests abroad may be at 
increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 

Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
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Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

SCHIEFFER 
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AGAINST JAM 


Classified By: PRT Muthanna Team Leader Phil Egger for reasons 1.4 (b) 
and (d). 


1. (U) This is a PRT Muthanna cable. 


2. (S) Ata conference on 23 July with LTC Ellwood, 

Australian Commanding Officer for Muthanna, senior leaders of 
Muthanna\'s security forces said that the Ministry of the 

Interior (MOI) in Baghdad was using de-Ba\‘athification laws 

to reassign and remove their officers who had been most 
aggressive in fighting Jaysh Al-Mahdi (JAM). The leaders 

also claimed that logistical support from the MOI and 

Ministry of Defense (MOD) had been inadequate. LTC Ellwood 
(strictly protect) noted the weapons and ammunition that his 
forces had supplied to the Muthanna government during 
fighting in early July (reftel) but said future supplies 

would need to be given by the MOI and MOD; he promised to 
raise these issues on their behalf during his trip to Baghdad 
next week. End summary. 


3. (S) On 23 July, LTC Ellwood and a Muthanna IPAO attended 
a security conference with a veritable who\'s who of Muthanna 
security officials, including Governor Hassani, Chief of 

Police Brigadier Kathoum, Chief of Military Intelligence COL 
Hwaydi, and senior representatives the 2nd/10th Iraqi Army 
Brigade, the traffic police, border police, emergency 

services, Criminal Investigative Unit (CIU), and Provincial 

Joint Operations Center (PUOC). The Governor and Brig. 
Kathoum focused on recent attempts by the MOI to remove or 
disempower some of the best officers under the pretext of 
their past association with the Ba\'ath party and alleged 

crimes linked to that status. Because it was necessary for 
security officials under the former regime to have ties to 

the party in order to advance, many of the most experienced 
and qualified officers - who are now fighting JAM in Samawah 
and throughout the province - remain susceptible to these 
charges. Governor Hassani said his most ardent opponents of 
JAM are being targeted by JAM sympathizers within the MOI in 
Baghdad. The Governor and Brigadier believe these actions 
benefit the militias in two ways: first, their opponents are 
eliminated, and second the newly vacant jobs can be doled out 
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as militia patronage. In but one example: COL Ali of the CIU 
has a strong relationship with Australian forces and the PRT, 
and he has been one of the most aggressive officers in 
countering JAM; MOI is trying to replace him. The security 
leaders were united in their desire that Muthanna \"not become 
like Basra, where security forces are loyal to parties 

instead of the government,\" and they feared this pressure 
from the MOI was a step in that direction. 


4. (S) Much of the meeting was devoted to laundry lists of 
weapons and ammunition that the various services had 
requested but not received from Baghdad. Governor Hassani 
noted that he had an entire battalion without any equipment; 
it would be unable to assist other forces if called upon. He 
complained that, \"even after one year of being PIC, we still 
cannot stand on our own,\" referring to the ongoing shortages 
for government operations in fuel and materiel, especially 

for the police in Samawah. LTC Ellwood promised to 
investigate these requests on their behalf during his visits 

to the MOD and MOI in Baghdad on July 28 and 30, 
respectively. Brigadier Kathoum asked LTC Ellwood not to 
mention their names as the sources of his inquiries in 
Baghdad; he promised discretion. It is possible that 
responsibility lies with Muthanna leaders for not having 
submitted the requests correctly; LTC Ellwood\'s inquiries in 
Baghdad should make it possible to identify the party at 

fault. 


5. (S) Police and Army leaders were unified in stressing the 
need for greater reserves of ammunition. The chief of police 
said that there was a new terror group operating in Samawah, 
called, \"Jund Maket,\" which he said was funded by Saudis. In 
order to counter this new threat, as well as the larger and 
better organized JAM, Brig. Kathoum had requested from the 
MOI 5,000 AK-47 rifles. He allowed that he had already 
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received 200,000 AK-47 rounds, but insisted that he still 

needed 300,000 more. He also sought 400 PKC machine guns, 
with 300,000 rounds. 100 RPG launchers, with 2,000 RPGs, 20 
armored Humvees, 50 regular vehicles, and 10,000 body armor 
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kits completed the wish list. Similarly, Brig. Kathoum said 
he received 100,000 liters of fuel per month, but required 
280,000. The border police made similarly expansive requests 
of the central government. (Comment: the police request for 
half a million rounds is somewhat odd given that the entire 
population of Muthanna is not much greater, and that the 
bullets have a local black market value of about 25 cents. 
End comment.) Police officials have gathered a database of 
militia members and intend to create a Samawah id-card 
program, so they will be better prepared to identify militia 
members from other provinces if the clashes of early June 
recur. 


6. (C) The leaders of Muthanna\'s security forces are 
steadfast in their opposition to militias and they work with 
Australian forces as closely as is possible in a PIC 

province. If their allegations are true, MOI meddling with 

the personnel in Muthanna would have the dangerous effect of 
removing the best commanders and could undo the substantial 
progress that has been made. End comment. 

CROCKER 
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SUBJECT: AUTHORITIES PROVIDE SPECIAL JAIL ACCOMMODATIONS TO 
HASINA 
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REF: DHAKA 1161 


1. (SBU) SUMMARY. On July 16, Awami League president and 
former Prime Minister Sheikh Hasina was arrested by police 
and arraigned on charges of abetting extortion. She is being 
held at a special sub-jail created for her on the grounds of 
Parliament. Over the past two weeks, authorities have made 
improvements to the facility and are permitting visits by 

family members and lawyers. END SUMMARY. 


CONDITIONS IN HASINA\'S SUB-JAIL 


2. (SBU) After her arrest on July 16, Awami League president 
and former Prime Minister Sheikh Hasina Wazed was taken to a 
sub-jail specially created for her on the grounds of the 

National Parliament in Dhaka (reftel). The two-story, 
air-conditioned building she is being held in, which was 

built as the official residence of the Deputy Whip of 

Parliament, has a living room, dining room, and kitchen on 

the ground floor. Hasina\'s bedroom, with attached bathroom, 

is upstairs. 


3. (SBU) According to one of Hasina\'s lawyers who visited her 
during her first week of confinement, authorities have 

treated her well. When she complained about her bed, for 
example, they immediately replaced it. A color television 

from Hasina\'s home has been installed at the sub-jail, and 
Hasina is receiving four newspapers daily. The prison 
authorities have permitted her to bring pillows and linens 

from her home. Food is brought in from the main Dhaka prison 
and prepared at the on-site kitchen. So far, authorities 

have rejected Hasina\'s request to bring in her own food. 


4. (SBU) Twenty jail police, including five females, under 
supervision of a deputy jailor, are posted at the sub-jail. 
Officers of the Rapid Action Battalion and regular police are 
also deployed around the facility. 


5. (SBU) Authorities have denied Hasina\'s request that she be 
permitted to walk about the Parliament grounds, citing 

security concerns. She can move around the main rooms of the 
sub-jail unescorted. 


ACCESS TO HASINA 


6. (SBU) In the first few days of her incarceration, Hasina 
could not receive visitors and access to her attorneys was 
limited. On July 17, the Anti-Corruption Commission ordered 
Hasina to submit her wealth statement within seven days. Her 
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son, Sajeeb Wazed \"Joy,\" who resides in the U.S., complained 
publicly this was a \"trap\" since she could not complete this 
without access to her attorneys. By July 21, her lawyers 

were permitted to visit her regularly. On July 28, the ACC 
extended by a week the deadline for submission of the wealth 
statement to give her more time to prepare it. 


7. (SBU) The Deputy Inspector General of Prisons has now 
granted permission for Hasina to receive visitors, based on a 
list of her 25 closest relatives submitted by Hasina\'s 

lawyers. These visits are now happening regularly. A recent 
visitor told us he was treated courteously by prison 

officials while meeting with Hasina. (NOTE: According to the 
Bangladesh Penal Code, two relatives and/or lawyers can see a 
\"class one\" detainee twice per month. Hasina is being 

treated better than most of the political detainees arrested 

by the government confined in jails around the country.) 


HEALTH CONDITION 


8. (SBU) Hasina complained of back pain after being jostled 

en route to court immediately after her arrest. The prison 
arranged for her personal physician and a physiotherapist to 
treat her at the sub-jail on July 17. Her family was also 
permitted to provide her with high blood pressure medication. 

A female doctor and a nurse have now been posted around the 
clock at the sub-jail to tend to Hasina as needed. An 
ambulance is being kept on stand-by to respond to any 
emergencies. 


9. (SBU) The Embassy continues to monitor Hasina\'s trial and 
the conditions of her confinement. 
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TAGS: PREL, KNNP, JA, DPRK 

SUBJECT: PDAS STEPHENS JULY 23 MEETINGS WITH JAPANESE 
OFFICIALS ON THE NORTHEAST ASIA PEACE AND SECURITY MECHANISM 


Classified By: Ambassador J. Thomas Schieffer. Reasons 1.4 (b)/(d). 


1. (C) Summary: MOFA officials took a very cautious line 
on the Six-Party Northeast Asia Peace and Security Mechanism 
Working Group during meetings with Principal Deputy Assistant 
Secretary Stephens on July 23. They were also cautious in 


SIPDIS 

reacting to initial U.S. ideas for core principles for 

regional security, emphasizing that such principles should 

focus heavily on denuclearization and peace on the Korean 
Peninsula. They emphasized that too rapid movement on this 
track runs the risk of taking the focus off denuclearization 

and affording the DPRK an opportunity to slow down the 
Six-Party process. PDAS Stephens said the mechanism could in 
fact reinforce denuclearization. She noted that while the 

United States envisioned this issue remaining within the 
Six-Party process as we focus on full implementation of the 
September 2005 Agreement, the Northeast Asia Peace and 
Security Mechanism might eventually become a separate forum, 
growing out of success in the Six-Party Talks. PDAS Stephens 
also reassured MOFA officials that the U.S. would consult 
closely with Japan on the four-party Korean Peninsula peace 
regime process. End Summary. 


2. (C) Principal Deputy Assistant Secretary for East Asian 
and Pacific Affairs Kathleen Stephens had separate meetings 
July 23 with MOFA North American Affairs Director General 
Shinichi Nishimiya, Deputy Director-General for Asian and 
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Oceanian Affairs Junichi Ihara, Director-General for Asian 

and Oceanian Affairs Kenichiro Sasae, Deputy Director-General 
of Foreign Policy Yasumasa Nagamine, and Deputy Vice Minister 
Chikao Kawai. Explaining that she was embarking on a series 

of bilateral consultations to prepare for the August meeting 

of the NEAPSM Working Group and the September Six-Party 
Ministerial, she outlined initial U.S. thinking on the NEAPSM 

and the separate (though people sometimes blurred the two) 
issue of the Korean Peninsula peace regime process. 


3. (C) PDAS Stephens said we envisioned a general 
discussion on regional peace and security at the Six-Party 
Foreign Ministers meeting and a ministerial tasking to the 
Working Group to develop a charter, or core principles, for 
the NEAPSM. Deputy Ministers might subsequently meet to 
finalize and endorse the set of core principles. Stephens 
outlined initial U.S. thinking on what these core principles 
might cover, emphasizing that our thinking was still in its 
early stages. DDG Nagamine agreed that because the six 
parties might not be able to agree on NEAPSM principles by 
September, it was more realistic for the ministers to task 
that effort to the Working Group. He stressed that even 
these basic principles would require close U.S.-Japan 
consultations. Nagamine also expressed concern over using 
the word charter ("We don\'t like the word.\"), saying it 
suggested something legally binding and requiring legislative 
action. He made clear Japan would not support anything 
legally binding. PDAS Stephens said we were not attached to 
any particular word. 


4. (C) DDG Nagamine questioned the involvement of Deputies, 
asking if we envisioned Deputies launching a new forum or 
grouping. PDAS Stephens clarified that we envision a 

possible Vice Ministers meeting as a one-off event to boost 

the Working Group\'s efforts at an appropriate time to agree 

to a set of principles. DDG Nagamine cautioned that a Vice 
Ministerial should not be held only for the NEAPSM Working 
Group; if Vice Ministers were to meet, it should be for 

Six-Party working groups across the board. 


5. (C) PDAS Stephens told DDG Nagamine that in regard to 
talks on a Korean Peninsula peace regime as envisioned by the 
September 2005 Joint Statement, the directly related parties 
were the two Koreas playing the central roles, plus China and 
the U.S. She emphasized that the Korean peace talks would 
only get underway after the denuclearization process was in 
disablement phase. PDAS Stephens added that the U.S. would 
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closely consult with Japan as those talks unfolded. DDG 
Nagamine emphasized that peace on the Korean Peninsula was a 
vital concern for Japan and the image that Japan was involved 

in the process was politically important. DDG Nagamine 
suggested that Korean peace talks should \"report\" to the 
NEAPSM Working Group, an idea to which, he said, Russia was 
sympathetic. 


6. (C) Ina separate meeting, Deputy Vice Foreign Minister 

for Foreign Policy Chikao Kawai emphasized that 

the Japanese government believed the Six-Party Working Groups 
should focus first on 1) confidence-building among the 

parties; and 2) issues surrounding the Korean Peninsula. The 
agenda could expand over time, but the parties needed to keep 
their attention on the immediate task at hand -- the 
denuclearization of the Korean Peninsula. Furthermore, any 
discussion of Northeast Asia peace and security should be 
within the overall Six-Party framework; creating a new 
framework outside the Six-Party process was vulnerable to 
DPRK manipulation. 


7. (C) Kawai agreed that China\'s taking on a constructive 
role in the Six-Party process was a positive step, but such a 
\"by-product\" ought not to displace the DPRK nuclear issue 
among the Six-Party priorities. He acknowledged that, while 
premature, the parties needed to think about the future. 
Responding to PDAS Stephens\'s comment about looking to 
examples of confidence-building measures (CBMs) from other 
multilateral fora, Kawai opined that neither ARF nor OSCE 
presented a viable model for a Northeast Asian security 
framework due to the former\'s questionable effectiveness and 
the latter\'s relatively simple framework (i.e., East versus 
West blocs). In the Six-Party process, the DPRK, China, and 
Russia all had different regimes and separate interests that 
ran counter to the relatively consolidated stance of the 

U.S., Japan and the ROK. From Japan\'s perspective, 
addressing the DPRK\'s missile program and the abduction issue 
remained important factors in engaging with the DPRK. 


8. (C) Director-General Nishimiya said MOFA\'s \"gut 
reaction\" to the Northeast Asia Peace and Security Mechanism 
(NEAPSM) was that it was premature, and he advised against 
introducing \"new, untested ideas\" at this point in the 

Six-Party process. Establishing a set of guiding principles 

for the mechanism would also be quite difficult, he 

predicted. Even nomenclature was problematic, he asserted, 
since there was no clear agreement on the geographic 
boundaries of Northeast Asia. DG Nishimiya recommended that 
U.S.-Japan discussions focus on specifics, to avoid us 

\"talking past one another.\" Citing initial confusion in the 
Japanese press over the proposed security mechanism and a 
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separate four-party Korean peace process, Nishimiya stressed 
the need to carefully manage public perceptions. 


9. (C) Denuclearization was the immediate task at hand, 
stated Director-General Sasae, a point later reinforced by 
DVM Kawai. Sasae doubted the effectiveness of the NEAPSM 
process, contending that it would turn into just another 
\"academic\" forum. DDG Ihara cautioned that the NEAPSM would 
send the wrong signal to the DPRK and ran the risk of being 
used by the North Koreans to drive a wedge between allies, or 
to slow down the denuclearization process. Six-Party 
participants needed to be careful about whether 
denuclearization was a \"driver\" or \"follower,\" observed DDG 
Nagamine, adding that only if denuclearization moved forward 
would confidence grow in the Six-Party process. 


10. (C) Discussions on alliances could also be problematic, 
DDG Nagamine said. Although Japan and the U.S. agree that 
our alliance is key to peace in the region, that view was not 
universally held by all Six-Party participants. First North 
America Division Director Mori seconded this line, saying we 
should be extremely cautious about bringing alliances into 

the Working Group discussions. North Korea might try to use 
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seemingly unobjectionable things, such as UN principles, for 
its own purposes, cautioned DDG Nagamine. Statements about 
peaceful settlement of disputes, especially territorial, was 
another area where there might be unwanted connotation 
applied to specific issues, continued DDG Nagamine. On the 
Non-Proliferation Treaty (NPT), where Japan had doubts about 
the DPRK\'s resolve, there might be difficulty in reaching a 
common definition among the six parties of what constituted 
the NPT regime. North Korea, Nagamine noted, had already 
called for nuclear inspections in the ROK. Should we, he 
asked rhetorically, be prepared to accept a North Korean 
demand for denuclearization in areas surrounding the Korean 
Peninsula? 


11. (C) DDG Nagamine said Japan wanted to be constructive 
and was \"not being negative for the sake of being negative." 

He agreed that Northeast Asia lacked the kind of multilateral 
security institutions that existed in Europe, but argued that 

the Six-Party process was not a good \"fit\" for addressing 

issues such as China\'s expanding military capabilities, the 
China-Taiwan issue, or the U.S.-Japan security alliance. He 
advocated concentrating on confidence building mechanisms and 
then identifying principles that would assist that focus. DG 
Nishimiya said that while China may have warmed to the idea 
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of a ministerial meeting, it did not want to put sensitive 

issues on the table. The views of South Korea also needed to 
be addressed with care, he said, at least until after South 
Korea\'s presidential election in December. 


12. (C) PDAS Stephens responded that the U.S. was not 
proposing to create a separate process outside the Six-Party 
Talks and that we agreed the NEAPSM should not detract from 
denuclearization, but rather reinforce it. She explained 

that if Six-Party talks achieved success on denuclearization 
and normalization of relations among the parties, then there 
was a hope, or a vision, that the Six-Party process could 
develop into a multilateral forum to address other regional 
security issues. She made clear that the U.S. did not have a 
roadmap at this point. But, in Washington\'s calculus, she 
observed, discussing a framework for the long-term security 
interests of the region was not only possible, but desirable. 


13. (U) PDAS Stephens has cleared this cable. 
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E.O. 12958: DECL: 07/30/2017 

TAGS: PREF, PHUM, PGOV, MARR, EAID, IZ 

SUBJECT: NINEWA\'S HERKI KURDS - THIS PROVINCE\'S LARGEST 
UNRESOLVED IDP ISSUE 


Classified By: Ninewa PRT Team Leader Jason Hyland for reasons 1.4 (b) 
and (d). 


This is a Ninewa Provincial Reconstruction Team 
(PRT) message. 


1. (C) SUMMARY: The Kurds of the Herki tribe, notorious 
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in Iraq for their role as collaborators with Saddam 

Hussein, are the largest unresolved IDP issue in the 
northern province of Ninewa. They face threats from the 
Kurdish political establishment, which has not forgotten 

their actions under the old regime, from Sunni insurgents, 
who see them as Kurds, and from the Sha\'bak and Christians 
of their \'host\' community, who see them as intruders. The 
PRT regularly monitors the condition of the Herki for both 
the humanitarian and security aspects of their plight. As 

an initial step to alleviate the suffering of this isolated 
minority, USAID is arranging assessments of living 
conditions in the community, including a program to address 
urgent humanitarian requirements while exploring measures 
to integrate gradually the Herki minority into the 

surrounding communities. END SUMMARY 


2. (SBU) During the Baa\'thist/Kurdish struggles of the 
1980\'s and early 1990\'s, the Kurdish Herki tribe of Acra (a 
district of Erbil formerly part of Ninewa) fought on the 

side of Saddam Hussein against the Peshmerga forces led by 
current Kurdish Regional Government (KRG) PM Barzani and 
Iraqi President Talibani. In 1992, after the 

implementation of the northern no-fly zone, the Herki were 
forcibly expelled from Barzani controlled Acra and 

resettled by Saddam Hussein in two military forts on the 
outskirts of Bartallah, eastern Ninewa where they lived in 
squalid conditions until 2003. After the fall of the 

regime, the squalor continued but expanded to three more 
nearby forts where the tribe members subsist as internally 
displaced persons (IDPs). From across northern Iraq, 
thousands of Herki have moved into the forts and the 
surrounding land as they continue to face reprisals 

elsewhere for their collaboration with the previous regime. 


3. (SBU) On May 19, then TL Knight and IPAO Polacheck 
traveled to Bartallah after a flare-up in ethnic tensions 
between the ShiVa Shabak and the Herki Kurds where the 
tribe\'s Sheik Jabbar Herki received them. Jabbar recounted 
the recent history of his tribe as summarized above. The 
Herki have turned the forts into condominiums, each holding 
approximately 300 families, with thousands others living in 
tents and houses on the surrounding Ministry of Defense 
owned land. Jabbar claims his tribe numbers 30,000, with 
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12,000-15,000 living as IDPs. 


4. (SBU) The Herki are in frequent conflict with the 

Shabak and Christians, the predominate groups in Bartallah, 
and heated confrontations are not uncommon. Jabbar and his 
entourage said that Mosul has become unsafe for the Herki, 
and that the only work available to them is casual labor 

such as construction and agriculture. Jabbar expressed a 
desire to leave the forts and to return to the ancestral 

villages in Acra. He claims KRG officials will only allow 

the Herki to return in family groups, not as a tribe and 

not to their traditional lands in Acra. 


5. (SBU) Traveling with representatives from the PRT\'s 
Rule of Law and Health sections as well as USAID, IPAO 
Polacheck returned to Bartallah on July 11. The living 
standards remain poor. Jabbar said that Ninewa Vice 
Governor Khasro Goran (KDP) had ordered the Herki to vacate 
the forts during his last trip to Bartallah, an allegation 
confirmed by other, independent interlocutors. Jabbar 
claimed due to Khasro\'s efforts neither the Iraqi Red 
Crescent, Ninewa Governate nor the KRG was providing 
support. (NOTE: These allegations against Khasro have not 
been confirmed.) Food was still coming through the Public 
Distribution System but erratically. Though most males 
were away working as migrant agricultural workers, IPAO 
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Polacheck personally observed crowded living conditions 
with two or three families of 4-8 sharing five rooms. Many 
children were not in school and open sewage flowed through 
the courtyard. 


6. (C) The Herki constitute the largest unresolved IDP 
issue in Ninewa. As former collaborators with Saddam 
Hussein and as Kurds, nowhere within Iraq is secure. The 
Sunni Arab insurgents target them as Kurds while the other 
Kurds remember their betrayal during the 80\'s and 90\'s. 
The local Shabak and Christians generally see them as 
intruders. Unwanted and unwelcome in their current 
location and banished from their ancestral lands, they are 
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among the most destitute people in Ninewa. The PRT has and 
will continue to engage provincial leadership and the Iraqi 
Red Crescent to work to alleviate the plight of this 
controversial tribe. Toward this end, USAID is currently 
working through implementing partners to assess the 
conditions of the Herki community, to include a plan 
addressing urgent educational, health, shelter, and 
sanitation needs, while exploring measures to encourage a 
measured incorporation of the Herki into the surrounding 
communities. END COMMENT 
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DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Lebanon, Peace Process, Palestinian Territories, Iraq, 
Syria/China (7/27-29) 


1. Summary: All Syrian papers on July 29 featured Hizbollah leader 
Sayed Hassan Nasrallah\'s speech on July 28 in mass rally in Bint 
Jbeil in south Lebanon commemorating the anniversary of the July 
2006 war with Israel saying that the Lebanese resistance has foiled 
US plans for a new Middle East and warning that his party will 
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continue to possess a large rocket arsenal to strike Israel again if 
Lebanon comes under attack. \"This war aimed to impose a new Middle 
East, fragmented into ethnic mini-states, serving the interests of 

the United States and Israel,\" Nasrallah said. \"There is no new 
Middle East; It is gone with the wind.\" Nasrallah charged that the 
July-August war was the result of \"a US decision\" and the United 
States provided Israel with \"political and material support.\" 
Nasrallah said both Washington and Israel were counting their losses 
since the conflict, adding that Hizbollah will never be at peace 

with Israel. 


Independent al-Watan on July 29 reported that Spanish Foreign 
Minister Miguel Angel Moratinos said that his country fully supports 
the Arab Peace Initiative, describing it as \"a good base\" for an 
international peace conference, which the US has suggested to be 
held next fall. Moratinos is in a tour in the region and will visit 
Syria this week. 


Al-Watan July 29 also reported that a conference on the health needs 
of lraqis in neighboring countries is convening today in Damascus, 
and will last for two days. Minister of health in Syria, Jordan, 

Iraq, and Egypt, in addition to representatives from the UNDP and 
the UNICEF, will attend the meeting. 


On Syrian-Chinese relations, government-owned Al-Thawran on July 27 
reported that Deputy Foreign Minister Faisal Miqdad\'s meeting on 

July 26 with Lihua Chen, the Chinese Ambassador in Damascus, 
reiterating Syria\'s support for the One-China principle which enjoys 
vast acceptance and backing in the world. Miqdad renewed Syria\'s 
rejection of attempts aiming at targeting this principle including a 
referendum that the Taiwan administration wants to make in order to 
join the UN. During the meeting, the two sides discussed bilateral 
relations between both countries and means of enhancing them in all 
domains, as well as coordination and consultation between them in 

the UN. The Deputy Foreign Minister underlined Syria\'s commitment to 
resolution 2758 of 1971 adopted by the UN General Assembly which 
expressed the international community\'s recognition of one 

legitimate government in China. 


End of summary. 
2. Selected Headlines: 


\"Hizbollah SecGen Nasrallah: We have foiled US plans for a new 
Middle East... Dreams of the governing team have begun to vanish\" 
(Government-owned Al-Ba\'th, 7/29) 


\"President Lahoud warns against settling Palestinian refugees. 
Former PM Karami warns against prolonging the crisis. MP Aoun: The 
confrontation with the governing team started after the 

marginalization of the presidency. Lebanese Ministers and MPs: The 
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governing team is gambling on the US-Israeli project\" 
(Government-owned Tishreen, 7/28) 


\"French Foreign Minister Kouchner to the Lebanese: Either dialogue 
or war\" (Government-owned Al-Ba\'th, 7/29) 


\"Moratinos reiterates Spain\'s support for the Arab Peace Initiative; 
He is due in Damascus this week\" (Independent al-Watan, 7/29) 


\"A European diplomatic source: Fateh al-Islam is affiliated with 
Al-Qaeda; Syria is a target of its operations\" (Independent 
al-Watan, 7/29) 


\"Damascus hosts a conference on the health needs of Iraqi refugees\" 
(Independent al-Watan, 7/29) 


\"Russian Foreign Minister Lavrov: No solution for any of the 
region\'s issues without Syria\" (Government-owned Tishreen, 7/28) 


\"Deputy Foreign Minister Faisal Miqdad confers with Embassy of 


China. Talks focus on enhancement of consultations and bilateral 
cooperation\" (Government-owned Al-Thawra, 7/27) 


\"Rice and Gates in the region to \'soothe\' moderate \'Arabs\'\" 
(Independent al-Watan, 7/29) 


\"The United States and Canada vote against a resolution by the UN 
Social and Economic Council that calls for reviving the peace 

process on the basis of resolutions 242, and 338\" (Government-owned 
Tishreen, 7/28) 


\"Moscow asserts that Hamas is a substantive party in talks. 
President Abbas heads to Moscow to get clarification about its 
position\" (Government-owned Tishreen, 7/29) 


\"Olmert proposes an Israeli withdrawal from the West Bank while 
keeping major settlements. 8% of Israelis support Olmert\" 
(Government-owned Tishreen, 7/28) 


\"Israel commits a new massacre in Gaza\" (Government-owned Al-Thawra, 
7/27) 


\"61 Iraqis killed, 94 wounded in an explosion of al-Qarada. A 
Congressional committee calls for a timetable to withdraw US troops 
from Iraq\" (Government-owned Tishreen, 7/29) 


\"No political roadmap in Iraq. Nine US soldiers killed in lraq 
within two days. An emergency US plan to withdraw US troops\" 
(Government-owned Tishreen, 7/28) 
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3. Editorial Block Quotes: 


Isam Dari, an editorialist in government-owned Tishreen, wrote 
(7/28): \"US President George Bush\'s administration is trying to 
accomplish in a year and six months what it failed to accomplish in 
five years and six months. Will it succeed? 


\"This administration is trying to put on the discussioOn table and 
in the circle of attention what it has ignored since its 

controversial arrival in the White House. We are talking about the 
peace process, specifically, a settlement or a deal to delude the 
public opinion into thinking that a victory was achieved on the 
peace front, since defeats are what this administration has on the 
war front... 


\"The search for some victory prompted Bush and his senior 
administration officials to move in the Middle East arena in an 
attempt to conclude a deal between Israel and the Palestinian 
Authority; a deal that might be deposited in his empty account in 
the political bank. 


\"We have no doubt that the American policymakers are smart. But 
this smartness is incomplete because it assumes that the others are 
naove and can be deceived, which is not the case. Here lies the 
mistake in Washington\'s policies. 


\"This smartness turned Tony Blair into the peace envoy of the 
Quartet, which is exclusively owned by the US Administration, 
because Blair has been tested and has proved to be the best to 
implement the American orders in full... 


\"But Blair alone is not enough to score the desired accomplishment 
that would help Bush go down in history as a peacemaker, not as a 
man of war, terror, and destruction.... 


\"Here is Miss Rice packing in a hurry, getting ready to come to us 
to give momentum to the American and international efforts to 
establish a temporary Palestinian mini-state without independence 
and sovereignty and only on a part of the West Bank. What a 
difficult puzzle! 


\"Blair and Rice are part of the scene and part of the moves. What is 
required is an American-European-Arab mobilization to produce the 
worst farcical play in the region\'s history. 
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\"How can a team managed by masters of Zionists or Zionized people 
make a just peace without it being biased toward the Zionist plan 
and Israel? 


\"How can this team turn the losers and the defeated into victorious 
peace heroes? 


\"For an administration that has been skilled at lies and deception 
over six and a half years, this is very easy. The old weapon it used 
to invade and occupy Iraq and ignite fires in it can be used again. 
This is the weapon of lies.... 


\"Today, people who should be referred to the war crimes court come 
to us to tell us about an Arab-international conference \'meeting\' in 
the United States in September to normalize Arab relations with 
Israel, even before the signing of a worthless deal that gives a 

part of a Palestinian mini-state to part of the Palestinians.... 


\"Bush might achieve some false victory, but it will remain false. 

He will not be able to mislead the world once again because he is 
not a man of peace and because he is the advocate of a colonialist 
planbased on the settlements. He and peace are diametrically 
opposed. The new play will miserably fail because its production is 
a failure and because it is a new lie by an administration that have 
taken up lies and charlatanism as a profession.\" 


Hanan Hamad, a commentator in government-owned Tishreen, wrote 
(7/28): \"The Bush administration, which is unable to come out of 

the Iraqi quagmire and which lost many of its cards in Lebanon, is 

not really willing to achieve a genuine settlement between the 
Palestinians and Israelis.... 


\"This administration, through its growing talk about peace and the 
sending of Secretary of State Condoleezza Rice to the region, is 

trying to score some achievement for President Bush, one that 
improves Olmert\'s image and strengthens the positions of those whom 
the administration calls VArab moderates\', without offering 

Palestinians an effective and complete solution guaranteeing their 
inalienable rights as acknowledged by the international resolutions 

and the historical facts of the conflict.... The solution the United 

States is looking for is one that completely serves Israel\'s 

interests... 


\"It is painful that Arabs of \'moderation\' are putting the eggs of 
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the victories of the resistance in Lebanon, Palestine, and Iraq in 
the basket of the American-Israeli plan that seeks to thwart these 
victories.\" 


Ahmad Hamadah, an editorialist in government-owned Al-Thawra, wrote 
(7/27): \"The US Administration secretly pledged to Israeli Prime 
Minister Ehud Olmert to increase US aid to the Israeli military 

budget to $3 billion annually... 


\"Contrary to their claims that they seek to achieve peace, security, 
and stability in the region, the United States and Israel are 
planning war strategies for years to come.... 


\"What peace is Israel calling for amid such policies that pave the 
way for further wars, destruction, and weapon stockpiles? And what 


international conference is Bush calling for to launch the 
Arab-Israeli negotiations in the fall if he is planning to almost 
double the military assistance to Tel Aviv over the coming years...? 


\"These are the strategies of war and aggression that the world has 
known well. It is obviously difficult for a racist usurper entity 

and a blind US Administration that sees solutions only through wars 
and aggression, to abandon these strategies....\" 


Mundhir Khalil Id, a commentator in government-owned Al-Thawra, 
wrote (7/27): \"Another lie by the Bush warning is that an American 
withdrawal from Iraq would enable Al-Qa\'ida and Islamic extremists 
to control the Middle East, try to obtain nuclear weapons, and plan 
and finance new attacks on the United States.... 


\"The world now knows the truth about Bush and the threat he poses to 
the world security and peace through his reckless policy. During 
Bush\'s reign, the world has seen nothing but death, destruction, 

blood, and chaos. It is high time Bush realized that lies do not 

build the glory of countries or individuals and that he ought to 
acknowledge defeat....\" 


Column 3 
Corbin 
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SIPDIS 
SENSITIVE, SIPDIS 


STATE FOR SCA/INS, EEB/CBA, AND EEB/ESC/IEC 

STATE PASS USTR FOR ADINA ADLER 

COMMERCE FOR JONATHAN STONE 

MCC FOR S. GROFF, D. TETER, D. NASSIRY AND E. BURKE 
TREASURY FOR LESLIE HULL 


E.O 12958: N/A 

TAGS: EINV, ENRG, PREL, CE 

SUBJECT: SRI LANKA: EMBASSY HELPS GLOBAL ENERGY REVIVE ITS OIL 
REFINERY BID 


REF: 2006 COLOMBO 2086 


1. (SBU) SUMMARY: Embassy continues advocacy for U.S. firm Global 
Energy and Industrial Operations, Inc., which seeks to build and 

operate an $800 million oil refinery near Colombo. The project has 
been stalled since 2004, when Global Energy thought it had a deal 

upon signing a memorandum of understanding with the state-owned 
Ceylon Petroleum Corporation. Currently Ceylon Petroleum seeks aid 
or financing to build its own refinery along the lines of the Global 

Energy project. However, a May 2007 letter from then-Under 

Secretary of Commerce Lavin to President Rajapaksa, along with 
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Embassy advocacy, has prompted the government to again consider the 
Global Energy proposal if it cannot finance its own project. End 


Column 3 
Summary. 


GLOBAL ENERGY\'S REFINERY WOULD JOIN EXISTING PLANT 


2. (SBU) Global Energy and Industrial Operations, Inc., (Global 
Energy) aims to build, own, operate, and transfer (BOOT) an $800 
million, 100,000 barrel per day oil refinery adjacent to Sri Lanka\'s 
sole existing refinery at Sapagaskunda outside Colombo. Global 
Energy initiated the project in 2002 when the government invited 
expressions of interest for infrastructure projects. The proposed 
refinery would use similar technology and some existing facilities 
of the current Ceylon Petroleum Corporation (CPC) refinery, and 
would upgrade systems at that refinery as well. 


3. (SBU) Global Energy had secured financing for the project from a 
consortium of lenders including CitiCapital Asia, Standard Chartered 
Bank, Mitsubishi Bank, and Kuwait Petroleum, as well as a number of 
local companies. CitiCapital dropped out recently because it could 
not maintain its funding commitment indefinitely. A Citi rep told 
Econoff, however, that with a projected internal rate of return 
approaching 40%, the project would remain attractive for investors 
and lenders. The value of U.S. technology and services involved is 
estimated at $200 million with projected royalty fees of $15 million 
annually for the project life. The project would be transferred to 

the CPC for $1 at the completion of a 20-25 year BOOT agreement. 
Global Energy reports it has spent approximately $7 million in 
developing the draft BOOT agreements and refinery designs. 


2004 DEAL FELL INTO LIMBO 


4. (SBU) Following Cabinet approval for its proposal, Global Energy 
in December 2004 signed a memorandum of understanding with the 
Ceylon Petroleum Corporation, a state-owned enterprise under the 
auspices of the Ministry of Petroleum and Petroleum Resources, for 
the establishment of the refinery. However, subsequent to the 
Presidential elections of November 2005, CPC suspended discussions 
with Global Energy as the new government of Mahinda Rajapaksa 
preferred to locate a refinery in the undeveloped Hambantota area 
(reftel). In 2007, the government secured a commitment from Star 
Petro Energy, is a division of Dubai-based Al-Ghurair group to 
construct the Hambantota refinery, which would refine for re-export. 
By mid-2007, Embassy learned that the CPC was again interested in 
expanding its existing refinery at Sapagaskunda for domestic market 
operations. 


5. (SBU) CPC Chairman Ashanta de Mel told EconOffs that current high 
oil prices make refining very profitable, and that he thought it 

made sense for CPC to expand its own refining capacity rather than 

let a private company do a BOOT project. He stated that he had 
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authorization to engage a consultant to conduct a feasibility study 

on the expansion of the refinery. De Mel explained that the 

government lacked the funds to invest in a new refinery, however, so 

it would seek a donor to either grant or lend at concessionary rates 

the money to do so. He considered the Kuwait Fund, the Asian 
Development Bank and the \"International Monetary Fund\" (he may have 
meant the World Bank International Finance Corporation) to be 

possible lenders. 


USG ADVOCACY REVIVES GLOBAL ENERGYV\S BID 
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6. (SBU) Post conveyed to Global Energy news of the CPC\'s renewed 
interest in a Sapagaskunda project. Ambassador and EconOffs urged 
both the CPC Chairman and the Minister of Petroleum and Petroleum 
Resources to again consider the Global Energy proposal. The latter 
told EconOff he welcomed Global Energy to return to Sri Lanka for 
discussions. U.S. Department of Commerce\'s then-Under Secretary 
Lavin also wrote to President Rajapaksa, urging the government to 
seriously consider the Global Energy project. In late June, Embassy 
arranged appointments for Global Energy with the Petroleum Minister, 
the Enterprise Development and Investment Promotion Minister, the 
CPC Chairman, and the Board of Investment Chairman. These meetings 
enabled Global Energy Chairman Lakdhasa Wijetilleke to understand 
the current positions of the relevant GSL agencies, revived 
government interest in the project, and underscored USG support for 
Global Energy. Following are the key points that emerged from the 
discussions. 


CEYLON PETROLEUM CORPORATION (CPC) 
WANTS TO BUILD ITS OWN REFINERY 


7. (SBU) POSITION: CPC will seek funds for three months; if 
unsuccessful, it will negotiate with Global Energy. 


8. (SBU) Ashantha De Mel, Chairman of the CPC, told Wijetilleke that 
the CPC would seek funds to conduct its own refinery expansion as a 
first option. If funding did not materialize, CPC would consider 

the Global Energy project. De Mel and other CPC officials present 
estimated that the CPC would require three months to determine if 
funding would be available. De Mel also stated that the CPC would 
need to be fully involved in the operation of any eventual Global 
Energy project in order to ensure \"transparency.\" Wijetilleke 
assured the group that the draft BOOT agreement envisioned the 
Chairman of the CPC serving as Co-Chairman of the project, with 
access to all records of the enterprise. CPC officials also 
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stressed that union endorsement would be required for the project to 
succeed. Global Energy and CPC officials agreed to stay in contact 
while CPC pursues its own funding sources, and to decide in October 
whether to recommence negotiations. 


MINISTRY OF PETROLEUM WORRIED ABOUT UNIONS 


9. (SBU) POSITION: The Ministry and CPC will seek funds for six 
months; union assent will be required before negotiating with Global 
Energy. 


10. (SBU) M.H. Fowzie, Minister of Petroleum and Petroleum Resources 
Development, told EconOffs and Wijetilleke that CPC union leaders 
must be convinced that the Global Energy project is necessary and 
beneficial to their members. Ministry Secretary Gunawardena 
suggested that Wijetilleke meet with union leaders to brief them on 

the project and its benefits. Two conditions would be needed for 
serious movement on the project: union endorsement and final 
determination that CPC could not source funding for its own 

expansion program. Fowzie reckoned it would take no less than six 
months to determine whether funding could be obtained for CPC\'s own 
expansion program. (Note: During this meeting, Fowzie mentioned 
that President Rajapaksa had recently referred the Global Energy 
project to him for review, evidently as a result of Under Secretary 
Lavin\'s letter to the president.) 


BOARD OF INVESTMENT DISTRACTED, BUT SUPPORTIVE 


11. (SBU) POSITION: The Board of Investment would support the 
project, but only after it signs a final agreement to construct the 
Hambantota refinery. 


12. (SBU) Dhammika Perera, Chairman of the Board of Investment, told 
EconOffs and Wijetilleke that his office is currently focused on 
concluding negotiations on the proposed refinery project to be built 

in Hambantota. He promised to focus on the Global Energy project 
after the conclusion of the Hambantota deal. Perera affirmed that 
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Sri Lanka needed large investments, such as Global Energy\'s proposed 
project, for its economic advancement and enhancement of its 
reputation as an investment destination. 


MINISTRY OF ENTERPRISE DEVELOPMENT AND INVESTMENT PROMOTION EQUALLY 
DISTRACTED BUT SUPPORTIVE 
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13. (SBU) POSITION: The Hambantota refinery negotiations must 
conclude before moving forward with Global Energy\'s proposal. 


14. (SBU) Sarath Amunugama, Minister of Enterprise Development and 
Investment Promotion, reminded Wijetilleke that he had supported the 
Global Energy project several years ago when he was Minister of 
Finance, and said he continued to do so. Amunugama told Wijetilleke 
and EconOffs that he would seriously consider the Global Energy 
project and that he would endorse it to the president, but only 

after conclusion of the Hambantota refinery negotiations with a 

Middle Eastern consortium. Amunugama likewise averred that Sri 
Lanka needs large projects such as Global Energy\'s refinery, and 
expressed the need to brand the country as an attractive investment 
location. 


15. (SBU) COMMENT: The government\'s failure to honor its MOU with 
Global Energy typifies the investment environment under the 
Rajapaksa administration, whose preference for state-led enterprise 
has caused it to resist private infrastructure projects. This 
orientation does not readily attract investment cash, so we think it 
unlikely that CPC will be able to fund its expansion plan. As such, 
these recent meetings give the brightest hope for Global Energy 
since the current government took power twenty months ago. 
Nevertheless, USG advocacy will remain essential for Global Energy, 
as the government and the CPC union will likely cling to their hope 

of building their own refinery. 

MOORE 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, ELAB, AE 

SUBJECT: UAE NATIONAL TRAFFICKING COMMITTEE CHAIR ON UAE 
TIP ACTIONS 
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REF: DUBAI 411 


1. (SBU) On July 29, Ambassador spoke with UAE Minister of 
State for Federal National Council Affairs (and Chair of the 
UAE\'s Human Trafficking Committee) Anwar Gargash to follow-up 
on her June 21 session with him (reftel) and to inquire about 
reports of anew women\'s shelter opening in Dubai. Gargash 
stated that he had chaired the third meeting of the Human 
Trafficking Committee on Monday, July 23. Gargash said his 
focus was in improving the coordination of efforts by the 
federal and local level governments. He wanted to ensure 
that Ras Al-Khaimah, Al-Ain, and Fujairah were properly 
tracking and reporting statistics on trafficking, for 
example. He said that he was also working on setting up 
workshops for law enforcement, health providers, and social 
services and working with the Ministry of Interior to provide 
training on TIP issues. The Committee had also reviewed new 
regulations. 


2. (SBU) Gargash confirmed that a new shelter would be set up 
in Dubai under a new foundation for the protection of women 
and children recently launched by Dubai Ruler/UAE VP and PM 
Sheikh Mohammed bin Rashid Al-Maktoum. He added that the 
site had been identified, but that the shelter was not yet 
operational. He also welcomed the possible September visit 

of G/TIP Director Ambassador Lagon. Ambassador and Gargash 
also reviewed progress on the TIP action plan and the need to 
encourage increased TIP prosecutions and victim assistance 
efforts. 

SISON 
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DEPARTMENT PLEASE PASS TO CHERYL YOUNG, HQ DOE; EILEEN EISENMAN, 
PNNL; VICKI MCCOY, NNSA; DARLENE ROBERTS, NNSA; GEORGE VERRY NNSA; 
AND BETTY SHORTER, NNSA. 


E.O. 12958: N/A 
TAGS: ENRG, KNNP, PARM, OTRA, BG 
SUBJECT: COUNTRY CLEARANCE FOR DOE LANDERS +2 


REF: SECSTATE 101774 


1. Embassy Dhaka welcomes CHRISTOPHER LANDERS, DOUGLAS DAHL, and 
GARY STUBBLEFIELD on their August 4 Q 13, 2007 visit and grants 

country clearance contingent upon obtaining a Bangladeshi visa prior 

to arrival (see Paragraph 4.D. below). Although country clearance 

has been granted, visitors should recognize that the political 

situation in Bangladesh remains fluid. Visitors should confirm prior 

to their travel that conditions for a successful visit still exist. 

Based on circumstances, country clearance may be revoked at any 

point. 


2. As of January 1, 2005 direct hire and PSC, (non-State 

Department), USG TDY personnel who will be in Bangladesh for 30 days 
or more, are required to take and pass the SAFE course. SAFE, 

Safety Abroad for Families and Employees, is a four day security 
training course offered by FSI, Department of State. Please contact 

the Office of the Registrar, Room F-2210, SA-42. Fax: 

703-302-7152. The Department strongly recommends that commercial 
contract employees and others also take the SAFE course. (For 

further information, please contact the Assistant Director for 

Training, Diplomatic security, Mr. William Armor at 

armorwd@state.gov or Phone: 703-205-2816.) See STATE cable 93760 
dated 27 April 2004 and STATE cable 066580 dated 25 March 2004, for 
details. 


3. The Mission\'s workweek is Sunday-Thursday 0800 hours to 1630 
hours. 


4. Comments: 


A. The traveler is advised to carry a copy of this cable with 
Her / him for reference. 


B. Lodging arrangements were previously coordinated by traveler. 
C. Assistance requested in Reftel has been coordinated. 


D. IMPORTANT Q PLEASE NOTE: Personnel entering Bangladesh are 
required to possess a valid passport with a minimum validity of six 
months after the scheduled departure date from Dhaka. Visas are not 
issued at the airport, and travelers without visas are routinely 

boarded on the next departing flight. In very limited 
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circumstances, including, for example, emergency travel from a 
country with no Bangladeshi Embassy, we will request an airport 
visa. In such cases, we require (1) a faxed photocopy of the 
travelerQs passport biodata page faxed to 880-2-882-4449 at least 
seven calendar days in advance; and (2) a statement from the post of 
origin confirming there is no Bangladeshi mission in the country. 


5. Departure and onward travel: All departing personnel (including 
holders of diplomatic and official passports) are urged to use the 
services of the U.S. Mission\'s travel agent for reconfirming onward 
travel and to verify if the departure tax, approximately Taka 
300($4.34) and the travel tax (approximately Taka 2500) ($36.23) 
have been included in the cost of the ticket. If not included, the 
traveler will be required to pay the taxes, in Taka only, at the 
airport. 


6. Action Request: Fiscal Data. Each visitor, regardless of 

length of stay, must bring/forward fiscal data to pay for direct 

costs of the visit. Each agency, organization or visiting 

delegation will be charged for the actual costs associated with the 
visit. Direct charge costs include, but are not limited to: 

American and LES overtime (for such services as airport expediting, 
cashier accommodation exchange, control room staffing, 
representational event support), travel and per diem costs incurred 
by post personnel in support of visitorQs field travel, rental of 
vehicles and other equipment, long distance telephone calls, office 
supplies, gasoline and other vehicle maintenance costs, departure 
tax and other airport fees as appropriate. For TDYers remaining at 
post over 30 days, there is a charge for ICASS support services. 
This charge is for the following ICASS services: Basic Package, CLO 
and Health Services. Agencies will not be billed until the 
accumulated invoice cost for TDY support exceeds $2,500 for the 
fiscal year. If your sponsoring agency is not signed up for ICASS 
services at post, please be prepared to sign a Memorandum of 
Understanding for ICASS support services upon arrival. The agency 
should provide post with a written communication, generated by the 
travelerQs headquarters, that confirms the agency will pay ICASS 
charges for the TDYer, provides the agency ICASS billing code the 
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TDY support charges should be applied to, and authorizes the 
traveler to sign the ICASS invoice generated by the TDY module. 
Where travel is urgent, the TDYer should bring this documentation 
with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


7. Currency: The local use of U.S. dollars (USD) is prohibited by 
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law, except for the payment of a hotel bill. The local currency, 

the taka, must be used for all other local transactions. 
Accommodation exchange is available at the Chancery through the 
Citibank NA cashier. The exchange rate fluctuates and is currently 
approximately Taka 69 to USD 1.00. Reverse accommodation exchange 
is available only at the original place of exchange with original 
documents and receipts as proof. Automatic Teller Machines (ATMs) 
are limited and dispense taka only. Traveler\'s checks are not 

widely acceptable with the exception of international hotels. Most 
major credit cards are accepted at international hotels. 


8. Club and Commissary: 


A. The American Recreation Association (known as ARA or QThe 
ClubQ) facility is available to U.S. citizen official visitors for a 
temporary membership fee of USD 10.00 per week. This can not be 
pro-rated for a shorter visit. In addition to the membership fee, 

you will be required to purchase a cash card, USD 10.00 per card or 
taka 600.00. A copy of your passport data page or a passport-sized 
photograph is necessary to obtain a cash card to pay for meals and 
use club facilities (which include tennis court, squash court, 
swimming pool, exercise room, basketball court, and 
restaurant/bar.) 


B. The U.S. Commissary facility is available to U.S. citizen 

official visitors who are USG employees. Payment is limited to USD 
personal check or traveler checks. Cash payments Q either is US 
dollars or local currency payments are not accepted. Because ARA is 
unable to provide change for transactions using traveler checks, 
small denomination traveler checks are ideal. 


9. HEALTH 


There are a multitude of potential threats to health in Bangladesh, 
and medical resources and facilities are often sub-standard. All 
visitors are advised to carefully review their medical conditions 

and vaccination status to be sure they are optimal. Although many 
medications are available in Bangladesh, their purity and quality 
may be poor; visitors should bring their own supply. 


Certain conditions prevalent in Bangladesh deserve special 
consideration. Malaria is found in most parts of the country and 
malaria prophylaxis is recommended outside of Dhaka. Malaria is not 
generally a problem in Dhaka. Rabies is relatively common in 
Bangladesh and most dogs are not vaccinated; vaccination against 
rabies is recommended. Protection against mosquitoes is important, 
as they carry dengue fever, Japanese encephalitis, and malaria. 
Personal protection against mosquitoes, including such efforts as 
mosquito nets, application of DEET repellents, and avoidance of 
areas where mosquitoes are known to be prevalent is recommended. 
Intestinal problems are common in Dhaka. Visitors must exercise 
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care in what they eat and drink; food-borne diseases are common. 
Assume that all tap water is contaminated, even in hotels. 

Travelers are advised to drink bottled/boiled water and eat only 

fruits and vegetables that have been cooked and peeled. Undercooked 
meat should be avoided. Travelers should also avoid eating uncooked 
dairy products and food sold on the streets. 


Medical Unit access will be available TO INDIVIDUALS that meet the 
criteria specified in the health unit access chart available on 
med.state.gov. 

All visitors who desire to access the Health Unit (HU) must bring 
copies of their current country-specific health clearance for Dhaka 
(Form DS-823) or transmit their clearance status by cable. U.S.G. 
employees on official TDY status for less than 60 days (cumulative, 
per year) are allowed access to the HU without a current clearance 
for Dhaka. Some short-term contractors with official MED sanction 
are also allowed access. All other visitors must obtain their 

health care from other sources and are not allowed American Embassy 
HU access. The HU maintains a list of health resources and can help 
with referrals. Medevac insurance is recommended for persons not 
covered under the Department of State system. 
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10. Security: The Government of Bangladesh declared a State of 
Emergency on January 11. The situation remains fluid, but this has 
affected life in many ways Q from a ban on political rallies to mass 
arrests of individuals suspected of corruption. Although foreigners 
have not been targeted in any of the recent violence, visitors need 
to be aware of anti-American sentiment as the result of the Global 
War on Terrorism and events in the Middle East. 


11. Post policy authorizes travelers visiting post to hand carry an 
unclassified laptop into the Controlled Access Area providing that 
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the laptop is transported under the immediate personal control of 
the traveler, or is transported via diplomatic pouch, with prior 
approval of the RSO. All travelers must also maintain continuous, 
immediate custody of a laptop while in the CAA. Further 
instructions will be given during the security briefing upon 

arrival. 


12. The State Department has classified the crime threat in Dhaka as 
high. Pick-pocketing, purse-snatching and other forms of street 
crime occur frequently, especially in areas frequented by 

foreigners. Visitors should avoid walking alone after dark, 

carrying large sums of money, or wearing expensive jewelry. 
Valuables should be stored in the hotel safety deposit box and not 
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left unattended in hotel rooms. The Embassy advises Americans to be 
aware of their surroundings at all times and to avoid predictable 
behavior. The Chief of Mission has declared public transportation to 

be unsafe. The Regional Security Officer has banned the use of 
rickshaws, baby taxis, and other public transport. Instead, 

visitors will be provided Embassy motor pool support. In addition, 
visitors should keep the EmbassyQs 24-hour emergency telephone 
number available at all times (880-02-885-5500); receptionists are 

on duty 24 hours a day. 


13. We look forward to your visit. 
PASI 
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NEA FOR FRONT OFFICE; NEA/IPA FOR SHAMPAINE/BELGRADE; NSC 
FOR ABRAMS/WATERS; TREASURY FOR 
HARRIS/LOEFFLER/NUGENT/HIRSON; BRUSSELS FOR LERNER 


E.O. 12958: DECL: 07/29/2012 

TAGS: EFIN, EAID, ENRG, KWBG, IS 

SUBJECT: FAYYAD STILL CONCERNED ABOUT GAZA UTILITY 
PAYMENTS; BUT NOT (YET) ASKING EU TO CUT OFF SUPPORT 


REF: JERUSALEM 1483 
Classified By: Consul General Jake Walles, Reasons 1.4 (b) and (d) 


1. (C) Palestinian Authority (PA) Prime Minister Salam Fayyad 
told the Consul General on July 26 that he has raised his 
concerns about Hamas benefiting from EU funding for utility 
payments in Gaza with EC Commissioner Ferrero-Waldner 
(reftel), but he has not yet explicitly asked the EU to cut 

off funding, as he continues to think through how to address 
the problem. Fayyad is concerned that a cessation of EU 
support would lead to either blackouts in Gaza or the need 
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for the PA to pick up the payments - two unattractive 

options. Fayyad told the CG that he remains concerned that 
funds could be diverted from utility payments to support 
Hamas, but he had not yet seen evidence that Hamas is doing 
so. If they do, however, he said he would ask the EU to stop 
payments. Fayyad also suggested that the utility support 
payments could be phased out as the Temporary International 
Mechanism (TIM) expires in September, but he did not indicate 
what he thought might replace them. 


2. (C) In a subsequent conversation on July 27, Fayyad told 
the CG that he intends to ask the GOI to stop deducting 
electricity payments from clearance revenues, as part of a 
longer-term effort to reduce the major financial burden on 
the PA resulting from subsidized electricity. Recognizing 
that change to the system will come gradually, Fayyad plans 
to tell West Bank mayors that municipalities will have to 

deal directly with the Israel Electric Company and fund their 
own utility needs. Fayyad said he would provide some funds 
(diminishing over time) to help municipalities adjust to the 
new system. Fayyad indicated that he would expect the same 
from Gaza, but did not elaborate on how he would proceed 
given the current political situation. 

WALLES 
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SUBJECT: EAST CHINA\'S SOUTH KOREAN COMMUNITY 
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(U) Sensitive but unclassified - please protect accordingly. 
Not for dissemination outside USG channels. 


1. (SBU) Summary: Since the establishment of diplomatic 

relations in August 1992, South Koreans have flocked to Shanghai 
in search of economic and educational opportunities. More than 
110,000 South Koreans live in east China (Anhui, Jiangsu and 
Zhejiang provinces and Shanghai), with some 70,000 in Shanghai 
alone. The community has its own schools, churches and business 
organizations. Major concerns include ongoing frictions with 

the local authorities, particularly environmental concerns for 
businesses and the extent of religious freedom for different 
churches, and access to education. Despite these problems, most 
people with whom we met predicted that the South Korean 
community in Shanghai and the surrounding regions would continue 
to grow and contribute to closer relations between the two 
countries. End Summary. 


2. (U) From late June to mid July, Poloff met with various 
representatives from South Korean communities in Shanghai and 
surrounding regions to find out more about their experience in 
East China. For Korea in the modern times, there is no other 
foreign city more important as a historical landmark than 
Shanghai. The Korean Provisional Government was founded in 
Shanghai in 1919, and Shanghai was a major center of Korean 
nationalist resistance against the Japanese occupation of Korea. 
With the establishment of formal ties between Seoul and Beijing 
in 1992, finally ending the long Cold War hiatus between the two 
countries, South Koreans began to flock to Shanghai again in 
search of various commercial and/or educational interests and 
opportunities. 


3. (U) While estimates vary, according to the June 2007 
quarterly report released by the joint Korean Chamber of 
Commerce in East China (covering Anhui, Jiangsu and Zhejiang 
provinces and Shanghai), there are around 70,000 South Korean 
nationals residing in Shanghai, and the number is expected to 
reach 100,000 by the year 2010. In addition to Shanghai, other 
cities in the region with a significant South Korean population 
include Suzhou (25,000), Yiwu (7,000), Wuxi (7,000) and Nanjing 
(5,000). According to Mr. Jae-won Jun, a Consul at the South 
Korean Consulate in Shanghai, 3.9 million visited China in 2006, 
with 1 million to Shanghai alone. 
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4. (U) According to the Shanghai Korean United Church\'s 
Reverend Um Ki Young, South Koreans in Shanghai are concentrated 
in the Minhang district (around 85 percent of the population) 

and Pudong district (around 15 percent). Numbers residing 
outside of Minhang and Pudong districts are negligible. Prior 

to China\'s accession to the World Trade Organization in 2001, 
the Chinese government had designated all the foreign nationals 
in Shanghai to live in the Gubei area. After the restriction 

was lifted, most South Koreans moved to the adjacent and newly 
developing Minhang district, just outside of Gubei and began to 
concentrate in that area. Availability of different South 

Korean churches, food stores, restaurants and schools made 
living in the Minhang district appealing for many South Koreans. 


5. (U) Many interviewees commented that perhaps the most 
important characteristic that distinguishes South Koreans in 
Shanghai and rest of China from many South Korean communities 
abroad was the fact that their stay in China was never meant to 

be permanent. The Chinese government does not recognize any 
sort of permanent immigration by foreigners, unlike their 
counterparts in places like the United States and Canada, and 
South Koreans defined their stay in China as wholly temporary. 


6. (U) Most South Koreans residing in Shanghai and surrounding 
areas came to China for commercial interests. According to the 
joint Korean Chamber of Commerce in East China\'s June 2007 
report, there are over 8,000 South Korean companies in the 
region, and around 3,200 in Shanghai alone. Other cities in the 
region with significant number of South Korean businesses are 
Yiwu (3,000), Suzhou (890), Nanjing (200), Wuxi (200), Ningbo 
(120), Hefei (100), Zhangjiagang (83), Lianyungang (78), Jiaxing 
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(60), Yancheng (53), Hangzhou (50) and Nantong (50). According 
to Mr. Jun, the size of these businesses ranged from giants like 
Samsung and LG to small shops selling trinkets. Typically 

larger businesses were concentrated in Shanghai, while smaller 
ones dotted the cities in the interior. 


7. (SBU) Poloff attended the joint meeting of the Korean 

Chamber of Commerce in East China from June 29-July 1 and met 
with many Korean business representatives. Many of these 
representatives identified the prospective Free Trade Agreement 
(FTA) between South Korea and China as a major issue for South 
Korean businesses in China. An official representative of the 
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South Korean Ministry of Foreign Relations and Trade from Seoul 
briefed the participants on the prospective China-South Korea 
FTA. Although the new administration in power after the 
December 2007 South Korean Presidential Election may change 
direction, the current South Korean government was cautiously 
pushing for FTAs with the European Union and China to follow the 
FTA agreement with the United States. China was the most 
important economic partner for South Korea and its significance 
was even greater considering the entities under its sohere, Hong 
Kong, Macao and Taiwan. South Korea had its biggest trade 
surplus with China and around 24 percent of South Korea\'s total 
foreign investments went to China. However, the presenter also 
spoke of concerns and potential dangers of the FTA with China. 
Agriculture and manufacturing industries were expected to be hit 
hard, and there were also fears that the FTA may help China to 
catch up technologically with South Korea at a faster rate. 
Furthermore, there were worries that South Korea may become too 
economically dependent upon China. 


8. (SBU) The presenter said that there were two main 

motivations behind Beijing\'s endorsement of the FTA between 
China and South Korea. First, China wanted to establish Chinese 
leadership/hegemony in Northeast Asia by drawing South Korea 
into its sphere and increasing its influence in East Asia\'s 

political economy. Second, China would like to eventually have 
FTAs with the United States and European Union and was using the 
FTA with South Korea as an experiment. Beijing was also 
expecting that the FTA with South Korea would help to modernize 
the Chinese economy. On Seoul\'s side, the presenter expected an 
increase in the South Korean GDP and trade with China. For 
specific industries, including automobiles, mechanical and 
petrochemicals, the South Korea-China FTA was expected to be 
beneficial, while damaging for the steel and textile industries. 

The presenter expected the negotiations between Beijing and 
Seoul to begin within the next five years. 


9. (SBU) Relations between local governments and Korean 
businesses varied. In Wuxi, where there was an algae outbreak 
in May that polluted the water, companies were under significant 
pressure to conserve water. Hynix Semiconductors (formerly a 
part of the Hyundai Group), for instance, was blamed by the 
local people for overusing water and causing pollution in the 
area. The Lianyungang authorities began issuing warnings 
against companies without sufficient wastewater treatment 
facilities, and even forced some companies to move out. On the 
other hand, South Korean companies in Yiwu launched an 
environmental preservation movement which not only made the 
Korean companies more popular in the region, but appeared in a 
Beijing television program, improving the overall image of 
Korean businesses in China. The Yancheng representative said 
that the general image of Korean businesses and businesspersons 
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was So positive in Yancheng that the local government even put 
up road signs in Korean. He was once caught speeding but the 
policeman let him go without issuing a traffic ticket after he 

found out that he was a Korean businessman. However, many 
Korean businesspersons also damaged the reputation of Koreans in 
China by reneging on business deals and fleeing China. Another 
topic that came up was the issue of prostitution. The Chinese 
police were on the alert about prostitution and several Korean 
businessmen were jailed or deported from China because of 
illegal activities. 


10. (SBU) Religious activities were important for the South 
Korean community, and have been growing despite the Chinese 
government\'s wary attitude. There are three Buddhist, one 
Catholic, and around 20 Protestant churches catering to the 

South Korean population in Shanghai, and many expected that the 
number of religious centers would continue to increase in the 

near future. According to Mr. Jun, churches, temples and other 
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religious centers were often the place where many South Koreans 
socialize, and especially important for newcomers who often find 
help at these places in adjusting to the new life in China. 

Rev. Um said the Korean United Church, for example, was playing 
a big role in the community by providing a place where Koreans 
could gather together to cultivate national identity and carry 

out cultural programs. The Korean United Church operates a 
kindergarten as well, providing daycare services for young 
children. He also mentioned that the Church played a role in 
policing and providing advice to the deviant teenagers, and was 

in fact a significant help to the Chinese police. 


11. (SBU) The Korean United Church (Protestant) in the Minhang 
district was the largest and the only officially recognized 

South Korean church in Shanghai with around 3,500 regular 
attendees. Rev. Um said that the first Protestant gathering was 

in 1993, when a small group of families regularly got together 

for services. This group grew to about 300 to 400 people by the 
year 2000, and joined the Three-Self Patriotic Movement/China 
Christian Council (TSPM/CCC), the official Protestant Church of 
China, and conducted services under its supervision. There were 
significant cultural differences between the TSPM/CCC and the 
South Korean Protestant Church, and the TSPM/CCC often tried to 
impose its standards on the South Korean Church. While the 
South Korean Church regularly carried out late night or early 
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morning services and had many programs for children, the 
TSPM/CCC Church did not have such programs nor did it understand 
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them. In 2004, the South Korean church moved to a new building 
for themselves, after winning a concession from the local 
government and the TSPM/CCC that allowed them to conduct 
services without TSPM/CCC input or representatives from the 
TSPM/CCC. 
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12. (SBU) In addition to the Korean United Church, there were 
approximately 20 smaller Protestant groups gathered in groups of 
families independent of the Korean United Church. Dr. Choi 
BooDeuk, an architect and a representative of the South Korean 
Catholic Church, said that there were about 1,500 registered 
regular attendees and around 500 irregular attendees for the 
South Korean Catholic Church. Unlike the South Korean 
Protestants, the Catholic Church worked with the Chinese 
Catholic Church in conducting their services. According to Mr. 
Jun, there were three South Korean Buddhist temples in Shanghai 
catering to the current few hundred -- but nevertheless rapidly 
growing -- South Korean Buddhist population. 


13. (SBU) All of the religious representatives noted that there 
were ongoing missionary activities by South Korean missionaries 
in China. However, they were reluctant to discuss this issue 

and said that the missionaries\' activities had little to do with 

their operations. Missionaries came to China from abroad and 
were not affiliated with the local churches. Mr. Jun said that 
while he had heard of few cases of missionaries getting caught 
by the Chinese authorities and being jailed or deported from 
China in other provinces, he has not heard of any case in 
Shanghai. Religious representatives also said that the Chinese 
government had restricted them to cater only to the South Korean 
population, and to exclude both the Korean-Chinese and North 
Koreans from services. 


14. (SBU) Although the South Korean protestant group was able 
to get their own church and practice their faith with little 
interference, tensions remained. Rev. Um mentioned that the 
Protestants, for example, were still upset about the Chinese 
government\'s policy of grouping all Protestants into one group, 
arguing that there were often incompatible differences among the 
different Protestant groups. However, religious representatives 
noted that the situation had progressively improved and they 
were hopeful for the future. Dr. Choi stated that the Chinese 
government was troubled by the widespread materialistic 
attitudes in society after the implementation of economic 
reforms, and may utilize religions to reestablish moral values 
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in the society as other countries had done. He also mentioned 
that the establishment of full diplomatic relations between 
China and the Vatican, if it occurred, may also significantly 
improve the religious situation in China. 


15. (U) Education was a big concern for South Koreans, and a 
significant number came to Shanghai and its surrounding areas 
just for study. The growing number of South Korean students in 
China reflected increasing influence and importance of China and 
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Chinese language in the world, especially to the geographically 
proximate South Koreans. Although the measurements varied, 
there were between some 6,000 to 8,500 South Korean students in 
different colleges and universities in Shanghai. According to 

the June 7 joint Korean Chamber of Commerce in East China 
report, other cities in the region with significant Korean 
college/university student population are Nanjing (1,000), 

Suzhou (500) and Yiwu (200). 


16. (SBU) According to Professor Sun Kezhi, an ethnic Han 
Chinese scholar specializing in Korean history at Fudan 
University, there are approximately 1,000 South Korean students 
in Shanghai and the surrounding regions. Despite the large and 
growing number of South Korean students at Fudan University, 
South Korean students, in general, lagged behind their peers and 
frequently did not attend class. Professor Sun opined that most 
of the South Korean students at Fudan could not gain admission 
to first-rate schools in South Korea but still wanted to go to a 

big name school such as Fudan. It was relatively easy for 
foreigners to gain admission to the Chinese universities. 
Professor Sun said that while there were some South Korean 
students who worked hard, they constituted a small minority. 

The South Korean Students Union functioned largely as a social 
club. The non-participating South Korean students were often 
ostracized by their South Korean classmates, and those who did 
participate often progressively lost their Chinese language 

skills as they were surrounded by South Koreans and did not mix 
with Chinese students. According to Sun, such trends among 
South Korean students were observed by his colleagues teaching 
in other colleges and universities in Shanghai and elsewhere. 


17. (U) While most primary and secondary South Korean students 
in Shanghai and surrounding areas were children of those who 
came to China for business, there are also a few primary and 
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secondary school students who came by themselves to acquire 
proficiency in Mandarin by living and attending school in China. 
According to Mr. Lee Kil Hyun, the principle of the South 
Korean school (grades 1 to 12), about one-third of South Korean 
children attend the South Korean school and the remaining 
two-thirds either attend local Chinese schools or other 
international schools (including the American School). Mr. Lee 
added that different schools offered different advantages. Many 
students and parents choose the American or British school to 
teach their children English and to send them off to colleges 

and universities in the United States or the United Kingdom. 

The Chinese schools offered an opportunity to gain fluency in 
Mandarin. The South Korean school\'s appeal was the chance to 
learn or retain Korean language skills and an opportunity to 

gain admissions at South Korean colleges and universities. 
There were also several weekend Korean language schools in 
Shanghai and other cities for young children. However, as the 
Zhangjiagang representative of the Korean Chamber of Commerce 
mentioned, in areas where there are not many Koreans around, 
like Zhangjiagang, many Korean children cannot speak Korean 
because there are no Korean teachers or schools nearby. 


18. (U) The South Korean school in Shanghai was among the 28 
officially-recognized South Korean schools abroad. Nine of the 
28 are located in China. The school, with more than 1,000 
students, has grown significantly since it was established in 

1999 with 43 students. There are currently 647 students in the 
elementary division (grades 1 to 6), 180 in the middle division 
(grades 7 to 9) and 248 in the high division (grades 10 to 12). 
Because of rapidly increasing enrollment, the school just 

finished constructing a new building complex and moved in last 
year. The South Korean school caters exclusively to the South 
Korean nationals and is an important community institution for 
the South Koreans in Shanghai. Teachers mentioned that one goal 
of the South Korean school was, due to China\'s rise in the 
international scene and its growing relationship with South 

Korea, to develop the South Korean students as the next 
generation\'s China experts. Teachers also noted that many 
students experienced confusion growing up in a foreign setting, 
and the problem was amplified by the general lack of cultural 
activities specifically for Korean students and advising by 

trained adults. 


19. (SBU) Although miniscule in number compared to their South 
Korean counterparts, there reportedly are a small number of 
North Koreans living in Shanghai and the surrounding areas. In 
separate interviews on June 15 and 18, Gong Keyu, Yu Yingli and 
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Xue Chen of the Shanghai Institute for International Studies 
said that there are around seven North Korean restaurants in 
Shanghai, and North Korean scholars and officials sometimes 
visited Shanghai for research and exchange with their Chinese 
counterparts. They noted that North Koreans always traveled in 
groups in order to keep an eye on each other, and they were 
difficult to contact. Professor Sun mentioned that while there 
were some North Korean students studying in the Shanghai area 
before, none remained after the economic reforms were 
implemented, and this was also the case for other parts of 
southern China. He said that there currently are some North 
Korean students studying in Beijing and few other places in the 
Northeast. None of the interviewees spoke of any real contacts 
between North Koreans and South Koreans. 


20. (SBU) All the interviewees spoke of Korean-Chinese as a 
staunchly closed and distinct group which often stayed aloof 

from both the South Korean and the Han Chinese communities. As 
Chinese nationals, Korean-Chinese were not permitted to join 
their South Korean counterparts in many educational and 

religious programs exclusively designated for the South Korean 
nationals. However, many Korean businesses and educational 
institutions hired Korean-Chinese especially because of their 
fluency in both the Korean and Mandarin languages. Professor 
Sun mentioned that Korean-Chinese students and professors at 
Fudan University tended to be a closed group with limited 
interaction with either the Han Chinese or the South Koreans. 
There was little cooperation between the History Department, 
where Prof. Sun teaches Korean history, and the Korean language 
program, which was completely dominated by the Korean-Chinese 
scholars, because Korean-Chinese professors tended to be 
uncooperative and did not want to work with Han Chinese scholars 
in Korean Studies. 


21. (SBU) While sharing many common problems and concerns with 
other foreign communities living in Shanghai and surrounding 

areas, the South Korean community nevertheless constituted a 
unique group among the foreigners in Shanghai. One notable 
difference was the physical distance between China and South 
Korea, which is much less, when compared to Europe or the United 
States. Shanghai is less than a two hour flight from Seoul, 

making communication and travel relatively easy and convenient 

for the South Koreans. In addition, the general perception 
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among Chinese of the South Koreans is different from their 
perception of Westerners and the Japanese. In contrast to the 
bitter historical memories the Chinese have towards the British, 
French, German, Americans, Russians and the Japanese, South 
Koreans are free from such historical \"guilt\" and resulting 
suspicion that taints the other communities in the Chinese eyes. 
According to Mr. Xue, \"hallyu\" or the \"Korean culture wave\" in 
China has also influenced Chinese popular culture in important 
ways and improved the overall image of South Koreans in China. 


22. (SBU) The existence of a significant native Korean 
population in China, some two million Korean-Chinese, mostly 
concentrated in Northeast China but with a significant number in 
Shanghai, who are mostly raised bilingual in both Korean and 
Chinese cultures, is an important asset for the South Koreans. 
Despite some tensions between Korean-Chinese and South Koreans, 
Korean-Chinese have provided invaluable help for many South 
Korean businesses with their language skills as well as their 
knowledge and understanding of the Chinese society and culture. 
Despite the long Cold War hiatus, the South Korean-China 
relations have become increasingly important for both countries, 
and the rapidly growing South Korean population in Shanghai and 
elsewhere in China is testimony to such development. 
SCHUCHAT 
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Column 3 
Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (C) Although MP Boutros Harb perhaps best summed up 
current French diplomacy as \"wishful thinking politics,\" 

French Ambassador Bernard Emie provided the Ambassador a 
relatively upbeat description of Foreign Minister Bernard 
Kouchner\'s July 27-29 Lebanon visit. Emie said that getting 
together Lebanon\'s political leaders not once but twice was a 
worthy accomplishment in and of itself. According to Emie, 
Kouchner perceived some openness on the part of Parliament 
Speaker Nabih Berri and MP Michel Aoun, although Emie 
admitted that, with Hizballah stonewalling on each 

suggestion, Berri and Hizballah might have a good cop/bad cop 
routine underway. While there is nothing tangible to show 

for his efforts, Kouchner will be back in Lebanon in August, 
Emie reported. Separately, MP Walid Jumblatt told the 
Ambassador that the French, afraid of failure, are merely 

going through the motions, while Hizballah and Syria behind 
the scenes make final preparations for either seizing the 
presidency or preventing presidential elections that do not 

go their way. Kouchner failed to make headway in getting 
Hizballah to accept a package deal. End summary. 


EMIE CITES GET-TOGETHERS 
AS KOUCHNER\'S ACCOMPLISHMENTS 


2. (C) On July 29, French Ambassador Bernard Emie, MP Walid 
Jumblatt, and MP Boutros Harb all briefed the Ambassador 
separately on their impressions of the July 27-29 visit of 

French Ambassador Kouchner. Predictably, Emie was the most 
upbeat. Lebanon\'s feuding politicians got together not once 

but twice, he noted: On July 27, Kouchner hosted a reception 
for La Celle-St. Cloud participants (i.e., the \"second tier\" 
political leaders), and on July 29 Emie hosted a luncheon for 
Kouchner with the \"number one\" National Dialogue leaders. 
Emie downplayed the fact that three of \"top tier\" leaders 
skipped the lunch and sent proxies instead -- Hizballah 
Secretary General Nasrallah, Berri, and PM Fouad Siniora (who 
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refused to go once Berri had declined). It was \"quite an 
accomplishment\" to have such representation at the French 
residence, Emie said, especially given the bitter disputes 

between Michel Aoun and Amine Gemayel (who ignored each other 
at the lunch except to exchange bitter glances) over the Metn 
parliamentary by-election. \"The food was quite good,\" Harb 
laughed, when asked about the outcome of the lunch. 


Column 3 


KOUCHNER WARNS OF WAR 


3. (C) Emie said that, in part, Kouchner\'s message was 
stern. He admonished the participants individually and over 
the group gatherings that \"the spirit of La Celle- St. Cloud 
had not been respected.\" The Lebanese themselves \"had not 
done their homework,\" in following up on La Celle-St. Cloud 
with local contacts. Kouchner told his Lebanese 
interlocutors that he found the situation \"quite worrying.\" 
Emie underscored that Kouchner, in hopes of frightening the 
leaders into action, had publicly and privately cautioned 

that civil war is no longer such a remote possibility. If 

the Lebanese do not act, there is no telling what might 
happen, he cautioned. 


KOUCHNER PUSHES PACKAGE 
BASED ON CONSENSUS APPROACH 


4. (C) In terms of substance, Emie said that Kouchner, like 
Jean-Claude Cousseran before him, tried again to promote a 
package. The elements included presidential elections on 
time and according to a two-thirds quorum, a National Unity 
Government post-elections, an agreed-upon cabinet program, 
and the possibility of moving parliamentary elections ahead 
from 2009 to 2008. Faced with Hizballah\'s refusal to discuss 
anything except a National Unity Government now, Kouchner 
then presented the idea of having an expanded transitional 
government now, along the 19-10-1 idea (which would give the 
opposition a \"blocking\" but not \"toppling\" minority), to 
oversee Lebanon between now and presidential elections (which 
could be as early as six weeks from now). 
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5. (C) According to Emie, the key to Kouchner\'s package is 
consensus -- by agreeing to support the March 8-Aoun view of 
a two-thirds quorum, the successful presidential candidate 

will be a consensus figure. By having a National Unity 
Government after presidential elections in which the March 
8-Aoun opposition enjoys both a blocking and a \"toppling\" 
minority, the government will have to operate largely by 
consensus. Unfortunately, he acknowledged, no consensus 
emerged behind Kouchner\'s package. Emie believed that March 
14 leaders, despite being uncomfortable with giving March 
8-Aoun forces an indefinite veto over government policy, 
would accept Kouchner\'s package, if they believed Hizballah 


Column 3 
would go along. 


BERRI, AOUN INDICATE OPENNESS; 
HIZBALLAH REPRESENTATIVES STONEWALL 


6. (C) Emie said that he detected interest on the part of 

Michel Aoun to Kouchner\'s proposal, and \"new openness\" on the 
part of Nabih Berri. But the Hizballah representatives who 

met Kouchner -- Nawaf Musawi and Mohammed Fneish -- 
categorically rejected every bridging proposal presented by 
Kouchner. Emie acknowledged that Berri\'s openness may be 
less than what it appears, if Berri and Hizballah have agreed 

on a good cop/bad cop routine. 


HARB, JUMBLATT SEE NO ACHIEVEMENT 


7. (C) Boutros Harb and Walid Jumblatt were more downbeat. 
Harb said that the French are merely practicing what he 
described as \"wishful thinking politics.\" Consistent with 
Emie\'s description of Berri\'s openness, Harb said that the 
only ray of hope he took away from the Kouchner events was 
the \"relatively positive attitude\" of MP Samir Azar, Berri\'s 
representative at the Emie-hosted lunch. But Harb suspected 
that, if there was actual movement toward a solution, then 
Berri\'s representatives would be as negative as Hizballah. 


8. (C) For his part, Jumblatt groused that the French are 
\"kidding themselves\" in a dangerous way. While the French 
continue to talk about \"dialogue,\" Hizballah, Syria, and its 

allies are preparing either to seize the presidency some way 

or to prevent presidential elections from taking place. The 
French initiative has become a harmful distraction, Jumblatt 
argued, preventing March 14 leaders from concentrating on how 
to combat the objectives of Syria and Hizballah. At this 

point, the French are merely going through the motions, 
Jumblatt said, \"afraid of admitting failure.\" The only way 

the French will be able to succeed is if March 14 \"gives up 
everything.\" Jumblatt said that he was already uncomfortable 
with the extent of the concessions March 14 offered, despite 
continued rejections by Hizballah. Asked about the consensus 
approach, Jumblatt asked how one can have consensus \"between 
freedom and Hizballah.\" 


NEXT STEPS: KOUCHNER BACK (MON DIEU!) 
DURING AUGUST VACATION SEASON 


9. (C) In terms of next steps, Emie reported that Kouchner 
is committed to returning to Beirut in mid to late August 
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(\"which, for us, shows the level of commitment,\" Emie noted, 
referring to Kouchner\'s willingness to abandon the sacrosanct 
French vacation period). Kouchner also told his Lebanese 
interlocutors that he was willing to reconvene La Celle-St. 
Cloud participants in France, should that be useful. Trying 

to put a positive spin on the Kouchner visit, Emie concluded 
by reporting that all of the participants had at least 

reaffirmed their commitment to the \"basics of the Lebanese 
state,\" including the constitution, the Taif accord, the need 

to avoid violence in setting political disputes, and the need 

to avoid reliance on foreign interference. 


10. (C) We will also be in touch with other Lebanese 
contacts who participated in the Kouchner meetings. We will 
report any significant reactions by septel. 

FELTMAN 
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E.O. 12958: DECL: 07/24/2017 
TAGS: KDEM, KPAO, PHUM, PREL, IR, AJ 
SUBJECT: IRAN DEMOCRACY SMALL GRANTS PROGRAM 


REF: STATE 89345 
Classified By: CDA Donald Lu for reasons 1.4 (b) and (d). 


1.(C) Embassy Baku welcomes the Iran Democracy Small 
Grants Program and looks forward to participating in the 
pilot phase of the program (reftel). Working in close 
coordination with the Embassy\'s Public Diplomacy and 
Political/Economic sections, Embassy lran Watcher will be 
responsible for conducting targeted outreach efforts to 
Iranian diaspora organizations in an effort to identify 
possible small grant opportunities. After Embassy review 
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and concurrence, small grant proposals will be forwarded 
to NEA for consideration. 


2. (C) Embassy Iran Watcher continues to approach 
Iran-related organizations in order to meet the September 1 
application deadline. For the initial phase of this 

program, the Embassy plans to focus its recruiting efforts 
on a variety of human rights and student organizations. 


3. (C) In order to support this program, Iran Watcher is 
taking advantage of grant-related educational opportunities 
to include digital video conference training and FSI 
Distance Learning courses (PY 220). Iran Watcher will 
participate in additional training and consultation 

offerings, to include PY 222 in FY2008. 


4. (U) Embassy Iran Democracy Small Grants Program point 
of contact is Iran Watcher Dave Haugen (HaugenDP@state.gov). 
DERSE 
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E.O. 12958: DECL: 07/29/2017 

TAGS: IZ, PGOV, PINS, PREL 

SUBJECT: PM MALIKI: WE WILL NOT LET TAWAFUQ STOP THE 
POLITICAL PROCESS 


REF: BAGHDAD 2648 
Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (S) Summary/comment: In a July 26 meeting with the 
Ambassador, Prime Minister Maliki harshly condemned Tawafuq\'s 
July 25 statement threatening to withdraw from the government 
(reftel). He accused Tawafug of seeking to bring down his 
government, defeat the U.S. in Iraq, and force an 

international solution. He ridiculed Tawafuq\'s demands as 
\"excuses.\" Pressed by the Ambassador on how he could work 
toward resolving this looming crisis, Maliki simply urged the 
Ambassador to press Tawafuq to return to the political 
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process. Maliki said he would never let Tawafuq stop a 
political process that thousands of Iraqis had suffered to 
realize: \"There may be great bloodshed but we will never go 
back.\" While Maliki\'s reaction is no doubt colored by his 
deep dislike of Tarik al-Hashemi, it is clear that he feels 
personally wronged and does not want to address Tawafuq\'s 
demands. End summary/comment. 


2. (S) The Ambassador noted that Tawafuq\'s July 25 statement 
created a new problem for Iraqi politics and asked how Maliki 
thought it should be addressed. Maliki called the statement 

an \"escalation\" and launched into a vigorous, full-scale 
condemnation of Tawafuq and Vice President Tarik al-Hashemi. 
Tawafug, he claimed, sought to bring down his government and 
paralyze the political process in an attempt to defeat the 

U.S. and force an international solution on Iraq. \"They 

sense that we want them as participants, and they know that 
the U.S. wants them too, so they think they can make the 
political process fall apart.\" Maliki claimed that Arab 

countries were supporting Tawafug\'s strategy, citing Saudi 
Arabia, the UAE, and Syria in particular. \"They want to 

bring the Iraqi file to the U.N.\" he continued, suggesting 

that a recent editorial by the USUN Ambassador Khalilzad 
encouraged this idea as well. \"But that is not acceptable, 

ever. We realized democracy by the martyrdom of thousands. 
There may be great bloodshed, but we will not go back.\" 


3. (S) Maliki dismissed Tawafug\'s demands as \"excuses, 
nothing specific.\" He ridiculed the idea of releasing 

detainees not accused of crimes, asking rhetorically how he 
could put \"20,000 terrorists in the streets.\" He 

acknowledged Tawafuq\'s concerns on the conduct of the ISF but 
argued that \"even MNF-I makes mistakes every day." Speaking 
of al-Hashemi, Maliki asked, \"He wants representation in my 
office, but does he have a ShiVa in his? Am | sectarian? Do 

| allow political parties into everything? |, too, have 

things to say. These statements are not acceptable.\" By 
threatening to suspend their work in the ministries, Maliki 
charged, They are exploiting our decision to work with 

them.\" Maliki cited an alleged agreement between Tawafug and 
the Sadrists as further evidence that Tawafuq\'s true goal was 

to bring down the government. 


4. (S) The Ambassador said that there was clearly a lack of 
trust. While he understood the underlying problems, the 
Ambassador continued, he noted that he would have a difficult 
time convincing Congress in September to continue support for 
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Iraq if there were no Sunni partner in government. He asked 
Maliki what could be done to work through these difficulties, 
citing the case of Lieutenant Colonel Ali Abud Jasim as an 
example. (Note: Ali was an alleged perpetrator of atrocities 

at the Mol-operated Site 4 detention facility. End note.) 

Maliki replied that Tawafuq was also \"targeting you and 
President Bush." Tawafug, he said, was not \"ready\" to be a 
partner and did not represent the \"true Sunni component\" of 
the lraqi people, such as the sheikhs of Anbar. Defending 

his government\'s performance on several human rights issues, 
Maliki said that the case of Colonel Ali was being 

investigated by Sunni judges. (Note: Maliki did not raise 

the case of Major General Mehdi Sabeh Hashim, commander of 
the police division at Site 4, who is still working in the 

Mol after the Interior Minister blocked the execution of the 
warrant for his arrest in March. End note.) A recent visit 

to Adala prison by the CoR\'s Security and Defense Committee, 
he continued, showed that there was no torture there (though 
perhaps detainees were sometimes \"beaten\" at the time of 
detention). Tawafuq had hundreds of these \"small issues,\" 
Maliki said with frustration, but did not take into account 

the larger picture of IraqVs fight against terrorism and the 

need for movement on key legislation like the hydrocarbons 
law. 


BAGHDAD 00002514 002 OF 002 


5. (S) The Ambassador again asked Maliki how to resolve this 
current dilemma. Maliki urged the Ambassador to \"deliver a 
strong message to them that they have to return to the 

political process.\" The Ambassador pointed out to Maliki 

that there had to be communication between him (Maliki) and 
Tawafuq\'s leaders, that \"four years after the liberation of 

Iraq there must be another way than speaking to each other 
through the Americans.\" Maliki countered that he would talk 
to Tawafuq leaders Won the condition that they do not want 

the return of the past." The Ambassador noted that Tarik 
al-Hashemi and the IIP had suffered under Saddam and would 
not want the return of the past. Maliki contrasted a 

seventeen day prison sentence that an IIP leader had received 
under Saddam with the \"immediate execution\" of any Dawa 
leader Saddam might have captured. \"They did not suffer like 
we did,\" he claimed. Maliki concluded by saying that 
delegations from the UIC and Tawafuq would meet in the coming 
days, but that Tawafuq\'s actions would not stop the political 
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process. \"We will keep going and look for a solution as we 
go. We will not stop and look for a solution.\" 


6. (C) Turning to Syria specifically, Maliki said Syria was 
\"betting on the return of the Baath\" and using Iraq to put 
pressure on the U.S. and to \"buy time\" for dealing with other 
crises. On a positive note, he said Syria had stopped a 
conference on an \"Islamic National Front,\" which he described 
as a front for Baathists, after Iraq released two Syrian 
detainees. Maliki said he would travel on August 7 to 

Ankara. He expressed hope that Turkey would put less 
pressure on Iraq over the PKK issue now that its elections 

had taken place. The Ambassador told Maliki that there 
needed to be direct talks between the KRG and Turkey over the 
PKK issue; Maliki said that the GOI could meet with all 

sides, noting that he would talk to Masoud Barzani before 
traveling to Ankara. While the Iraqi constitution did not 

permit an organization like the PKK to operate in Iraq, 

Maliki asserted, the PKK could not launch operations from its 
mountain redoubts nor could Iraqi forces effectively stamp 
them out. He said the Turks were interested in opening a 
consulate in Basrah to assist Turkish companies there. 


7. (C) Maliki turned to his trip to Diyala earlier in the 

day, describing the situation there as \"painful.\" 

Remembering what was \"a lively place of orchards and orange 
groves,\" he described Baquba as completely \"shut down\" due to 
ongoing security operations. He said he had opened 50 joint 
police stations with 100 police per station. Describing 

Baquba as a Baathist stronghold in the time of Saddam, Maliki 
said that the number of troops there might need to be 

increased. 

CROCKER 
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E.O. 12958: N/A 
TAGS: PGOV, TBIO, NI 
SUBJECT: FETE FOR THE FRIST LADY OF NIGERIA 


1. Summary. On July 26 Nigerians celebrated the 50th birthday of 
First Lady Hajiya Turai Yar'Adua with a gala banquet at the State 
House for 1,000 guests. Although the event focused on Madame 
Yar\'Adua and underlined that she will be a force to reckon with in 
years to come, the party also provided the opportunity for the new 
administration\'s first real celebration of itself as it coincided 

with the naming of the new cabinet. There was much glad-handing and 
joy in the banquet hall that conveyed an intended sense of legitimacy 
for the continuity of government. End Summary. 


2. The gala was obviously a well pre-planned event designed to fete, 
introduce and thrust Madame Yar'Adua into the limelight. That task 
was well accomplished with reminiscences via video by her elderly 
father, and remembrances by school mates and colleagues. A clear 
demonstration of attachment to family values, it was an occasion for 

the first family, daughters and son, also to bask in the affection of 

the nation\'s political elite. Even though admonished by her father 

never to change, Madame Turai has, indeed, moved far beyond her rural 
roots. 


3. The official bio, distributed to the guests, follows: \"Hajiya 

Turai Umaru Yar\'Adua was born July 26, 1957 to the family of Alkali 
Abdullahi Maimaje in Katsina metropolis, and the importance of 
education was instilled in Hajiya Turai from an early age. Her 

primary education started at Garama Primary School and was completed 
at Girls Day School, both schools respectively in Katsina. After 
completing primary school, Hajiya Turai was granted admission to the 
Government Girls Secondary School, Kankiya. Eighteen days after 
completing secondary school, Hajiya Turai married President Umaru 
Musa Yar\'Adua, and he encouraged her to attend Katsina College of 
Arts, Science and Technology (KCAST). Ahmadu Bello University (ABU) 
was the next milestone in Hajiya Turai\'s educational experience where 
she obtained her Bachelor of Arts degree with Honors in Hausa. 
Throughout her education Hajiya Turai distinguished herself through 
hard work and commitment to excellence. 


The Government Day Secondary School, Funtua, was the recipient of 
Hajiya Turai\'s work ethic as she began her professional career with a 
one-year National Youth Service. Upon completing her youth service, 
the Katsina State Ministry of Education extended a teaching 
appointment to Hajiya Turai, and she taught at various secondary 
schools across the state. During this appointment, Hajiya Turai rose 
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to the position of Head of Languages at Government Day Secondary 
School (GDSS), Kofat Yandaha until she decided to retire. 


Even in retirement, Hajiya Turai was not tired as she engaged herself 
in numerous public service activities. Providing humanitarian 

welfare and services to the needy and less privileged has been 
especially important to Hajiya Turai. As the First Lady of Katsina 
State, she helped children born with abnormalities receive surgeries 
abroad. Scholarships and instructional materials were granted to 
poor pupils and primary schools across the state. She facilitated 

the provision of the Women\'s Inter-city Bus Service in Katsina and 
provided hundreds of tricycles to the disabled. Hajiya Turai 
reconstructed and equipped a workshop for male inmates and a female 
cell to help decongest the Katsina Central Prison. She continually 
provided assistance to womens\' skills acquisition centers in the 

state to nurture women\'s self-reliance. 


Many organizations have honored Hajiya Turai for her contributions to 
social development. The Katsina State Council of Chiefs awarded her 
for selfless service to humanity, the World Islamic Call Society 

(Libya) Award for Excellence was received for her contribution to the 
growth of Islam in Nigeria, Arewa Youth Forum Award of Excellence, 
Nigeria Union of Journalists, Katsina Chapter Award of Honor by the 
Federated International Youth, the Sport Medal of Excellence and the 
NYSC/Road Safety Award of Excellence are only a few of the many 
achievements awarded to Hajiya Turai. 


As a pillar of support to her husband, the President, and her family 
of seven children, Hajiya Turai Umaru Yar\'Adua is a devoted Muslim 
who cares for family and community.\" 


4. Comment. Little in Nigeria is modest and this sumptuous party 
was no exception. On that score it indicated that as President, 
Yar\'Adua will not project as austere an image as that he held as 
Governor of Katsina State, but will rather be more in the mold of his 
predecessors. The President himself did not speak, but contentedly 
presided over the head table. The party did bear a new stamp 
indicating a clear change of administrations. It fortuitously marked 
the swearing in of the cabinet, which occurred that morning, and the 
real beginning of Yar\'Adua\'s government. End Comment. 
GRIBBIN 
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SIPDIS 


E.O. 12958: DECL: 07/29/2017 

TAGS: IZ, PGOV, PINS, PREL 

SUBJECT: AMBASSADOR CALLS ON AL-HAKIM ON HIS RETURN FROM 
TEHRAN 


Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (C) ISCI chairman Abdulaziz al-Hakim, who returned on 
July 24 from chemotherapy treatment in Tehran, told the 
Ambassador on July 26 that he had urged Vice President Tarik 
al-Hashemi to work with Tawafug and members of the UIC to 
find a solution to Tawafuq\'s potential withdrawal from the 
government. Al-Hakim said that al-Hashemi had told him that 
he (al-Hashemi) understood that \"we have to live together.\" 
Noting the sensitivities between al-Hashemi and Prime 
Minister Nuri al-Maliki, al-Hakim said that UIC leaders such 

as Vice President Adel Abdul Mehdi and leading ISCI member 
Humam Hamoudi should discuss Tawafuq\'s concerns with its 
leaders. Then the UIC leaders could talk with Maliki. 
According to al-Hakim, who had seen al-Hashemi earlier in the 
day and talked with Maliki, Maliki was \"ready\" to consider 
Tawafuq\'s concerns and sought \"practical ways of moving 
forward.\" 


2. (C) Hamoudi, also present, offered his analysis of 
Tawafuq\'s move, noting that it fit the Sunni leaders\' pattern 
of causing a new crisis after the latest one was solved. He 
questioned whether Sunni leaders wanted the new Iraq to 
succeed. While acknowledging that he had doubts about the 
commitment of certain Sunni leaders such as Khalaf al-Ollayan 
to the new Iraq, the Ambassador shared his belief that 
al-Hashemi was a serious leader whose concerns merited 
serious consideration. Noting that human rights was one of 
al-Hashemi\'s concerns, Al-Hakim agreed that Wwe all want to 
respect human rights\" but argued that, in the midst of lraq\'s 
war against terrorism, \"it is hard to have appropriate 

prisons for all detainees. But we need to find a way to give 
them (Tawafug) something they are looking for." 


Column 3 

3. (C) Hamoudi said that the \"sherpas\" meetings (meetings of 
key advisors before a potential leadership summit meeting) 
were proceeding well, with the group meeting daily and 

working to define differences between the various blocs on 

key issues. The only Kurdish Alliance and Tawafuq 
participants were (respectively) Barham Salih and Ayad 
al-SamaraiVe, he said. Asked about CoR Speaker Mahmoud 
Mashhadani, Hamoudi said that the UIC had agreed not to press 
the issue during the current CoR term (which ends July 31). 
\"We don\'t need another crisis now,\" he observed. The 
Ambassador agreed, but also offered his opinion that the only 
true solution to Mashhadani would be to have him replaced. 


4. (C) Al-Hakim did not shake hands but showed normal energy 
and engagement during the meeting. His face was jaundiced 
and he had lost his beard and moustache. He said his 
treatment was going well and that he planned to return to 
Tehran \"in a week to ten days\" for the next round of 
chemotherapy. 


CROCKER 
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NEA FOR FRONT OFFICE; NEA/IPA FOR 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, EINV, ETRD, KWBG 
SUBJECT: OPIC-BACKED LOAN GUARANTEE PROGRAM LAUNCHED 
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1. (SBU) Summary. The Overseas Private Investment 
Corporation (OPIC), the Aspen Institute, and the Palestine 
Investment Fund (PIF) signed a loan guarantee agreement on 
July 25 that will leverage up to USD 228 million in loans to 
small and medium-size Palestinian enterprises (SMEs). The 
agreement establishing the initiative, known as the Middle 
East Investment Initiative Program (MEII), was signed by OPIC 
President Robert Mosbacher on behalf of the U.S. U/S Karen 
Hughes, who witnessed the signing with President Abbas (Abu 
Mazen), declared that the MEIl is indicative of USG efforts 

to shore up the Palestinian economy and help stabilize the 
region. Abbas remarked that he would welcome similar project 
launches on a weekly basis. End Summary 


2. (SBU) OPIC President and CEO Robert Mosbacher, Aspen 
Institute chairman Berl Bernhard, and PIF CEO Mohammed 
Mustafa signed a loan guarantee framework agreement July 25 
that will leverage up to USD 228 million in loans for 

Palestinian SMEs. The signing ceremony took place at the 
Presidential Compound in Ramallah. Abu Mazen, Under 
Secretary of State Hughes, Mosbacher, Bernhard, and Mustafa 


SIPDIS 

took turns praising the program. Prime Minister Fayyad also 
witnessed the signing. The Consul General and the Norwegian 
Special Envoy for the Middle East Svein Sevje also attended. 


Evidence of USG Commitment 


3. (SBU) In her remarks, U/S Hughes noted that President 
Bush renewed the USG\'s commitment to the peace and security 
of the Palestinian people in his July 16 speech. She said 

that President Bush and the American people know that \"it is 
crucial to improve the living conditions and the economic 
opportunities for the Palestinian people.\" She emphasized 
that the MEII embodies this commitment by providing 
much-needed loans to SMEs, many of them family-owned. U/S 
Hughes noted that the program presents an opportunity for 
Palestinians, particularly small business owners, to set the 
course of Palestinian economic development. Mosbacher said 
the MEII will infuse much needed investment funds into the 
Palestinian private sector, allowing even small business 
owners to use their own talents and energy to improve 
conditions for themselves and their families. 


4. (SBU) Abu Mazen emphasized that the Palestinian people 
and economy are in real need of projects. He praised the 
MEII and called on Palestinian banks to facilitate these 

loans as a means of boosting the Palestinian economy. He 
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expressed his hope that a new project will be signed every 

week. The bulk of Abu Mazen\'s remarks, however, were devoted 
to condemning Hamas actions in Gaza. He also cautioned 
against differentiating between the West Bank and Gaza. 


Program Details 


5. (SBU) The MEII consists of a USD 110 million guarantee 
from OPIC and a USD 50 million guarantee from the PIF. The 
Norwegian government is providing USD 5 million over 5 years 
for operating costs and training. The Aspen Institute has 
raised funds from American, European, and Arab donors to 
operate and manage the initiative. The U.S. NGO CHF 
International will manage the program locally, working 

closely with participating banks. 


6. (SBU) By guaranteeing 70 percent of loan principal, the 
USD 160 million will be able to leverage up to USD 228 

million in credit. The remaining 30 percent will be covered 

by the lending bank. Loans will range from USD 10,000 to USD 
500,000. A local advisory board for the MEII comprised of 
prominent members of the private sector held its inaugural 
meeting July 25, after the signing ceremony. 

WALLES 
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SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: CONCORD CARNIVAL HOLDINGS 
LIMITED 


REF: A) USDOC 06490 
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1.Unauthorized disclosure of the information provided below is 
prohibited by Section 12C of the Export Administration Act. 


2. As per reftel A request and at the direction of the Office of 
Enforcement Analysis (OEA) of the USDOC Bureau of Industry and 
Security (BIS), Export Control Officer Philip Ankel (ECO) conducted 
a pre-license check (PLC) of Concord Carnival Holdings Limited with 
a registered address of 807 Fortress Tower, 250 King\'s Road, North 
Point Hong Kong (Concord Carnival). The items in question are 158 
SRAM memory arrays (Arrays), valued at USD 29,704. The export 
control classification number (ECCN) for these items is 3A001 and, 
according to reftel A, are controlled for national security (NS) and 
nuclear nonproliferation (NP) reasons. The license applicant is 
Austin Semiconductor Inc., of Austin, Texas. The Hong Kong 
purchaser of the items is AddCom Solution Limited (AddCom) while 
Concord Carnival is listed on the license application as the 

ultimate consignee. According to documentation provided to the ECO 
by AddCom, the end-user of the items is the Shanghai Xinwei 
Electronic Equipment Research Institute, a division of SAST, in 
Shanghai (SAST). 


3. According to the Hong Kong Companies Registry, Concord Carnival 
has been in existence since June 1997 and has only nominal paid-in 
capital. Directors of Concord Carnival are listed as mainland 

Chinese national Peng, Xingxing as well as Australian nationals 

Dong, Fang Ming and Dong, Fang Ying. 


4. The ECO attempted to arrange a meeting with Jane Qian, the 
General Manager of Concord Carnival by calling the company\'s Hong 
Kong phone number. That number is actually the phone number of an 
accounting firm that acts as Concord Carnival\'s registered office. 

The accounting firm (discussed below) provided a contact number for 
Ms. Qian that turned out to be a mainland China mobile phone number. 
When contacted, Ms. Qian stated that she typically works from 
Shanghai and would likely not be in Hong Kong for some time and 
would therefore not be able to meet the ECO. Ms. Qian subsequently 
provided further background information about Concord Carnival by 
e-mail. In addition, she encouraged the ECO to meet with AddCom, 
stating that this company likewise knew all there was to know about 
the transaction. Ms. Qian stated that Concord Carnival does not 

have a physical presence in Hong Kong (aside from its registered 
address noted above). It does not appear to have a web presence 
either. 


5. According to the one page corporate description provided by Ms. 
Qian, Concord Carnival has been in business for over ten years. Its 
main business is in mainland China. Concord Carnival owns, as a 
partner, a 49% interest in Shanghai Tian Na Logistics Equipment Co. 
Ltd. The primary focus of this joint venture is to produce shopping 
carts. According to Ms. Qian, the joint venture has over 300 
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employees and turnover in 2006 was RMB 12 million. Additionally 
Concord Carnival\'s 100% owned mainland Chinese subsidiary Shanghai 
Ao Meng Co. Ltd. has seven employees and 2006 turnover was RMB 10 
million. The company also acts as agent in import and export 
transactions mainly in the food, textile and electronics areas. 

According to Concord Carnival\'s corporate description, the company 
was authorized by SAST to obtain the Arrays on SAST\'s behalf. 
Concord Carnival has a three-year business relationship with SAST 

and has provided Souriau brand sockets and 3d-plus, Samsung and 
Atmel products to SAST in the past. 


6. The ECO, accompanied by Commercial Officer, Brock Wilson, 
visited AddCom, Unit B7, 7/F, Shatin Industrial Building, 22-28 Wo 
Shui Street, New Territories, Hong Kong on July 25, 2007. AddCom 
Customer Service Representative, Ailey So represented AddCom at the 
meeting. AddCom\'s premises consist of a one-room office with two 
desks and some additional space for product shipments received by 
AddCom in Hong Kong. Ms. So was open and forthcoming about the 
transaction and the activities of AddCom. She stated that AddCom is 
an electronics trading and distribution company established in 
Singapore seven years ago with offices in Malaysia, Thailand, the 
Philippines, mainland China and Hong Kong. The Hong Kong office 
serves the Hong Kong and mainland China market and has been in 
existence for two years. Mainland Chinese customers involved in the 
consumer electronics field typically use AddCom\'s products. Ms. So 
stated that AddCom does not actually export any items itself but 
rather delivers items to the Hong Kong offices of companies that 
operate in the mainland or Addcom\'s customers come to it to pick up 
the items. Ms. So stated that AddCom operates in this way to avoid 
the difficulties associated with getting products through mainland 
Chinese customs. She stressed that AddCom\'s proucts are typically 
not very high tech and that, as a result, AddCom does not obtain 
licenses from Hong Kong TID (the Hong Kong export control agency). 
In the case of the items in question, Ms. So stated that AddCom is 
checking with TID to determine whether a license will be required to 
import them into Hong Kong. 


7. The ECO provided Ms. So with detailed information concerning 
U.S. export control requirements related to items subject to U.S. 
jurisdiction (in particular, items AddCom receives from its U.S. 
suppliers). Ms. So stated that she was pleased to receive the 
materials, stressed that AddCom is keen to comply with export 
control rules, and indicated that she would provide the information 
to management at her corporate headquarters in Singapore. 


8. When the conversation turned to the transaction at hand, Ms. So 
stated that this was the first time that AddCom had dealt with 
Concord Carnival. She stated that Concord Carnival had come to 
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AddCom for the items because AddCom is Austin\'s authorized 
distributor in Hong Kong and mainland China. So knows little about 
Concord Carnival. She further stated that she anticipates that the 
transaction will involve shipment from the United States to AddCom 
in Hong Kong. AddCom, in turn, will deliver the items to Concord 
Carnival in Hong Kong. She expects that Concord Carnival will 
arrange for delivery to mainland China (though she stressed she has 
no specific information on this point). 


9. According to the Hong Kong Companies Registry, AddCom has been 
in existence since August 2004. It has the Hong Kong equivalent of 
USD 5,000 in registered capital. Its Directors are listed as 

Singapore nationals Tan, Lee Kim Alison and Tan, Yew Mui Calvin. 


10. On July 26, 2007, the ECO visited the registered offices of 
Concord Carnival at the address listed above and met with Elsie K. 

K. Cho of George Tso & Co., Certified Public Accountants. Ms. Cho 
stated that her company registered Concord Carnival in Hong Kong and 
maintains the registered corporate address of the company. She 
stated that she knows little of the activities of Concord Carnival 

and further that she believes Concord Carnival has no physical 
presence in Hong Kong. 


11. All parties to the transaction cooperated with the PLC and 
provided the requested information (although Concord Carnival\'s 
representative could not meet within the 15-day time period allotted 
for the PLC). Additionally, the ECO notes that it is not uncommon 

for transactions involving mainland companies to be structured so as 
to involve one or more trading company intermediaries. At the same 
time, the lack of a Hong Kong physical presence for Concord Carnival 
is a concern as is its apparent modest business activities. The ECO 
recommends that this PLC be considered Unfavorable. 
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SINGAPORE FOR FCS 


SIPDIS 


E.O. 12958: N/A 

TAGS: BMGT, BEXP, ETRD, ETTC, HK 

SUBJECT: EXTRANCHECK: POST SHIPMENT VERIFICATION: ALLIED SPECIALTY 
COMPOUNDS PTE LTD 


REF: A) USDOC 04423 B) D364246 C) USDOC 04880 


1.Unauthorized disclosure of the information provided below is 
prohibited by Section 12C of the Export Administration Act. 


2. As per reftel A request and at the direction of the Office of 
Enforcement Analysis (OEA) of the USDOC Bureau of Industry and 
Security (BIS), Regional Export Control Officer Philip Ankel (ECO) 
conducted two post shipment-verifications (PSVs) at Allied Specialty 
Compounds Pte Ltd. 2304 Bedok Reservoir Road, No. 04-02B Bedok 
Industrial Park C, Singapore (Allied Specialty Compounds). The 

items in question for the first PSV are buckytubes tubular 

fullerenes exported on or about December 22, 2006 and valued at USD 
10,000. The items are classified under Export Control 

Classification Number (ECCN) 1C010 and are controlled for national 
security (NS) reasons. The exporter was Carbon Nanotechnologies 
Inc., of Houston, Texas. The second PSV involved 15 lbs. Of HC 200 
polystyrene with fibril nanotubes (ECCN 1C010 and value USD 420), 15 
lbs of HC 600 poycarbonate with fibril nanotubes (ECCN 1C010 and 
value USD 495) and 15 lbs. HC 600 polycarbonate with fibril 

nanotubes (ECCN 1C010 and value USD 495). The exporter for these 
items was Hyperion Catalysis Int'l of Cambridge, Massachusetts. 


3. According to the Singapore Companies Registry, Allied Specialty 
Compounds has been in existence since 1980. Its paid-up share 

capital is the Singapore equivalent of approximately USD 600,000. 
Singapore nationals, Soo Ye Wah, Lim Teck Yan and Phan Sin Chong are 
listed as directors. More information is located at the company\'s 

web site, www.ascpl.com. 


4. On June 21, 2007, the ECO met with S.C. Phan, President, Toh Soo 
Ling, Assistant R&D Manager and Li Yu Ying, Senior R&D Manager. 
According to Mr. Pham, the business of Allied Specialty Compounds 
involves the production of thermal/engineering plastics. The 
company has compounding lines at the location visited by the ECO. 
Plastics produced by the company are then delivered to ejection 
molding companies for production. End-users for its products are 
electronics, semi-con and automotive customers. In this instance, 
the items are being used in R&D for the production of packaging 
materials for semiconductors. Ms. Pham stated that customers like 
Seagate and Western Digital are using very clean plastics as disk 
separators. The items will be mixed with the plastic packaging 
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materials to enhance electrical conductivity (so that electrical 
charges will not damage the contents). 


5. Toh Soo Ling and Li Yu Ying provided the ECO with documentation 
confirming receipt of the items and with a spreadsheet displaying 

the amounts of the items that had already been used in R&D. They 
also showed the ECO the remaining product that is stored in the 
company\'s controlled storeroom. 


6. At the time visited, Allied Specialty Compounds appeared to be a 
suitable recipient of the commodities shipped since Allied Specialty 
Compounds cooperated with these PSVs, provided the ECO with access 
to the items and operates a line of business consistent with the use 

of the items. The ECO recommends that these PSVs be classified as 
Favorable. 
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USDOC FOR 532/OEA/MNICKSON-DORSEY/LLAUCIUS 

USDOC FOR 3132 FOR FCS/OIO REGIONAL DIRECTOR WILLIAM ZARIT 
BICE FOR OFFICE OF STRATEGIC INVESTIGATIONS 

SINGAPORE FOR FCS 


SIPDIS 


E.O. 12958: N/A 

TAGS: BMGT, BEXP, ETRD, ETTC, HK 

SUBJECT: EXTRANCHECK: POST SHIPMENT VERIFICATION: CHEMICAL 
INDUSTRIES (FAR EAST) LTD. 


REF: A) USDOC 05087 B) D360000 


1.Unauthorized disclosure of the information provided below is 
prohibited by Section 12C of the Export Administration Act. 


2. As per reftel A request and at the direction of the Office of 
Enforcement Analysis (OEA) of the USDOC Bureau of Industry and 
Security (BIS), Regional Export Control Officer Philip Ankel (ECO) 
conducted a post shipment-verification (PSV) at Chemical Industries 
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(Far East) Ltd., No. 3, Jalan Samulun, Singapore (Chemical 
Industries). The items in question are five valves exported on or 
about August 29, 2006 and valued at USD 2,900. On the applicable 
shippers export declaration (SED), the items are classified as 

2B350. This ECCN is controlled for chemical/biological weapons (CB) 
reasons. The exporter was Flowserve Corporation of Cookeville, 
Tennessee. 


3. According to the Singapore companies registry, Chemical 

Industries has been in existence since 1962. Its paid-up share 

capital is the Singapore equivalent of USD 50 million. Singapore 
nationals, Lim Yew Tou Eric, Lim Soo Peng, Chua Sui Leng, Wan Soon 
Bee and Ong Choo Lin Valerie are listed as directors. The company 

is publicly traded. 


4. On June 22, 2007, the ECO met with Mr. J. Immanuvel Raj, Head, 
Control and Instrumentation, Mr. Lim Yi Yung, Operations Manager, 
Mr. Lim Yew Tee Collin, Deputy Plant Manager and Mr. Manickam 
Venkatesan, Maintenance Leader. According to Mr. Lim Yi Yung, 
Chemical Industries produces industrial chemicals for use in 
Singapore and abroad. For example, it provides chlorine gas to 
water treatment facilities in Singapore. The facility where the PSV 
occurred is clearly a chemicals production facility and is located 

in a secure area of Singapore restricted to chemicals and related 
industries. 


5. Mr. J. Immanuvel Raj provided the ECO with documentation 
verifying that the company had received all the valves. The ECO 
inspected four of the five valves that were the subject of the PSV. 
They were located in the company\'s storage area and are spares. 
The final unit was in the production line and could not be viewed. 


6. At the time visited, Chemical Industries appeared to be a 

suitable recipient of the commodities shipped since Chemical 

Industries cooperated with the PSV, provided ECO with access to the 
items and operates a line of business consistent with the use of the 
items. The ECO recommends that this PSV be classified as Favorable. 
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STATE FOR AF/E AND EB/CIP 


E.O. 12958: N/A 

TAGS: EINT, ET, OPDC, TINT 

SUBJECT: ETHIOPIA: GOE INVITATION TO AUGUST 22-24 WORLD 
INFORMATION TECHNOLOGY FORUM 


1. SUMMARY AND ACTION REQUEST: Ethiopia\'s Ministry of Foreign 
Affairs has invited the USG to attend the 3rd World 

Information Technology Forum (WITFOR) to be hosted by Prime 
Minister Meles Zenawi in Addis Ababa August 22-24. The 
conference\'s theme is \"ICT for Development and Prosperity\" 
and will feature speakers on topics including the One Laptop 

Per Child Program. Post will forward the WITFOR program to 
AF/E and EB/CIP via email. Post requests Department\'s 
guidance in identifying appropriate Department principal to 
represent the USG at this event. END SUMMARY AND ACTION 
REQUEST. 


2. Text of the invitation to the USG follows. 
BEGIN TEXT: 


The Ministry of Foreign Affairs of the Federal Democratic 
Republic of Ethiopia presents its compliments to the Embassy 
of the United States of America and has the honour to kindly 
communicate the following: 


Ethiopia is hosting the 3rd World Information Technology 
Forum (WITFOR 2007) in Addis Ababa on 22-24 August 2007. 


This year\'s Forum with a theme entitled \"ICT for Development 
and Prosperity\" focusing mainly on Less Developed Countries, 
is organized by International Federation for Information 
Processing (IFIP) and hosted by the Government of the Federal 
Democratic Republic of Ethiopia. 


The Embassy is therefore kindly requested to transmit the 
invitation of the Government of Ethiopia to the Minister or 
Head of the Institution responsible for Information 
Communication and Technology to participate at this 
Conference. The Ministry also wishes to get the name and 
contact address of the said Institution and its Head so that 
formal Invitation from H.E. Ato Seyoum Mesfin, Minister of 
Foreign Affairs of the Federal Democratic Republic of 
Ethiopia can be sent immediately. 


The Ministry of Foreign Affairs of the Federal Democratic 
Republic of Ethiopia avails itself of this opportunity to 
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renew to the Embassy of the United States of America the 
assurances of its highest consideration. 


END TEXT. 


3. COMMENT: Post recommends that an appropriate Department 
principal, perhaps Ambassador David A. Gross, U.S. 

Coordinator for International Communications and Information 
Policy represent the U.S. Government at this forum. END 
COMMENT. 

YAMAMOTO 
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E.O. 12958: DECL: 07/29/2017 
TAGS: IR, IZ, PGOV, PREL 
SUBJECT: TALABANI DISCUSSES IRAN TALKS, TAWAFUQ WITHDRAWAL 


Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Iraqi President Jalal Talabani told the 
Ambassador July 25 that Iran was very positive about the 
talks held the previous day with the Ambassador. Talabani 
had little to say on the prospect of Tawafug withdrawing from 
the government, but he thought that they should handle their 
concerns with the Prime Minister in private. Talabani 
planned to go to Kurdistan later that day to sign a charter 

of cooperation between the KDP and PUK. He hoped that 
Barzani would accompany him back to Baghdad soon after. 
Talabani said ISCI leader Abdelaziz Hakim looked very well 
when he saw him on July 24. He also met with the CoR Human 
Rights Committee and discussed delaying Article 140. END 
SUMMARY. 


2. (C) Talabani claimed that the Iranians had many 
\"positive things\" to say about their talks with the 
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Ambassador on July 24. The Iranians said it was a frank, 
encouraging meeting, and they understood that the U.S. was 
serious. They were ready to fight terrorism and cooperate 
against Al Qaeda in Iraq. Talabani said he spoke by phone 
with IRGC Quds Force commander Qasim Soleimani who also 
thought the talks had gone well and had beseeched Talabani to 
\"help both sides\" in this interaction. According to 

Talabani, Soleimani stated that he would not interfere in the 
internal affairs of friends. Talabani noted that the 

Iranians also pledged to support the Maliki government. 


3. (C) Talabani said Hashimi was present when the Iranians 
visited him. He noted that the Iranians acted positively 
toward Hashimi. The Iranians discussed national unity, and 
Hashimi gave them ideas for correcting their mistakes, 
according to Talabani. The Iranians invited Hashimi to open 
an office of the Iraqi Islamic Party in Tehran, Talabani said. 


4. (C) The Ambassador raised Tawafuq\'s announcement of 
their intention to withdraw from the GOI. He said once they 
take such a step it is difficult to step back. He noted that 

the PM had not responded positively to this development. 
Talabani wondered if Tawafuq would follow through with their 
withdrawal. He stated that he had urged them not to make 
harsh and difficult demands and to postpone their withdrawal 
for a week. According to Talabani, Tawafug claimed they 
needed to show the PM their seriousness. Talabani thought 
that explaining this to the PM in private would be a better 
course of action than publicly showing their hand. Meghan 
O\'Sullivan asked if they had informed the PM of their 
intention to withdraw, Talabani responded that he did not 
know. O\'Sullivan thought the PM might be surprised by this 
development. 


5. (C) Talabani thought that Tawafug leader Adnan Dulaymi 
had aspirations to replace Speaker of the Council of 
Representatives (CoR) Mahmoud Mashadani, and Dulaymi would 
not let the withdrawal happen (Note: Tawafug announced that 
it would withdraw from the government but not the parliament. 
End note.) Dulaymi also told Talabani that he would not put 
himself up as a candidate for Speaker without Talabani\'s 
support. Talabani said that the IIP was satisfied with the 
agreements reached with Barzani when they visited him last 
week. The IIP agreed to sign a tripartite agreement with the 
PUK and the KDP. 


6. (C) Talabani said the Sunnis were upset because the PM 
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had asked the Ministry of Defense to investigate the IIP. He 
suggested that the PM give the IIP an indirect apology for 

Iraqi Security Forces\' (ISF) activities near the IIP\'s 
headquarters. (Note: This is a reference to Tawafuq 
complaints that an ISF commander was harassing people near 
the IIP HQ. End Note.) 


7. (C) Talabani noted that the PM acted very poorly in the 

last 3 1 meeting. In response to a question from Hashimi, 

the PM said he would never accept anyone interfering in 
security affairs. Before he lashed out, the meeting had gone 
well, Talabani said. They had agreed on an agenda and on the 
designated advisors for the planned leadership meeting 
working group. 


8. (C) Talabani said that he would go to Kurdistan later 
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that day to sign a charter of cooperation with Kurdistan 

Regional Government (KRG) President Masood Barzani. Barzani 
would return with him or shortly thereafter. Asked if this 

was the appropriate time to bring down Barzani, Talabani said 
they need him here to speak to Hashimi. He and Barzani would 
try to discuss the resignation with Hashimi. He also thought 
Barzani confidante Rowsch Shaways would come to Baghdad on 
July 25 or 26 to participate in the preparatory meetings for 

the leadership meeting. 


9. (C) Talabani said he visited ISCI leader Abdelaziz Hakim 
on July 24 and asked him to talk to the PM about the Tawafuq 
withdrawal. He said Hakim looked very well and that he was 
told the cancer had disappeared. They allegedly sent the 
x-rays to the clinic in Houston where Hakim initially 

received treatment. Doctors there were shocked at the 
results, according to Talabani. 


10. (C) Talabani said he had met yesterday with the CoR 
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Human Rights Committee. Committee members had told him that 
they had been trying to meet with the Minister of Interior 

for 3-4 weeks to discuss prisons. The Ambassador suggested 
that they summon the Interior Minister to the CoR. Talabani 

noted that he was classmates with the judiciary chief, and 
Talabani had convinced the chief to boost his cadre of 
investigators by 8-25 committees, but they needed good 

officers to fill the slots which they were calling on the MOI 

to help fill. 


11. (C) Talabani opined, as his recently resigned chief of 
staff Kamran Karadaghi told Poloffs in June, that the Article 
140 process will naturally be postponed if they just let it 
play out. Normalization will not be finished by December 31 
and, as such, the referendum will have to slip past the 
deadline. In contrast to what the Ambassador heard from 
Article 140 committee members in Kurkuk on July 18, Talabani 
said that no one needs the approval of the MOI to sell their 
home and move. Talabani also noted that Hashimi was 
insisting too much on strengthening the powers given to the 
Presidency in the constitution. 


CROCKER 
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NEA FOR FRONT OFFICE; NEA/IPA FOR 
WILLIAMS/SHAMPAINE/STEINGER; PRM FOR PDAS GREENE AND 
PRM/ANE; NSC FOR ABRAMS/WATERS; TREASURY FOR 
SZUBIN/LOEFFLER/NUGENT/HIRSON; BRUSSELS FOR LERNER; PLEASE 
PASS TO USAID FOR KUNDER/MCCLOUD/BORODIN 
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E.O. 12958: N/A 

TAGS: EAID, ECON, EFIN, PREL, PROV, KWBG 

SUBJECT: LOCAL DEVELOPMENT FUND CONVENES; SUPPORTS 
SEPTEMBER AHLC MEETING 


REF: JERUSALEM 1519 


1. (SBU) Summary. The Local Development Forum (LDF) met 
July 24 for the first time since December 2005. Prime 

Minister Salam Fayyad stressed the urgent need for donor 
assistance and called for an Ad Hoc Liaison Committee (AHLC) 
meeting in September, followed by a donors\' conference before 
the end of the year. He called on donors not to confer 
\"legitimacy\" on the Hamas take-over of Gaza. The Consul 
General reiterated USG support for the PA and expressed 
support for an AHLC meeting this fall. While agreeing that 

the AHLC should convene soon, the EU was less clear on the 
timing and venue. Norway reiterated its view that the AHLC 
should be occur on the margins of the UNGA and be held at the 
ministerial level. End summary. 


2. (SBU) The Local Development Forum (LDF), which serves as a 
forum for regular coordination at the local level for donor 

and aid agencies, convened July 24 in Ramallah. This was the 
first meeting of its kind since the LDF replaced its 

predecessor, the Local Aid Coordination Committee, in 
December 2005. Chaired jointly by the Palestinian 

Authority\'s Ministry of Planning, Norway, the World Bank and 
UNSCO, and co-sponsored by the EU and USG, the LDF and its 
strategy groups became ineffective after March 2006 when the 
formation of a Hamas-led government prompted many donors to 
avoid working directly with the PA. 


3. (SBU) In a demonstration of both donor community-PA 
re-engagement as well as a reinvigorated aid coordination 
process, Prime Minister Salam Fayyad opened the July 24 LDF 
meeting. Emphasizing the unity of the West Bank and Gaza and 
the need to address the humanitarian situation in Gaza, 

Fayyad said that the PA and the donor community \"should 
proceed in a manner that does not confer any legitimacy\" on 

the Hamas leadership in Gaza and \"does not undermine the PA.\" 
He said the PA is \"fully engaged\" in improving the lives of 

the Palestinian people. He urged that, in the months ahead, 
donors consider a more comprehensive approach in formulating 
assistance plans. Fayyad stated that sustainable development 
and the realization of normal economic life are more likely 

to be realized from the efforts of private enterprise than 

from donor programs. 


4. (SBU) Fayyad declared his support for Norway\'s proposal 
that an Ad Hoc Liaison Committee (AHLC) meeting to be held in 
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September. He stated that the AHLC meeting should \"take 
stock\" and \"lay out what is expected in a clear and precise 
manner.\" He said he hoped the meeting would \"send a strong 
signal of support for what we\'re trying to do here under 

difficult circumstances.\" Fayyad recommended that a broader 
donors\' conference be held before the end of the year to 
follow-up on the AHLC meeting. 


5. (SBU) In opening remarks after Fayyad, the Consul General 
stated that the USG supports Fayyad\'s position on an AHLC 
meeting and a follow-on donors\' conference. He noted that 
President Bush made clear in his July 16 speech that the USG 
is strengthening its financial commitment to the Palestinian 
people and the government led by President Abu Mazen and 
Prime Minister Fayyad. EU and EC representatives voiced 
their support for holding an AHLC meeting soon. The EC also 
announced an additional EURO 90 million in assistance, 
bringing the total to over USD 1.1 billion in 2007. LDF 

Joint Chair Norway\'s Representative asserted that, based on 
consultations in recent days, consensus had been established 
on the need for an AHLC soon, and Oslo continues to propose 
that it be held at the Ministerial level on the margins of 

the UNGA. 


WALLES 
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SCA/RA (Pfleiderer, Micaller) 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, ITRA, OVIP, KSEP, UNGA, KZ 

SUBJECT: KAZAKHSTAN: UNGA DELEGATION NOT FINALIZED 
REF: State 101170 


1. (U) Poloff contacted Erlik Ali, head of the international 
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organizations section of the Ministry of Foreign Affairs, concerning 
reftel. Ali reported that the Government of Kazakhstan has not 
finalized its delegation to UNGA, and would not do so until 
mid-August at the earliest. 


2. (SBU) Several government sources, including Deputy Minister of 
Foreign Affairs Yerzhan Kazykhanov, have informally indicated over 
the past month that President Nursultan Nazarbayev plans to attend 
UNGA, and will request a pull-aside with President Bush while in New 
York. Post will provide confirmation and additional information as 

it becomes available. 


MILAS 
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SENSITIVE 

DEPARTMENT FOR EAP/MTS, EAP/RSP, EAP/PD, AND OES 

E.O. 12958: N/A 

TAGS: SENV, EAID, PREL, BX 

SUBJECT: HEART OF BORNEO TRILAT STARTS TO COORDINATE RAIN FOREST 
ACTION PLANS 


REF: A) DYCAICO E-MAIL 7/20 B) BANDAR SERI BEGAWAN 206 (NOTAL) 


1. (SBU) The Government of Brunei hosted a trilateral Heart of 
Borneo (HoB) meeting at which Indonesian and Malaysian 
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representatives agreed to an 11 point action plan (ref A) to begin 
stitching together national plans into a coherent strategy for 
conserving Borneo\'s remaining primary rain forest. Brunei tabled an 
offer to host and fund an HOB Secretariat for the first three years 

but its HoB partners did not concur, and so further work defining 
coordination tasks will be needed for the three countries to reach 
consensus on establishing a central coordination point. Brunei will 
seek a compromise way forward and continue to aggressively develop 
and implement its own HoB plans. Corporate and institutional donors 
are beginning to join the USG and European governments in supporting 
the HoB Initiative. The USG should consider how we can support next 
steps - including the concept of a matching fund to support recovery 
of degraded or destroyed rainforest - now that the HoB initiative is 
gaining momentum. END SUMMARY. 


2. (SBU) Brunei hosted a trilateral meeting on July 19 with Heart of 
Borneo (HoB) Initiative action officers from Malaysia and Indonesia. 
The goal of the meeting, chaired by Brunei\'s Deputy Minister of 
Industry and Primary Resources Dato Hamdillah Wahab, was to follow 
up the political-level agreement among the three governments that 
exercise sovereignty on the island of Borneo by hammering out the 
framework of a strategic implementation plan for the HoB to 
coordinate national level strategic plans. Brunei hoped to have an 
agreed document ready for approval at the next BIMP-EAGA 
(Brunei-Indonesia-Malaysia-Philippines East-ASEAN Growth Area) 
Senior Officials meeting in November. 


3. (SBU) The delegates clearly had different expectations for this 
event. The Indonesian delegation came with a proposed terms of 
reference document that was essentially a re-draft of the February 
HoB Declaration. The Malaysian delegation, led by Sarawak state 
officials, was less interested in statements and strategic plans and 
more interested in discussing the specifics of proposed joint 
projects. Representatives of ERE Consulting Group, the firm hired 
by Brunei to help develop its strategic plan, told DCM that the 
differing levels of preparation for this meeting were due partly to 
long-standing, historical preferences of Sarawak to seek its own 
path rather than to blindly follow program mandates from Kuala 
Lumpur. They further explained that of the six political 
jurisdictions on Borneo covered by the HoB (Brunei, the Malaysian 
states of Sabah and Sarawak, and the three Indonesian states), 
Brunei was furthest along in developing its own strategic plan and 
thus more ready to talk about coordination. Sarawak, they added, 
was the furthest behind in HoB planning. 


4. (SBU) The resulting concluding document from the meeting (ref A) 
- the work of ERE partner and retired WWF Malaysia Executive 
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Director Datuk Mikaail Kavanagh - only calls for each country to 
develop National Project Documents as soon as possible, with a 
target date for completing individual National Plans to be set at 
the next BIMP-EAGA meeting. The group did agree that future 
meetings and seminars would be held to focus on best forestry 
practices, tourism development, and understanding the scientific 
value of biodiversity. 


5. (SBU) Brunei\'s signature initiative for the conference was an 
offer to provide office space and three years of funding for a 
Secretariat for the HoB. That was a last-minute improvement on the 
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offer of partial funding that Brunei had planned to make (ref B), 
probably in an attempt to sweeten the pot even further once 
Indonesian and Malaysian resistance to placing an HoB Secretariat in 
Brunei became evident. In pitching the proposal, Dato Hamdillah 
explained that Brunei wanted the Secretariat to be self-funded - 
primarily through donations - but that the GoB would fund the start 

up and cover the bulk of any donation short falls for another two 
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years after the initial three year period. 


6. (SBU) In response to the Bruneian proposal, Indonesia offered to 
host the first two years of a rotating secretariat. Malaysia 

preferred not to have any permanent secretariat. Malaysian head of 
delegation Dr. Penguang Manggil, Controller of Environmental Quality 
on the Sarawak Natural Resources and Environment Board, told us that 
there were already too many secretariats and meetings and that he 
preferred to just get on with the work that underlies the HoB 

initiative. In that vein, Malaysia offered to organize a joint 

scientific expedition into the HoB region - to be held on June 2008 

in the Sarawak region. Given the differing views, no agreement 

could be reached on establishing a secretariat and the trilateral 
meeting deferred consideration of the issue. To help build a future 
consensus, Datuk Kavanagh offered to take the first step of drafting 

a document outlining what an HoB coordinating body would do. 


Way Forward 
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7. (SBU) In a later conversation with Ambassador, Dato Hamdillah 

tried to put the best possible interpretation on the meeting, 

insisting that solid progress had been made and drawing a 

distinction between an \"HOB Secretariat\" and \"HOB Center.\" He said 
that there was agreement in principle that some form of secretariat 

had to be established, if only as a kind of central clearinghouse 

and repository for the plans and reports done by each of the three 

HOB partners. However, no such agreement had been reached on an HOB 
Center, which is loosely conceived as a focal point for publicizing, 
monitoring, and researching progress on the HOB initiative. 

Hamdillah said Brunei still believed the establishment of an HOB 
Center was a worthwhile project, and saw two options for a way 
forward: first, continue working on Malaysia and Indonesia to agree 

to establishment of such a center; or, as a second best solution, 
proceed to set up such a center as a unilateral undertaking and hope 
that the other two HOB partners would join in later. He indicated 

that Brunei planned to pursue the first option over the next several 
months before moving onto the second if that proved necessary. 


8. (SBU) Hamdillah said Brunei would have its HOB implementation 
roadmap done by the end of 2007. At the trilateral meeting, Brunei 
Shell Petroleum signed an agreement to provide B$ 204,000 (approx 
USDOLS 135,000) to help develop Brunei\'s plan. In addition to the 
Brunei Shell donation to HOB, representatives of the French oil 
company Total told us that they too were looking at a donation to 

the HOB since the company was active in all three HOB countries. 
Donations to projects in Brunei would be made through Total\'s Brunei 
subsidiary, and in other parts of Borneo via the Total corporate 
foundation based in Paris. 


9. (SBU) As host of the trilateral meeting, Brunei took steps to 

signal that the HoB partners appreciated the support the HoB has 
received from donor governments to date and intended to provide them 
with transparency into HoB implementation. The U.S. and French 
Ambassadors and British Charge dVAffaires all accepted Dato 
Hamdillah\'s invitation to sit with him at the Bruneian delegation\'s 

table during the trilateral\'s opening session, and their deputies 

were welcomed subsequent sessions (the USG and HMG have already 
donated to HoB, and the French Ambassador is encouraging the 
aforementioned donation from Total). Also, the Asia Development 
Bank was invited to the meeting by Brunei, and committed to a 
fact-finding mission in support of possible technical assistance to 

the HoB area. ADB regional specialist Jacques Ferreira told us that 
ADB was looking at an initial project of up to USD 500,000 depending 
on the findings of the mission. 
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10. (SBU) Now that the USG seed funds have sprouted an increasingly 
viable project, we should begin to look at how we can move toward 
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program support that yields tangible, measurable results on the 
ground. Post is already working with Embassies Jakarta and Kuala 
Lumpur and the Department on a regional international visitor 
program in FY-08 to bring key HoB implementors to the U.S. to study 
how we manage cross-border national parks and environmental regions. 
One possible further step would be to create a matching fund -- 
along the lines of matching funds used for humanitarian landmine 
removal -- to leverage private donations for rainforest 

rehabilitation. In Brunei, private citizens, schools, and 

corporations have seized on an initiative organized by one of the 
international schools to plant one million trees in Borneo to help 
restore degraded rainforest areas. Already funds have been raised 
to support initial plantings in the Sabah region of Malaysia. A USG 
matching fund would be a high profile way to support the HoB while 
encouraging local ownership of a project with potentially global 
environmental impact. 
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E.O. 12958: DECL: 07/29/2027 
TAGS: PREL, KDEM, MASS, PGOV, KE 
SUBJECT: ADMIRAL FALLON MEETING WITH PRESIDENT KIBAKI 


Classified By: DCM Pamela Slutz for reasons 1.4 (b,d). 


1. (C) SUMMARY: In a July 19 meeting with visiting CENTCOM 
Commander Admiral William J. Fallon and the Charge, Kenyan 
President Kibaki praised the U.S. Kenya partnership, while 
encouraging greater U.S. attention to the region. With 

respect to Kenya, Kibaki appealed for greater U.S. assistance 
for the country\'s military, and pledged that politics in 

Kenya would continue to be stable, through the coming general 
election. END SUMMARY. 


2. (C) CENTCOM Commander Admiral William J. Fallon called on 
President Mwai Kibaki, who was accompanied by Defense 
Minister Njenga Karume, Foreign Minister Raphael Tuju, and 
other key advisors, on July 19 at State House in Nairobi. 

During the brief interaction, Kibaki appealed for greater 

defense assistance from the U.S., and also encouraged greater 
U.S. involvement in the region. While Kibaki himself was 

rather disengaged, Karume was in high spirits anticipating a 

flood of defense equipment and training following Admiral 

Fallon\'s visit. 


Troubling Neighbors 


3. (C) Highlighting Sudan and Somalia in particular, Kibaki 
explained that instability on Kenya\'s borders was worrisome. 
The President stated that after many years Somalia finally 

has a government that wants peace, and that Kenya intends to 
support that government. Sudan, on the other hand, Kibaki 
observed, is \"beginning to settle.\" Kibaki repeated that 
attention from the U.S. would further improve the situation. 


Help Kenya Help the Region 


4. (C) Turning to defense sector assistance, Kibaki stated 
again that Kenya\'s interest is stability in the region, and 

the U.S. could help by providing more advanced technology to 
replace aging Kenyan equipment. Kibaki deferred to his 
Defense Minister for details. Karume reported to the 
President that, based on his discussion earlier in the day 

with Admiral Fallon, the U.S. would soon be sending a team to 
\"work out assistance. \" 
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5. (C) Kibaki agreed that the U.S. and Kenya share a strong 
and strategic partnership, and contrasted the U.S. approach 
to Africa/Kenya with that of the Europeans. The President 
was \"very disturbed\" that his European interlocutors continue 
to view Africa from a colonial perspective, lamenting the 
closer relationships between African and Asian countries, in 
particular China, Japan, and India. Kibaki commented that he 
thought the U.S. was less inclined towards this approach, but 
reassured Admiral Fallon that there was nothing to be 
concerned about. 


Kibaki Certain about Coalition and a Win 


6. (C) Kibaki was most animated when discussing the general 
election expected in December. The President was confident 
that many of the people currently in government would remain 
there, and was certain that \"two or three\" parties would form 
the next government. He attributed the current rapid 
proliferation of political parties in Kenya to democratic 
growing pains and speculated that it was just a reaction to 

an earlier period in Kenya when multiple parties were 
prohibited. Kibaki dismissed the possibility of 

constitutional reform before December, remarking that there 
would be a new constitution \"when it\'s time for changes.\" 


7. (U) Admiral William J. Fallon reviewed this cable. 
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E.O. 12958: N/A 

TAGS: SENV, EAID, PREL, BX 

SUBJECT: HEART OF BORNEO TRILAT STARTS TO COORDINATE RAIN FOREST 
ACTION PLANS 


REF: A) DYCAICO E-MAIL 7/20 B) BANDAR SERI BEGAWAN 206 (NOTAL) 


1. (SBU) The Government of Brunei hosted a trilateral Heart of 
Borneo (HoB) meeting at which Indonesian and Malaysian 
representatives agreed to an 11 point action plan (ref A) to begin 
stitching together national plans into a coherent strategy for 
conserving Borneo\'s remaining primary rain forest. Brunei tabled an 
offer to host and fund an HOB Secretariat for the first three years 

but its HoB partners did not concur, and so further work defining 
coordination tasks will be needed for the three countries to reach 
consensus on establishing a central coordination point. Brunei will 
seek a compromise way forward and continue to aggressively develop 
and implement its own HoB plans. Corporate and institutional donors 
are beginning to join the USG and European governments in supporting 
the HoB Initiative. The USG should consider how we can support next 
steps - including the concept of a matching fund to support recovery 
of degraded or destroyed rainforest - now that the HoB initiative is 
gaining momentum. END SUMMARY. 


2. (SBU) Brunei hosted a trilateral meeting on July 19 with Heart of 
Borneo (HoB) Initiative action officers from Malaysia and Indonesia. 
The goal of the meeting, chaired by Brunei\'s Deputy Minister of 
Industry and Primary Resources Dato Hamdillah Wahab, was to follow 
up the political-level agreement among the three governments that 
exercise sovereignty on the island of Borneo by hammering out the 
framework of a strategic implementation plan for the HoB to 
coordinate national level strategic plans. Brunei hoped to have an 
agreed document ready for approval at the next BIMP-EAGA 
(Brunei-Indonesia-Malaysia-Philippines East-ASEAN Growth Area) 
Senior Officials meeting in November. 


3. (SBU) The delegates clearly had different expectations for this 
event. The Indonesian delegation came with a proposed terms of 
reference document that was essentially a re-draft of the February 
HoB Declaration. The Malaysian delegation, led by Sarawak state 
officials, was less interested in statements and strategic plans and 
more interested in discussing the specifics of proposed joint 
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projects. Representatives of ERE Consulting Group, the firm hired 
by Brunei to help develop its strategic plan, told DCM that the 
differing levels of preparation for this meeting were due partly to 
long-standing, historical preferences of Sarawak to seek its own 
path rather than to blindly follow program mandates from Kuala 
Lumpur. They further explained that of the six political 
jurisdictions on Borneo covered by the HoB (Brunei, the Malaysian 
states of Sabah and Sarawak, and the three Indonesian states), 
Brunei was furthest along in developing its own strategic plan and 
thus more ready to talk about coordination. Sarawak, they added, 
was the furthest behind in HoB planning. 


4. (SBU) The resulting concluding document from the meeting (ref A) 
- the work of ERE partner and retired WWF Malaysia Executive 
Director Datuk Mikaail Kavanagh - only calls for each country to 
develop National Project Documents as soon as possible, with a 
target date for completing individual National Plans to be set at 

the next BIMP-EAGA meeting. The group did agree that future 
meetings and seminars would be held to focus on best forestry 
practices, tourism development, and understanding the scientific 
value of biodiversity. 


5. (SBU) Brunei\'s signature initiative for the conference was an 
offer to provide office space and three years of funding for a 
Secretariat for the HoB. That was a last-minute improvement on the 
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offer of partial funding that Brunei had planned to make (ref B), 
probably in an attempt to sweeten the pot even further once 
Indonesian and Malaysian resistance to placing an HoB Secretariat in 
Brunei became evident. In pitching the proposal, Dato Hamdillah 
explained that Brunei wanted the Secretariat to be self-funded - 
primarily through donations - but that the GoB would fund the start 

up and cover the bulk of any donation short falls for another two 
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years after the initial three year period. 


6. (SBU) In response to the Bruneian proposal, Indonesia offered to 
host the first two years of a rotating secretariat. Malaysia 
preferred not to have any permanent secretariat. Malaysian head of 
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delegation Dr. Penguang Manggil, Controller of Environmental Quality 
on the Sarawak Natural Resources and Environment Board, told us that 
there were already too many secretariats and meetings and that he 
preferred to just get on with the work that underlies the HoB 

initiative. In that vein, Malaysia offered to organize a joint 

scientific expedition into the HoB region - to be held on June 2008 

in the Sarawak region. Given the differing views, no agreement 

could be reached on establishing a secretariat and the trilateral 
meeting deferred consideration of the issue. To help build a future 
consensus, Datuk Kavanagh offered to take the first step of drafting 

a document outlining what an HoB coordinating body would do. 


7. (SBU) In a later conversation with Ambassador, Dato Hamdillah 

tried to put the best possible interpretation on the meeting, 

insisting that solid progress had been made and drawing a 

distinction between an \"HOB Secretariat\" and \"HOB Center.\" He said 
that there was agreement in principle that some form of secretariat 

had to be established, if only as a kind of central clearinghouse 

and repository for the plans and reports done by each of the three 

HOB partners. However, no such agreement had been reached on an HOB 
Center, which is loosely conceived as a focal point for publicizing, 
monitoring, and researching progress on the HOB initiative. 

Hamdillah said Brunei still believed the establishment of an HOB 
Center was a worthwhile project, and saw two options for a way 
forward: first, continue working on Malaysia and Indonesia to agree 

to establishment of such a center; or, as a second best solution, 
proceed to set up such a center as a unilateral undertaking and hope 
that the other two HOB partners would join in later. He indicated 

that Brunei planned to pursue the first option over the next several 
months before moving onto the second if that proved necessary. 


8. (SBU) Hamdillah said Brunei would have its HOB implementation 
roadmap done by the end of 2007. At the trilateral meeting, Brunei 
Shell Petroleum signed an agreement to provide B$ 204,000 (approx 
USDOLS 135,000) to help develop Brunei\'s plan. In addition to the 
Brunei Shell donation to HOB, representatives of the French oil 
company Total told us that they too were looking at a donation to 

the HOB since the company was active in all three HOB countries. 
Donations to projects in Brunei would be made through Total\'s Brunei 
subsidiary, and in other parts of Borneo via the Total corporate 
foundation based in Paris. 


9. (SBU) As host of the trilateral meeting, Brunei took steps to 
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signal that the HoB partners appreciated the support the HoB has 
received from donor governments to date and intended to provide them 
with transparency into HoB implementation. The U.S. and French 
Ambassadors and British Charge dVAffaires all accepted Dato 
Hamdillah\'s invitation to sit with him at the Bruneian delegation\'s 

table during the trilateral\'s opening session, and their deputies 

were welcomed subsequent sessions (the USG and HMG have already 
donated to HoB, and the French Ambassador is encouraging the 
aforementioned donation from Total). Also, the Asia Development 
Bank was invited to the meeting by Brunei, and committed to a 
fact-finding mission in support of possible technical assistance to 

the HoB area. ADB regional specialist Jacques Ferreira told us that 
ADB was looking at an initial project of up to USD 500,000 depending 
on the findings of the mission. 


10. (SBU) Now that the USG seed funds have sprouted an increasingly 
viable project, we should begin to look at how we can move toward 
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program support that yields tangible, measurable results on the 
ground. Post is already working with Embassies Jakarta and Kuala 
Lumpur and the Department on a regional international visitor 
program in FY-08 to bring key HoB implementors to the U.S. to study 
how we manage cross-border national parks and environmental regions. 
One possible further step would be to create a matching fund -- 
along the lines of matching funds used for humanitarian landmine 
removal -- to leverage private donations for rainforest 

rehabilitation. In Brunei, private citizens, schools, and 

corporations have seized on an initiative organized by one of the 
international schools to plant one million trees in Borneo to help 
restore degraded rainforest areas. Already funds have been raised 
to support initial plantings in the Sabah region of Malaysia. A USG 
matching fund would be a high profile way to support the HoB while 
encouraging local ownership of a project with potentially global 
environmental impact. 
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E.O. 12958: DECL: 07/30/2017 
TAGS: PGOV, PREL, PHUM, ECON, EFIN, SN 
SUBJECT: PM LEE HSIEN LOONG: ME AND MY (DAD\'S) SHADOW 


REF: A. SINGAPORE 728 
B. 06 SINGAPORE 1486 


Classified By: Acting E/P Chief Chris Kavanagh. Reasons 1.4(b)(d) 


1. (C) Summary: After almost three years as Prime Minister, 
Lee Hsien Loong still has not come out of the shadow of his 
father, modern Singapore\'s founding father Lee Kuan Yew 
(LKY). Long seen as arrogant and preordained to take over 
the reins of government, PM Lee has been successful in 
softening his image and assuring Singaporeans that he is not 
the same stern, autocratic figure his father is. Policy 
continuity has marked PM Lee\'s tenure, as he has focused on 
promoting economic growth and competitiveness. At critical 
and even routine times, however, LKY takes center stage, 
seemingly relegating his son to the sidelines, notably during 
last year\'s elections. The two have even offered different 
explanations to the press on LKY\'s role in the cabinet. 
Singaporeans, possibly including the PM, seem to find LKY\'s 
prominence and engagement reassuring. But PM Lee could pay a 
political price after LKY\'s passing if he fails to establish 
himself as a force in his own right. End Summary. 


The Anointed One 


2. (C) Prime Minister Lee Hsien Loong long seemed preordained 
to take over the reins of government from his father, 
Singapore\'s founding father Lee Kuan Yew (LKY), who now has 
the peculiar title of \"Minister Mentor.\" Following a 
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brilliant academic career at Cambridge and his meteoric rise 
in the Singapore Armed Forces (he made Brigadier General at 
age 32), Lee Hsien Loong left the military and entered 

politics in 1984. He soon joined the cabinet and became 
Deputy Prime Minister in 1990 to then-Prime Minister Goh Chok 
Tong, who had succeeded LKY when the latter \"retired\" in 
1990. Lee succeeded Goh as Prime Minister in August 2004. 
Despite his acknowledged intellectual and analytical skills, 

Lee had long been dogged by perceptions that his rise to 
power had as much to do with his family connections. (The 
Lee family bristles at the word \"nepotism\" and threatens or 
sues for defamation anyone who mentions it.) Lee also 
acquired a reputation as brash and arrogant in his younger 
days. 


Let the Son Shine 


3. (C) Even before he became PM, Lee Hsien Loong began 
working to soften his public image and leadership style 

to project a more caring side to Singaporeans and assure them 
that he was not the same stern autocratic figure his 

father is. PM Lee has largely succeeded in portraying 

himself as a more approachable and sympathetic character. At 
the same time, he has failed to put a strong personal stamp 

on government policy, even as he has largely abandoned the 
consultative approach to governing that Goh Chok Tong 
employed as PM. Goh frequently used public committees 
(consisting of representatives from the private sector, 
academia, and government) to review government policies and 
identify new options, Institute of Policy Studies (IPS) 
researcher Gillian Koh told us. Instead, PM Lee and the GOS 
have contracted with local think tanks to research policy 

issues (such as the impact of the government\'s \"baby bonus\" 
scheme on Singapore\'s low birth rate) and present 
recommendations privately to the GOS. Thus, he has 
established himself neither (like LKY) as a visionary and 
dominant leader nor (like Goh) as a skilled 

consensus-builder. 


4. (C) Rather, policy continuity has characterized Lee Hsien 
Loong\'s first three years in office. Retaining his portfolio 

as Minister of Finance, PM Lee remains most focused on the 
sound economic policies and strategic thinking that have 
produced Singapore\'s remarkable prosperity. The PM appears 
to have given the ministers a freer hand to develop and 
implement new policies, observed Lee Kuan Yew School of 
Public Policy Assistant Dean Kenneth Tan. The PM has kept a 
relatively low profile on many issues, but has reserved the 

right to step in at the end and have the final word. The one 
major policy initiative the PM is identified with is 
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reversing a ban on organized gambling, when he decided in 
2005 to license two casinos. If the economy continues to 
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grow and stay competitive, the electorate will not question 
the People\'s Action Party\'s (PAP\'s) firm grip on power, 
argued National University of Singapore Professor Bilveer 
Singh. 


Overshadowed by the Father 


5. (C) However, PM Lee continues to be overshadowed by his 
father, LKY. In some ways, this is inevitable. LKY is a 
towering and larger-than-life figure. Despite his hardball 
approach to politics, he is widely hailed as a world-class 
strategic thinker and visionary nation-builder who 

transformed Singapore from a dirty Third World port city into 

a gleaming First World metropolis in less than two 
generations. This would be a tough act for anyone to follow. 
But LKY\'s need for control and street-fighter instincts have 
not diminished now that his son is PM. At critical moments, 
LKY seems unable to control an impulse to take center stage 
in public, leaving PM Lee to appear almost marginal. A 
classic example was during last year\'s parliamentary 

election, when LKY took over the PAP campaign and dominated 
the media coverage as he sought to crush a hapless opposition 
candidate (Ref B). Lee came off almost as a by-stander in 

his first campaign as PM, and the opposition seized on 
several of his gaffes to score political points. Another was 
during the debate earlier this year over the huge increase in 
ministerial salaries (Ref A). LKY has long been a proponent 
of paying GOS ministers very well and, with many people 
grumbling about the increase, LKY spoke in Parliament for the 
first time in two years to defend the raise and to savage an 
opposition MP who criticized it. On a regular basis, LKY\'s 
pronouncements are treated as front page news in the local 
press, on topics as varied as learning a second language to 
how Singaporeans are enjoying a \"golden age.\" Even his 
musings on property prices and homosexuality are covered 
prominently in the press. 


6. (C) Behind the scenes, it is unclear how much say LKY has 
over policy decisions. Ostensibly, he gave up control 17 
years ago when he handed the premiership to Goh, and as 
Minister Mentor, his job is to \"mentor\" younger ministers. 
When asked about LKY\'s role, PM Lee told the press in June 
that \"All the routine business, we (the cabinet) settle. | 

think even the major issues, it\'s up to us to decide ... he 
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(LKY) gives us the benefit of his perspective, his experience 
and judgment.\" Even so, few here believe the government 
would take any major policy decision without first obtaining 
LKY\'s support. And just recently, LKY spoke to the press 
about a future Singapore \"after | am no longer in charge.\" 
What is clear is that LKY remains highly active, traveling to 
meet foreign leaders and speaking regularly on policy issues, 
firing off late-night emails to government ministers 
(according to a senior MFA official) and critiquing 

think-tank papers (according to one researcher.) 


7. (C) Without public polling, it is difficult to gauge 

popular sentiment towards PM Lee. In the 2006 election, he 
was re-elected comfortably, but embarrassingly failed to 
match his party\'s percentage of the vote island-wide despite 
running against very weak opposition. A media relations firm 
CEO observed to us that the Prime Minister looked in his 
public appearances like a man who didn\'t enjoy his job. A 
group of prominent government critics we met with last fall 
surprised us by expressing genuine sympathy for the PM in 
light of LKY\'s dominant personality. One told us she 
believed Lee\'s instincts were toward a loosening of political 
controls more in keeping Singapore\'s developed status and the 
times, but that the strength of his father\'s character would 
prevent any real change as long as LKY is alive. 


Let a Hundred Flowers Bloom - and Wilt 


8. (C) Given LKY\'s stature and continued prominence, it is 

not surprising that PM Lee has been unwilling or unable to 

tone down Singapore\'s many restrictions on freedom of speech 
and assembly. In his first major address as PM, he 
encouraged Singaporeans to \"speak your voice, be heard\" and 
promised a greater openness for political dialogue. One 

ruling party MP told us that PM Lee had recognized the need 
for openness as a means to encourage creativity and risk 
taking in a society where many looked to the government to 
take the lead. The pay off would come by fostering the 
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entrepreneurship and innovation Singapore\'s economy needed to 
stay competitive, but not lead to anyone challenging the 

PAP\'s political dominance. However, that early promise for 

more openness was quickly cast aside. In case after case, PM 
Lee and the GOS have maintained tight controls on political 
speech and discouraged people from speaking out or taking 

risks by: banning films (by Singaporeans) and foreign 
publications, suing critics for defamation, and jailing 
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political opponents for going beyond accepted limits on 
public discourse. In one sad case in 2006, the police warned 
a bunch of school girls they might break the law if they wore 
Ven masse\" t-shirts with a tongue-in-check political image. 


Comment 


9. (C) PM Lee seems regularly to pass up opportunities to 
define himself as Singapore\'s true leader. In the short and 
medium term, he may not pay a political cost for this. The 
economy is humming along, the opposition remains weak and 
divided, and with LKY looking over everyone\'s shoulder, it is 
hard to imagine a rival emerging from within the tight-knit 
PAP. 


10. (C) LKY\'s death will touch off a period of national angst 

-- he has been in control for so long that few in Singapore 

can remember life without him. If Singapore or the PAP were 
to face a major crisis during this period, PM Lee\'s failure 

to establish himself as a strong leader in his own right 

could come back to haunt him. He could be vulnerable and his 
leadership abilities would be tested like they never have 
before. If no crisis occurs or the PM handles it 

effectively, Singapore\'s well-oiled PAP-led political system 
may very well chug along with Lee Hsien Loong serving another 
decade or more as Prime Minister. 


Visit Embassy Singapore\'s Classified website: 
http://www.state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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TO RUEHC/SECSTATE WASHDC 7222 
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RUCPDOG/DEPT OF COMMERCE WASHDC","UNCLAS SECTION 01 OF 02 ADDIS ABABA 002381 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT FOR AF/E AND AF/EPS 
LONDON, PARIS, ROME FOR AFRICA WATCHER 


Column 3 

E.O. 12958: N/A 

TAGS: ECON, EAID, KMCA, ET 

SUBJECT: ETHIOPIA: CONFERENCE EXAMINES PROGRESS TOWARD MDGS 


ADDIS ABAB 00002381 001.2 OF 002 


1. (U) SUMMARY: At a half-day seminar, GOE and NGO officials 
discussed Ethiopia\'s progress towards achieving the Millennium 
Development Goals (MDGs). Participants highlighted that Ethiopia 
had integrated and streamlined MDGs into national development 
polices and programs, such as the 2002-2005 Sustainable Development 
for Poverty Reduction (SDPRP) and the 2005-2010 long-term Plan for 
Accelerated and Sustained Growth to End Poverty (PASDEP). The 
conference concluded that many countries in Africa are not likely to 
meet the MDGs; GOE officials stated that while Ethiopia\'s progress 

to date was in line with MDG targets, current efforts had to be 

doubled for Ethiopia to meet the MDGs by 2015. While Ethiopia\'s 
recent achievements are encouraging, Ethiopia\'s human development 
indicators remain low, and the country continues to face major 
challenges and constraints in the provision of basic services. 
Ethiopia\'s strengthening of policies--in sectors such as health, 
education, and water and sanitation--has led to an improvement in 
some of the human development indicators, albeit from a low base 
line. END SUMMARY. 


2. (U) The July 13 conference was organized by the Ethiopian 
International Institute for Peace and Development (EIIPD), an 

Ethiopian NGO led by Professor Kinfe Abraham. Kinfe discussed the 
MDGs\' adoption by the September 2000 UN Millennium Summit in New 
York, and how monitoring mechanisms included progress report from 
the UN Secretary-General to the UN General Assembly. He noted that 
Ethiopia was one of five countries selected to review its progress 
towards achieving the MDGs. 


3. (U) Getachew Adem, Head of the Planning and Research Department 
of the Ethiopian Ministry of Finance and Economic Development 
(MOFED), said that as the GOE\'s primary role was fighting poverty, 

it had welcomed the development of the MDGs in 2000 and had 
integrated them into various national policies and programs, 

including the medium-term SDPRP and long-term PASDEP plans and 
programs. The five-year PASDEP, now in its third-year of 
implementation, focused on building implementation capacity, 
accelerating economic growth, addressing population pressure, 
unleashing the potential of Ethiopian women, improving 

infrastructure, enhancing human development, and managing risks. 
MDG targets tracked with these PASDEP objectives, so implementation 
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of the PASDEP would mean progress in the MDGs. Getachew asserted 
that performance indicators to date--in terms of poverty; expansion 

in education, health, and water supply coverage; and others--were in 
line with PASDEP and MDG targets. However, challenges included a 
decline in external inflows, regional disparity, as well as quality 
problems in education and health services. He concluded that if 

current efforts were doubled in the remaining eight years, Ethiopia 
would meet MDG targets by 2015. 


4. (U) Dr. Hailesellasie Equbagizi, representing WHO, said that 
while health indicators-- including under-five mortality, maternal 
mortality, and HIV/AIDS prevalence--were encouraging, progress to 
date suggested a long way to go to meet the MDGs. 


5. (U) Dr. Yemane, a Columbia University researcher, presented a 
progress report on the Millennium Village Project in Ethiopia. 
Ethiopia was one of ten countries selected for this pilot project. 
The project in Ethiopia was started at Korora village, to improve 
health services, water supply, education, and other services for 
5,000 beneficiaries, but had since expanded to ten more villages 
encompassing over 50,000 beneficiaries. While the project was 
improving the lives of beneficiaries, it was too early to assess its 
success or failure. 


6. (SBU) COMMENT. Prof. Kinfe Abraham\'s EIIPD is an Ethiopian NGO 
that conducts training for the Ethiopian foreign ministry (MFA), and 
whose conclusions may reflect those of the GOE. For example, the 
Transitional Federal Government of Somalia\'s (TFG) Ambassador to 
Ethiopia and PermRep to the African Union was a featured speaker at 
an EIIPD workshop earlier this earlier, which explained Ethiopian 
national interests motivating Ethiopia\'s military intervention in 

Somalia. 


7. (SBU) COMMENT CONTINUED. While Ethiopia\'s MDGs are streamlined 
into its national development policies and programs, the challenges 

to meeting those goals are great, and include the quality of 

education and health services, disparities among Ethiopia\'s regions, 

the country\'s dependence on foreign inflows, low implementation 

capacity, and resource gaps. 


ADDIS ABAB 00002381 002.2 OF 002 


8. (U) The GOE\'s commitment to poverty reduction and to the MDGs is 
evidenced by the continuous rise in pro-poor expenditure, and in the 
strengthening of policies in key pro-poor sectors, such as health, 
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education, and water and sanitation. This, and increased spending 
on poverty-oriented sectors in the context of macro-economic 
stability, have led to an improvement in some of the human 
development indicators, albeit from a low base line. 


9. (U) The expansion in gross primary school enrollment has been 
particularly significant, rising from 30 percent in the early 1990s 

to 91 percent now. Although Ethiopia still has one of the world\'s 
highest prevalence of child malnutrition, the prevalence rate is 

declining steadily. Access to potable water has also improved over 

the past five years, and more children in Ethiopia are being 

immunized against diseases such as measles, which has contributed to 
reducing child and infant mortality. 


10. (SBU) While recent achievements are encouraging, Ethiopia\'s 
human development indicators remain low, and the country continues 
to face major challenges and constraints in the provision of basic 
services. Although primary school enrolment has expanded 
enormously, the available resources are not adequate to ensure 
improvements in educational outcomes. The resource constraints in 
the education sector are evidenced by congestion in schools. 

Access to education for children with special needs, and for 

children from pastoral areas, remains limited. The limited access 

to water is partly due to the inadequate capacity of rural water 
schemes, as many of them are malfunctioning, and existing water 
schemes lack adequate funding for maintenance or operating costs to 
sustain water supply. Lack of clean water and sanitation has also 
contributed to the high morbidity rates in Ethiopia. 

END COMMENT. 


YAMAMOTO 
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STATE FOR AF/W, AF/RSA, DRL/AE AND INR/AA 
PARIS FOR POL - DVELIA 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, PINS, PREF, SG 


Column 3 
SUBJECT: Time for the Mauritanians to go Home 


Summary 

1. (SBU) In a meeting with Charge dVAffaires, the United Nations 
High Commission for Refugees\' (UNHCR) Regional Representative, 
Rosaline Idowu, was upbeat that a large percentage of the 20,000 
Mauritanian refugees remaining in the Senegal River Valley would 
return home. She confirmed President Wade\'s statement that he would 
grant those that choose to stay Senegalese citizenship. She also 
emphasized that regionally the refugee situation had improved vastly 
and that as a result of reduced caseloads her regional office in 
Dakar would increase the number of countries that it oversees. End 
Summary 


2. (SBU) Currently, there are some 20,000 Mauritanian refugees 

living in villages scattered across Senegal\'s northern border. Many 

of them have been there since 1989 and have refused to return unless 
the Mauritanian government could guarantee them return of the 
citizenship status which many lost after they were expelled by the 
then-ruling Junta. After winning the election, the new Mauritanian 
President Sidi Mohamed Ould Cheikh Abdallahi pledged that this issue 
would be a top priority for his government and on June 29 he asked 
UNHCR for assistance in repatriating them. As of now UNHCR has 
prepared a tripartite agreement which it hopes the governments of 
Senegal and Mauritania will sign in September. The repatriation 
would then begin after the end of Ramadan. Idowu expects that it 

will take at most a year. On the Mauritanian side, the local UNHCR 
office will assist the returnees for a period of 18 months to 

include assistance with housing, schooling and employment. She 
optimistically expects about 14,000 to return with the remaining 

6,000 staying in Senegal. Those remaining behind will do so because 
they have either married locally or found a niche which they do not 
want to leave. 


3. (SBU) Regionally, Idowu has seen the refugee caseload drop 
significantly with the return of Sierra Leonean and Liberian 

refugees to their home countries. She is also working with ECOWAS 

to amend their charter to allow refugees who do not want to return 

the right to stay and work via the issuance of a three year 
residency/work visa. Under the ECOWAS\'s charter, citizens of member 
countries have freedom of movement and can set up business within 
the ECOWAS zone. As a result of this diminishing caseload, UNHCR\'s 
Dakar office will be responsible for ten countries by 2008, and 14 

by 2009. 

Smith 
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FM AMEMBASSY ATHENS 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9812 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/26/2017 
TAGS: GR, MOPS, PGOV, PREL 
SUBJECT: GREECE: CRETAN GOVERNOR WANTS MORE USN SHIP VISITS 


REF: ATHENS 625 


Classified By: CHARGE DVAFFAIRES THOMAS COUNTRYMAN. REASONS 1.4 (B) AN 
D (D). 


1. (C) SUMMARY: In a July 19 meeting with CDA, Governor 
(Nomarch) Grigoris Archondakis of the Chania district of 

Crete (where Souda Bay Naval Support Activity (NSA) is 
located) said it was important to get more U.S. ship visits, 

not so much for the economic benefits, substantial as they 
may be, but for the \"political benefit" of demonstrating U.S. 
support. The governor, who ran on the New Democracy ticket, 
believed PM Karamanlis himself may not yet know when the next 
elections would occur -- the governor preferred October -- 

but said he advocated the PM take a more liberal (i.e., 
free-market) approach to governance issues. On economic 
issues, the governor said tourist revenues were up again this 
year by 6-7 percent and outlined several infrastructure 
improvements projects that indicated his district was on the 
upswing. END SUMMARY. 


MORE SHIP VISITS, PLEASE 


2. (C) Charge dVAffaires a.i. Thomas Countryman and 
DepPolCouns traveled to Chania to participate in the 99th 
meeting of the U.S.-Greece Joint Commission (reported septel) 
and to take part, respectively, in the high school and 

college programs of the Greek Association for Atlantic and 
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European Cooperation. We also took the opportunity to pay a 
call on the governor, who was elected last October on a 
platform advocating more U.S. and other NATO ship visits. 
(NOTE: Archondakis replaced a socialist of PASOK\'s left wing, 
who actively sought to discourage NATO ship visits to Chania. 
NATO obliged and the consequent drop in revenue to local 
businesses created sufficient economic pain for the local 
population that voters turned out the previous governor in 

favor of Archondakis. See reftel. END NOTE.) 


3. (C) Archondakis said it was important to get more NATO, 
and especially USN, ship visits to Chania. This was not so 
much for the economic benefits that the visits would bring -- 
although those were substantial and much appreciated. 
Rather, it was for the \"political benefit\" visits brought in 
terms of showing U.S. support to the local community, which 
he claimed was very pro-U.S. despite a small, very vocal 
communist minority. Archondakis argued this was also the 
case in terms of increasing purchases of locally produced 
and/or supplied commodities by Souda Bay NSA. (NOTE: Souda 
Bay NSA estimates that apart from ship visits, the base 

itself annually pumps approximately 25 million USD into the 
local economy in terms of wages, rents, etc. The governor 
would like to see this increased by expanding NSA local 
procurement to show the local population that the USN is a 
good and valuable neighbor. END NOTE.) 


ELECTIONS: SOONER THE BETTER 


4. (C) PM Karamanlis himself probably did not know yet when 
he would call the next elections, according to Archondakis 

but the governor believed they should be called soon. He was 
aware of ND\'s recent slide in the opinion polls in relation 

to PASOK due to the social security bond scandal and the 
government\'s seeming inability to control forest fires, which 
had just a few days prior destroyed large forest areas on 
Crete. But the governor believed ND needed the elections 
before the next EU budget, which could cause further voter 
resentment. 


5. (C) The governor also believed the PM should Qcored the importance of the 
rule-of-law issue for the current government, with which the 


governor also agreed. 


CHANIA ECONOMY ON THE UPSWING 


ATHENS 00001521 002 OF 002 
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6. (C) Chania was experiencing a \"good tourist year,\" with 
revenues up six to seven percent, and most of these tourists 
were Scandinavians. To keep up with the tourist boom, the 
governor said an airport expansion was planned to be paid for 
by a tourist tax, as opposed to coming out of EU funds, which 
would be better spent on road projects. Roads were, in fact, 
a big problem, according to Archondakis. He had recently 
presented a 1.5 billion euro proposal to the Ministry of 
Construction for a road project, which would also be funded 
through tolls. In Souda Bay, a pier expansion was planned as 
well. These upward economic indicators were further 
bolstered by a thriving real-estate market, which the 

governor said was experiencing an increase in land prices. 


7. (C) COMMENT: The Chania district has experienced a 
political sea change since the local elections last fall. 
Previously, we dreaded paying calls on local politicians, who 
used the opportunity for negative grandstanding. Now, the 
governor and other local officials welcome our visits and 
encourage us to send more USN ships. We agree with the 
governor\'s argument that more ship visits, as well as 
increased local purchasing by Souda Bay NSA, would provide 
significant political benefit. Souda Bay NSA is actively 
pursuing ways to increase its use of local procurement, and 
we encourage the USN to take advantage of the new welcoming 
attitude of Chania in its planning for ship visits. 
COUNTRYMAN 
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NOFORN 


SECDEF PASS OGC MR. HAYNES 
E.O. 12958: DECL: 07/26/2012 
TAGS: PREL, PTER, BE 


Column 3 
SUBJECT: DOD GC HAYNES MEETS ON GUANTANAMO WITH BELGIAN 
SENATOR LIZIN 


Classified By: DCM William Imbrie, Reasons 1.4 (b) and (d) 


1. (C/NOFORN) SUMMARY. On July 20, 2007, DOD General Counsel 
William J. Haynes II and Belgian Senator Anne-Marie Lizin 
discussed the way ahead for finding recipient countries for 

the 80 internees still incarcerated at Guantanamo naval base. 
Lizin reported that the new French government, specifically 
Foreign Minister Bernard Kouchner, was interested in engaging 
on the issue, for example, with Algeria. Haynes thanked 

Lizin for her efforts and inquired what she saw as next 

steps. She said that an international &umbrella8 needed to 

be identified that could work on the issue discreetly, and 
suggested the IOM because it will have an American DG. She 
suggested that USG seek other recipients for individuals than 
those of their birth or citizenship, for example Bahrain or 

Qatar. Lizin provided updates to Haynes and to Pol/MilOff 

from Paris on July 24 on Kouchner,s desire to proceed 
carefully and only with Elysee involvement. End Summary. 


2. (SBU) In a meeting in the Belgian Senate on July 20, 

2007, DOD General Counsel William J. Haynes Il and Belgian 
Senator Anne-Marie Lizin discussed next steps on finding 
recipient countries for the 80 internees still incarcerated 

at Guantanamo naval base. Ambassador Fox and pol/mil officer 
Koch participated 


3. (C/NOFORN) Haynes and Lizin exchanged updates on the 
issue of finding host countries for detainees at Guantanamo 
Naval Base. Lizin said that she had raised the matter twice 
with the new French government and reported that both FM 
Bernard Kouchner and presidential foreign policy advisor (and 
former AMB to the U.S. Jean-David Levitte) were very 
interested. Algeria was one country that had been mentioned. 

In the meantime, at the July 26 OSCE meeting in Vienna she 
would be able to address the issue only informally on the 
sidelines. 


Finding an Umbrella 


4. (C/NOFORN) Haynes thanked Lizin for her efforts on 
Guantanamo and inquired what she saw as next steps. She said 
those would be determined by US judicial decisions on the 
internees, but suggested that it was important to find an 
&umbrella8 organization that could work on the issue 
internationally. In particular, she focused on the 

International Organization for Migration (IOM), in that an 
American, William Swing, had been nominated to become its 
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next head. 


5. (C/NOFORN) Lizin urged the U.S. to look beyond the birth 

or citizenship identity of a detainee in seeking a place a 
recipient nation. She talked about a detainee from the Sudan 
who was a cameraman for Doha- based Al Jazeera network during 
a royal Qatari visit to Waziristan when the Pakistanis 

arrested him and turned him over to the U.S. She said she 

had heard about him from Qatar,s ambassador (NFI) to Belgium 
who called the man a &personal friend8 who had houses in 

both Qatar and Bahrain. Lizin suggested that the U.S. 

intervene with the governments of Qatar and/or Bahrain on his 
and other detainees, behalves. 


Follow-up from France 


6. (C/NOFORN) Lizin called embassy Tuesday July 24 from Paris 
on her way into and again after a meeting with FM Kouchner. 

In the second call, she reported that Kouchner was 

&extremely prudent8 and would need the agreement of the 
Elysee to proceed. She said that Kouchner had suggested 
instead an unspecified joint European action8 on 

Guantanamo resettlement, with which she disagreed. &The 
broader the involvement on this, the less chance of 

success,8 Lizin observed to PolMilOff. Lizin also spoke 

with Haynes after her meeting with Kouchner; they agreed that 
more groundwork needed to be done before moving ahead and to 
remain in touch to that end. She advised that she would send 

a more detailed report to Haynes. 


7. (U) GC Haynes has not reviewed this message. 


IMBRIE 
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RUWGTCH/JIATF WEST //J3// IMMEDIATE 

RHHMUNA/HQ USPACOM HONOLULU HI//JC/J3/J4/J5// IMMEDIATE 
RHHMUNS/COMSOCPAC HONOLULU HI//SOJ3// IMMEDIATE 


SIPDIS 


Column 3 
SIPDIS 


STATE FOR EAP/MLS, L/EAP, L/PM, PM/ISO, INR AND DRL 
PACOM FOR FPA HUSO, JIATF/WEST FOR COMMANDER BUSCH 


E.O. 12958: N/A 

TAGS: MASS, MARR, MOPS, PREL, PHUM, TH 

SUBJECT: JUSMAG/THAILAND EMBASSY/STATE DEPARTMENT HUMAN 
RIGHTS VETTING FOR: MULTI-NATIONAL INTER-AGENCY COOPERATION 
DEVELOPMENT SYMPOSIUM ON COUNTER-TERRORISM AND COUNTER 
INSURGENCY, 15 - 22 SEPT, 2007. 


REF: A. JUSMAG/THAI MEMO DATED 26 JULY 2007 
B. 05 STATE 021314 - GUIDANCE 
C. 03 STATE 34981 - GUIDANCE 


1. (U) This is an action request for human rights 
verification required by the Leahy Amendment; see Para. 2. 


2. (U) JUSMAG/THAI AND SOCPAC have requested that the 
Embassy/State Department complete human rights vetting 
request for individuals listed below, who have been selected 

to attend the above-mentioned course. Embassy Bangkok 
possesses no credible information at this time of gross 
violations of human rights by these persons. Embassy Bangkok 
Political Officer, Guy Margalith, is the verifying officer 

for the Embassy/Department of State. 


MULTI-NATIONAL INTER-AGENCY COOPERATION DEVELOPMENT SYMPOSIUM 
ON COUNTER-TERRORISM AND COUNTER INSURGENCY, 15 - 22 SEPT, 
2007: 


1. CAPT Pitaya SONSAWAD, Bank of Thailand Money Laundering 
Unit, DPOB: Nov. 7, 1950; Bangkok, TH. 


2. Pol. COL Akarapol PUNYOPASHTAMBHA, Ministry of Justice, 
Dept. of Special Investigations, DPOB: July 24, 1962; 
Bangkok, TH. 


3. Pol. LTCOL Somchai CHALERMSOOKSANT, Ministry of 
Justice, Central Institute of Forensic Science, DPOB: Apr. 
10, 1965; Bangkok, TH. 


4. Pol. LTCOL Wiwan SUWANSAMRITH, Ministry of Justice, 
Central Institite of Forensic Science, DPOB: Feb. 16, 1957; 
Bangkok, TH. 


5. Pol. COL Yuttana TUNGKHASEN, Royal Thai Police Region 9, 
DPOB: June 1, 1955; Bangkok, TH. 
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6. Pol. COL. Somkuan KAMPEERA, Royal Thai Police, Region 9, 
DPOB: Jan. 5, 1953; Saraburi, TH. 


7. Pol. LTCOL Komol KLINPRACHUM, Royal Thai Police, 
Special Branch, DPOB: Jan 31, 1969; Nakornpatom, TH. 


8. Pol. Sen.COL Sompong KHONKAEN, Royal Thai Police, Border 
Patrol Region 4, DPOB: Dec 14, 1950; Nakornpatom, TH. 


9. Pol. LTCOL Jarut SURUTTAYAPORN, Royal Thai Police, 
Immigration Bureau Region 4, DPOB: Dec. 11, 1966; Songkla, TH. 


10. COL Thavin AKKARAMAYTHAYUT, Royal Thai Supreme Command 
HQ, J13, DPOB: Dec. 14, 1963; Nakornpanom, TH. 


11. COL Suphot MALANIYOM, Royal Thai Supreme Command HQ, J7, 
DPOB: Apr. 10, 1963; Chonburi, TH. 


12. GP CAPT Saisak KANPACHAI, Royal Thai Supreme Command HQ, 
J7, DPOB: Nov. 9, 1961; Nakornrachasima, TH. 


13. COL Orgrob AMARUCHKUL, CTOC, DPOB: June 23, 1968; 
Bangkok, TH. 


14. MAJ Ukaradej PIMSORNNANON, Royal Thai Army, Dept. of 
Intelligence, DPOB: July 9, 1974; Saraburi, TH. 


15. COL Pirapong PHOMEAUN, Royal Thai Army, Dept. of 
Operations, DPOB: Apr. 9, 1968; Bangkok, TH. 


16. LTCOL Nimit SUWANARAT, Royal Thai Army, Region 1 
Command, DPOB: Apr. 14, 1971; Bangkok, TH. 


17. LTCOL Chusak PANOMPANTHONG, Royal Thai Army, Region 2 
Command, DPOB: Dec. 12, 1971; Surin, TH. 


18. COL Permsak PRASERTSRI, Royal Thai Army, Region 3 
Command, DPOB: Sept. 18, 1968; Pijitr, TH. 


19. LTCOL Thammarat ONGPALAKON, Royal Thai Army, Region 4 
Command, DPOB: Sept. 25, 1972; Puttani, TH. 


20. LTCOL Pisanu SARATEE, Royal Thai Army, Special Warfare 
Command, DPOB: Oct. 29, 1971; Saraburi, TH. 


21. COL Trairong TONGNUASUG, Royal Thai Army, Institute of 
Advanced Army Studies, DPOB: Feb. 22, 1960; Suratthani, TH. 


22. CAPT Wason TRIJIT, Royal Thai Navy, Dept. of Naval 
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Intelligence, DPOB: Oct. 3, 1967; Bangkok, TH. 


23. CDR Yuttasath TREEOST, Royal Thai Navy, Dept. of Naval 
Operations, DPOB: Feb. 21, 1967; Kalasin, TH. 


24. CAPT Utan KLAIPHEUNG, Royal Thai Navy, Royal Thai Marine 
Corps, DPOB: Dec. 25, 1964; Samutsakorn, TH. 


25. CAPT Supachai TANASANSAKORN, Royal Thai Navy, Royal Thai 
Naval Special Warfare Group, DPOB: Aug. 23, 1968; 
Samutsakorn, TH. 


26. CDR Patchara KOONNGAM, Royal Thai Navy, Institute of 
Advanced Naval Studies, DPOB: May 28, 1968; Bangkok, TH. 


27. WG CDR Niwat NIAMPLOY, Royal Thai Air Force, Dept. of 
Air Operations, DPOB: Oct. 12, 1970; Bangkok, TH. 


28. WG CDR Khatchapoad JAPAKANG, Royal Thai Air Force, Air 
Special Operations Command, DPOB: Jan. 24, 1966; Chiang Mai, 
TH. 


29. GP CAPT Chatree PROMPUNTHAGORN, Royal Thai Air Force 
Education Command, DPOB: July 15, 1963; Bangkok, TH. 


30. WG CDR Tien TEPANON, Royal Thai Air Force, Education 
Command, DPOB: Jan 28, 1969; Bangkok, TH. 


3. A second cable for this course will follow with additional 
names for consideration. Thank you. 
ENTWISTLE 
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NEA/ARP 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, BA, REGION, ECTRD 

SUBJECT: BAHRAIN: DRAFT GCC+2 JOINT STATEMENT 


REF: STATE 104838 


Sensitive but unclassified; please protect accordingly. Not 
for Internet distribution. 


1. (SBU) Econoff July 29 previewed with MFA Director of 
Bilateral Relations Dr. Dhafer Al-Umran reftel draft joint 
statement for the GCC 2 meeting in Sharm el-Sheikh. Dr. 
Dhafer welcomed receipt of the draft and said he would 
immediately relay it to Minister of Foreign Affairs Shaikh 
Khalid Bin Ahmed, who will break his vacation in France to 
head the Bahraini delegation. 


2. (SBU) Dhafer confirmed to Econoff July 30 that Shaikh 
Khalid had received the draft statement. Dhafer promised to 
provide any feedback as soon as possible ahead of the July 31 
GCC 2 meeting. 
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Visit Embassy Manama\'s Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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PLEASE PASS TO IO/EDA (KOTOK) AND PROTOCOL (LITTLE) 


E.O. 12958: DECL: 07/30/2017 

TAGS: PREL, SOCI, TSPL, UNGA, OVIP, KS 

SUBJECT: ROKG INFORMED ABOUT UNGA EVENT ON LITERACY AND 
HEALTH 


REF: A. STATE 104172 
B. SEOUL 2253 


Classified By: A/DCM Joseph Y. Yun. Reasons 1.4 (b/d) 


1. (C) On July 30, poloff conveyed ref A information, 

regarding the September 24 heads of state spouse event on 
literacy and health that will be hosted by Mrs. Bush, to Lee 
Kyung-chul, Deputy Director of the UN Division at the 

Ministry of Foreign Affairs and Trade. Lee expressed 
appreciation for the notification and reiterated that the 

timing of the UNGA visit by ROK President Roh and his spouse 
was still undetermined. The ROK President\'s UNGA visit would 
be timed to accommodate a potential a summit with President 
Bush (ref B). 
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E.O. 12958: N/A 
TAGS: ETRD, ECIN, EINV, PGOV, CH 
SUBJECT: Have You Heard? China Slashes VAT Refunds 


1. (SBU) Summary: What\'s the impact on local companies in the 
region of the July 1 cut/elimination of export tax rebates on almost 
3,000 products? Local companies are unanimous: the price of most 
goods imported from China just went up. Even so, foreign-invested 
enterprises (FIEs) here are not cutting back on operations -- and a 
lucky few might even find that their situations have improved. 

Still, there is some debate over whether the move will give local 


Column 3 

companies an increased competitive advantage, as they may now have 
yet another tax to evade, while their FIE counterparts are left to 

pay in full. At least one consultant has begun counseling clients 

that while they can not be sure when it will occur, they can count 

on some type of ongoing VAT changes, and they should prepare 
accordingly. End Summary. 


Export Rebates Slashed Across the Board 


2. (SBU) China earlier this month quietly took a dramatic step 
toward slowing down its soaring export industry. On July 1, Beijing 
cut the tax rebates for exports on more than 2,200 products, and 
eliminated the rebates entirely on another 553 products. The latter 
primarily targeted high-energy-consuming and polluting products, 
while the former focused on low-tech commodities likely to trigger 
trade disputes. 


3. (SBU) The move affects U.S. business across the board said import 
consultant Eli Ben-Avner. Additionally, since the new policy is not 
covered by any transitional rule which would allow existing 

contracts to continue operating under the old VAT rebate, the impact 
has been immediate. 


4. (SBU) The new refund policy does allow an exception for contracts 
covering the export of ships and building materials in long-term 
construction projects, where the contracts were signed before July 

1. This has helped companies like BCD, Inc. avoid liability for the 
added costs of long-term building projects under the new VAT export 
policy. COMMENT: This exception may also potentially explain why 
there was little warning given to companies prior to the VAT reform 
(See paragraph 9, below), as the government may have not wanted to 
offer companies in this industry a chance to lock in numerous 
long-term contracts which could evade the new tax policy. END 
COMMENT. 


Motivations behind the Change 


5. (SBU) There are various opinions circulating about what motivated 
the sudden change to China\'s VAT refund structure. According to 
Aaron Finley, Manager of Deloitte in Guangzhou, the move was 
primarily driven by economics. Finley believes the new policy is a 
reflection of the country\'s desire to encourage more companies to 
invest locally by selling to local markets. Even more importantly, 

the products targeted by the new policy make it clear that China is 
stepping up its efforts to curb production of low-tech goods and 
discouraging altogether the production of chemical and energy 
products which either cut into the country\'s scarce natural 

resources or harm the local environment. As the new head of the 
Guangdong Overseas Businessmen Association, Zhou Zerong, recently 
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told us, low-tech companies are not actively discouraged, but just 
don\'t enjoy the favorable conditions provided to technology and 
market-leading firms. 


6. (SBU) Some believe the change was driven by politics. According 
to Vivian Desmonts, Managing Partner for South China\'s leading 
European law firm, DS Law Firm, the move may have been triggered as 
a response to the persistent lobbying by the U.S. and Europe on 
China\'s currency reform and expanding trade surplus. By penalizing 
U.S. and European investment, Desmonts believes that China is 
sending a clear message that it has no problem complying with 
requests to cool down exports, particularly in areas where FIEs will 
absorb the worst of the blow. (COMMENT: we think the real motive is 
economic, but certainly don\'t discount the possibility that the 

Chinese might see an opportunity to signal displeasure over U.S. 
efforts to get their attention on issues of importance to us. END 
COMMENT.) 


Price Already Being Passed on to Consumers 


7. (SBU) According to Deloitte\'s Finley, suppliers throughout South 
China have already begun restructuring their contracts to pass the 
entire refund adjustment on to the consumer. In fact, David Lee, 
Director of the China office of one of America\'s largest hardware 
companies, Ultra Hardware, has stated that among his fifty factory 
suppliers in South China, only six have been willing to share some 
of the increased cost. As a result, while the company still plans 

on sourcing from the region, it has already begun negotiating with 
suppliers in Vietnam and Cambodia, which may now be able to offer 
lower prices. 
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Investment Not Expected To Leave... Yet 


8. (SBU) Consensus among business professionals is that the recent 
VAT reform will not drive away most foreign investment. According 
to Maarten Roos, Legal Consultant for local law firm Wang Jing & 
Co., there are simply too many other reasons for FIEs to stay. 
However, Roos does acknowledge that the long-term effect will be to 
shift some investment to areas like Laos, Vietnam and Thailand, 
where some products may be sourced at a lower cost. 


9. (SBU) This sentiment was echoed by Finley, who added that the 
biggest complaint among FIEs in the region was not the change in the 
policy itself, but rather the abruptness with which it occurred. No 
companies were made aware of the change earlier than one week prior 
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its issuance. In fact, even local customs officials were caught 
off-guard by the restructuring, as the new policy evidently sparked 
a flurry of confused activity in the ports regarding how to 
implement the newly-established export tax refund system. 


10. (SBU) If the changes in VAT do have an adverse impact on foreign 
investment anywhere, it is likely to be in South China, where most 
manufacturing investment takes place. Moreover, since large FIEs in 
the region typically produce for sale to the China market, the brunt 

of this is expected to fall on small to medium-sized enterprises 
(SMEs), which engage almost exclusively in export-oriented 
production. 


No Refund, No Problem 


11. (SBU) The sweeping VAT reform has hurt most exporters in the 
region, but a select few may actually experience improvements in 
their tax status. As Finley explains, companies which previously 
exported a single product input may now stand to profit by exporting 
the entire product. For instance, instead of exporting the copper 
fitting used in the production of a chair (which is now subject to a 
reduced VAT refund), some companies may now choose to design and 
export the entire chair - a practice which would result in a zero 
percent export VAT, thus nullifying the need for any refund. In 

such cases, companies will need to move assembly productions to 
China. However, the impact on the U.S. job market is expected to be 
small, with Mexico and other labor-intensive economies bearing the 
brunt of such a policy. 


Concerns of Discriminatory Treatment 


12. (SBU) Some of our contacts have expressed concern that the VAT 
change will add yet another layer of competitive disadvantage to 

FIEs. As Dan Harris, Managing Partner for Harris & Moure puts 

forth, taxes tend to be paid primarily by law-abiding foreign 
companies, thus increasing the competitive advantage of Chinese 
companies. Therefore, if a foreign company is paying a 17 percent 
tax on its exports from China (as will be paid by all companies 

whose VAT refund was completely removed) and a Chinese company 
making the same product is paying only five percent or less (or 

trying to avoid payments altogether), the Chinese company would 
immediately gain a large cost advantage that should allow it to sell 
and export more products than its foreign competitor. 


13. (SBU) There are some experts, however, who are not ready to 
endorse this concern. According to Finley, large U.S. companies 
play by the book in most cases, since their exposure would simply be 
too great if they chose to do otherwise. However, Finley said that 
numerous unlisted FIEs in the region are still pushing the envelope, 
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and thus he warns that it may not only be local companies that are 
evading taxes. Finley believes this perception has been mistakenly 
driven by the fact that the tax bureau targets individual foreigners 
because they are in a high income group, a practice which he says 
does not translate to business tax investigations, as those are 
categorized by industry, not income. 


More Changes on the Way 


14. (SBU) Much of the business community was caught off-guard by the 
recent widespread reduction in VAT refunds, so much so that some 
have already begun to make preparations for the next round of 
changes. Aroma Housewares\' Purchasing Supervisor Lisa Huang told us 
that speculation about other possible changes in the VAT for 

additional products has led many in the small appliance industry to 
delay signing long-term contracts for fear that they will be left 

holding the bag when the other shoe drops. Deloitte has also begun 
counseling clients that while they can not be sure when it will 

occur, they can count on some type of ongoing VAT changes, and 
whether it means re-designing production or leaving the region 
altogether, they should prepare accordingly. 
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E.O. 12958: N/A 

TAGS: WTRO, ECON, PGOV, CH 

SUBJECT: HR Issues in South China -- The New Labor Contract Law and 
Beyond 


Column 3 
REF: Beijing 4467 


(U) THIS DOCUMENT IS SENSITIVE BUT UNCLASSIFIED. IT SHOULD NOT BE 
DISSEMINATED OUTSIDE U.S. GOVERNMENT CHANNELS OR IN ANY PUBLIC FORUM 
WITHOUT THE WRITTEN CONCURRENCE OF THE ORIGINATOR. IT SHOULD NOT BE 
POSTED ON THE INTERNET. 


1. (SBU) SUMMARY AND COMMENT: Employers clearly emerged as \"victors\" 
in the labor contract law open comment vetting process, with the 
relaxation of several obligations that had been in the original 

draft, especially the requirement that they \"seek approval from\" 

their employees. Low-end manufacturers, in contrast, appear to have 
gained the least from the process, especially as it will require 

certain modifications in their organizational structure. The law 

should help clarify the rights of employees, and perhaps even curb 
somewhat the recent rise in labor disputes in South China. However, 
the region\'s greatest challenge remains the shortage of 

professionals in leadership positions. END SUMMARY AND COMMENT. 


To the Employers Go the Spoils 


2. (SBU) Set to take effect in January 2008, the Labor Contract Law 
(LCL), published just a month ago, is the legislative product of 

almost three years of public engagement. The second major China law 
to have been forged out of a legitimate public comment process (the 
anti-money-laundering law is the other, though as yet not passed), 

the new LCL has been crafted with the support of comments from over 
190,000 organizations and individuals, both from within China and 
abroad. While the final legislation makes numerous gestures toward 
improving workers\' rights, employers have emerged as the clear 
beneficiaries from the public comment process according to Nancy Wu, 
Hewitt\'s Regional Consultant. 


3. (SBU) Ms. Wu points to the relaxation of employer obligations 
between the initial and final drafts. For instance, the final LCL 
says employers should negotiate with -- instead of \"seek approval 
from\" -- the trade union or employees\' representatives when making 
decisions that would directly affect the rights and interests of 
employees. Furthermore, while both drafts arguably limit the 
ability of employers to institute rule changes without first 
consulting the labor unions, the final draft significantly narrows 

the acceptable definition of \"labor union.\" It therefore further 
limits the potential scenarios in which employers must actually 
consult with their labor counterparts. 


Low-End Manufacturers Lose Out 


4. (SBU) Low-end manufacturers are among those who benefited least 
from the LCL\'s comment process. Zach Wortham, Legal Consultant for 
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Wang Jing Law Firm in Guangzhou, attributes this to the overwhelming 
influence of Western foreign-invested enterprises on the final draft 
legislation. According to Wortham, since the LCL is in many ways a 
reflection of the worker protection provided to employees in Western 
nations, Western FIEs will generally be able to borrow their home 
system as a comprehensive model, thus ensuring compliance under 
China\'s new LCL without the added costs of implementing an entirely 
new operational structure. 


5. (SBU) Low-end manufacturers in industries such as textiles and 
apparel, on the other hand, will need to completely restructure 
their organizations in order to maintain compliance with the new 
LCL. The brunt of this is expected to fall on FIEs from neighboring 
South-East Asian countries, which typically control operations in 
these sectors. 


It All Comes Down to Enforcement 


6. (SBU) Because of China\'s previous problems with enforcement, FIEs 
have raised concerns that the LCL may do little to change the ways 

of local companies, which often ignore inconvenient regulations, 

while simultaneously imposing an increased burden on 
already-compliant FIEs. (reftel) 


7. (SBU) However, a surprising number of legal and business 
professionals in China\'s southern manufacturing region believe there 
are reasons for optimism. For one, many assert that since the 
current LCL is much clearer than any of China\'s previous labor laws, 
there will be less room for local interpretations. As such, local 
authorities will have less latitude in granting favorable exemptions 

to local companies. Some also believe that the comment process 
itself will lead to improvements in uniform enforcement. According 
to Dan Harris, Managing Partner for Harris & Moure PLLC, since the 
law was reached by consensus, local regulatory bodies should be 
expected to defer to its provisions, as opposed to previous laws 
which may have been more easily disregarded. 
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Labor Disputes Increasing in South China 


8. (SBU) Employees in all industry sectors in the region appear to 
be stepping up their efforts for increased pay and benefits, whether 
against foreign-brand firms like KFC and McDonald\'s or Chinese 
companies; in addition, the number of labor tribunals has increased 
in every part of Guangzhou city. (NOTE: Due to their high caseload, 
these tribunals often operate in excess of fourteen hours per day. 


Column 3 

END NOTE.) Speaking anonymously, a representative of a major 
consulting firm in Guangzhou recently described a story in which 
their client, a multinational auto company, announced that it would 
be closing down its facility. The situation quickly escalated to a 
hostage takeover scenario between disgruntled employees and 
management. This is not uncommon in South China, particularly 
amidst the massive layoffs which sometimes follow large mergers and 
acquisitions. With the help of local government intervention, this 
particular situation was eventually resolved without bloodshed. The 
lesson, according to the consulting representative, is for FIEs to 
engage the government early in the negotiating process. This is 
especially evident in South China, where local government is often 
relatively accommodating to large multinational enterprises. 


Qualified Professionals: The Drought in the South 


9. (SBU) According to Nancy Wu of Hewitt, at over 20 percent, 
China\'s professional personnel turnover rate currently leads all 

Asian countries. The problem has been further compounded by a local 
market of employers which so far has been either unwilling or unable 
to train talented personnel at an early stage of development. 

However, there are signs that companies in South China are beginning 
to take notice of the problem. More and more organizations appear 

to be engaging in benchmarking -- a process by which companies use 
multiple information sources to determine appropriate compensation. 
Ms Wu told us that some companies have even begun sharing pay data 
in order to manage costs and retain talent. In addition, an 

increasing number of local companies are beginning to realize the 
need to develop and promote talented individuals from within. If 

this trend continues, the region could remedy its current shortage 

of experienced talent within five years. 
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SUBJECT: AMBASSADOR FINLEY DISCUSSES OSCE AND COE WITH EU 


Classified By: USEU Political Minister Counselor Laurence Wohlers, for 
reasons 1.4 (b) and (d). 


Summary 

1. On June 27, U.S. Ambassador to the Organization for 
Security and Cooperation in Europe Julie Finley led the 

U.S. delegation to the COSCE (the EUYs OSCE working party) 
troika. During the four hour consultations, the EU declared 
its hope for reforms in Kazakhstan in light of its CiO bid 

and agreement to downsize the OSCE mission in Croatia. The 
United States and EU concurred on the utility of pursuing a 
declaration for the November 2007 Madrid Ministerial as 

well as separate statements on selected regional and 
thematic issues. EU interlocutors expressed concerns about 
the feasibility of an OSCE Mission training mission in 
Afghanistan, preferring to focus on their own training 
programs, and raised the possibility of adapting a regional 
border management program. Discussions reaffirmed the 
mutual desire to resolve the frozen conflicts in 

Georgia and Moldova and the need to involve Russia in the 
solution. Sequencing of 

a political settlement and internationalization of a PKO 

in Moldova remained a question of debate. As discussions 
regarding Russia continued, the EU stressed its commitment 
to the CFE and raised the question of Russia\'s true 
intentions regarding the OSCE and ODIHR. Although the 
United States and the EU differed in their tactical 
approaches to issues as disparate as Afghanistan and 
Croatia, the troika reaffirmed the overall complementarity 

of U.S.-EU objectives in the OSCE. END SUMMARY 


Participants 

2. Ambassador Finley was joined by Gary Robbins, Director 

of the Office of European Security and Political Affairs 

and Samuel Laeuchli, USOSCE Political Counselor, and USEU 
POLOFFs. German EU Presidency\'s Federal Foreign Office OSCE 
Division Head Margit Hellwig- Btte led the EU Troika. 

German MFA participants included CoE Division Head 
Johann-Adolf Cohausz, and OSCE Division Desk Officer 
Jan-Thede Domeyer. Representing the Council Secretariat 
was the Director of the Policy Unit, Helga Schmid, and the 
Eastern Europe and Central Asia Unit's OSCE and CoE Desk 
Officer, Leo Schulte Nordholdt. OSCE and CoE Head of Unit 
Gilbert Dubois and Desk Officers Bertrand Rochard and 

Alenka Zajc were present from the European Commission\'s DG 
RELEX. Representatives from the Portuguese Presidency Unit 
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were Incoming Chair of the COSCE Paulo Rufino and OSCE Desk 
Officer Ana Coelho. 


Madrid Ministerial Preparations 

3. Ambassador Finley previewed U.S. objectives for the 
November 2007 OSCE Ministerial in Madrid, including a 
Ministerial Declaration that contained strong language on 
fulfillment of Istanbul commitments and decisions on 
possible assistance to Afghanistan, border security in 
Central Asia, closure of the Croatia mission, selection of 
a new Chair in Office (CiO) for 2009, and support for the 
Kosovo final status settlement. In addition, Finley 
highlighted our interest in separate resolutions in support 
of human rights defenders, promotion of tolerance, and the 
situations in Moldova and Georgia respectively. The 
German EU Presidency agreed to aim for a ministerial 
declaration, including, in particular, language on regional 
conflicts. 


Kazakhstan CiO Bid 

4. On Kazakhstan\'s CiO bid, both sides reaffirmed their 
support in principle for the Kazakh bid, but agreed that 

the GOK had not demonstrated a commitment to certain 
democratic reforms. The EU Troika expressed hope for signs 
of reform, citing the country\'s August 18 elections as a 
possible opportunity to give positive impetus for 

progress. Paulo Rufino, the incoming Portuguese Chair of 
the COSCE working group reiterated that there was no EU 
common position on Kazakhstan\'s bid and noted that the 
Spanish CiO was \"open\" to consultations on the issue. 
Ambassador Finley also expressed her desire to see 
Kazakhstan fulfill its commitments but questioned how long 
we could wait to see action before a decision must be 
made. She pointed out that the CiO must be able to 
represent all three aspects of the OSCE- the 
political-military, economic and environmental, and the 
human dimension. EU officials conceded that the GOK had 
not enacted any of the reforms that External Relations 
Commissioner Ferrero-Waldner had identified as important to 
the CiO bid. 
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Afghanistan 


5. An exchange of views on the possibility of an OSCE 
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mission to Afghanistan was inconclusive. EU showed little 
enthusiasm for exploring the concept of an OSCE mission in 
Afghanistan. The German Presidency insisted on looking 
into the conditions and a potential U.S. proposal before 
committing to any possible action. Hellwig-Botte and 

Rufino asserted that the EU could consider adjusting OSCE 
border management programming in Central Asian countries 
that would indirectly benefit Afghanistan, but that it was 

not inclined to support projects in country. The Germans 
expressed concern that a direct involvement would be too 
security and cost intensive. Hellwig-Botte further argued 
that the EU was already heavily involved in Afghanistan 

with a police training mission and that to launch another 
mission would possibly duplicate efforts and complicate 
existing structures. 


6. Ambassador Finley emphasized that the U.S. wanted to 
determine the interest in the concept of OSCE involvement 
before considering concrete action proposals. She pointed 
out that 21 non-EU and non-NATO countries, including 
Afghanistan\'s Central Asian neighbors, had expressed 
interest in seeing stability in Afghanistan through the 

OSCE. The OSCE could provide a vehicle through which these 
same countries could make a contribution and, in doing so, 
create a multiplier - and not a duplicative -- effect for 

EU and NATO efforts. Finley observed that the EU\'s new 
police training mission would still leave critical gaps at 

lower levels and left unanswered President Karzai\'s request 
for OSCE assistance. An OSCE effort could add value by 
filling that gap. The EU representatives reiterated 
skepticism for the concept and alluded to policy fatigue, 
noting that they are already involved in two projects 

within the country and were reluctant to begin another. 
Hellwig-Botte suggested that the Afghans needed to clarify 
their request to the OSCE. 


Russia - CFE 

7. Council Secretariat Policy Planning Director Helga 
Schmid, reaffirmed the EU\'s belief in the value of the CFE 
and the need for an adapted CFE \"in the light of global 
security changes.\" She was reassured by the U.S. 
commitment to an adapted CFE, but asked for clarification 
of the USG\'s position on ratification of the treaty in 

light of recent remarks by Senator Lugar that advice and 
consent to the adapted treaty would be conditioned on 
Russia fulfillment of its Istanbul commitments in Georgia 
and Moldova. At the May 18 EU-Russia summit, EU leaders 
pressed Putin on implementation issues. PSC Troika 
Ambassadors had placed the issue on the agenda of their 
June 27 meeting with Russian Permrep Chizov as well. Schmid 
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asked for U.S. views on the Russian threat of a moratorium, 
prospects that Azerbaijan and Armenia would join it, and 
whether the OSCE was the appropriate forum to discuss it. 


8. Robbins affirmed U.S. commitment to the CFE 

and said ratification of A/CFE remained linked to Russian 
fulfillment of its Istanbul commitments, as noted by Sen. 
Lugar. He confirmed that the U.S. would use 

established channels for CFE discussions, but is also willing 
to reach out to partners in other settings. U.S. 

participation in the OSCE\'s Extraordinary Conference on CFE 
showed our commitment to engage. Robbins informed Schmid 
of our intent to seek clarification of the Russian 

cancellation of three planned CFE inspections due to \"force 
majeure.\" The United States was, of course, opposed to a 
Russian moratorium. On Istanbul commitments, there was 
also the question of who decides when these criteria are 

met. The countries involved (i.e., Georgia and Moldova) 
should definitely be included in this determination. 


OSCE Charter and Russian Reform Proposals 

9. EU and U.S. delegations confirmed Transatlantic 
opposition to the OSCE Charter, and agreed that it was 
necessary to gain a clearer understanding of Russian 
intentions for pursuing one. EU Policy Unit Director Schmid 
stated that refusing flat-out to discuss the charter will 

cause problems with Russia. Ambassador Finley suggested 
that partners should consider whether and how we could 
address other Russian interests in the OSCE in order to 
hold the line against a charter. Hellwig-Botte (German 
Presidency) agreed that it is a question of finding out 

the Russian plan and what they really want. USOSCE 
Polmincouns pointed out that Russian insistence on the 
charter was perhaps part of a larger Russian effort to be 
aggressive against the OSCE. Commission Russia Unit Deputy 
Tibbels doubted that Russia had any overarching 

strategy behind its rhetoric and actions other than to 
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demonstrate that Russia was back on the world stage and 
that nothing can be solved without their involvement. 
Russian domestic succession politics informed the tactics 
of Russian diplomats who were increasingly reluctant to 
concede anything in international fora. 


Parliamentary Assembly, Election monitoring & ODIHR 


10. The German Presidency and the Commission assessed that 


Column 3 

Russia would invite ODIHR to monitor the Duma elections in 
December, but anticipated problems that could have broader 
repercussions for the OSCE. Helwig-Botte expressed concern 
that Russia might try to constrain ODIHRs operations in an 
effort to create a precedent for future OSCE election 
observation missions. Helwig-Botte repeatedly stressed 

that the OSCE Parliamentary Assembly\'s quarrel with ODIHR 
was interlinked with ODHIR monitoring in Russia. The 
German EU Presidency urged careful preparation for the 
likely discussion in Madrid on the Russian election 

monitoring mission. Helwig-Botte urged like-minded 

partners to caution MPs critical of ODIHR not to play into 

the hands of Russia in its efforts to destroy ODHIR. 

Finley added that we could undercut Russian\'s efforts by 
quietly nudging ODIHR to use softer language in reports 
without surrendering the principles. 


Georgia and South Ossetia 

11. EUR/RPM Director Robbins provided an overview of the 
situation in South Ossetia, noting that the water dispute 
threatened to impede summer reconstruction plans, including 
the building of schools. The terms of the closure of the 
Russian base at Gudauta was also a point of contention. 
USDEL urged the EU to support expansion of the OSCE 
monitors at the checkpoints. Schmid provided a more upbeat 
picture based on her visit to Georgia in March to meet with 
the JCC. She observed that CBMs as well as security, and 
customs and border management measures had begun to be 
implemented. Although the Russians were not particularly 
enthusiastic about OSCE involvement in these measures, 
these concerns were not big obstacles to progress. She 
stressed the need to get the Russia on board with any new 
measures. Schmid conceded that the Georgian-backed South 
Ossetian leader Sanakoyev supported the OSCE\'s economic 
rehabilitation program for the breakaway republic as well 

as the initial confidence building measures, but rejected 

the idea of EU meetings with Sanakoyev as it would 
undermine EU credibility with all the parties. (NOTE: 

During his June 26 visit to Brussels, Sanakoyev met with 
Caucasus policy experts at the Commission, but not with 
Council Secretariat officials. End Note.) Both the EU and 
USDel agreed on the need for more CBMs between Georgians 
and South Ossetians. 


Transnistria 

12. USDEL reviewed for EU counterparts the benefits of and 
objectives for internationalizing the current peacekeeping 
force in Moldova, noting that DAS Kramer had recently 
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circulated a proposal to NATO Allies. Robbins pointed out 
that Moldova supported this effort, and that Russia could 
contribute to such a force. The concept would allow Russia 
to fulfill a key Istanbul commitment and open the way for the 
ratification of the adapted CFE treaty. Robbins and EU 
counterparts confirmed that the \"5 2\" negotiating format 
was important in reaching a final political settlement. The 
U.S. also supported the creation of an informal contact 
group on Moldova at the OSCE, similar to one created to 
discuss Georgia. 


13. Schmid acknowledged that the unraveling of the 

CFE could bring about new impetus for negotiations of a 
multilateral PKF for Transnistria. However, in several of 
its discussions on changing the PKO composition, the 
Council\'s Political and Security Committee continued to 
oppose such a move in the absence of a political settlement 
first. That being said, Transnistria was perhaps the 
easiest frozen conflict to solve. Russia has been sending 
mixed signals regarding its cooperation. Moscow had not 
pushed the Transnistrian side to participate in the 5 2 
discussions, and at the same time had reduced financial 
support to the breakaway region. Schmid further reported 
that Ukrainian leaders believed that Russia would abandon 
Smirnoff by the end of the year. In any case, she urged 
that there be \"no surprises\" from the United States on the 
issue. (Comment: Given the large format of the US -EU 
Troika and the sensitivity of many member states to the 
idea, we were not surprised that Schmid failed to mention 
the Council Secretariat\'s interest in pursuing Transnistria 
as a test case for EU ESDP cooperation with Russia.) 
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Nagorno-Karabakh 

14. The EU Troika asked for U.S. views on 
Nagorno-Karabakh. The U.S. and EU delegations shared 
concerns about the deterioration of media freedom in 
Azerbaijan as well as the widening income gap between 
Azeris in N-K and Azerbaijan. Ambassador Finley agreed with 
the German EU Presidency that the situation deserves to be 
closely watched. 


Central Asia 


15. Both sides agreed that Central Asia was perhaps the 
most important region for OSCE work. EU Troika participants 
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believed that the OSCE could \"add value\" to the EU\'s new 
Central Asia strategy, particularly in the area of border 
management. The USDEL rebutted the EU\'s assertion that the 
OSCE should adapt to the EU\'s strategy and not the other 

way around. If the OSCE were only used as a secondary 
player, it would become marginalized and ineffective when 

it was most needed. 


Croatia 

16. The USDel and EU Troika agreed that Croatia had made 
good progress on meeting commitments. While there was not 
yet an EU position on the closure of the OSCE\'s Croatia 
Mission, the U.S. was ready to take that step. If others 

felt strongly otherwise, however, the U.S. could consider 
closing the Mission and opening a small office in Zagreb or 
Vienna as a penultimate step. The German EU Presidency 
noted that most of the EU member states were in favor of 
downsizing, but want to be sure that Croatia completely 
fulfilled its commitments before closing the mission 
completely. Commission representatives (who are the 
fiercest opponents of Mission closure) noted outstanding 
implementation and monitoring issues associated with war 
crimes trials and the return of refugees. Commission 
representatives remained largely silent during the 

discussion, but the German Presidency was careful to 
highlight their concerns which are related to Croatia\'s bid 

for EU membership. The USOSCE Polmincouns reiterated that 
we could consider a different and smaller type of OSCE 
presence to address the remaining concerns, but not merely 
downsizing the current mission. With regard to the budget 
issue, Ambassador Finley stated the U.S. would bring no 
money to the mission. Hellwig-Botte promised to look into 

the issue with USOSCE in a future meeting in Vienna. 


17. Robbins stated that the U.S. favors maintaining a 
mission in Kosovo at its current level. After its final 
status 

is decided, it is very important to consolidate and focus 
efforts on local reform, human rights, and the welfare of 
immigrants and minorities. 


Council of Europe 

18. According to German MFA COE Director Cohausz, the main 
outcome of the EU-Council of Europe summit in Strasbourg in 
May 2007 was a political commitment to create more synergy 
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between the two institutions. Cohausz briefed on the 
creation of the European Fundamental Rights Agency in March 
2007, replacing the European Monitoring Center on 
Xenophobia. It will help to improve cooperation on human 
rights policy in Europe. They want to avoid the 

possibility of developing different standards and are in 

the process of creating a formal agreement due this 
autumn. The EU highlighted its disappointment with 
Russia\'s unwillingness to ratify Protocol 14. They felt 
this was deplorable since Russia had helped to create it in 
the first place. If it is not ratified by June 29, they 

will have to use the old procedure to elect judges to the 
court. This will have severe budgetary implications. The 
CoE delegate felt that Russia is just trying to make it 

clear that they will not accept rules above the sovereignty 
of the Russian state. 


20. This message has been cleared by U.S. Head of Delegation 
Ambassador Finley and the Bureau of 

European Affairs. 

GRAY 
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E.O. 12958: N/A 

TAGS: ECON, EPET, EFIN, EINV, ENRG, MY, BX 

SUBJECT: KIKEH FIELD TO DOUBLE MURPHY OIL\'S GLOBAL CRUDE PRODUCTION 


Ref: BANDAR SERI BEGAWAN 194 


1. (U) Summary: Murphy Oil Corporation\'s deepwater operation at 
Kikeh field off the coast of Sabah, Malaysia, is expected to begin 
producing light sweet crude by the end of the third quarter of this 
year, barring unforeseen delays, according to Kuala Lumpur-based 
Murphy Oil executives. The Kikeh field output is expected to be 
40,000 barrels per day at the outset, with a ramp-up to 120,000 
barrels per day after one year. Kikeh is an 80:20 joint venture 
between Murphy and Malaysia\'s national oil company, Petronas. 
Murphy\'s current global output is between 95,000 and 100,000 barrels 
per day. The estimated 700 million barrel Kikeh field is suspected 
of extending into disputed territory with Brunei (reftel). End 
summary. 


2. (SBU) On July 25 Econoff met with Ted Botner, Murphy Sarawak Oil 
Company General Manager for Malaysia, and Paul Vaughan, Finance and 
Administration Manager. Neither Botner nor Vaughan could provide an 
update on the disputed territory being claimed by both Brunei and 
Malaysia; however, Vaughan said the solution was to craft an 
agreement whereby no one lost face, which he did not see as an 
insurmountable obstacle. He also expressed concern that the 

solution might come in the form of a unified concession involving 

Total or Shell -- since both companies operate in both countries -- 
leaving Murphy out of the deal. It is unclear how such an agreement 
would affect Murphy\'s contract for the Kikeh field. 


3. (SBU) Botner and Vaughan described their working relationship 

with Malaysia\'s national oil company Petronas as \"transparent\" if 

not entirely efficient. For example, Petronas provides a list of 
\"licensed\" vendors from which Murphy is required to choose. In some 
cases, Petronas selects a specific vendor that it has decided to 
\"mentor\" and requires Murphy to work solely with that company. 
While products and services might be a better deal elsewhere, Botner 
and Vaughan both expressed satisfaction that the Malaysian vendors 
they had worked with had been reliable, pointing out happily that 

the Kikeh field was right on schedule. Nearly everything for the 

Kikeh operation had been built in Malaysia. The Kikeh Floating 
Production Storage and Offloading (FPSO) vessel was built by 
Petronas-owned Malaysia Shipyard Engineering in Pasir Gudang in the 
state of Johor. 


4. (SBU) Botner shrugged off the less-than-competitive 
government-mandated procedures and vendor lists as not being unique 
to Malaysia, adding, \"You have to get used to that when you operate 
overseas.\" He then countered that all foreign oil companies had to 
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work from the same lists and procedures, giving no foreign oil 
company an unfair advantage. Vaughan expressed satisfaction with 
Petronas\' adherence to its contracts, and stated that the production 
sharing contracts were standardized - one for shallow water and one 
for deep -- with very little room for negotiation, hence very little 
scope for an unfair advantage to one foreign partner over another. 


5. (SBU) Botner estimated that Malaysia would remain a net exporter 
of oil for another five to ten years. He had not seen the recent 

press report quoting Petronas\' CEO who claimed the country would be 
a net importer of oil by 2010 if the current 4 per cent annual 

increase in domestic demand remains constant. Botner found the 
three-year time frame unlikely, pointing out that when the Kikeh 

field began production, this would increase Malaysia\'s oil output by 
about 40,000 barrels per day in the beginning, and then up to 
120,000 barrels per day after the first year - and this was just one 
new well. However, he did say that as the larger wells began to dry 
up, it no longer would be profitable to go after smaller or more 
difficult to reach wells unless the standard production sharing 
contracts were re-negotiated. Since it takes five years or more 

from discovery to production, Malaysia would have to begin 
re-negotiating those contracts now to prevent a decline in 

production. 


6. (U) Murphy Oil's output from Malaysia comes from the West 
Patricia and surrounding fields offshore Sarawak, producing about 
20,000 barrels per day. The company also is developing several 
confirmed gas fields in two blocks offshore Sarawak. The company 
also operates in the Gulf of Mexico, Canada, and the North Sea. In 
2003 it acquired an 85 per cent working interest in two blocks in 

the Lower Congo Basin. Development and analysis in these two fields 
is ongoing. 
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7. (U) Comment: The longer-term outlook for Malaysian oil production 
is not good news, but right now Murphy Oil is not focusing on that. 

At this moment, Murphy executives are all smiles as they see their 
own production ready to shoot upwards, just as the price of oil 
continues to break records. 


LAFLEUR 
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SIPDIS 


STATE FOR EUR/WE 
NASA/OER TSOUGRANIS@NASA.GOV 


E.O. 12958: N/A 

TAGS: OTRA, SP, TSPA 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA/JSC: PHILIP 
STEPANIAK AND STEVAN GILMORE 


REF: SECSTATE 104158 


1. Embassy grants country clearance to Philip Stepaniak and 
Stevan Gilmore from NASA\'s Johnson Space Center, to travel to 
Jerez de la Frontera, Spain on September 16 to September 22. 
The purpose of this visit is to instruct Department of 

Defense on shuttle operations medical support training. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
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being street-smart, alert and aware of their surroundings. 
In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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STATE FOR EUR/WE 
NASA/GSFC TAMMY.L.POSEY@NASA.GOV 


E.O. 12958: N/A 

TAGS: OTRA, SP, TSPA 

SUBJECT: SPAIN COUNTRY CLEARANCE FOR NASA/GSFC: GREGORY 
FRAZIER 


REF: SECSTATE 102162 


1. Embassy grants country clearance to Gregory Frazier from 
NASA\'s Goddard Space Flight Center, to travel to Madrid, 
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Spain on August 16 to August 23. The purpose of this visit 
is to attend the Interstellar Boundary Explorer Mission 
Transceiver Readiness review. 


2. Post understands that no assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
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their fax machine. 
AGUIRRE 
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E.O. 12958: N/A 

TAGS: ECPS, EINT, ECON, ETRD, EINV, SN 

SUBJECT: MEDIA EXCLUSIVITY AGREEMENTS: MINISTER SAYS NO TO 
ADDITIONAL REGULATION 


REF: A) 2006 SINGAPORE 1484 B) 2006 SINGAPORE 1205 


1. (U) Ina move applauded by U.S. industry, Singapore\'s 

Minister for Information, Communications and the Arts (MICA) 
announced on July 27 that he had rejected SingTel\'s appeal to 
further regulate exclusive carriage agreements between media 
content/channel providers and Singapore\'s Pay-TV operator, 
StarHub Cable Vision. Echoing the Media Development Authority\'s 
(MDA\'s) May 2006 decision that had triggered the appeal, MICA 
argued that \"exclusive agreements per se do not substantially 
foreclose potential entrants\' access to key content for the Pay- 

TV market in Singapore.\" 


2. (SBU) As part of its appeal, SingTel had asked that StarHub 
be required to provide wholesale access to exclusive key 
content. SingTel introduced its VOIP (Voice Over Internet 
Protocol) Pay-TV services earlier this year to compete with 
StarHub\'s previous monopoly in the domestic Pay-TV market. In 
addition to pressure on the Singapore government from U.S. 
content providers and the USG to not further regulate exclusive 
carriage agreements, USTR raised this issue during the second 
annual review of our bilateral Free Trade Agreement in March 
2006 as part of our concerns about the lack of transparency in 
Singapore\'s rule-making process (reftels). 


Column 3 
3. (U) MICA\'s press release on its decision may be viewed at 
http://www.mica.gov.sg. 


HERBOLD 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, SOCI, KTIP, SMIG, KWMN, PREL, PHUM, MY, VN 
SUBJECT: TRAFFICKERS POSING AS MARRIAGE BROKERS CONVICTED 


REF: A) HCMC 196; B) HCMC 191; C) HCMC 090 and previous D) HANOI 393 E) HANOI 394 


(SBU) On July 26 2007 the HCMC People\'s Court convicted six 
Vietnamese citizens for trafficking 126 women to Malaysia under 
the cover of a matchmaker agency. The prosecution signals a 
continued trend forward in enforcement of Anti-TIP laws in 
Vietnam (Reftels). Due to increased attention from the GVN to 
Trafficking in Persons (TIP) issues, the number of TIP cases 
detected in 2006 went up more than 70% over 2005, prosecutions 
increased 47% from 2005 to 2006, and there has been an overall 
increase of 60% in TIP-related investigations over the last five 
years (Refs. D,E). 


2. (U) The HCMC trial was the culmination of investigations 

begun in late 2005. The crime ring trafficked 126 Vietnamese 

women to Malaysia, under the guise of marriage, where many 
became sex workers. Ringleader Tran Thi My Phuong was sentenced 
to 12 years in prison, and her husband Tsai | Hsein was 

sentenced to seven years. Three accomplices received five, six 

and ten year sentences. 


3. (SBU) Reports from the trial noted that the traffickers lured 

the women to Malaysia with promises of help in finding husbands, 
but sold them to brokers for 1500-2000 USD after they arrived. 
The brokers in turn sold the victims at bars for as much as 6300 
USD. GVN police broke up the ring after more than ten victims 
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escaped and reported their stories to authorities in Vietnam. 


4. (SBU) ConGen requested permission to attend the trial via 
diplomatic note to the GVN External Relations Office (ERO), but 
ERO declined to assist because the trial did not involve \'U.S. 
citizens or entities.\ CG Fairfax raised the issue during a 

courtesy call on People\'s Committee Chairman Le Hoang Qua that 
same day, noting that the U.S. supports the GVN\'s efforts 

against TIP through several programs, and that the trial was an 
opportunity to highlight Vietnam\'s progress on the issue by 
observing and reporting on GVNVs effective law enforcement. Qua 
was appreciative of ConGen\'s support and encouraged us to make 
similar requests to the ERO for future TIP trials. 


5. (SBU) COMMENT: Business is booming for matchmaking agencies 
advertising marriage for Vietnamese women with foreign men, and 
such services have clearly been noted by criminals as a 

potential avenue for trafficking women. Future anti-TIP efforts 
should continue to focus on raising public awareness of these 
schemes. Despite the positive steps the GVN is taking, as 
demonstrated in part by this successful conviction, GVN 

authorities noted that coordinating investigations and 

prosecutions with destination countries like Malaysia remains 
problematic. GVN law enforcement authorities have lamented to us 
that they could do more in the battle against TIP if they had 

more mutual legal assistance treaties in place with destination 
countries, such as Malaysia. END COMMENT. 


6. This cable was coordinated with Embassy Hanoi. 
FAIRFAX 
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E.O. 12958: DECL: 07/27/2017 
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TAGS: PGOV, PREL, TU, CYP, CY 
SUBJECT: TURKISH ELECTIONS: A VIEW FROM ATHENS 


Classified By: CHARGE DVAFFAIRES THOMAS COUNTRYMAN. REASONS 1.4 (B) AN 
D (D). 


1. (C) SUMMARY: Following the re-election of the Justice and 
Development Party (AKP) in Sunday\'s elections, the mainstream 
Greek political elite breathed a sigh of relief. PM 

Erdogan\'s first term was a period of Greek-Turkish stability, 
offering Greeks a more secure vision of their bilateral 
relations. While problems still exist -- notably the 

division of Cyprus and Turkey\'s treatment of the Ecumenical 
Patriarchate and Halki seminary -- most contacts expressed 
optimism at the continuity a second AKP term would bring. 
Conversely, there was widespread distancing from the 
Republican People\'s Party (CHP) opposition and its 
leadership, who are seen as losing credibility with Turkish 
voters. The inclusion in the Parliament of the nationalist 
National Movement Party (MHP) alsoproved worrying but most 
Greek observers weretaking a wait-and-see attitude. END 
SUMMARY. 


2. (U) The Turkish elections were closely watched in Greece. 
Following the announcement of AKP\'s victory, Athens, like 
most European capitals, was quick to offer congratulations. 
PM Kostas Karamanlis telephoned Turkish PM Erdogan from 
Sarajevo to offer congratulations. According to press 
reports, Karamanlis invited Erdogan to continue working 
together to increase and improve cooperation between their 
two countries. In public statements, Karamanlis stressed 
that he hoped the AK re-election would contribute to an 
increased pace of reform efforts. He stressed that Greece 
continued to support Turkey on its path to EU accession. 
Opposition PASOK leader George Papandreou sent a similar 
message in a letter to Erdogan, saying he would support 
Erdogan in fulfilling Turkey\'s obligations to resolve the 
Cyprus problem and respect the rights of the Ecumenical 
Patriarchate as Turkey proceeds in its EU accession process. 
FM Bakoyannis expressed satisfaction at the smooth, 
democratic process in Turkey, noting that AK offered the 
Turkish people a stable, democratic, European-oriented 
government. In a statement to the press following her June 
25 meeting with the visiting Cypriot FM, Bakoyannis stated 
that Greece fully expected the re-elected AKP to take 
tangible actions on the Cyprus issue. 
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3. (C) In a meeting with visiting Greece Desk officer on June 
26, Stavros Venizelos (Internal Turkish Politics) and loannis 
Ghikas (Bilateral Political-Military Affairs) in the A-4 
Directorate at the Ministry of Foreign Affairs echoed 
Bakoyannis, comments but were less optimistic on the Cyprus 
problem or Aegean tensions. However, they agreed the AK 
victory was good for the bilateral relationship, continuing 

the stability of the last few years. The &stars8 of AK 
(Erdogan, Abdullah Gul, and Ali Babacan) represented the 
modern face of Turkey and the electorate seemed to be behind 
them. Venizelos surmised that the June 6 shake-up in the 
AKP,s list of candidates served a two-fold purpose: to 
reassure Turks that an AK victory would not usher in an 
Islamic state, and to entrench AK as THE party with a firmly 
modern outlook, capable of leading Turkey towards the 
European Union. Ghikas emphasized that the GOG has never 
believed that a re-elected AKP would lead Turkey towards an 
Islamic revolution ala Iran. AK voters supported the party 

not only because AK had ushered in a period of stability and 
growth in the Turkish economy, but also as a protest vote 
against the military\'s actions following the nomination of 

Gul for the presidency. 


4. (C) Venizelos and Ghikas believed CHP is moving against 
the current of mainstream Turkey. They attributed this to 

the heavy-handed approach of Deniz Baykal and the CHP party 
leadership, which allied itself with the military. 

Venizelos also speculated Kemalism as an ideology was 
becoming outdated, more suitable to Turkey in the 1920,s 
than to the modernizing path most Turks now see their country 
heading down. Perhaps the Turkish electorate was not ready 
for AKP to decide on the President this time around, Ghikas 
mused, but four years from now, if AK continued on the same 
path, it would be a different story. 
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5. (C) Nonetheless, both Venizelos and Ghikas noted that 
there were still significant irritants in the bilateral 

relationship, which would be difficult to overcome, even by a 
more secure Erdogan/AKP led government. Ghikas pointed to 
the hardening of Turkish positions in Aegean affairs over the 
last year, including: disputes over fishing and research 
vessels, an increase in Turkish overflight \"violations,\" and 
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at NATO (implicitly referencing the Agios Efstratios incident 

in February). He noted Turkey still maintained three casus 
belli: over oil exploration of the continental shelf, 

territorial waters and territorial airspace. He admitted the 
Greek press was often an obstacle to progress as the GOG is 
always portrayed as having made concessions to Turkey. The 
government was working to shift the media\'s mindset away from 
a zero-sum game, but that was an uphill battle. He also 
blamed the Turkish media and Turkish military for spurring on 
the Greek media in a negative fashion. As an example, he 
noted a posting on the Turkish General Staff\'s website last 
spring listing instances of Greek \"harassment\" of Turkish 
planes. He noted that in addition to the false nature of 

these claims, posting them on a public website did nothing to 
lower tensions in the region. 


5. (C) Ghikas and Venizelos were equally pessimistic about a 
possible solution to the Cyprus problem. They noted the 
on-going dispute between Turkey and Cyprus was threatening 
Turkey\'s EU accession. Both dismissed Turkish accession to 
the EU as long as there was a dispute with Cyprus and casus 
belli against Greece. DeskOff agreed that Turkey still 

needed to undertake reforms before becoming a full member, 
but that it was important to keep Turkey on the EU path. 
DeskOff continued that eleven years ago, following the 
Imia/Kardak crisis, it would have been unthinkable for Greece 
to be a firm supporter of Turkish accession, but much has 
changed since then. The important thing was not to close the 
door on Turkey. Ghikas and Venizelos agreed, but argued 
Turkey needed to do something significant, not to convince 
just Greece, but all of Europe -- and soon. Europe would be 
looking for serious moves on Article 301, the Kurds and/or 
Halki and the Ecumenical Patriarchate following the 

elections. DeskOff reiterated these were impor 


6. (C) A well-connected PASOK-affiliated university Professor 
took much the same view of the elections as the MFA 
officials. Erdogan\'s victory was good because it meant 
continuity and the continued stabilization of relations 

between Greece and Turkey. While most Greeks did not trust 
Erdogan because they viewed him as an Islamist, she noted 
they appreciated the sense of security his re-election 

brought. Of course there was concern about the nationalists 
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entering Parliament, but people were waiting to see how they 
behaved. As for the CHP, despite being the party which 
represented the same leftist ideological roots as PASOK, 
PASOK was becoming more and more uncomfortable with the 
relationship. This was largely due to Baykal and the current 
CHP leadership, though other CHP members, especially Kemal 
Dervish, could prove to be the future of CHP, reintegrating 

the party into mainstream Turkish politics and the European 
left. Ultimately, the re-election of Erdogan was viewed as 
being helpful as the PASOK elite made its case for supporting 
Turkey\'s accession to the EU to the Greek public. Even 
within PASOK\'s membership it was a tough sell: a recent 
internal party poll showed 75 percent of members responding 
negatively to Turkey\'s possible EU membership. 
COUNTRYMAN 
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1. (SBU) Summary: Indian Small and Medium Enterprises (SMEs), 
which make up the bulk of Indian industry, do not understand the 
goals and processes of the Asia Pacific Partnership (APP). Reaching 
this segment of industry through better publicity, engagement, and a 
revised proposal process will reap lasting rewards in promoting 

clean technology and reducing emissions. End Summary. 


Current APP publicity has been lost on SMEs 


2. (SBU) While road shows and workshops have successfully 
publicized the APP to key Government of India (GO!) officials, APP 
task force participants, and large scale enterprises, Indian firms, 
especially SMEs, which represent 60% of Indian GDP, 35% of all 
exports, and 80% of total employment, lack awareness of the APP\'s 
goals and processes. Many are unfamiliar with the purpose of the 
APP and confuse it with the Clean Development Mechanism of the Kyoto 
Protocol according to both K.P. Nyati, Head of the Environment 

Policy Division at the Confederation of Indian Industry (CII), and 

Rita Choudhury, Team Leader of the Environment Division at the 
Federation of Indian Chambers of Commerce and Industry (FICCI). In 
addition, K. Mukherjee, Deputy Director at the Associated Chambers 
of Commerce and Industry of India (ASSOCHAM), stated many Indian 
firms believe APP is a cost-sharing initiative whereby 50% of clean 
technology-related project costs would be covered by government 
agencies, in particular the USG. Ironically, these are the only 
conduits to reach the Indian business community at large, including 
SME\'s. ESTHOffs believe these issues led to the fact the majority 

of the 181 APP project proposals for India originated from U.S. 
entities such as NGOs, consultants, and academia. Those that did 
come from India were from large, well known NGOs, industry groups 
and large corporations. Clearly, there has been an information 
bottleneck, namely the industry bodies, in the effort to engage the 
whole of the Indian business community. 


Enormous Potential for Emissions Reduction among SMEs 


3. (SBU) The majority of Indian businesses, particularly SMEs, 
operate on outdated technology that is both harmful to the 
environment and operationally inefficient. While environmental 
impact could be reduced by incorporating end-of-pipe clean 
technologies, which aim at removing or transforming wastes emitted 
from the production process, these technologies do not improve 
operational efficiency and therefore add to manufacturing costs. 
Cost-effective retrofits, however, could reduce the country\'s energy 
use today by at least 25% and advanced technologies could reduce 
energy use growth projected through 2030 by at least 10%, according 
to Robert Taylor, a World Bank Lead Energy Specialist. Examples of 
these energy retrofits include high efficiency lighting, air 
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conditioners, boilers and waste heat recovery systems for commercial 
and public buildings, industrial plants and other facilities. In 

May 2007, The GOl\'s Bureau of Energy Efficiency, in cooperation with 
the Ministry of Power and USAID, announced Energy Conservation 
Building Codes for India that set minimum guidelines for energy 
efficiency in commercial buildings. The great number of SMEs, 
typically inefficient, provide a burgeoning market for these 
technologies while the APP could serve as a potential technology 
transfer catalyst. 


APP Needs Greater Publicity 


4. (SBU) In the absence of market drivers for clean technology (Ref 
A), the APP will struggle to garner interest among Indian SMEs and 
will need improved information dissemination and outreach efforts. 
Increasing participation will first involve a mechanism that will 
provide accurate information to SMEs as well as to large 
corporations. In addition to providing industry bodies such as Cll, 
FICCI, and ASSOCHAM with the proper APP literature - in both Hindi 
and English - that stresses the increased profitability and 

efficiency gains of clean technologies, a delineated, 

action-oriented communication strategy must be developed and 
tracked. Instead of relying on business conferences and summits in 
major cities, the usual approach of the industry bodies which seem 
to attract the same multinational corporations and senior GOI crowds 
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each time, a grassroots effort directed at SMEs, smaller industry 
groups, and trade cooperatives is needed. In addition, links to the 
APP website should be created on GOI hosted websites such as the 
Right to Information Act site as well as those of the Ministries of 
Environment and Forests, New and Renewable Energy, and 
Non-Conventional Energy Sources. According to K. Mukherjee, these 
sites are often visited by SMEs looking for answers to their 
policy-related questions. The APP could also be advertised in trade 
journals as well as national newspapers. While the APP will have to 
devise a way to raise funding for this strategy, developing an 
effective method to engage the SME community will enable future 
trade and technology transfer initiatives to tap into this viable 
customer base. 


Increasing APP Response via the Proposal Process 


5. (SBU) The proposal process itself, which was thought to be 

cumbersome by several potential applicants, could be simplified to 
capture the SME market which is not accustomed to English grant 
writing or may lack access to the internet. The APP could provide 
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for regional contacts that can answer applicants\' questions and in 
addition, applicants could be given the option to mail their 

proposals rather than applying online. Nyati stated that several 
firms had expressed their frustration with the lengthy online 
application process, which, at times, would crash due to local 
connectivity issues as well as website technical problems that would 
require them to begin the application anew. In addition, a Hindi 
version of the APP website would bring in a much broader audience. 
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1. (C) Summary: Prime Minister Abe\'s Liberal Democratic 
Party (LDP) suffered a crushing defeat in the July 29 Upper 
House elections, returning only 37 of 64 incumbent seats and, 
in the process, losing control of the chamber. The main 
opposition Democratic Party of Japan (DPJ) was the big 
winner, garnering 60 seats to make it the largest party in 

the Upper House. Prime Minister Abe reiterated in a July 30 
press conference that he intends to remain in office, despite 
the party\'s near-record losses, but his future remains 
uncertain. Embassy contacts and the media are divided as to 
whether Abe eventually will be forced to resign, and if so, 
when. Regardless of Abe\'s personal fate, the election has 
significantly weakened the ruling coalition and Abe\'s ability 

to deliver on contentious issues of importance to us. End 
summary. 


The Final Tally 


2. (C) Half of the 242 seats in the Upper House, originally 
filled in 2001, were up for election this year. The other 

121 seats were elected in 2004, and will not be contested 
again until 2010. In the chart below, (D) stands for 
electoral district, and (P) stands for proportional district. 


Total Won (D/P) Up for Election Retained Total 


LDP 37 (23/14) 64 46 83 
Komeito 9 (2/7) 13 11 19 
DPJ 60 (40/20) 32 49 109 
JCP 3 (0/3) 5 4 7 

SDP 2 (0/2) 3 3 5 

PNP 2 (1/1) 2 2 4 

NPJ 1 (0/1) 0 0 1 

IND 7 (7/0) 1 6 7 
Coalition 46 (25/21) 77 57 103 
Opposition 75 (48/27) 43 64 139 


Historic LDP Loss 


3. (C) Voters delivered a stinging rebuke to the LDP. The 
party\'s 37 seats is its second-worst showing in history, just 
one seat more than the record-low 36 seats won in 1989 under 
Prime Minister Uno. Uno resigned shortly after the elections 

to take responsibility for the defeat. It is a notably worse 
performance than the 1998 election in which then-Prime 
Minister Hashimoto\'s LDP won only 44 seats. Hashimoto, too, 
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resigned. 


4. (C) Most damaging to the LDP were losses in 23 of 29 
single-seat electoral districts. Aside from 1989, when the 

LDP won only three of 26 single-seat races, the predominantly 
rural single-seat prefectures are traditionally regarded as 

LDP strongholds. This time, the party\'s rural base turned 

its back on the LDP, choosing mostly younger, untested DPJ 
candidates. In Saga Prefecture, for example, the LDP lost 

for the first time in 51 years. The LDP lost all four rural 
constituencies in Shikoku, and won only two of seven in 

Kyushu. In Okayama, three-term LDP member Toranosuke 
Katayama, LDP deputy leader in the Upper House, lost to a DPJ 
newcomer. In Shimane, home turf of LDP Upper House chief 
Mikio Aoki, two-term incumbent Shuntaro Kageyama lost to a 
newcomer from the People\'s New Party, a minor party composed 
primarily of LDP members who were expelled from the party in 
2005 for opposing postal privatization. 
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5. (C) Junior coalition partner Komeito fell four short of 
maintaining its 13 seats won in 2001. Most significant were 
losses in the three of five multi-seat districts where it ran 
candidates -- Aichi, Saitama, and Kanagawa prefectures. This 
marks the first time since 1989 that Komeito candidates have 
failed to win in an electoral district race. (Comment: 

Komeito only runs candidates in district races where it knows 
it has strong support from its Soka Gakkai religious base 
and, thus, a high chance of winning. Failure this year is 

likely attributable to the inability of the LDP to deliver 

support to its coalition partner.) 


6. (C) The opposition Democratic Party of Japan (DPJ) was 
the big winner, gaining a plurality of seats in the Upper 

House. While the LDP was losing 27 incumbent seats, the DPJ 
nearly doubled its seats, from 32 to 60, doing even better 

than its most optimistic predictions. Other opposition 

parties fared poorly, as most of the \"protest vote\" against 

Abe went to the DPJ. In particular, the elections marked the 
continuing decline of the left in Japan. The Japan Communist 
Party (JCP) won just three proportional representation seats, 
and now holds not a single electoral district seat in either 

house of the Diet. The Social Democratic Party (SDP) 

retained two of its three seats up for election. Small 

parties like the People\'s New Party (PNP) and New Party Japan 
(NPJ), which won a combined three seats, were once considered 
potential coalition-makers for the LDP and Komeito. They are 
now largely irrelevant, given the DPJ\'s margin of victory. 
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7. (C) Female candidates scored big gains, taking 26 seats, 
including 14 for the DPJ and 8 for the LDP. The previous 
record was 22, back in 1989. Only 14 women won seats in the 
Upper House in 2004. 


Turnout 


8. (C) Voter turnout nationwide registered 58.64 percent, 
up 2 percent from 2004. Many election forecasters were 
predicting turnout rates in excess of 60 percent. Over 10 
million voters submitted absentee ballots, up more than 50 
percent from the last election and accounting for slightly 
more than 10 percent of all ballots cast. Shimane 
Prefecture, where the daughter of an LDP \"postal rebel\" 
bested the LDP incumbent on the home turf of LDP Upper House 
Chair Aoki, featured the highest voter turnout, at 72 
percent. Aomori Prefecture recorded the lowest turnout, at 
54 percent. Altogether, 39 of Japan\'s 47 prefectures 
registered higher voter turnout figures than in 2004. 


Pensions, Economy Alienate LDP Base 


9. (C) According to a Yomiuri exit poll, only 56 percent of 
LDP supporters voted for their party\'s proportional slate, 
while 25 percent of LDP supporters crossed lines to vote DPJ. 
The LDP received support from over 60 percent of its 
supporters in only nine prefectures, down from 25 in 2004. 
LDP supporters deserted their party across all demographic 
lines, although the gaps were particularly pronounced among 
younger voters. 


10. (C) The pension issue played the key role in the 
election, according to exit poll data published by several 
media companies. Over 50 percent of voters who described 
themselves as distrustful of the pension system said they had 
voted for the DPJ as a result. In an Asahi poll, only 20 of 
voters concerned with the pension issue said they had voted 
LDP. That number was even lower -- just 10 percent -- in 
the Yomiuri poll. Of unaffiliated voters, over 70 percent in 

the Asahi poll said they voted DPJ because of the pension 
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issue. Frustration over growing economic disparities also 
proved fatal in the largely rural single-seat districts. Abe 
administration scandals were an issue in every electoral 
district. 
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11. (C) DPJ leader Ichiro Ozawa exploited the Abe 
administration\'s gaffes to maximum effect during the 
campaign, delivering a message to both urban and rural voters 
that the LDP was responsible for their concerns. The strong 
showing by the DPJ bears out Ozawal\'s strategy for 
hand-picking candidates, emphasizing regional disparities, 
and campaigning early and often in areas where the DPJ had 
traditionally lacked support. Ozawa was noticeably absent 
from Sunday\'s post-election victory celebrations, amidst 
indications he had been advised by his doctors to rest. 


Abe Insists He Will Stay, Continue Reforms 


12. (C) Achastened Prime Minister Abe on election night 
declared his intention to stay, despite the embarrassing 
electoral defeat. (Note: Asahi\'s exit polls show that 56 
percent of voters -- including 30 percent of LDP supporters 

-- wanted Abe to resign.) \"This humiliating setback is my 
responsibility,\" he told the press, \"but our nation-building 

has just begun.\" Abe said he would consider reshuffling the 
Cabinet and party executive posts, but did not give a 

specific timeline. A meeting of the LDP executive board on 
July 30 reportedly affirmed Abe\'s decision to stay on. 
Although news reports speculate that Abe will convene an 
extraordinary Diet session the second week of August, and 
reshuffle the Cabinet sometime during the month, Abe refused 
to be pinned down on timing when he appeared before the press 
after the executive board meeting. 


13. (C) For the time being, at least, faction leaders 

within the LDP have stressed the need for unanimity within 

the party and have not called for Abe to step down. LDP 

Secretary General Hidenao Nakagawa and LDP Upper House Caucus 


SIPDIS 

President Mikio Aoki continue to offer public support for 

Abe, even as they have offered their own resignations. 
Komeito leader Akihiro Ota has also publicly given Abe the 
nod to continue as Prime Minister, although press reports 
suggest that Komeito, blaming its losses on Abe and the LDP, 
will become more assertive within the coalition on policy 
matters. Media analysts and Embassy contacts predict rough 
going in the Diet, despite calls from the business community, 
in particular, for bipartisan cooperation. 


Comment 


14. (C) Whether or not Abe eventually has to step down, the 
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election has significantly weakened the ruling coalition and 
Abe\'s ability to deliver on issues of importance to us. The 
emboldened DPJ is certain to challenge the LDP-Komeito 
coalition, trying to force a political impasse that could 

lead to dissolution of the Lower House and a general 
election. While they are unlikely to succeed, particularly 

in the near term, the DPJ will almost certainly use its 
new-found power to thwart Abe\'s legislative agenda, leaving 
key bills at risk, such as the Anti-Terror Special Measures 
extension of Japan\'s Indian Ocean deployment in support of 
coalition efforts in Afghanistan. 
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U.S. TRIP, TAIWAN'S UN BID 


1. Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage July 28-30 on the tumbling of Taiwan\'s stock price index, 
which fell 4.2% last Friday; on DPP presidential candidate Frank 
Hsieh\'s visit to the United States; on Taiwan\'s bid to join the 

United Nations; on Japanese Prime Minister Shinzo Abe\'s Liberal 
Democratic Party\'s defeat in the Japanese upper house elections; and 
on the 2008 presidential poll. The centrist, KMT-leaning \"China 
Times\" ran a banner headline on page four that read \"Consequence of 
[Taiwan\'s] UN Referendum? Trouble Arises with Regard to Ma 
[Ying-jeou\'s Upcoming] Trip to the United States.\" Also, almost all 
papers carried the remarks by the U.S. State Department Friday that 
President Chen Shui-bian\'s push for joining the United Nations under 
the name \"Taiwan\" has violated his pledge of \"not changing the 
national title.\" 
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2. In terms of editorials and commentaries, an op-ed in the 
pro-independence \"Liberty Times\" criticized DPP presidential 
candidate Frank Hsieh for having promised the United States that he 
will not hold a referendum on unification or independence. A column 
in the mass-circulation \"Apple Daily\" said Hsieh\'s feigning surprise 
with the U.S.\'s strong reaction to Taiwan\'s UN referendum was aimed 
at winning over the Americans\' support for him. A \"China Times\" 
column expressed worry that the simple wish of the Taiwan people to 
join the international community may be intensified into strong 
indignation under deliberate campaign manipulation. A column in the 
pro-unification \"United Daily News\" said no one in the U.S. 
executive branch is willing to speak in favor of President Chen any 
more, and there is not much Hsieh can do now. With regard to 
Taiwan\'s UN bid, an editorial in the conservative, pro-unification, 
English-language \"China Post\" said TaiwanWs new bid for UN 
membership is a foolish and futile move. An op-ed in the 
pro-independence, English-language \"Taipei Times,\" however, urged 
Taiwan not to give up on its UN bid. A separate \"China Post\" 
editorial, on the other hand, categorized President Chen Shui-bian\'s 
remarks on the Taiwan Relations Act as if he wants to practice law 

in the United States. End summary. 


3. DPP Presidential Candidate Frank Hsieh\'s U.S. Trip 
A) \"The Flaws in Frank Hsieh\'s U.S. Visit" 


Commentator Cao Changqing opined in the pro-independence \"Liberty 
Times\" [circulation: 720,000] (7/30): 


Y... In his speech, Frank Hsieh made two promises to the U.S.: if he 
wins the presidential election, he will not hold a referendum on 
unification or independence, nor will he orchestrate a movement 
toward Taiwan independence. Hsieh\'s promises have caused 
dissatisfaction from several people, because the promises are 
problematic in at least two aspects. First, the promises are 
self-contradictory. Hsieh said that the reason for \'not holding a 
referendum on unification or independence\' is because Taiwan is 
already a sovereign, independent country. However, if Taiwan is 
already a sovereign independent country (especially a democratic 
one), then any referendum is not only a Vdomestic affair,\' but is 
also one of the basic rights of its people. This right cannot be 
transferred, traded, or sold. 


\"With regard to the VTaiwan independence movement,\ it is 
substantially a \country normalization\ movement: to make \'Taiwan\' a 
genuine normal country through referenda and establishment of a 
constitution. That Frank Hsieh made a compromise on such an 
important issue is making \'cutting corners\' on important ideas and 
principles, such as \'civic rights\' and Vfreedom of choice.\' 


\"Second, Hsieh is eating his words. ... Three months after Hsieh 
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promised on TV that he will not abide by [President Chen 
Shui-bian\'s] VFour Nos and One Without, Hsieh made an explicit 
promise to the U.S. side that he \'will not hold a referendum on 
unification or independence\' if he wins the presidential election. 
[Frank Hsieh is] a politician who does not value integrity, and who 
makes a promise even without any U.S. pressure. What kind of 
compromise will he make in the future if he is really under 
pressure? It is worrisome. 


\"... After Hsieh arrived in the U.S., he refrained from mentioning 
\'constitutional reform and name change\' or normalization to a 
country, but he tried to curry favor for the U.S. administration and 
emphasized the \'status quo\' to let the U.S. rest assured, and to 
allow Hsieh be trusted. Even after the U.S. Department of State 
openly opposed Taiwan to Vjoin the UN under the name of Taiwan,\' 
Hsieh did not fight for Taiwan but said that the U.S. opposition is 
\understandable.\ How can it be understandable? It completely 
violates the foundations of the United States and the principle of 
democracy. ...\" 


B) \"Frank Hsieh\'s Preventive Measure in Terms of Internal Affairs\" 
U.S. TRIP, TAIWAN\'S UN BID 


Columnist Antonio Chiang noted in the mass-circulation \"Apple Daily\" 
[circulation: 510,000] (7/30): 


\"... Taiwan and the United States have many communication channels. 
Various people had already briefed Frank Hsieh prior to his visit to 

the United States, so he was clearly aware of the U.S. position. 

Even though being in the United States in person might be a 

different matter, Hsieh should not have been too surprised by the 

U.S. reaction. Hsieh is a smart person, and his feigning surprise 

could be a way to draw a line between himself and A-Bian, and also, 

to indicate that he is flexible enough to be trained and he will 

thus have more room [than A-Bian] to adjust his policies. Americans 
must be very fond of his surprise. 


\"The United States spent plenty of time meeting and talking with 
Hsieh, this is a kind of Vpreventive diplomacy.\' Hsieh, in return, 

has been trying every way he could to win over the Americans, which 
can also be viewed as a preventive approach. ... China\'s Taiwan 
Affairs Office cautioned openly that [Taiwan\'s] referendum on 
joining the United Nations has crossed the red line in terms of 
cross-Strait relations. It goes without saying that such remarks 

were meant to pave the way for the U.S. reaction afterwards. It was 
also a preventive measure in an attempt to increase credibility for 
Washington\'s good-intentioned admonition [against Taiwan]. ...\" 


C) \"Communication or Not?\" 


The \"Short Commentary\" column in the centrist, KMT-leaning \"China 
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Times\" [circulation: 400,000] wrote (7/28): 


\"No matter how hard DPP presidential candidate Frank Hsieh has tried 
to communicate with the United States this time, the gap between the 
two sides over Taiwan\'s UN referendum remains the same. Hsieh\'s 
trip this time, as a result, has become a journey of \'listening to 
[Washington\'s] lecturing.W In terms of its results, yes, Hsieh has 

at least learned a lot of first-hand information from the United 

States. What needs to be pondered on, though, is that if Washington 
does view Taiwan\'s UN referendum as a matter of great substance, it 
should have conveyed the same message to President Chen Shui-bian 
via appropriate channels in the beginning. How come such a message 
has never been made public? Was it because the high-ranking 

officials in the Presidential Office disregarded it, or they have 

been trying to cover it up? 


\"Joining the United Nations has been an unfailing wish of the Taiwan 
people, and referenda are also a normal practice to express public 
opinion in democratic countries. For the general public, the UN 
referendum is simply a way that they hope to use to express the 
voice of their heart, so that the international community can accept 
Taiwan; they do not mean it to be a public vote on independence, 
neither do they want to declare independence immediately. The 
strong opposition of big countries such as the United States, though 
not unexpected, did hurt the Taiwan people\'s feelings. .... 


\"Given the international reality, the United Nations cannot possibly 
accept [Taiwan\'s application], and the UN referendum will not make 
the Republic of China disappear or change it into the Republic of 
Taiwan. But the trust between Taiwan and the United States is 
seriously damaged, and the chances are slim for the UN referendum to 
stop, as Chen Shui-bian has obvious no intention to compromise. As 
a result, the simple wish of the Taiwan people to participate in the 
international community will perhaps be intensified, under 

deliberate campaign manipulation, into stronger indignation and a 
sense of victimization.\" 


D) \"What Else Can Frank Hsieh Do?\" 


Journalist Sun Yang-ming wrote in the \"United Notes\" column in the 
pro-unification \"United Daily News\" [circulation: 400,000] (7/29): 


\"According to the United States\' way of putting it, the message 
Frank Hsieh got during his trip to the United States this time, was 
consistent and cold. Washington did not accept the argument that 
\'Chen Shui-bian is an ideologist while Hsieh is a pragmatist.\ ... 
Beijing has defined the UN referendum pushed by the Bian 
administration as a move that touches on the bottom line of the 
Anti-Secession Law has conveyed such a position to Washington. 
Washington also identified with Beijing\'s position and, worst of 

all, no one in the executive branch in Washington is willing to 
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speak on behalf of the Bian Administration. In addition to 
offending [U.S. President George W.] Bush, Bian has also annoyed two 
main agencies in charge of the Taiwan policy - namely, the State 
Department and the National Security Council. ... The [Taiwan 
authorities] were hoping to purchase six Boeing 787 airplanes in 
exchange for A-Bian\'s transit through the continental U.S. in 
August. But the deal has already fallen through. Now no one in 
Washington is willing to run the risks of infuriating Bush and 
sending the case [of Chen\'s planned transit] to Bush\'s desk. ... 
U.S. TRIP, TAIWAN\'S UN BID 


Given such circumstances, what else can Hsieh do?\" 
4. Taiwan\'s UN Bid 
A) \"New United Nations Bid a Foolish as well as Futile Move\" 


An editorial in the pro-unification, English-language \"China Post\" 
[circulation: 30,000] wrote (7/28): 


\"The rejection of the application for U.N. membership under Taiwan 
as the official name was a development that President and his team 
knew very well would happen when they submitted the proposal. Both 
the United Nations and mainland China would be firmly opposed to it. 
All those who are well acquainted with the DPP\'s character and 
President Chen\'s propensity must be aware of the real motive behind 
the recent attempt to achieve U.N. membership. A series of important 
elections are looming on the island. Their results will have a major 
bearing on the destinies of the ruling party and the opposition. The 
DPP, which has been pushing Taiwan independence over the years, has 
been relying on divisive tactics to win votes. 


\"The DPP has been impotent as the ruling party. Most of the economic 
and social problems plaguing the island have been as serious as 
ever. Some of them have grown worse. The island has declined 
economically while the other Asian Tigers -- Singapore, Hong Kong 
and South Korea -- have progressed. The ruling party is therefore 
trying to spread the idea that it is the defender of the interests 

of the Taiwanese and that its political opponent is selling out the 
island to the Chinese mainland. The DPP was thinking of the 
outcomes of the upcoming elections when it was applying for U.N. 
membership. Its purpose was to arouse anti-China sentiment among 
voters. 

How much anti-China feeling has been aroused by the failed attempt 
is unclear. However, it is certainly true that Taiwan has been 
embarrassed and shamed by this foolish act.\" 


B) \"Don\'t Give Up on a UN Bid that is Clearly Fair" 


Li To-tzu, a legislative assistant, opined in the pro-independence, 
English-language \"Taipei Times\" [circulation: 30,000] (7/29): 
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\"... It was interesting that [UN Secretary-General] Ban used the [UN 
2758] resolution, which he said had already decided the question of 
Chinese representation, to reject Taiwan\'s application. Taiwan has 
two points to protest. First, countries applying to enter the UN as 
new members notify the secretary-general as a courtesy. The 
secretary-general is not authorized to reject it. 


SIPDIS 


\"Second, Taiwan applied as a new member, thereby avoiding the 
question of representing China. The resolution that Ban cited 
applies to the question of who represents China, not the question of 
who represents Taiwan. Based on these two points, Taiwan should 
extend the battle lines in its effort to join the UN. The ultimate 

goal would be to reach an international arbitration court to fight a 
lawsuit over Taiwan\'s position, and confirm that the resolution has 
no binding power over questions not concerning the right to 
represent China. ...\" 


C) \"Chen Wants to Practice Law\" 


An editorial in the pro-unification, English-language \"China Post\" 
[circulation: 30,000] wrote (7/30): 


\"With his second and last term coming to an end in less than a year, 
President Chen Shui-bian seems planning to practice law in the 
United States. ... The case in question is China versus the U.S. 

In meeting members of the Congressional Black Caucus at his office, 
President Chen charged the People\'s Republic of China with violating 
the Taiwan Relations Act in 1979. ... 


\"... With due respect, we wish to point out President Chen, who is 
one of Taiwan\'s best defense lawyers, has no grounds to indict the 
People\'s Republic of China in any U.S. court of law for violation of 
the Taiwan Relations Act, which is a domestic law the Congress 
forced upon Jimmy CarterYs administration following the severance of 
diplomatic ties between Washington and Taipei at the beginning of 
1979. ... The concern and aims expressed in the TRA do not forbid 
Beijing to obstruct Taiwan\'s readmission to the WHO and the UN. 
N" 
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Classified By: Pol/C Joseph Legend Novak, reasons: 1.4 (b) and (d). 


SUMMARY 


1. (C) In a landmark ruling, the Constitutional Court decided 
July 23 to allow independent candidates to contest 
sub-national elections. The decision stemmed from a judicial 
review of the provision of the 2004 Regional Autonomy Law 
that stipulated that candidates must be endorsed by political 
parties. Once new election mechanics that reflect the ruling 
are drafted and implemented, unaffiliated candidates should 
be able to run for office at local levels. Observers say the 
Constitutional Court\'s decision -- which will not impact the 
ongoing Jakarta gubernatorial campaign -- should ultimately 
open up the Indonesian regional electoral process and 
eventually compel political parties to be more responsive to 
constituent needs. END SUMMARY. 


LANDMARK RULING 
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2. (U) Lombok councilor Lalu Ranggalawe initiated the 
judicial review of the Regional Autonomy Law after being 
barred from contesting the West Nusa Tenggara province 
governor\'s race as an independent candidate (Note: the 
province is in eastern Indonesia. End Note.) In the majority 
ruling (the judges split 6-3), Constitutional Court head 

Jimly Ashiddigie announced that the Regional Autonomy Law 
violated the constitutional requirement that governors, 
provincial heads and mayors be elected \"democratically.\" 
Ashiddigie pointed to Aceh province in underscoring the 
importance of including political independents in the 

election process, and noted that a provision in the Special 
Aceh Autonomy Law exempted candidates in Aceh from the party 
affiliation requirement. (Note: Irwandi Yusuf won the Aceh 
gubernatorial elections last year as an independent 
candidate.) The ruling has no impact on national elections. 


DEVIL IN THE DETAILS 


3. (U) In the wake of the Court\'s ruling, the Yudhoyono 
administration and the Indonesian House of Representatives 
(DPR) will have to develop new regional election guidelines 
that spell out precisely how independent candidates will be 
able to run. State Secretary Hatta Radjasa and DPR Chairman 
Agung Laksono both articulated their desire to settle the 

matter as quickly as possible and emphasized that regional 
elections would continue to unfold according to the current 
regulations -- meaning no independent candidates --- until a 
new electoral mechanism was in place. With 14 regional 
elections scheduled for 2007 and 2008, democracy advocates 
have publicly called on the President and the DPR to show a 
sense of urgency and fast-track the issue. Though the 
administration and several prominent parliamentarians have 
identified the need for new regulations as a top priority, 

our contacts doubted any new electoral mechanism would be in 
place for several months. 


JAKARTA: A CASE STUDY IN WHY RULING MATTERS 


4. (C) As outlined in Ref A, the Jakarta Governor\'s race 
--which will not be impacted by the ruling -- has provided a 
stark illustration of the limitations of Indonesian 

participatory democracy when the political parties function 

as the sole arbiters of the field of competition. In the 

Jakarta context, Vice Governor Fauzi Bowo used deep pockets 
to secure the support of 17 political parties and crowd out 

all but one of his potential opponents. Several 

reform-minded candidates with fresh ideas and evident popular 
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support were forced to the sidelines because they lacked 

formal party backing. As a result, what many believed should 
have been a serious campaign about the many problems plaguing 
a city still reeling from devastating floods, instead 
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devolved into a non-substantive battle of political slogans. 
Not surprisingly, Jakarta voters have reacted to the two 
candidates with a collective yawn, and analysts predicted 
voter participation on August 8 could be as low as 35 
percent. The Constitutional Court decision could prevent 
such a scenario from unfolding in the future. 


5. (C) Sarwono Kusumaatmadja, a member of the Regional 
Representatives Council (DPD), was one of the prospective 
gubernatorial candidates that failed to secure the party 
support required to run in Jakarta. When we asked him about 
the Court ruling, he professed to having mixed emotions. On 
one hand, he portrayed the ruling as a clear victory for 
democracy, as it would allow Indonesian voters to vote for 
candidates directly without a political party filtering 

process. On the other hand, Sarwono could not completely 
hide his bitterness about the timing of the decision, noting 

that the ruling would not allow him to contest the Jakarta 
election. He accused the Court of intentionally withholding 
the decision until it was too late to take effect in Jakarta. 
Sarwono said he believed the Court tried \"to have its cake 
and eat it too\" by accommodating the pro-democracy movement 
with the ruling, while at the same delaying the announcement 
by several months in order to avoid offending the pro-Fauzi 
Bowo political oligarchy. 


PRAISE FOR COURT\'S RULING 


6. (C) Many NGOs and democracy advocates have hailed the 
Court\'s decision as a possible watershed moment in 
Indonesia\'s democracy consolidation process. The 
Constitutional Court\'s decision should ultimately open up the 
Indonesian regional electoral process and eventually compel 
the political parties to be more responsive to constituent 
needs. The Jakarta gubernatorial campaign has only been the 
most egregious example of a system that distorted the 
influence of the parties at the expense of the electorate. 

As noted, however, it will take at least several months to 
implement the new regulations that will govern this new 
process. 

HUME 
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E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL 

SUBJECT: MEDIA REACTION; US POLICY ON CUBA; NEW TECHNOLOGIES; 
07/27/07 


1. SUMMARY STATEMENT 


Today\'s most important international stories cover current and 

future US policy on Cuba; and the agreement reached by US Senator 
Nicholas Negroponte and Intel corporation to work together on the 
One Laptop Per Child (OLPC) project. 


2. OPINION PIECES AND EDITORIALS 
- \"The missing conversation!" 


Hinde Pomeraniec, international columnist of leading \"Clarin,\" 
opines (07/27) \"A few days ago, OAS Secretary General Jose Miguel 
Insulza recognized that the time has already come to sit to talk 

with Cubans and said how \'absurd\' the isolation policy is, something 
US businessmen increasingly oppose based on the fact that the 
embargo prevents them from doing profitable business. 


\"The self-criticism made by Raul Castro yesterday had already been 
hinted by Fidel himself in an article he wrote while sick in bed. 


\"Political transition has already begun and economic transition 
seems to be on its way. The many left wingers of the region foresee 
the same need for partners not patrons. Cuba is not the exception 
and for doing business there is nothing like sitting to talk in the 

first place.\" 
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- Nothing would change with a Democrat in power" 


Hugo Alconada Mon, Washington-based correspondent for 
daily-of-record \"La Nacion,\" writes (07/27) \"No one seems willing to 
take the first step in the US-Cuban relationship. 


\"According to the US, Havana will have to produce more consistent 
evidence of democratic opening, although Republicans and Democrats 
do not yield in their defense of the embargo imposed on the island. 


\"At least in appearance, Democrats are considered as more 
conciliating with Cuba than the Bush administration and the G.O.P., 
although doubts prevail whether the Castro brothers could do better 
if the (Democratic) opposition takes power in 2009. 


\"This was made clear in last Tuesday\'s debate among Democratic 
pre-candidates, which was organized by CNN and YouTube. The question 
was \'Would you be wiling to meet, without any previous conditions, 

during the first year of your government, with the leaders of Iran, 

Syria, Venezuela, Cuba and North Korea to try to build a bridge over 

the points of disagreement with them?\' 


\"The answers showed that opening a dialogue will depend on multiple 
variables and also on previous conditions. 


\"Senator Barack Obama, who runs second in opinion polls for the 
nomination of his party, said that he was willing to negotiate - 

\'The notion that not talking to other countries is in a way a 
punishment, which has been a basic principle of this administration, 
is ridicule.\' 


\"For her part, Senator Hillary Clinton explained that she would send 
\'many high-ranking delegates to test the waters,\' but \'certainly, we 
will not have our president meeting with Fidel Castro or Hugo Chavez 
or the presidents of North Korea, Iran and Syria until we know 

better in what way we could advance. 


\"John Edward also conditioned a dialogue. He said that he would not 
want to be used as a \'tool of propagandaY by Chavez or other 
leaders.\" 


- \"Access to new technologies!" 


Leading \"Clarin\" editorializes (07/27) \"New technologies have 
radically changed access to information and the way multiple 
practices are performed, such as the production of knowledge and 
trade. Computers and Internet give possibilities that were 
unthinkable in the past... 


Y... In this scenario, the announcement made by One Laptop Per Child 
(OLPC)(in which Senator Nicholas Negroponte participates) that it is 
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ready to start manufacturing a low-cost mobile computer model to 
bridge the technological gap is auspicious. Intel corp. has backed 
this initiative. Argentine authorities backed the OLPC initiative 

and we hope that it will soon allow students and teachers to access 
technological breakthroughs.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 
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REF: STATE 103146 


Classified By: Political Minister-Counselor Josiah Rosenblatt, 1.4 (b/d 
). 


1. (C) SUMMARY: MFA DAS-equivalent Helene Le Gal on July 
26 said that France sought the deployment in eastern Chad of 
an EU peacekeeping force (2,000-2,500 troops) early in 
November. Prior to that, France would seek a UN Security 
Council Resolution authorizing the EU to undertake the 
mission; the UNSCR was indispensable for the EU to establish 
the operation in conformity with EU legal requirements. The 
purpose of the EU mission would be to provide security to the 
refugee and IDP camps in eastern Chad, but not to provide 
border security. The UN, the French conceive, would agree to 
provide police/gendarme capability in parallel to the EU 
mission and agree to assume formal control of the overall 
operation one year after its deployment. Le Gal said that, 
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for the moment, France did not contemplate a direct U.S. role 

in this project, but she said that any USG political 

statements in support would be welcome, and that at some 

later stage the U.S. could play a role in prodding potential 
European troop contributors. Le Gal said that a small part 

of the EU force could also deploy in the C.A.R. END SUMMARY. 


2. (C) Helene Le Gal, MFA DAS-equivalent for East and 
Central Africa, met with us on July 26 to discuss reftel 
demarche, and offered clear responses to its main points. 


OVERALL GAME PLAN 


3. (C) Le Gal said that France was working towards an early 
November deployment of an EU peacekeeping mission in eastern 
Chad, whose function would be to provide security for refugee 
and IDP camps; it would not be charged with securing the 
Chad-Sudan border. The force would be composed of 
2,000-2,500 troops, with France providing the majority of the 
forces. However, France and its EU partners would need a UN 
Security Council Resolution authorizing the EU to deploy the 
mission. She said that the UNSCR did not need to be specific 
and could consist of a general authorization. The resolution 
could also contain a provision stating that the UN would 

mount a civilian police mission in eastern Chad in 

conjunction with the EU mission. As a third component, the 
UNSCR would also stipulate that the UN would assume control 
of the EU mission within one year after its deployment. The 
EU mission itself would have an initial six-month mandate, 

with an option to extend it for six more months, after which 

the UN would assume control. 


4. (C) The UNSCR would allow the EU to create and structure 
the operation, in accordance with EU practices and 
procedures. Le Gal noted that the decisions taken at the 

July 23 meeting were only preparatory; an \"action commune\" 
decision was required, and this could only happen with the 
UNSCR in place. She noted Germany\'s reluctance to endorse 
the plan, and the fact that it had taken high-level 

engagement to prevent Germany from trying to block the 
mission at the July 23 EU session. 


5. (C) Le Gal said that France hoped the EU decision could 
take place circa September 10, which would require adoption 
of a Security Council resolution beforehand. EU approval 
would authorize funding for such preliminary activities as 
fact-finding, military planning, development of a CONOPS, and 
other steps necessary before deployment could begin. French 
military planners were already at work on a provisional 
CONOPS, which should ensure accelerated EU action. 


Column 3 
FORCES 


6. (C) MILITARY: Le Gal said that the French would provide 
at least half of the 2,000-2,500 personnel and was therefore 
seeking roughly 1,000 troops from other EU members. She 
believed Poland, Spain, and Sweden had committed about 150 
troops each, and Romania was considering participation. 
Non-EU states such as NATO-members Turkey and Norway were 
also possible contributors, although she said that EU members 
had to constitute the first deployment force. The UK and 
Germany refused to contribute and Denmark (which had opted 
out of ESDP) could not participate. Portugal had so far been 
mute, but Le Gal said that Lisbon, as the current EU 

president, would feel compelled to make at least a token 

troop contribution. 


7. (C) Le Gal said that French forces already deployed in 
Chad as part of Operation Epervier would not participate in 
the new mission. Operation Epervier, she said, was primarily 
aerial in nature and did not include ground specialists, so 
France would need to deploy infantry troops for the EU 
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mission. Operations Epervier, however, would provide 
logistical and transportation support, especially when the 
new operation\'s forces began arriving in Chad. 


8. (C) The Rules of Engagement for the new mission would be 
standard EU ROE (\"comparable to but perhaps a bit less robust 
than NATO\'s,\" Le Gal noted), similar to the ROE that applied 

to the EU mission deployed in the DRC. The UNSC 

authorization would not determine the mandate, CONOPS, or ROE 
of the EU mission, but it would specify the UN\'s own role, 

which Le Gal said would be primarily civilian in nature, 

specifically the CIVPOL component. 


9. (C) CIVPOL: The part of the mission to be under UN 

control would involve 1,000 UN civpol, Le Gal anticipated. 

These would include the absorption under UN command and the 
UN salary structure of 800 Chadian gendarmes, some of whom 
were currently part of UNHCR efforts to provide refugee camp 
security. Le Gal said that francophone African countries had 

to be the primary source of personnel; Jordanian civpol, for 
example, were not viable candidates. France would contribute 

a few civpol, who would likely play a liaison role with Chad. 


CHAD\'S VIEWS 


10. (C) Le Gal said that Deby remained unconvinced and was 
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wary of the French plan, especially with respect to what he 
believed could result in a large-scale UN presence in eastern 
Chad. Deby feared that the EU and UN operation could become 
a launching pad for a possible \"invasion\" of Darfur from 

Chad, thus embroiling Chad in a subsequent conflict with 
Sudan not of Chad\'s own making. Le Gal stressed the need to 
convince him that the EU operation, followed by the UN 
mission, would be good for Chad, and to emphasize that 
neither mission would be huge in scale. She added that the 

EU operation would not address political reconciliation in 

Chad, commenting that the EU already had an established 
process led by EU Commissioner Louis Michel. 


CENTRAL AFRICAN REPUBLIC 


11. (C) Le Gal said that the French plan included the 
deployment of a small contingent of EU forces into 
northeastern C.A.R. In contrast to Chad President Deby, 
C.A.R. President Bozize actively wanted an EU or UN 
deployment. Le Gal said that EU Foreign Policy Chief Solana 
had phoned C.A.R. President Bozize on July 25 and received an 
enthusiastic response. Le Gal said that FOMUC forces, where 
were deployed in and around Bangui on a specific mandate, 
would not be involved in the EU operation, though there was a 
good case for placing FOMUC liaison officers within the EU 
operation. French forces presently in C.A.R., specifically 

in Birao, could be rehatted for the new EU mission, she 
remarked, although the matter had not yet been settled. 


AFRICAN UNION 


12. (C) Le Gal said that France was not seeking an active 
AU role in the new mission in Chad -- the AU\'s approval, in 
the form of a Peace and Security Council declaration, would 
suffice, along the lines the AU had granted to the EU for its 
operation in the DRC. She noted that FM Kouchner was 
currently in Addis Ababa and would discuss the matter with AU 
Chairman Konare. The EU would likely offer the AU a liaison 
officer slot at the mission\'s headquarters. When the EU 
dispatched forces to the DRC, it had made a similar offer, 
but the AU had declined. Le Gal said that France was 
reluctant to seek involvement with Africa\'s subregional 
groupings, especially CEN-SAD, which Libya dominated. 


HUMANITARIAN/RECONSTRUCTION 


13. (C) Le Gal noted that appeals would be made to the 
usual UN agencies for humanitarian support for refugees and 
IDPs in eastern Chad. She acknowledged that there was 
competition with Darfur for donor resources, with Chad\'s 
needs less well addressed. Le Gal indicated that it was 
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premature to consider longer term reconstruction issues. 


U.S. ROLE 


14. (C) At several points we asked whether France wanted or 
expected the U.S. to play an active role in this project. 
Underscoring that the Chadian operation would be an EU 
mission, Le Gal saw no need for direct U.S. involvement. 
However, she invited the U.S. to renew the discussion early 

in September, particularly with an eye to U.S. help in 
encouraging participation by Europeans and other potential 
troop contributors and in terms of focusing the UN. France 
was grateful for U.S. humanitarian assistance in Chad and 
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would welcome public statements in support of the EU\'s 
operation. 


DARFUR 


15. (C) Le Gal believed the EU force would have a salutary 
impact on Darfur. The border area in Chad would no longer be 
a No-Man\'s Land, and the refugee camps and IDP population 
would prove less fertile ground for militia recruitment. 

Darfur rebel factions would draw the message, she hoped, that 
they needed to participate in a political process. 


COMMENT 


16. (C) Le Gal provided succinct and incisive responses to 

the issues raised reftel and, at least in general terms, 

presented a coherent vision of what the French want to 
accomplish. However, rapid agreement among partners and 
equally rapid action in the UNSC and in Brussels will be 
necessary for the French to keep to their timetable, 

complicated by the inevitable worldwide summer slowdown -- Le 
Gal herself leaves shortly for three weeks of holiday. She 
nonetheless expressed firm French commitment to this plan and 
is likely to remain a candid interlocutor during its 

development and implementation. END COMMENT. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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INFO RUCNCLS/ALL SOUTH AND CENTRAL ASIA COLLECTIVE 
RUCNCIS/CIS COLLECTIVE 

RUEHBJ/AMEMBASSY BEIJING 2241 

RHEFDIA/DIA WASHDC 

RUEKJCS/OSD WASHDC 

RUEAIIA/CIA WASHDC 

RHEHNSC/NSC WASHDC 

RUEKJCS/SECDEF WASHDC 

RUEKJCS/JOINT STAFF WASHDC 
RUEHGV/USMISSION GENEVA 0677 
RUEHVEN/USMISSION USOSCE 2646 
RUCNDT/USMISSION USUN NEW YORK 2026 
RUEHNO/USMISSION USNATO BRUSSELS BE 
RUEHBS/USEU BRUSSELS 
RUEHLMC/MILLENNIUM CHALLENGE CORP 
RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL","C ONFIDENTIAL SECTION 01 OF 02 BISHKEK 
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SIPDIS 


DEPT FOR SCA/CEN 

DEPT FOR DS/IP/SCA-NEA - M.HIPP AND S.GALLO 
DEPT FOR DS COMMAND CENTER 

DEPT FOR DS/ITA - K.SOPPONEN 


E.O. 12958: DECL: 07/30/2017 

TAGS: ASEC, CASC, PGOV, PREL, PINR, KG 

SUBJECT: BISHKEK EAC MEETING ON JULY 30 DEMONSTRATION AT 
EMBASSY 


BISHKEK 00000968 001.2 OF 002 


Classified By: CDA Lee Litzenberger, Reasons 1.4 (b) and (d). 


1. (C) Charge chaired an EAC meeting at 09:00 am on July 30 

to discuss precautions for a possible demonstration at the 

Embassy. In attendance were RSO, POL/ECON, POL/RA, DATT, 
MGMT, CONS, USAID, MSG, RLEA, MED, and Peace Corps. At 11:00 
am on July 30, a small demonstration supporting the U.S. 

airbase took place without incident at 11:00 am. 


2. (C) On Saturday, July 28 at approximately 10:00 am, Post 


Column 3 

One received a telephone call informing that there would be a 
demonstration in front of the Embassy at 11:00 on July 30. 
The caller did not specify a reason for the demonstration, 

nor did he identify himself or any group sponsoring the 
demonstration. RSO personnel contacted Kyrgyz law 
enforcement authorities; Kyrgyz authorities had no 
information about any planned demonstration at the Embassy. 


3. (C) On Monday, July 30 at 00:57 am, Post One received a 
telephone call warning that there would be a \"terrorist act\" 

at the \"meeting\" on Monday. It was not established whether 
this was the same caller who contacted the Embassy on July 
28. RSO alerted Kyrgyz law enforcement authorities about the 
threat. RSO personnel also contacted local telephone 
companies to attempt to trace the calls. 


4. (C) RSO said that it was highly unusual for the Embassy to 
receive a telephoned threat or threat warning. While there 
was no corroborating information regarding the demonstration 
or threat, RSO advised taking extra security measures for a 
period prior to and following the supposed demonstration. 


5. (C) RSO outlined the security measures already taken on 
July 30. RSO had arranged for the Interior Ministry (MVD) 
SWAT Team personnel in front of the Embassy to be increased 
to six instead of the usual two; in addition, MVD had a 

second team of six personnel on standby near the Embassy. 
The Embassy Surveillance Detection Team would deploy to the 
large paved field across the road from the Embassy. A local 
guard team in a vehicle would be deployed at the both entry 
gates to the Embassy compound, and additional local guards 
would patrol the interior perimeter of the Embassy compound. 


6. (C) As a precaution, RSO recommended, and EAC concurred, 
that from 10:00 to 13:00 all meetings involving outside 

visitors to the Embassy and consular services to the public 

be cancelled. RSO recommended, and EAC concurred, that the 
RSO Office would send out a Security Notice to all Embassy 
personnel and the Consular Section would send out a Warden 
Notice immediately advising of the possible demonstration and 
that American citizens and other visitors should stay away 

from the Embassy from 10:00 to 13:00 on July 30. Text of the 
message is below in paragraph 9. 


7. (C) Charge informed the EAC that he had cancelled the 
weekly Country Team meeting scheduled for the morning of July 
and that he had told Manas Coalition Airbase personnel not to 
travel to the Embassy for the meeting that morning. 


8. (C) Embassy Nurse suggested informing Manas Coalition 
Airbase medical personnel about the possible demonstration so 
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that they could be on standby in the event there was an 
incident at the Embassy; Charge instructed the nurse to do 
so. RLEA asked about procedures for the Embassy cafeteria 
and health unit, which are housed in a separate building on 
the compound. RSO said that roving local guards, in addition 
to patrolling the perimeter fence, would regularly check the 
cafeteria and health unit around the time of the possible 
demonstration. 
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9. (U) On July 30, the Embassy sent out the follow Security 
Notice and Warden Message: 


The Embassy received a telephone call about a possible 
demonstration at the Embassy on Monday, July 30. As a 
precaution, the Embassy is asking American citizens and other 
visitors to stay away from the Embassy from 10:00 to 13:00 on 
July 30. All meetings planned at the Embassy during this 

time should be rescheduled. 


10. (C) Following the EAC, at 11:00 local, a group of 
approximately 15-20 demonstrators gathered in front of the 
Embassy. Approximately 10 journalists observed the 
demonstration. The demonstrators carried a U.S. and a Kyrgyz 
flag, and they carried signs in Russian and English 
expressing support for the presence of the U.S. airbase in 
Kyrgyzstan. The group, claiming to represent the human 
rights organization \"Democracy,\" presented a letter to the 
Embassy criticizing earlier anti-base protests and supporting 
the base as a \"guarantor of security in Central Asia against 
terrorism.\" The demonstration, which lasted less than half 
an hour, was peaceful and took place without incident. 
LITZENBERGER 
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OO RUEHBC RUEHDE RUEHKUK RUEHROV 

DE RUEHKU #1188 2111009 

ZNR UUUUU ZZH 

O 301009Z JUL 07 

FM AMEMBASSY KUWAIT 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9689 
RUEKJCS/SECDEF WASHDC IMMEDIATE 
RHEHAAA/WHITE HOUSE WASHDC IMMEDIATE 
RUEHEE/ARAB LEAGUE COLLECTIVE IMMEDIATE 
RHWSMRC/USCINCCENT MACDILL AFB FL//CCPA// IMMEDIATE","UNCLAS KUWAIT 001188 


SIPDIS 


Column 3 
SIPDIS 


STATE FOR NEA/ARP, NEA/PA, NEA/AIA, NEA/PI, INR/NESA, R/MR, I/GNEA, 
B/BXN, B/BRN, NEA/PPD, NEA/IPA 

LONDON FOR NEA WATCHER 

PARIS FOR NEA WATCHER 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, XF, KU, MEDIA REACTION 


SUBJECT: KUWAIT MEDIA REACTION - PEACE PROCESS, KUWIAT-U.S. SECURITY 
AGREEMENT, TIP REPORT 


Block Quotes 


Sunday, July 29, 2007 


-- Under the headline, \"Too Late for the Peace Process\" Mubarak Al 
Hajri wrote in Arabic daily Al Rai, (07/29): 


\"President Bush is going back to his old broken record that calls 
for the creation of the Palestinian state... But the Palestinian 

people have gone through their worst times during this president\'s 
term. Bush has given Israel the green light to do as it pleases with 
no need to be accountable for its actions. Hamas won the elections 
by popular support, but the White House rejected the results. This 
is a clear indication that Washington does not believe in democracy 
if it clashes with its own interests.\" 


-- The moderate Arab daily Al Rai published an opinion by Saud 
Al-Mansour headlined, \"For How Long will Military Agreements 
Continue to Be Secret\" (07/29): 


\"The security agreement between Kuwait and the U.S. is so secret 
that not even MPs who represent the Kuwaiti people are privy to its 
content. The people of this country recognize that this enormous 
logistical expenditure that Kuwait offers to the United States comes 
at the expense of Kuwait\'s infrastructure, security and 
sovereignty... Bilateral exchanges with superpowers are necessary. 
However, blind submission without any consideration to cost and 
interests should be rejected.\" 


-- Pro-government Al- Seyassah published an opinion by former Shiite 
Member if Parliament Hussein Al-Qallaf, headlined, \"The Formula\" 
(07/30): 


\"The Israeli-Palestinian peace process is a broken record anda 
diabolical lie that will not deceive any Arab or Muslim with a 
modicum of understanding.\" 


Column 3 

-- Under the headline, \"Humans Market,\" Member of Parliament Dr. 
Hassan Abdullah Jawhar opined in the moderate Arabic daily Al Jarida 
(07/30): 


\"Although the U.S. is the last one who should be pointing to human 
rights abuses around the world, the accusations in the Trafficking 

in Persons report about Kuwait are almost all true... But the 

Kuwaiti government\'s reaction to the suffering of thousands of Asian 
immigrants is very strange. The more public announcements that 
denounce this phenomena, and the more promises to tighten the 
regulations that govern their affairs, the more violations we see... 

We look forward to the day that the government announces that Kuwait 
is free from polio, AIDS, Bird Flu, and trafficking in persons.\" 


-- An Op-Ed headline, \"Arab Moderation Is the Palestinians\' Only 
Hope,\" by Chairman of the Diplomacy Centre for Research, Dr. 
Abdullah Bshara in the daily conservative Al Watan concluded, 
(07/30): 


\"The meetings that will take place in Cairo this week with U.S. 
Secretary of State Condoleezza Rice and officials from the region 
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represent an historic opportunity. Negotiations must be pushed 
forward to find acceptable solutions to the Israeli-Palestinian 
conflict. Otherwise Iran will continue to thrive on the current 

chaos by lending assistance to desperate suicidal fundamentalists.\" 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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OO RUEHWEB 

DE RUEHTC #1421/01 2111009 

ZNR UUUUU ZZH 

O 301009Z JUL 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9913 
INFO RUEAIIA/CIA WASHDC PRIORITY 
RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RHEBAAA/DEPT OF ENERGY WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 


Column 3 
RHEHNSC/NSC WASHDC PRIORITY 
RUEKJCS/JOINT STAFF WASHDC PRIORITY 


SIPDIS 
SIPDIS 


STATE FOR ISN/CB, VCI/CCB, L/ACV, IO/S 
SECDEF FOR OSD/ISP 

JOINT STAFF FOR DD PMA-A FOR WTC 
COMMERCE FOR BIS (GOLDMAN) 

NSC FOR LEDDY 

WINPAC FOR WALTER 


E.O. 12958: N/A 

TAGS: PARM, PREL, CWC 

SUBJECT: CHEMICAL WEAPONS CONVENTION (CWC): WRAP-UP FOR THE 
PERIOD JULY 16-27 


This is CWC-68-07. 


1. (U) On July 23, del rep met with Bill Kane (Head, Industry 
Verification, Technical Secretariat) and Jorge Bernal Ramirez 
(IVB), who works closely with the TS mission planners. 


2. (U) The first topic was lessons learned from the recent 
sequential inspections that were held at a Schedule 3 and a 
UDOC plant sites in Ohio. The following issues were 
addressed: 


3. (U) First, at the commencement of these inspections, the 
inspection team leader (ITL) insisted on presenting the 
mandates for both inspection sites at the time of the 
equipment inspection (TEI) in Washington. This did not raise 
a real issue, as the host team facilitated the arrival of the 
inspection in the \"vicinity\" of both inspection sites upon 
arrival in Ohio, as the sites were located close together. 

The discussion was how this might be handled if the sites 
were further apart (e.g., up to the 150-mile limit allowed 
under the U.S. consent to host sequential inspections). Kane 
admitted that this was addressed specifically before with any 
other States Party. He committed to exploring this further 
with his staff and letting us know their thoughts. 


4. (U) Second, although this was not an issue during these 
inspections, the host team wondered if it would be preferable 
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for the ITL to carry the sealed mandate and other items for 

the second inspection site with him at least through airport 
security when traveling from the POE to the vicinity of the 

sites. This would allow the ITL to oversee any need for TSA 
personnel to open the sealed envelope for security reasons. 
Kane thought this was a good recommendation and committed to 
discussing this further with his staff. 


5. (U) Finally, Kane also said that sequential inspections 
were again on the TS radar. Kane made a similar statement to 
del rep a month or two before the July sequential inspections 


occurred. 


6. (U) The possible timing of the anticipated Schedule 2 
inspection involving sampling and analysis (S&A) was 
discussed briefly. Although del rep was not requesting 
specific information about the timing of this event, he did 
bring to the attention of the TS representatives coordination 
concerns that were recently identified - that the Edgewood 
mobile laboratory staff who would support an S&A event (i.e., 
provide the needed portable fume hood) include staff who 
would also be involved in the October proficiency test 
activities for the designated laboratory. Kane was able to 
Clarify the following: 


-- The proficiency test activities would occur during the 
weeks of October 8 and 15. 


-- They would work to ensure that there is no conflict. 


-- He asked whether an S&A inspection during either the week 
immediately prior to or immediately after could be supported, 
which del rep confirmed. Given that there have been rumors 
that this S&A inspection might occur in October, Kane may 
have given us two specific windows to focus on with this 
question. 


7. (U) As a result of the July 10 consultation on this issue, 

the facilitator (Larry Denyer, U.S.) has worked with the TS, 
ISN/CB, and Commerce/TCD to revise the previous facilitator\'s 
draft decision to incorporate the strong opinions expressed 

by delegations and to try to preserve as much of the heart of 
the decision as possible, with a view to returning to the 
possibility of additional measures (including \"nil\" 


declarations) in the future. 
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8. (U) Given that some of the greatest concern about the 
previous draft (along with suggestions for modifying it) came 
from theSouth African delegation, the facilitator met with 

the South African delegate to discuss the propose changes. 
The result was very positive. The Souh African delegate 
even went so far as to offer is assistance, if needed, in 
brokering an agreemnt with some of the interesed (and 
difficult) SPs within his regional group and the NAM - i.e., 
Iran, India, etc. 


9. (U) The latest draft has now been forwarded to the TS for 
their distribution to delegations and posting on the external 
server. This will give delegations nearly six weeks to 
consult with their capitals in advance of the September 
Industry Cluster meetings. The facilitator will continue to 
meet with interested delegations in the intervening period to 
try to make progress toward a decision at EC-50. 


10. (U) Ito sends. 
GALLAGHER 
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PP RUEHROV 
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FM AMEMBASSY CAIRO 

TO RUEHC/SECSTATE WASHDC PRIORITY 6319 
INFO RUEHXK/ARAB ISRAELI COLLECTIVE 
RUEHDS/AMEMBASSY ADDIS ABABA 0293 
RUEHKH/AMEMBASSY KHARTOUM 1134 
RHEHNSC/NSC WASHDC"","C ON FIDENTIAL SECTION 01 OF 03 CAIRO 002332 


SIPDIS 
SIPDIS 
NSC STAFF FOR WATERS 


E.O. 12958: DECL: 07/30/2027 

TAGS: PGOV, PREL, PHUM, KIRF, KISL, EG 

SUBJECT: POPE SHENOUDA III ON RELIGIOUS FREEDOM, RELATIONS 
WITH U.S. 


REF: A. CAIRO 2292 
B. CAIRO 1695 
C. CAIRO 1427 
D. CAIRO 1420 
E. 2006 CAIRO 4243 


Column 3 
Classified by Ambassador Francis Ricciardone for reasons 1.4 
(b) and (d). 


1. (C) The Ambassador raised religious freedom issues with 
the Coptic Orthodox Pope, Shenouda III, on July 26. In an 
extended and unusually substantive response, Shenouda 
addressed his concerns about some \"critical\" matters, 
including controversies over conversion as well as what he 
alleged was the GOE\'s inability to contain extremist Islamist 
ideology. The Pope also expressed his willingness to work 
with the Library of Congress (LOC) to preserve rare 
recordings of Coptic Orthodox hymns. The Pope, whose kidney 
problems led to a hastily-planned trip to the Cleveland 

Clinic in early July, appeared vigorous, but also noted that 

he plans to return to the U.S. for several weeks in August, 
both for additional treatment and an active pastoral program 
in several cities. He was warmly nostalgic about his 

contacts with U.S. presidents in the past. End summary. 


2. (C) The Ambassador, accompanied by LOC Director, LES 
political specialist, and poloff (notetaker), called on the 

Pope at the Abbassiya Cathedral on July 26. The 83 year-old 
Pope, who appeared vigorous despite recent ill-health, was in 

an expansive mood, and offered his candid views on current 
issues of religious freedom in Egypt. The Ambassador noted 

the Pope\'s publicized recent letter to Mubarak as a 

significant statement on behalf of religious freedom, and 

asked whether he could comment on any response from Mubarak. 
The Ambassador asked the Pope\'s advice as to how best the USG 
could support the cause of religious freedom in Egypt. The 

Pope prefaced his response by noting that the GOE is 

extremely sensitive to the appearance of \"foreign 

interference\" in Egypt\'s religious and sectarian issues. He 
further opined that \"many people abuse freedom, especially in 

the newspapers.\" He declined to respond directly on the 

subject of his letter to Mubarak. 


3. (C) The Pope said that conversion, especially away from 
Islam, remains a divisive and potentially incendiary topic. 

The Pope did not mention the recent controversy (ref A) 
regarding a Muslim-born woman in Alexandria who reportedly 
converted to Christianity, but noted that the traditional 

Islamic view, that apostasy should be punished by death, is 
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at odds with the Quranic injunction that \"There is no 
compulsion in religion,\" and with the guarantees of freedom 
of religion in the Egyptian constitution. 


4. (C) The Pope noted that he had been particularly 
concerned by an April 24 court ruling (ref C), against the 
right of Christian-born citizens who had converted to Islam 
to recover their original Christian identities. He expressed 
relief that the Supreme Administrative Court had decided on 
July 2 that it would re-examine the Administrative Court 
ruling on re-conversion to Christianity, and he said that he 
is hopeful that the converts will receive a favorable ruling 

in September. 


5. (C) Note: The Pope, who has customarily demonstrated 
strong public support for President Mubarak--for example, the 
Pope endorsed Mubarak in the last presidential election in 
2005 and instructed the Coptic Orthodox faithful to vote for 
Mubarak--surprised many when he addressed a public letter of 
complaint to Mubarak in May. In the letter, which was 
published in Al-Keraza, the official church magazine several 
days after the Bamha sectarian violence (Ref D), the Pope 
asked Mubarak to \"end injustice imposed on the Copts and to 
\"activate\" constitutional provisions that ensure equal rights 
for all Egyptians regardless of religion. The Pope blamed 

the security services for not taking sufficient measures 
against those who perpetrated violence against Egypt\'s 
Christian minority, and he called upon Mubarak to review the 
April court verdicts (Ref C) which forbid Christian-born 
converts to Islam from re-converting to Christianity. The 
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GOE has not responded publicly to Shenouda\'s letter. Many 
observers see the letter as evidence of Shenouda\'s growing 
frustration with the GOE\'s perceived failure to address 
sectarian tensions. End note. 


6. (C) The Pope said that he thinks the Sheikh of Al-Azhar, 

Sayid Mohamed Tantawi, and Minister of Islamic Endowments, 
Hamdy Zaqzouk, are \"moderate and noble\" men, but that Egypt\'s 
Grand Mufti, Ali Gomaa, by contrast, is \"so different.\" The 

Pope expressed concern at Gomaa\'s penchant for stirring up 
controversy and for focusing attention on petty or even 

bizarre issues. He said that the Mufti\'s fatwa on the 

sanctity of the Prophet Mohamed\'s urine (ref B) was not the 
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first time the Mufti had embraced a controversial position. 
For example, the Mufti had reportedly ruled that if a fly 
landed on a Muslim\'s food, it was permissible to consume the 
food so long as both wings of the insect had touched the 
food. According to Shenouda, the Mufti based this ruling on 
a prophetic tradition that said that each fly has both a pure 
wing and a polluted wing. Shenouda said that the Mufti\'s 
July 22 interview with Newsweek on the permissibility of 
apostasy within Islam had been disingenuous, because of his 
caveats about the grave nature of the sin of apostasy as well 
as the need to contain any possibility of social strife. 


7. (C) Shenouda lamented the GOEY's failure to tackle the 
Islamist agenda at the level of ideas and religion. While 

the GOE\'s fear of the Muslim Brotherhood leads them to try to 
control the MB in the political arena, the GOE appears 
reluctant to challenge the MB ideology at a religious level. 

For example, the Pope said that the GOE addressed recent 
incidents of Muslim attacks on Christians (ref D) by 

brokering \"meaningless conciliation\" sessions, rather than by 
trying to prosecute those (Muslims) accused of fomenting and 
conducting the violence. Both Egypt\'s Christians and the 
West, said Shenouda, are threatened by the ideology of \"an 
aggressive minority\" within Islam whose 
socio-political-religious outlook justifies violence in the 

name of the faith. Despite many Quranic passages which call 
for peace and tolerance, said Shenouda, there are also many 
key passages which can be used to promote intolerance and 
hatred. The Ambassador and the Pope agreed that we must 
carefully press for and support intra-Muslim dialogues so 

that moderates might prevail. 


8. (C) Shenouda also noted that USG policies in 

Afghanistan, Iraq, and Israel-Palestine bear some 

responsibility for current tensions. \"Fanatics think 

President Bush opposes Islam because he opposes terror,\" said 
Shenouda. If the USG can resolve these three divisive 

issues, the Pope continued, you will remove these issues as 
potential sources of continuing controversy. Shenouda warmly 
recalled his meetings in the White House with Presidents 
Carter and George H.W. Bush, and commended their efforts on 
behalf of Middle East peace. (Note: The Pope did not 

directly ask to meet President Bush during his upcoming visit 

to Cleveland, Jersey City, and Boston, but his statement of 
fond recollections for his previous contacts with U.S. 

presidents implied he would welcome such an opportunity.) 


Column 3 

9. (SBU) The Ambassador also took advantage of the meeting 
with the Pope to introduce Cairo\'s new Egyptian-American LOC 
Director, Dr. Fawzi Tadros. We conveyed the request of 
Librarian of Congress Billington for Shenouda\'s assistance to 
facilitate LOC-Coptic Orthodox Church cooperation to preserve 
rare recordings of Coptic hymns and other sacred documents. 
The Pope expressed his willingness to work with LOC. 


10. (C) The Pope, who will turn 84 on August 3, has long 
suffered from chronic kidney disease and other age-related 
ailments. Thoughts of his eventual passing and the related 
succession process are often on the minds of observers here 
(ref E). In late June, a turn for the worse prompted an 
emergency trip to Cleveland. The treatment seems to have 
succeeded. Upon his return to Cairo airport, the Pope noted 
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that he felt much improved, but that he was too old for a 
needed kidney transplant. One of the Pope\'s senior Bishops 
(protect) told us that the Pope continues to feel unwell and 
that he needs \"special treatment\" which can only be provided 
by the Cleveland Clinic. Despite these health concerns, the 
Pope appeared vigorous, mentally sharp, and even witty in his 
meeting with us. He noted that in addition to his planned 
medical treatment, during his visit he will also tend to the 
affairs of the Coptic Orthodox community in the United 

States. The Pope noted with pride that at the beginning of 

his tenure, in 1971, the United States had just two Coptic 
Orthodox churches. Today there are \"170... though some of 
those are priests without churches, or churches without 
priests.\" 

RICCIARDONE 
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O 301015Z JUL 07 

FM AMEMBASSY DAMASCUS 
TO SECSTATE WASHDC IMMEDIATE 3942 
INFO AMEMBASSY AMMAN 
AMEMBASSY CAIRO 
AMEMBASSY BEIRUT 
AMEMBASSY BAGHDAD 
AMEMBASSY SANAA 
AMEMBASSY KUWAIT 
AMEMBASSY ANKARA 
AMCONSUL ISTANBUL 
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AMEMBASSY TEL AVIV 
AMEMBASSY MUSCAT 
AMEMBASSY MANAMA 
AMEMBASSY ABU DHABI 
AMEMBASSY DOHA 
AMEMBASSY ATHENS 

NVC PORTSMOUTH 6392 
HOMELAND SECURITY CENTER WASHINGTON DC 
DIR FBI WASHDC 

ATHENS FOR DHS 

DEPT FOR INL/HSTC 

DEPT FOR NPC PORTSMOUTH 
E.O. 12958: N/A 


SIPDIS 
SENSITIVE 
TAGS: CVIS, CPAS, KFRD, KCRM, CMGT, ASEC, SY 


SUBJECT: DAMASCUS FRAUD PREVENTION MANAGEMENT REPORT 
APRIL-JUNE 2007 


REF: 


A) 05 SECSTATE 205073 
B) DAMASCUS 617 
C) DAMASCUS 744 
D) DAMASCUS 765 


The following is submitted in response to the Department\'s request 
in Ref A. 


a. Country Conditions 


(SBU) Syria has a centrally planned economy based on commerce, 
agriculture, oil production, and services. A variety of factors 

hamper economic growth, including the dominant state role in the 
economy, a complex bureaucracy, security concerns, corruption, 
currency restrictions, a lack of modern financial services and 
communications, and a weak, corrupt legal system. Syrian graduates 
find few job opportunities because of the controlled economy and 
slow growth. Subsequently, economic conditions continue to provide 
fertile ground for fraud as the young unemployed or 
marginally-employed seek better opportunities in western 
industrialized countries. 


(SBU) Syria\'s population consists of approximately 18 million 
Syrians, about 432,000 registered Palestinians, and an estimated 1.4 
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million Iraqis. However, there are no official records on the 

actual number of Iraqis living in Syria, and estimates vary widely. 

In Damascus, the majority of visa applicants are Syrians, 
Palestinians and a few third-country nationals. However, recently, 
Post has been experiencing a gradual increase in the number of Iraqi 
applicants. 


(SBU) In Syria, document fraud is relatively unsophisticated and 
mostly limited to civil documents - birth, marriage, divorce, family 
extracts, and employment letters. Identity fraud is a serious crime 

in Syria, and penalties for tampering with civil documents are quite 
severe. Given the difficulty of the U.S. relationship with the 
Government of the Syrian Arab Republic (SARG), the consular section 
has a limited working relationship with police, immigration, 

airport, and government officials. All requests for police 

assistance and document verification must go through the Ministry of 
Foreign Affairs (MFA) via diplomatic note. Generally it takes from 

30 to 90 days to verify a document. Therefore, each case is 
extremely labor-intensive. 


b. NIV Fraud 


(SBU) NIV fraud continues to be mainly in the 214(b) area of 
applicants who have the intention to immigrate, work or conduct 
permanent business in the U.S. while on B1/B2 visas. Fraudulent 
documents consist of bank statements, false letters of employment 
and family books to prove applicants\' ties to Syria. 


(SBU) Post has seen a recent increase in Iraqi applicants as 
tourists, students and medical cases. Post has instituted a new 
policy that all Iraqi documents be reviewed by the FPU if the 
applicant is going to be issued. Concerns over the authenticity of 
Iraqi documents and lack of standardization of Iraqi passports are 
mitigated by the fact that many Iraqis are found ineligible for 
nonimmigrant visas under 214(b). 


(SBU) Most of Post\'s H-1B visas are issued to Syrian medical doctors 
willing to work in medically underserved areas. They are highly 
qualified and there are few problems with these cases. 


c. IV Fraud 


(SBU) Post continues to be most concerned with sham marriage fraud 
in fianc (K1) or spouse (K3, CR-1) cases. 


(SBU) Recently Post discovered a trend of Syrian men who go to the 
U.S. and acquire American citizenship through marriage to an 
American Citizen even though they are still married in Syria. They 
claim having either (1) divorced their first wife or (2) having had 

a relationship with her out of wedlock, having had their children 
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born out of wedlock, and not being married to the mother until after 
divorcing the American wife. According to Syrian civil law if the 
divorce is not registered, the divorce is not valid. If people have 
children out of wedlock it is impossible to register them on the 
family extract without a court order. We are able to verify through 
their family extracts that the children were born in wedlock and the 
man had never divorced his first wife. This comes to light when the 
men file Immigrant Visa petitions for either their first wife and 
children or just the children. When they claim to have divorced 
their first wife, a check of the family extract does not support 

that claim and the majority of divorce certificates investigated 

were found fraudulent. 


(SBU) Post has seen a dramatic increase in Iraqi IV cases, mainly 
due to the inability of Iraqis to travel to Cairo and Amman. The 
majority of Iraqi cases are fianc (K1) or spouse (K3, CR-1) cases. 
Fraud indicators involved in most cases include but are not limited 

to unreliable documents and limited documentation. Since Iraqis are 
not living in Syria, they do not generally travel with all of their 

identity documents and are unable or unwilling to go back to Iraq 
due to the current environment to get additional identity documents. 
Post has instituted a new policy where FPU examines all Iraqi 
documents before the IV officer conducts the interview. Over the 
past quarter FPU has identified several bad \"S\" series passports, 
one \"H\" series passport and one \"G\" series passport and a fake MFA 
seal. (See ref B.) 


(SBU) 
d. DV Fraud 


(SBU) FPU has not conducted any DV fraud investigations this 
quarter. 


e. ACS and Passport Fraud 

(SBU) Post has not had serious cases of passport or CRBA fraud this 
quarter. We are concerned with the issue of AmCits leaving the US 
without a US passport (ref C) and with the increasing trend of Iraqi 
and Iranians born in the US claiming citizenship as adults for the 
first time (ref D). 

f. Adoption Fraud 

(SBU) Post completed its first adoption case under the new Syrian 
law allowing Catholics to adopt Catholic children - no fraud was 
detected. 

g. Asylum and DHS Benefit Fraud 


(SBU) During this quarter, Post has also investigated documents for 
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DHS in connection with naturalization proceedings, adjustment of 
status, labor certification, and political asylum. Most of the 
documents proved to be fraudulent, particularly divorce certificates 
and employment and work experience letters. 


h. Cooperation with Host Government Authorities 


(SBU) As previously noted, the Embassy has limited liaison ability 
with the Government of the Syrian Arab Republic (SARG). All 
requests for police assistance and document verification must go 
through the MFA via diplomatic note. However, the Consular Section 
maintains regular contacts with counterparts from European and other 


Embassies and takes part in regular meetings of the interembassy 
anti-fraud working group. 


i. Areas of Particular Concern 
(SBU) No significant concerns to report. 
j. Staffing and Training 


(SBU) Post implemented a fraud prevention program in 2005. Post\'s 
Fraud Prevention Unit (FPU) consists of an officer who shares duties 

as Deputy Chief of the Consular Section and Fraud Prevention Manager 
(FPM), and a full-time investigator. The FPM has taken the Fraud 
Prevention course at the Foreign Service Institute (FSI). The FSN 
investigator has attended the Fraud Prevention training at FSI. 

Because of the strained relations between the United States and 

Syria, DHS Athens and the Embassy are limited in their ability to 
provide resources and training to SARG officials. The e-mail 

address for the unit is FPMDamascus@state.gov. 


(SBU) Post has implemented a regular training program that includes 
civil and travel documents. This quarter, Post has continued to 
focus on Iraqi passports and identity cards and has created a 
reference library of authentic and fraudulent samples. 
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Classified By: Ambassador Michele J. Sison for reasons 1.4 (b & d). 


1. (S/NF) Summary: On July 29, UAE National Security Advisor 
Sheikh Hazza and USSC LtG Dayton discussed efforts to support 
the Palestinian Authority. USSC Dayton urged the UAE to 
coordinate its security assistance efforts with the USG and 
stated that he would be coordinating Palestinian security 
issues closely with Quartet Special Envoy Blair, but also 
noted carefully that the USSC would not be working for Blair, 
but with Blair, in the area of Palestinian institution 
building. He asked Hazza to approach the Saudis to determine 
their interest in restarting the Arab Quartet, which Hazza 
promised to consider. Dayton briefed Hazza on a suggested 
USD 120 million package of support for capacity building for 
the Palestinian security forces. Hazza complained about the 
role Qatar played in financing Hamas and urged the USG to 
make these concerns clear to Qatar. He noted that Hamas\' 
successful coup in Gaza was a \"failure\" but not a \"surprise.\" 
Ambassador also asked Hazza whether the FBI could bring in a 
team to reexamine information related to the September 11 
attacks. Hazza welcomed the visit. End Summary 


2. (C) Attending the meeting were UAE National Security 

Advisor and Director of State Security Directorate(SSD) 

Sheikh Hazza bin Zayed Al-Nahyan; BG Hamad Mubarak Al-Shamsi, 
SSD Director of Research and Analysis; Major Sultan Saeed 
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Mohammed Saleh Al-Shamsi, SSD Director of Foreign Relations; 
Ambassador; USSC LtG Keith Dayton; USSC Chief of Operations 
Col Steve Harris; Acting PolMil Chief; and Econchief. 


Need to coordinate efforts 


3. (S) During their two-hour lunch meeting, USSC Dayton 
briefed Hazza on changes in the Palestinian territories since 
the Hamas victory. He explained that the USG\'s policy was to 
ensure the survival of the Fayyad government. Dayton 
emphasized that security assistance needed to go through 
Palestinian Minister of Interior Al-Yahyah. USSC Dayton 
further explained that he would be coordinating his efforts 
closely with Quartet Special Envoy Tony Blair, who had the 
POTUS\' strong support. (Note: Blair met the UAE leadership 
in Abu Dhabi on July 25. End Note.) Dayton thanked the UAE 
for its generous assistance to the Palestinian people and to 

the Palestinian Authority(PA), but also asked the UAEG to 
coordinate its assistance with the USSC. He added that 
President Abbas continued to request weapons and equipment, 
but in his judgment, what the Palestinian Security Forces 
needed was capacity building, not more weapons. Sheikh Hazza 
reiterated the UAEG\'s support for President Abbas and for PM 
Fayyad and the strong UAEG commitment to working closely with 
the U.S. He did not, however, specifically commit to prior 
coordination of its assistance to the PA. (Note: Ambassador 
had learned earlier in the day from MFA sources that the UAE 
was in the process of responding to Abbas\' request for 
security forces communications equipment, vehicles, and arms 
(NFI). None of the items had been coordinated through USSC. 
End note.) 


4. (S) Dayton explained that the USG plan for its USD 80 
million contribution would be institution-building for the 
National Security Forces (NSF) and the Presidential Guard. 
U.S. assistance would focus on training officers and basic 
staff training. In addition it would target the creation of 

a new NSF battalion (the first of seven) to support the 
Palestinian police. Dayton passed a request for $120 million 
in UAE assistance: $16 million for training two NSF-police 
support units in Jordan; $14 million for equipment; and $90 
million for Palestinian Authority Security Forces in Jericho 
($15 million to enhance current facilities, and $75 million 

to build a new Palestinian Training Center). 


Talking to the Saudis about the Arab Quartet 


5. (S) Dayton noted that the Arab Quartet (the intel chiefs 
of Saudi Arabia, Egypt, Jordan, and UAE) had not met since 
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October 2006. He said that Washington had asked whether the 
UAEG would approach the Saudis to encourage them to 
reinvigorate the Arab Quartet; the Saudis were key to any 

effort to support Fayyad and a chance for peace. Hazza 
promised to consider the request to approach the Saudis and 

to provide a response to the Ambassador. 


Hamas supporters outspent Abbas supporters 


6. (S) General Dayton noted that, despite widespread pledges 

of support to President Abbas\' government, the UAE was one of 
the few countries actually to deliver on its pledges. In 

fact, he noted the chief provider of funding for PM Fayyad\'s 
government currently was Israel, which was providing the tax 
receipts that it had withheld. Unfortunately, Dayton 

emphasized, Hamas had received much more support in terms of 
both money and training than Abbas had. Hamas had received 
at least USD 150 million from Iran and USD 400 million from 
Qatar, as well as training and equipment. 


7. (S/NF) Sheikh Hazza commented that the problem was that 
supporters of Abbas had tried to balance Hamas, not destroy 

it. Hamas\' supporters were more aggressive. He welcomed the 
visit of Quartet Special Envoy Blair to the region, noting 

that he highlighted the need for the U.S., EU, and GCC all to 
increase their support to Abbas/Fayyad. He argued that 

Qatar, Iran, and Syria were the three key pillars of support 

for Hamas. Syria provided support \"on the ground,\" Iran 
provided training and assistance, and Qatar provided 

financing. He said he had first met Mohammed Dahlan in March 
2006, before he became security chief and when he was just a 
parliamentarian. Dahlan had visited the UAE before visiting 
Qatar and Hazza remembered warning Dahlan to \"be careful\" in 
Qatar, as the Qataris supported Hamas. Dahlan called him 

after his visit to Qatar to reconfirm this view. 


8. (S/NF) Hazza asked whether the three countries (Iran, 

Syria, and Qatar) had prior knowledge of the Gaza coup. He 
argued that the USG needed to send a strong message to Qatar 
that the country needed to decide which side it was on. 

Qatar\'s support for Hamas might improve its relations with 

the lranians, but was destabilizing the region and made it 
difficult for Abbas to succeed. Hazza strongly urged the 

U.S. to make its displeasure clear to Qatar, but to keep the 
UAE\'s name out of the discussion. \"Our relations are good,\" 
he said but the two countries do not agree on this policy. 
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Ambassador asked whether Abu Dhabi Crown Prince Mohammed bin 
Zayed (MbZ) had raised any of these issues during his July 26 

visit to Doha. Hazza simply said he had not yet had the 

opportunity to speak with his older brother. (Note: MbZ 

aide Yousef Al-Otaiba told Ambassador, later that evening, 

that the Doha trip had been a \"fraternal visit\" focused on 

energy and economic discussions. End Note.) 


Gaza a \"failure\" but not a \"surprise\" 


9. (S) Dayton reminded Hazza that he had warned that Hamas 
would try a coup in Gaza if promised international support 

for Abbas did not materialize. He stressed that the reason 

the PA had lost was not due to lack of weapons, but due to a 
lack of leadership and organization on the part of the PA 
forces. There was no logistics system and no support for the 
NSF fighting Hamas. The Palestinians, he stated, were going 
through a \"who lost Gaza?\" exercise. Hazza agreed that 
Hamas\' coup was not a surprise to either the UAEG or the USG, 
and it did not represent Dahlan\'s failure alone but a failure 

for the international community. 


10. (S) Hazza commented that Dahlan\'s strategy in Gaza had 
been focused on the short-term need to contain Hamas. He 
argued that a longer-term capacity building program wouldn\'t 
have had time to work, though he thought a \"two-track\" 
approach might have been possible. Hazza argued that 
President Abbas never exercised political leadership in 
response to the Hamas coup. He didn\'t say anything when 
Hamas attacked the NSF. The only thing he did finally was to 
call on both sides to stop fighting, which equalized both 

parties. USSC Dayton told Hazza that the NSF Commander on 
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the ground had asked USSC to urge Abbas to order the 
Presidential Guard (which was never attacked) to reinforce 
the NSF. The Presidential Guard never acted and now its 
commander has been charged with treason. 


Looking to the Future 


11. (S) Sheikh Hazza and USSC Dayton discussed the future of 
the Abbas/Fayyad government. Hazza said he thought that 
Hamas did not have much popular support in Gaza but \"ruled by 
the gun.\" He asked, however, whether USSC Dayton thought 
Hamas could replicate its successful coup in the West Bank. 
USSC Dayton noted that although he did not think a Hamas coup 
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in the West Bank was imminent or likely to be successful, the 
international community needed to seize the opportunity to 
support the Abbas/Fayyad government. It provides the last 
good hope for peace and a stable two-state solution. 


12. (S) BG Al-Shamsi expressed concern that Israel might 
decide to talk to Hamas, which would be harmful to Abbas\' 
efforts to exert leadership. Dayton stated that he thought 

it unlikely that the Israelis would open talks with Hamas, 
though they were committed to preventing a humanitarian 
catastrophe in Gaza. He also stated that the USG had no 
interest in talking to Hamas. 


13. (S) BG Al-Shamsi asked whether the efforts to support the 
Palestinian Authority would succeed absent successful reform 
of Fatah, arguing that Fatah was not seriously looking at 
reform. Dayton suggested that Fatah was addressing it, but 
was not making progress. He noted that one reason people had 
supported Mohammed Dahlan and were considering supporting 
Marwan Barghouti was that they didn\'t represent the \"old 
guard.\" He added that the impressive thing about the new 
Minister of Interior Al-Yahya was that he was bringing in 
younger Palestinian officers as he re-established the 

Ministry of Interior. 


FBI Request for Assistance 


14. (S) Ambassador turned the discussion briefly to an FBI 

request for assistance. She noted the close cooperation 

between SSD and the FBI in identifying possible 

co-conspirators in the September 11 attacks and explained 

that the FBI was identifying and collecting evidence with 

regard to five individuals: Khalid Shaykh Mohammed, Ramzi 
Mohammad Abdullah Binalshibh, Ali Abd Al-Aziz Ali, Mustafa 
Ahmed Al-Hawsawi, and Muhammad Mani Ahmed Al-Qahtani. The 
FBI, she noted, would like to bring in a team. Hazza 

welcomed further cooperation. 


15. (U) USSC Dayton has cleared this message. 
SISON 
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Classified By: Charge DVAffaires Michael H. Corbin for reasons 
1.4 b/d 


1. (C) Summary: The scheduling of Iranian president Mahmud 
Ahmedinejad\'s visit to Damascus two days after president 
Bashar al-Asad took his second oath of office prompted 
observers of Syrian politics to interpret the visit in terms 

of the most notable element of Asad\'s inauguration speech: 
his comments on resuming peace negotiations with Israel. 
Embassy contacts averred that the SARG intended the visit to 
signal that Syria can negotiate with Israel from a position 

of power and demonstrate that Damascus will not sacrifice its 
\"sovereign\" prerogative to manage its own foreign relations. 
Arab ambassadors also noted that the SARG sought to 
demonstrate, through scheduling and protocol decisions, its 
equal status with Iran in the relationship. A joint 

communique issued at the end of the visit was the first such 
formal statement after a meeting of the two leaders, 
according to one contact, and a probable attempt to 
demonstrate unity of vision across regional issues on which 
most observers discern growing daylight between the two 
states. End summary. 


2. (C) The visit and its message to Israel. Iranian president 
Mahmud Ahmedinejad arrived in Damascus on July 19 for a 
day-long state visit with a delegation that included Iran\'s 
ministers for foreign affairs and for housing and urban 
development. The SARG appears to have employed some 
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scheduling and protocol decisions to signal to Tehran that 

their bilateral relationship is one of equals. The UAE 
ambassador told the Charge that, at UAE request, the SARG had 
postponed the Ahmedinejad visit a few days to allow space 
between the Iranian visit and that of the UAE president 

Shaykh Khalifa bin Zayed al Nahyan, which concluded on July 
16. Another Arab Ambassador thought it notable that Asad had 
chosen not to greet Anmedinejad upon his arrival at the 

airport. 


3. (C) Though a joint communique issued at the conclusion of 
the summit focused on Palestinian unity, Lebanon, and Iraq, 
Embassy contacts viewed the underlying message of the meeting 
as directed toward Israel. Anmedinejad arrived in Damascus 
on the heels of Asad\'s inauguration speech before parliament 
on July 17, deemed most noteworthy for the president\'s 
response to Israeli prime minister Ehud Olmert\'s comments on 
peace negotiations. Economist and informal government 
advisor, Riad Abrash, as well as al-Hayat correspondent, 
Ibrahim Hamidi, described the visit as a counterpoint to 
AsadWs stated willingness to open talks with Israel provided 
Syria obtained guarantees on the full return of the Golan. 
Amid SARG perceptions that Israel raised the issue of 
negotiations primarily out of concern over Iran, 
Ahmedinejad\'s arrival was intended to signal that Syria would 
not mortgage its relationship with Tehran, according to 
Abrash. Both contacts also noted the visit\'s usefulness in 
demonstrating to Israel (and the U.S.) that Syria could 
negotiate from a position of power. Hamidi further observed 
that the proximity of the visit to Asad\'s comments about 

Israel compelled Iran to offer explicit -- though carefully 
worded -- support for a Syrian decision to negotiate with 

Israel (the joint communique cites Iran \"expressed its 

support for the Syrian Arab people\'s right to regain the 
occupied Syrian Golan to the 4 June 1967 border). 


3. (C) Diplomatic contacts likewise speculated on the link 
between the visit and Asad\'s speech, though with an eye 
toward regional concerns over the possibility of conflict 

with Israel. One contact cited rumors that Iran\'s defense 
minister and army chief of staff had quietly accompanied 
Ahmedinejad to Damascus, perhaps to discuss armament deals 
and Iranian financing of Syrian weapons purchases. (Note. A 
July 21 Sharq al-Awsat article outlined an agreement for Iran 
to finance Syrian purchase of Russian weapons, supply the 
SARG with Iranian weaponry, and build weapons factories 
inside Syria. The next day, Iran\'s news agency reported an 
Iranian government denial that a secret arms deal existed. 
End note.) 


4. (C) Growing distance on regional issues? In a news 
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conference following their meeting, Asad stated that lraq, 
the Palestinian territories, and Lebanon dominated the 
discussions. The joint communique also repeated familiar 
calls for dialogue among the Palestinians, national unity in 
Lebanon and Iraq, withdrawal of \"occupation forces\" from 
Iraq, condemnation of Israeli aggression, and support for 
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Iran\'s right to peaceful nuclear energy development. The 
affirmation of a common vision belies a growing, if still 

quite manageable, divergence on regional issues, note Embassy 
contacts. Samir al-Taqi, director of a Syrian think-tank who 
is close to the Syrian Foreign Minister, averred that the 
meeting was organized at Iran\'s behest due to concern in 
Tehran over Syrian thinking on Iraq and Lebanon. He 
perceived Asad as less convinced of the need for a summit. 
Hamidi posited that fundamental differences in the national 
interests of each state created natural distance between 
them. For Iran, the \"fruit is lraq\" and for Syria \"the fruit 

is Lebanon, he observed. As a result, Damascus may 
demonstrate greater flexibility to the West on lraq-related 
issues, while Tehran might be more willing to broker 
compromise in Lebanon. 


5. (C) Hamidi also discerned distance between Syria and Iran 
on the Palestinian issue. In the current split between Hamas 
and Fatah, \"Syria lost and Iran won,\" he argued. Hamidi 
perceived SARG dismay over Hamas\'s confrontation with Fatah, 
which essentially left the group -- and by extension, Syria 

-- out of the loop on determining Palestinian dealings with 

the West and Israel. Iran, meanwhile, remained interested in 
preventing Hamas from compromising its resistance role. 
Hamidi\'s al-Hayat reporting of the Iranian president\'s 
meetings with Palestinian factions in Damascus noted 
Ahmedinejad\'s urgings for continued Palestinian \"resistance\" 
along with his calls for dialogue. (Note. Ahmedinejad also 

met with Hizballah Secretary General Hasan Nasrallah while in 
Damascus; Asad did not attend these gatherings. End note.) 


6. (C) Comment: Though the timing of Ahmedinejad\'s visit was 
no doubt useful to President Asad as a means of signaling to 
Israel and the U.S. that he retains room to maneuver, 
diplomatic protocol likely also figured into its scheduling. 

Asad was the first head of state to visit Anmedinejad upon 

his inauguration in 2005 (though he was preceded by 
Nasrallah). Moreover, Asad\'s allusion in the joint press 
conference to the \"quick and urgent changing of 
circumstances\" that \"distinguished\" the current meeting, 
echoed his inauguration speech and illustrates the Syrian 
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president\'s interest in comparing notes -- and deconflicting 
policy -- on regional issues with the SARG\'s most important 
ally. The shared vision for Iraq, Lebanon, and the 
Palestinians expressed in the joint communique no doubt 
reflects a concerted effort to project unity in the face of 

the shared threat from the United States. However, 
underlying differences in each state\'s core concerns will 
likely continue to color their relationship and shape 
Damascus\'s attempts to project itself as an equal partner 
with Tehran. 
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SUBJECT: ISRAEL MEDIA REACTION 


1. US-Saudi Arms Deal 


2. Mideast 


The media reported on Sunday that the U.S. is prepared to increase 
military aid to Israel to ease concerns over a proposed American 
weapons sale to Saudi Arabia. The media cited US newspapers as 
reporting that the proposed package of advanced weapons for Saudi 
Arabia will eventually total $20 billion. According to the media the 
administration promised Israel $30.4 billion in military aid over 

the next decade, a significant increase over the past 10 years. 


Maariv reported that during his first visit as Quartet envoy, Tony 
Blair, already began putting together a plan. Together with Prime 
Minister Ehud Olmert, Blair intends to launch an Israeli-Palestinian 
economic initiative that will highlight the difference between Gaza 
and the West Bank. Olmert and Blair aim to combine the capital and 
capability of the Israeli economy with the cheap labor in the 
Palestinian Authority. They will encourage Israeli businessmen to 
set up joint enterprises in the West Bank and joint industrial zones 
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located in border areas.. 


HaVaretz reported that Israel has recently agreed to allow a group 

of 41 Iraqi refugees of Palestinian origin to reunite with relatives 

in the West Bank as a goodwill gesture to the government of 
Palestinian Prime Minister Salam Fayad. A request by another group 
of 10 refugees seeking to join their relatives in the Gaza Strip was 
denied. 


The media reported on Sunday that Israel has agreed to allow 
Palestinians stranded in Egypt for weeks to pass into Israel and 
then into the Gaza. The media quoted government officials in 
Jerusalem as saying that the Palestinian would have to go through 
the Kerem Shalon crossing and undergo security checks before they 
enter Gaza. Hamas, which wrested control of the Gaza last month, 
denounced the deal since it allowed Israel to decide who could enter 
Gaza. 

The Jerusalem post reported that PM Olmert is exploring the idea of 
allowing Jordanian forces, instead of NATO forces, into the West 
Bank to help the P.A. fight terrorists. According to the newspaper, 
the forces will not be the Badr Brigade but troops from the 
Jordanian army. 


The Jerusalem Post reported that Israel is checking into reports 
that Russia plans to sell Iran 250 advanced long-range Skhoi-30 
fighter jets in an unprecedented billion dollar deal. 


The media reported that the cabinet approved the findings of the 

Brodet Commission for reforming security-related expenditures on 
Sunday. The media noted that the ministers postponed the 
recommendation to increase the defense budget by NIS 7 billion until 

at least 2009. The media described the fight over the defense budget 
between PM Olmert and Defense Minister Ehud Barak as a clash between 
the \"two\". 


All media reported that the dollar continues to strengthen against 
the shekel. The media noted that the dollar has risen 10 percent 
against the shekel since the middle of May. 


Diplomatic correspondent Aluf Benn wrote in the independent, 
left-leaning HaVaretz: \"The Americans like to talk about democracy 
in the Arab world, but they believe that strengthening armies is the 
most efficient way to protect stability and maintain pro-Western 
regimes in the face of extremist Islam.\" 
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The conservative, independent Jerusalem Post editorialized: \"It is 
hard to escape the impression that we are witnessing the return of a 
Vrealist US foreign policy that Bush spent the last six years 

working to discredit and displace.... Aside from the real dangers to 
Israel, a massive Saudi arms sale makes a mockery of Bush\'s own 
calls for the nations of the world to unequivocally take the side of 
freedom against that of jihadist Islam. That Bush was right, this 
Bush is wrong.\" 


Defense and foreign affairs columnist Amir Oren wrote in the 
independent, left-leaning HaVaretz: \"To silence the pro-Israel 
lobby\'s resistance to the [Saudi weapons] deal, Bush is willing to 
increase military aid to Israel. This way, everybody wins: The IDF 
replenishes supplies and receives extra funding, and Bush is 
portrayed as attentive to Israel\'s security needs.\" 


Block Quotes: 


|. VIs ita Cold War" 


Diplomatic correspondent Aluf Benn wrote in the independent, 
left-leaning HaVaretz (07/29): \"In the regional arena, the past two 
weeks have seen the establishment of two rival axes in the region, 
led by Iran and the U.S. Each sought to strengthen its supporters 
with diplomatic gestures and arms supplies - as was common practice 
during the Cold War. On the one hand, Iranian President Mahmoud 
Ahmadinejad visited Damascus and held high-profile meetings with 
Hezbollah, Hamas and Islamic Jihad leaders. On the other hand, the 
foreign ministers of Egypt and Jordan visited Israel and met 

political leaders across the board, carrying with them a moderate 
message.... The massive sale of arms to Saudi Arabia and its 
neighbors in the Gulf and the increase in military aid to Israel are 
the U.S. response to the Iranian threat, and the flow of arms from 
Russia to Iran and Syria. Each arms-supplying power has its own 
interests: the Russians want to deter the U.S. and Israel from 
bombing the Iranian nuclear facility - therefore, they have supplied 
the Iranians with advanced air defense. Such systems will also be 
supplied to Syria in the coming year. The Americans like to talk 
about democracy in the Arab world, but they believe that 
strengthening armies is the most efficient way to protect stability 
and maintain pro-Western regimes in the face of extremist Islam.\" 


ll. \"Bush in Retreat" 


The conservative, independent Jerusalem Post editorialized (07/30): 
\"The US is considering a $20 billion arms sale to Saudi Arabia and 
other Gulf states.... The arms sale will be a major topic of an 
upcoming swing through the region by Secretary of State Condoleezza 
Rice and Secretary of Defense Robert Gates.... The striking thing 
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about the Saudi side of this deal is that it seems to reflect a Bush 
administration that is not just winding down, but winding 
backward.... Iran is the enemy, but this does not mean that Saudi 
Arabia is a friend. The Saudis embody everything the Bush 
administration claims to have been wrong with America\'s pre-9/1 1 
policy: turning a blind eye to dictatorship and the fomenting of 
radical Islamist ideologies.... It is hard to escape the impression 
that we are witnessing the return of a \'realist\' US foreign policy 
that Bush spent the last six years working to discredit and 
displace.... Aside from the real dangers to Israel, a massive Saudi 
arms sale makes a mockery of Bush\'s own calls for the nations of the 
world to unequivocally take the side of freedom against that of 
jihadist Islam. That Bush was right, this Bush is wrong.\" 


Il. \"Everyone Wins\" 


Defense and foreign affairs columnist Amir Oren wrote in the 
independent, left-leaning HaVaretz (07/29): \"Israel may oppose U.S. 
President George W. Bush\'s planned arms sales to Saudi Arabia, but 
it lacks the ability to mount much effective resistance to the deal. 
According to the unwritten rule in such cases, Israel must not lose 
the battle altogether, and it must try to reach some sort of 
compromise, usually in the form of compensation. However, it is 
even more important that Israel does not win by completely thwarting 
Washington\'s weapons deal.... Israel opposes the deal because 
weapons sold to Arab countries that do not have peace agreements 
with Jerusalem may spill Israeli blood during the next military 
campaign. This, incidentally, applies also to Egypt, with whom 

Israel does have peace. Jerusalem, therefore, is very 
understandably concerned with the sale of the Jdam guidance kit -- 
which converts \'dumb bombs\' into accurate, all-weather \smart\' 
munitions -- to Saudi Arabia.... To silence the pro-Israel lobby\'s 
resistance to the deal, Bush is willing to increase military aid to 
Israel. This way, everybody wins: The IDF replenishes supplies and 
receives extra funding, and Bush is portrayed as attentive to 

Israel\'s security needs. \" 


Columnist Uzi Benziman wrote in the independent, left-leaning 
HaVaretz: \"If Olmert and his colleagues in power genuinely believe 
it is possible to bolster the Palestinian leadership -- do they not 
prove by this that Israel always needs tomorrow\'s enemy in order to 
compromise with today\'s foe?\" 


Columnist Gadi Taub wrote in the popular, pluralist Maariv: \"Israel 
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would have been unable to cope with an Arab minority that neared the 
Jewish majority in size, and certainly could not have coped with a 
situation in which the Jews became the minority... All of the 
disadvantages posed by disengagement need to be weighed against that 
threat, which directly endangers the existence of Israel as a Jewish 

and democratic state.\" 


Block Quotes: 


|. "Making Peace with New Enemies\" 


Columnist Uzi Benziman wrote in the independent, left-leaning 
HaVaretz (07/30): \"Like the strong rains that have disrupted daily 

life in Britain in recent days, the barrage of gestures and peace 
offerings the Olmert government is heaping upon the government of 
Mahmoud Abbas and Salam Fayad makes one ponder the irony of the 
timing of the things that are happening. But, while the downpour in 
Britain is a natural phenomenon, the timing of Israel\'s diplomatic 
maneuvering is man-made and worth some analysis. Is Israel not 
closing the stable door after the horses have bolted?.... The 
concessions that Israel is dumping en masse on the Palestinian 
Authority, however welcome and positive they may be, make one wonder 
why they have been so long in coming.... This is not a pointless 
discussion. It touches on the question of whether Israel has missed 
the boat or, on the other hand, if it is taking action in the 

knowledge that what it is doing now is merely for the sake of show, 
since there is no power that can alter the situation that has 

emerged in the PA.... If Olmert and his colleagues in power 

genuinely believe it is possible to bolster the Palestinian 

leadership -- do they not prove by this that Israel always needs 
tomorrow\'s enemy in order to compromise with today\'s foe?\" 


Il. \"A Success, Nonetheless\" 


Columnist Gadi Taub wrote in the popular, pluralist Maariv (07/30): 
\"Two years after Israel\'s unilateral withdrawal from Gaza, one can 
hear a lot of criticism about it that creates a negative impression, 

as if disengagement were a failure.... In the broader picture, in 

the strategic view of things, disengagement was not a failure. 
Disengagement was based on the fundamental recognition that the 
greatest danger to Zionism was Israel\'s deterioration into a 
binational situation, with a hostile population that was about to 
become larger than the Jewish population. Israel would have been 
unable to cope with an Arab minority that neared the Jewish majority 
in size, and certainly could not have coped with a situation in 

which the Jews became the minority.... All of the disadvantages 
posed by disengagement need to be weighed against that threat, which 
directly endangers the existence of Israel as a Jewish and 
democratic state. Therefore, when that is in the balance, Kassam 
rockets, the head of an arrogant terrorist organization that has 
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reared its head, the pain of the evacuees, the bully tactics used by 
Sharon, peace and all the rest are of secondary importance. Since 
the task has not been completed yet, since it is possible that we 
will have no option but to withdraw unilaterally from Judea and 
Samaria as well, we had better bear in mind what is existential and 
what is not.\" 

JONES 
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EEB/ESC/TFS (JJALLORINA) 


E.O. 12958: N/A 

TAGS: EFIN, KTFN, PREL, PTER, LE, SP, ECON 

SUBJECT: TERRORISM FINANCE: SPAIN ON DOMESTIC USG 
DESIGNATION OF MARTYRS 


REF: SECSTATE 102916 


(SBU) EconOff passed reftel infromation to MFA\'s Deputy 
Director for Counterterrorism Miguel Enrique Garcia Herraiz. 
Garcia Herraiz indicated that MFA had no information 
regarding Hizballah affiliated Martyr\'s Foundation, Al-Qard 
al-Hassan (AQAH), Ahmed al-Shami, or Qasem Alig. Garcia 
Herraiz expressed appreciation for the information and said 
that he would pass it on to other agencies in Spain involved 
in counter-terrorism efforts. 

AGUIRRE 
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SIPDIS 
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SIPDIS 


DEPT FOR EB/IFD/OIAA HEATHER GOETHERT, L/CID SAM MCDONALD 


E.O. 12958: N/A 

TAGS: CASC, EINV, KIDE, OPIC, PGOV, LU 

SUBJECT: LUXEMBOURG 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS 


REF: STATE 55422 


Luxembourg was not included in the 2006 Report on Investment 
Disputes and Expropriation Claims and Post is unaware of any 
new investment disputes or expropriation claims involving US 
Citizens and Luxembourg for inclusion in the 2007 report. 


KRAFT 
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E.O. 12958: N/A 
TAGS: ENRG, TRGY, SENV, EAGR, PINAR, FI 
SUBJECT: FINNISH MINISTER KEEN TO EXPAND BIOGAS USAGE 


REF: HELSINKI 00131, HELSINKI 00173 


1. (SBU) Summary: Finland\'s Minister of Trade and Industry recently 
returned from a two-day fact finding mission in Germany to examine 
German use of biogas and other renewable energy resources. This 
trip may signal an increased emphasis by Pekkarinen -- a strong 
advocate of renewable energy -- in developing domestic biogas 
resources. A supporter of international efforts to increase the use 

of renewable energy sources, particularly in Central America, 
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Finland may prove to be a strong partner in the Methane to Markets 
Partnership in the future. End Summary. 


Minister Explores Biogas Use in Germany 

2. (U) Finnish Trade and Industry Minister Mauri Pekkarinen (Center 
Party) recently returned from a two-day visit to Germany where he 
studied German efforts to develop new renewable energy resources, 
particularly utilizing biogas. During the visit, Pekkarinen toured 

a new biogas facility in Pliening, Germany that produces biogas (a 
mixture of gases including methane, CH4, and carbon dioxide, CO2) 
from agricultural crops that is fed directly into the existing 

natural gas network. Pekkarinen also met with Werner Schnappauf, 
Bavarian Minister of State for People and the Environment, as well 
as Officials from German energy giant E.ON. Building upon the GOF\'s 
plan to develop additional alternative sources of energy, Pekkarinen 
also visited geothermal and solar power facilities in Germany. 


A Case for Biogas in Finland 

3. (SBU) Prime Minister Matti Vanhanen has consolidated control of 
energy/climate change issues under the leadership of his Center 
Party. The current GOF plan sets high expectations for addressing 
climate change and building clean energy capacity, with biofuels 
playing a leading role in this strategy. The GOF plan also states 
that technology is essential in addressing energy and environmental 
challenges in the future. A strong advocate of biofuels and biomass 
sources, Pekkarinen has vocally stated that energy generation must 
come from diverse sources beyond simply fossil fuels and nuclear 
power. 


4. (U) Though a small player in methane recovery due to its overall 
size, Finland has been utilizing methane from landfills for power 
generation for nearly a decade. Methane is gathered from almost 
forty landfills in Finland including the largest landfill in the 

Nordic countries, Ammassuo. Further reflecting E.ON\'s great 

interest in methane as a source of power, E.ON\'s district heating 

plant in Espoo (Finland\'s third largest city) uses the methane from 

the Ammassuo landfill to provide equivalent heating for over 10,000 
detached homes. Finland also reclaims methane from wastewater and 
solid waste treatment plants, industrial sites, and farms. To 

further signal his personal interest in expanding methane use, 
Pekkarinen was joined on his fact finding trip to Germany by Erkki 
Kalmari, owner of a small farm that produces methane for automobiles 
in Pekkarinen\'s home town of Jyvaskyla. Kalmari has created some 
localized interest in Finland\'s biofuels market, and Pekkarinen -- 

who proudly drives a methane-powered car -- frequently stops at his 
farm to fuel up. 


International Support of Renewable Energy Projects 
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5. (U) Since 2002, the GOF has sponsored a unique project in Central 
America that encourages the development of renewable and clean 
energy sources in the region. The Energy and Environment 
Partnership with Central America (EEP), a 7 million euro program, 
has already supported over 100 promising renewable energy projects 
in Central America that would otherwise lack necessary funding. 
Modeled after the U.S. private-public partnership concepts, many of 
the renewable energy projects have focused on energy from biogas. 
In fact, the last EEP Forum in February 2007 dealt specifically with 
securing funding for biogas projects in the region. 


6. (SBU) Comment. First raised during the U.S.-EU High Level 
Dialogue on Climate Change, Clean Energy and Sustainable Development 
in Helsinki last October, the Methane to Markets Partnership (M2M) 
continues to be a strong talking point for Ambassador Ware and the 
Economic Section when visiting with GOF officials including 
Pekkarinen. While showing polite interest, GOF officials have yet to 
proactively inquire further about M2M; however, Pekkarinen\'s recent 
trip may represent a renewed interest in methane use in Finland, 
holding the door open for the GOF joining M2M in the future. An 
engaged partner in many international organizations, membership in 
M2M would be a natural fit for Finland, especially considering its 
existing international commitment to finance projects utilizing 

biogas in Central America. End comment. 
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State for IO/PPC (Batlle), EUR/PGI(Eldridge) and EUR/NB 
USUN for McBride 

NSC for McDonald 

E.O. 12958: N/A 

TAGS: PREL, OVIP, UNGA, LG 

SUBJECT: Latvian attendance at 62nd UNGA 

Ref: State 101170 


Post submits the following information in response to reftel. 
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A. Attendance of the Head of State. 
Valdis Zatlers, President of Latvia 


Arriving September 22nd, departing September 27th, will attend 
general debate 


His wife, Lilita Zatlere, will also travel to New York 


Interpretation would not be required in a bilateral or multilateral 
meeting. 


B. Attendance of the Head of Government. 

Aigars Kalvitis, Prime Minister, will not/not attend UNGA. 
C. Attendance of the Foreign Minister. 

Artis Pabriks, Minister of Foreign Affairs 


Arriving September 21, departing September 28. Will attend general 
debate. 


Spouse will not accompany. 

Interpretation would not be required. 

D. Name of other host country VIPs who will attend. 
No known VIP\'s plan to attend 


E. Attendance of the Foreign Ministry official responsible for IO 
affairs : 


Ilgvars Klava, Political Director 


Arriving September 22, departing September 28. Will attend general 
debate. 


No spouse will accompany. 
No interpretation required 
BAILEY 
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SIPDIS 
SIPDIS 


STATE FOR NEA/ARP; NEA/PPD; NEA/RA; INR/R/MR; PA; INR/NESA; INR/B; 
RRU-NEA 

IIP/G/NEA-SA 

WHITE HOUSE FOR PRESS OFFICE; NSC 

SECDEF FOR OASD/PA 

USCINCCENT FOR POLAD 

LONDON FOR MOG 

E.O. 12958: N/A 

TAGS: OIIP, KMDR, TC 

SUBJECT: MEDIA REACTION: US ARMS DEAL TO THE GULF /ASSISTANCE TO 
ISRAEL/ IRAQ\'S ASIAN CUP SOCCER VICTORY 


1. SUMMARY: The U.S. arms deal with the Gulf and assistance to 
Israel were covered in all front pages of the UAE print media on 
7/29. On 7/30, interest is quickly re-directed, however, to the 

Iraqi soccer win of the Asian Cup, which generates extensive 
coverage in all UAE print media. A cartoon in \"Al-Khaleej\" 
sarcastically attributes Iraq\'s soccer victory to the US and the 
coalition forces. A front page picture (07/29) in \"Al-Ittinad\" 
depicts a smiling Iraqi child cooling off an American soldier in 
Baquba with a water hose. END SUMMARY. 


2. Abu Dhabi-based Arabic semi-official daily \"Al-Ittinad\" (circ. 
65,000) ran a headline: \"A New US strategic plan to keep the Gulf 
safe: $20b Gulf arms deal.\" The paper adds that Rice and Gates 

will visit the Mideast to present a strategic plan to keep the Gulf 

and vital American interests safe, and to improve security 

cooperation between the U.S. and the concerned countries. The paper 
adds that the two US officials will assure Arab states of American 
commitment to \"regional issues\" and quotes Washington Post and New 
York Times stories saying that the military deal is meant to 

strengthen American allies in the Middle East and to counter Iran\'s 
rising influence. Dubai-based, Arabic daily \"Al-Bayan\" (circ. 

85,000) main front-page story reads: \"$43 billion US military 
assistance to Israel and Egypt. $20b Gulf arms deal.\" Main 

headline in Sharjah-based Arabic daily \"Al-Khaleej\" (circ. 90,000) 
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reads: \"$30 billion US reward to Israel\" adding that this assistance 
is to compensate for Israeli losses in Israel\'s war on Lebanon last 
summer and to maintain Israeli military supremacy over its 
neighbors. Main headline in Dubai-based English-language daily 
\"Gulf News\" (circ. 95,000) reads: \"US in $20b Gulf arms deal\" 


3. Asian Cup victory of the Iraqi soccer team receives prominent 
coverage in all UAE English and Arabic language dailies. All 

stories call on Iraqi politicians to use the soccer team as a model 

of harmony and team work. Abu Dhabi-based Arabic semi-official 
daily \"Al-Ittinad\" (circ. 65,000) runs headline: \"Historic victory 
unifies lraqis.\" Two sub-headlines: \"Sectarian violence decreases\" 
and \"Al-Maliki: \"Joy is stronger than terror.\" Dubai-based Arabic 
daily \"Al-Bayan\" (circ. 85,000) main front-page story reads: 
\"Winning the Asian Cup unified Iraqis, who defied the curfew and 
went out to the streets to celebrate.\" Another front page story in 
\"Al-Bayan\" reads: \"Vice President Al-Hashemi calls on the soccer 
team to demonstrate in front of the Green zone to call upon Iraqi 
politicians to discard differences.\" The story also highlighted a 
statement by U.S. Ambassador Zalmay Khalilzad that \"Iragi 
politicians must learn from their soccer team which includes Sunnis, 
Shiites and Kurdish players.\" The main headline in Dubai-based 
English-language daily \"Gulf News\" (circ. 95,000) reads: \"Asian Cup 
triumph unites a war-ravaged country.\" The paper reported that 
Iraqis in the UAE hit the streets to celebrate the victory. 


4. Cartoon in Sharjah-based Arabic daily \"Al-Khaleej\" (circ. 90,000) 
depicts an American official spokesman saying: \"The victory achieved 
by the Iraqi soccer team can be attributed to the cheering made by 
the US and the American forces watching the match on TV. President 
Bush will discuss these victories in his next speech to the 

nation.\" 


5. Front page picture in "AI Ittinad\" depicts a smiling Iraqi child 
cooling off an American soldier in Baquba with a water hose. 
Picture was unrelated to any article, but was prominently centered 
on the front page. 


SISON 
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DEPARTMENT FOR EAP AND DRL 
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E.O. 12958: DECL: 07/30/2017 

TAGS: PHUM, PREL, PGOV, CH 

SUBJECT: AIDS ACTIVIST LI DAN RELEASED, WARNED AGAINST 
HARMING CHINA\'S IMAGE 


REF: BEIJING 4925 


Classified By: Political Internal Unit Chief Dan Kritenbrink. Reasons 1 
A (b/d). 


1. (C) AIDS activist Li Dan was released late Friday, 
July 27, after spending 24 hours in detention, 

according to Meg Davis (protect), the American citizen 
founder of the NGO Asia Catalyst. Per reftel, Davis 
had reported on July 27 that Li Dan had gone missing 
on July 26. Davis told Poloff she met Li Dan on July 

28 and observed that he had a black eye and cuts and 
scrapes on his chest, injuries Li reportedly sustained 

in a scuffle with Ministry of State Security (MSS) 
personnel as he was taken into custody on July 26. 

The MSS warned Li against hosting a now-cancelled 
August 2-3 conference in Guangzhou on AIDS litigation, 
saying that such a meeting would \"harm China\'s public 
image\" before the 2008 Olympic Games. 


2. (C) Davis surmised that the conference proved too 
sensitive for Chinese authorities both because of its 
international nature as well as its focus on legal 
challenges facing AIDS victims in China. The Chinese 
guests, Davis said, including several AIDS activists 
and lawyers, would have offered an unflattering 
assessment of China\'s treatment of AIDS victims. 
Despite the conference\'s cancellation, Davis and Li 
hope to cultivate better relations with Chinese 
authorities in order to revive the event at some 

future date. According to Davis, Asia Catalyst also 
plans to cooperate with Li Dan on the possible opening 
of a legal aid center in Beijing to assist AIDS 

patients. 

RANDT 
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E.O. 12958: N/A 

TAGS: EAGR, TBIO, ECON, ETRD, SENV, EUN, CY 

SUBJECT: BIOTECH: PRESIDENT REFERS BIOTECH SEGREGATION BILL TO 
SUPREME COURT 


REFS: (A) NICOSIA 593, (B) NICOSIA 490, (C) NICOSIA 478, 
(D) NICOSIA 400 


(U) This cable is sensitive but unclassified. Please protect 
accordingly. 


1. (SBU) Summary. On July 25, President Papadopoulos refused to 
sign the biotech segregation bill (ref A), and, on the advice of the 
Attorney General, referred it to the Supreme Court on procedural and 
constitutional grounds. It is unclear how the Supreme Court may 
rule, and a decision by the Court is not expected for several 

months. This is the first time the President has referred a bill to 

the Supreme Court because he believes it may be incompatible with 
the EU acquis communautaire. There is no pro-biotech lobby in 
Cyprus, and the President's decision to oppose the bill could lose 
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him some votes in the looming presidential election. Green Party 
leader Perdikis immediately attacked the President for his decision, 
accusing him of caving into U.S. pressure and threatening to 
reexamine his party\'s support for Papadopoulos\'s re-election. 
Leftist AKEL also strongly criticized the President, arguing that 

his move put ordinary Cypriots\' health at risk. The bill, which 
would be the first of its kind in the EU, would require stores to 
place any foodstuff with a minimum 0.9 percent biotech content on 
separate shelves clearly marked \"Genetically-Modified Products\" in 
Greek, Turkish and English. End summary. 


President Sends Bill to Supreme Court 

2. (SBU) On July 25, President Papadopoulos refused to sign into law 
a bill requiring stores to place foodstuffs with a minimum of 0.9 
percent biotech content on specially-marked shelves. On July 12, 

the parliament had passed this bill (for a second time) over the 
president\'s objections (ref. A). Following the advice of the 

Attorney General, the President referred the bill to the Supreme 

Court on procedural and constitutional grounds, arguing that the 
parliament should have sought the European Commission\'s guidance and 
that the bill was probably incompatible with the EU acquis 
communautaire. (Note: According to the Cypriot Constitution, the 
President can only veto bills concerning national security; he can, 
however, force a second reading or challenge a bill\'s 

constitutionality before the Supreme Court. A bill does not go into 
effect until it is signed by the President and published in the 

Official Gazette. End note.) 


3. (SBU) A source in the Attorney General\'s Office told us that the 
key issue was whether placing biotech food stuffs on 
specially-marked shelves constitutes \"additional labeling.\" The 
Attorney General\'s Office thinks that it does and thus believes the 
bill is incompatible with the acquis, as it goes well beyond the 
EU\'s biotech labeling rules. In lobbying for the bill's passage, 

the Green Party argued that segregating biotech products on separate 
shelves was needed because the current EU biotech labeling 
requirement was inadequate and confused buyers who found it 
difficult to distinguish biotech products from conventional 

varieties. 


4. (SBU) A source in the Health Ministry agreed that the main 
purpose of the bill was to further \"demonize\" biotech products and 
that the proposed restrictions were clearly not based on any 
scientifically-proven need. He noted that Cyprus, like most 
countries, freely allows the unobstructed sale of many foodstuffs 
containing chemicals proven to be harmful to human health, and the 
parliament has not proposed any special rules to regulate their 

sale. To him, the bottom line was that Cyprus, as an EU member, 
cannot impose arbitrary restrictions against legitimate imports from 
other EU member states. 
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5. (SBU) While our contacts in both the AG\'s Office and Health 
Ministry expected the Supreme Court to find significant problems 
with the bill, a contact in the Agricultural Ministry was less 

certain. According to her, while Cyprus\'s ban on biofuels using 
biotech plants (ref. C) clearly violated the acquis, requiring 
separate shelves for biotech foodstuffs was an issue of consumer 


choice and thus more debatable. 


Political Parties Accuse President of Caving to U.S. Pressure 

6. (SBU) Reaction to the President\'s decision was strong and 
immediate. Green Party Leader Perdikis released a statement 
questioning whether the government was acting as \"an agency for U.S. 
interests\" and charged state officials with \"running at the first 

sign of antagonism from the Americans.\" He noted that the 
parliament had passed, and the President had signed, several bills 
in the past despite concerns that certain provisions might violate 

EU rules. He also questioned the Green Party\'s continued support 
for Papadopoulos\'s re-election campaign. Leftist AKEL, the largest 
parliamentary party, also criticized the president, arguing that he 
was putting the health of ordinary Cypriots at risk. Since Cyprus 
has no pro-biotech lobby, politicians tend to view support for 
anti-biotech measures as an easy, no-cost way to win votes. 


7. (SBU) Our contacts do not expect any decision from the Supreme 
Court for at least three months. This is the first time the 

President has sent a bill to the Supreme Court on the grounds that 

it may be incompatible with the acquis. Consequently, there is no 
precedent to suggest how the Court might rule. Should the Supreme 
Court find nothing wrong with the bill, the President will be 
constitutionally required to sign it into law. 


Comment 

8. (SBU) The President\'s decision to refer the bill to the Supreme 
Court could cost him some votes in his re-election campaign. The 
President needs every vote he can get to make it into the second 
round of the February presidential election and cannot afford to 
alienate potential voters. Biotech has few supporters in Cyprus, 
and many more who truly appear to believe it is dangerous. All 
political parties supported the segregation bill except for the 
President\'s party, DIKO, which abstained. While we regularly 
champion the safety and benefits of biotech products, our views are 
generally dismissed as biased and self-serving. The President\'s 
decision may simply have been the act of a lawyer following the 
advice of his legal service. It may also be an attempt to reinforce 
his image as a strong leader, or part of his recent efforts to 
improve relations with the U.S. Regardless of his motives, 
implementation of the bill is now effectively on hold pending the 
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E.O. 12958: N/A 
TAGS: EAIR, PTER, KCRM, ECON, ETRD, KE 
SUBJECT: Kenya Will Allow Somalia Flights, But Via Wajir Only 


REF: 2006 NAIROBI 4871 
SENSITIVE BUT UNCLASSIFIED 


1. (SBU) Summary: The Government of Kenya (GOK) announced that, 
effective August 1, it would end its suspension of flights to/from 
Somalia, but that all flights from Somalia must stop first at Wajir 
Airport for immigration, customs and security processing before 
proceeding to their final Kenyan destination. Outgoing flights, 
including those carrying miraa (or quat, a mild narcotic), may fly 
directly to Somalia from any place in Kenya, after clearance. 

Clearing incoming flights at Wajir could improve security, but it 
depends on the quality and reliability of the clearance process. 

End summary. 


GOK Suspended Somalia Flights in November 2006 
2. (U) Following the GOK\'s November 2006 decision to suspend direct 


scheduled flights from Somalia due to concerns about the potential 
threat from elements aligned with the Islamic Courts, the GOK faced 


Column 3 

strong pressure from politically well-connected miraa growers to 
resume cargo flights to Somalia. However, the cargo planes\' use of 
Nairobi\'s Wilson airport was at odds with the Kenya Civil Aviation 
Administration\'s (KCAA) efforts to improve security at Wilson. The 
Eastleigh neighborhood of Nairobi, which is predominantly populated 
by \"Somalia Somalis\" rather than Kenyan ethnic Somalis, is located 
near Wilson Airport. The GOK therefore decided to process Somalia 
flights at another airport. 


Where\'s Wajir? 


3. (SBU) The GOK selected Wajir, a 2.8 kilometer long concrete 
airstrip on a military base in ethnic Somali-populated Northeastern 
Province, near the Somali border, with no terminal or air traffic 
control (ATC) facilities. In an unusually fast process, the GOK 
hired a contractor to build a terminal and assigned KCAA, 
Immigration, Customs, and security officers to work there. There is 
no computer terminal in Wajir for accessing the watch list, so the 
officers will have to rely on hard copy intelligence lists. 


Wajir Scheduled to Open August 1 


4. (U) On July 24, KCAA announced that Wajir Airport would open on 
August 1, and that all cargo and passenger flights coming from 
Somalia would be required to land at Wajir for security, immigration 
and customs clearance before proceeding to their final destinations 
in Kenya. Exceptions, presumably for international aid 

organizations and the UN, must be authorized by the Ministry of 
Foreign Affairs. The KCAA notice specified that cargo flights, 
including those carrying miraa (quat), may not carry passengers, and 
any flight carrying \"unauthorized passengers\" will be required to 
carry them back to Somalia. Passenger and cargo flights, including 
miraa, can fly directly to Somalia from any place in Kenya, once 

they are cleared. 


5. (U) The KCAA notice also stated that airlines can use Wajir for 

all other domestic and foreign service. A new domestic carrier, 

Flight 540, plans to begin service to Wajir at some point in the 

future. However, the sparse population and the weak economy of the 
region limit the potential client base. 


6. (SBU) Comment: The GOK has repeatedly postponed the Wajir opening 
date, and may do so again. Clearing flights from Somalia at Wajir 

could reduce the security risk at Nairobi\'s Wilson Airport. 

However, we have some concerns about the quality and reliability of 
Wajir\'s clearance process, plus the possibility of a malefactor 

taking advantage of the closeness to the border and the emptiness of 

the area to gain access to an aircraft cleared for Nairobi. 
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SUBJECT: GVN PROMISES AND DETAINEE RELEASES IN WAKE OF LAND RIGHTS 
PROTESTS 


REF: HCMC 766 AND PREVIOUS 


HO CHI MIN 00000805 001.2 OF 002 


1. (SBU) Summary: Since land rights protests in Ho Chi Minh City 
were broken up by police on July 18, the GVN has continued 
publicizing the measures it is taking to address land rights 
protesters\' concerns, including the establishment of fourteen 
interagency inspection teams to look into unresolved land claims 
disputes. Eyewitnesses have dismissed overseas reports that 
heavy police violence was used to break up protests and most of 
the protest organizers earlier reported detained have been 
released. ConGen has been unable to confirm the status of two 
others. End summary. 


GVN CREATES MULTI-AGENCY TASK FORCE 

2. (U) Press reports continue to reflect positive GVN actions in 
the aftermath of the forcible breakup of land rights protests in 
HCMC on July 18. According to local media reports, senior State 
Inspectorate official Tran Van Truyen announced the 
establishment of 14 inspection teams on July 26 to resolve 
outstanding claims in Vietnam\'s southern provinces. These 
inspection teams will include officials from the Ministries of 
Natural Resources and Environment, Finance, Construction, the 
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State Inspectorate and the Office of Government(OOG - an 
Executive-level office which advises the Prime Minister and 
Cabinet members among others). Press reports also stated that 
some \'simple cases\' of land disputes and compensation had been 
settled in the province of Dong Thap. According to one report, 

the Deputy Party Secretary of Tien Giang province, home to the 
largest number of protesters, personally met with protesters to 
listen to their claims and called for relevant agencies to 

proceed with the resolution. 


3. (SBU) Despite this active press campaign, ConGen\'s contacts 
noted no concrete breakthroughs in this thorny issue. Mr. Nguyen 
Van Trinh (aka, Ba Trinh), a Tien Giang resident and one of the 
two main organizers of reftel protests, told ConGen that he has 

not heard of any successful settlements. Monk Thich Minh Nguyet 
of the outlawed Unified Buddhist Church of Vietnam (UBCV), who 
visited the protesters during their three-week demonstration in 
HCMC and maintains close contacts with the organizers (reftel), 
told us that Tien Giang authorities have made promises but that 
he has observed no actual progress to date. 


DETAINEE UPDATE 

4. (SBU) ConGen attempts to communicate with the protest 
organizers have been limited because their cell phones appear to 
have been blocked, but we did manage to speak with Nguyen Van 
Trinh. Despite several reports -- primarily from overseas 
Vietnamese groups -- of police using water hoses, cattle prods, 
and tear gas to break up demonstrators, Trinh said he did not 
see any tear gas, and that water hoses were only used to clean 
the area where protesters had been camped for three weeks. 
Trinh did confirm that he was forcibly placed into a police 

truck and suffered minor injuries when he tried to resist, but 

said he was not beaten. Released after one night in police 
custody, Trinh said he has been summoned to return for 
interviews with the police almost everyday. Trinh told us that 
police have asked him for names of other organizers and 
information on how funds from the UBCV and overseas Vietnamese 
supporters were funneled to the protesters. Police have also 
tried to pressure Trinh into signing a commitment not to 

organize or take part in land protests in the future. Trinh 

said he does not yet know whether he will be prosecuted for his 
role in the protests. 


5. (SBU) Pastor Duong Kim Khai, a ConGen contact with several 
connections within the land rights movement, confirmed that Ms. 
Nguyen Thi Bao Phuong, the PalTalk user arrested for allegedly 
giving food to the protesters and whose case was the focus of 
several inquiries from U.S. based NGO\'s, was released after a 
brief detention. Pastor Khai also confirmed that the other main 
organizer previously reported in reftel, Ms. Cao Que Hoa, has 
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been released. ConGen has been unable to confirm the present 
status of two other protest organizers, Ms. Vu Thanh Phuong and 
Ms. Hien. 


COMMENT 

6. (SBU) Though the establishment of 14 interagency inspection 
teams shows a willingness to admit that the protestors had a 
valid grievance and perhaps even a GVN willingness to take 
action on the land protesters\' claims, actual resolution of 

these complicated and difficult cases will likely take some time 

to materialize even if the GVN\'s press statements are completely 
sincere. The GVN\'s handling of the protest organizers has been 
restrained thus far, but ConGen will continue attempts to 

confirm detainee releases as well as report any future arrests 


HO CHI MIN 00000805 002.2 OF 002 


or prosecutions of land protest organizers. End comment. 


7. (U) This cable was coordinated with Embassy Hanoi. 
FAIRFAX 
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Summary 


1. (C) Bloggers fear the recent police actions against two 
prominent online political commentators, Nathaniel Tan and 
Raja Petra Kamaruddin, presage a Government of Malaysia (GOM) 
crackdown on the freedoms of speech and the press in 
cyberspace. GOM leaders and officials from the dominant 
United Malays National Organization (UMNO) justified the 
moves as necessary to check irresponsible bloggers who incite 
racial and religious hatred. The GOM has announced its 
readiness to use the Internal Security Act, the Sedition Act, 
and Section 121b of the Penal Code against bloggers, and 
there is some discussion of introducing new legislation to 

plug legal loopholes. Prominent political leaders including 

the Prime Minister and Deputy Prime Minister are warning 
bloggers and cyber-activists they are not immune from the 
law, and will face prosecution for transgressions such as 
insulting Islam and the King, and inciting the population 
through \"lies\" on websites. Opposition leaders and human 
rights NGOs are condemning the police actions and public 
threats, stating these are politically motivated and meant to 
instill \"a news blackout\" and squelch dissent prior to the 
anticipated general elections. The Internet is Malaysia\'s 

last bastion of press freedom and the arena for incessant 
rumor-mongering among the country\'s elites. Opposition 
parties and government critics rely heavily on the Internet 
because the GOM controls access to traditional media outlets 
to favor UMNO and the ruling National Front (Barisan 
Nasional, BN). The GOM clearly has fired a warning shot into 
cyberspace in an effort to rein in outspoken critics. End 
Summary. 


First salvo fired against cyber-activists 


2. (SBU) The GOM fired its opening salvo on Internet 
bloggers on July 13 when it arrested Nathaniel Tan, a 
People\'s Justice Party (PKR) webmaster and blogger, after 
corruption allegations against Deputy Internal Security 

Minister Johari Baharom were posted by a third party on Tan\'s 
website (reftel). When police detained Tan, they reportedly 
denied him access to his lawyer, the chance to inform his 
family of his arrest, and concealed his whereabouts while 
processing his arrest. P. Uthayakumar, a coordinator for the 
NGO Police Watch, spotted Mr. Tan when police took him before 
a magistrate and notified Mr. Tan\'s lawyer of his 

whereabouts. Tan, released on bail after four days, was held 
for suspicion of \"wrongful communication of an official 
secret.\" While police reportedly questioned Tan regarding 
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SIPDIS 

information on the Johari corruption story, Tan\'s lawyer, R. 
Sivarasa, stated, \"| want to go on record (to say) this 
detention is politically motivated.\" 


3. (U) Lim Kit Siang, Parliamentary Opposition Leader and 
member of the Democratic Action Party (DAP), condemned the 
\"secretive circumstances in the first seven hours of Tan\'s 
arrest\". He also called it \"a scandal which speaks of a 

police which has yet to fully accept that the first principle 

of policing in a democratic system must be policing for the 
people and not policing to serve the government leaders of 

the day.\" Former Deputy Prime Minister Anwar Ibrahim, the 
human rights NGO Suaram, the Malaysian Bar Council, the 
Center for Independent Journalism, and the World Organization 
Against Torture (OMCT) all condemned Mr. Tan\'s arrest while 
The Sun newspaper described his arrest as \"politically 
motivated.\" 


UMNO Takes On Cyber Gadfly 


4. (U) UMNO Information Chief Muhammad Muhammad Taib filed a 
police report on July 23 (11 days after Mr. Tan\'s arrest) 

against the political website Malaysia Today and its 

outspoken webmaster Raja Petra. A cousin to the current 
Sultan of Selangor, Raja Petra set up his website in 2004 and 

it is now one of the most popular news websites in the 

country. About 30 UMNO leaders accompanied the Information 
Chief when he filed the police report. He claimed the 

postings and articles were disrespectful to the King and 

Islam, and had the potential to \"create unrest in the country 
and strike fear in the people.\" The UMNO Information Chief 
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urged the police to take swift action, and stated the 

portal\'s contents could undermine unity and corrupt young 
minds \"to think that there are no rules and sensitivities 
governing articles and that anyone can write on any matter in 
the name of individual freedom.\" 


5. (U) Several senators and defacto Law Minister Nazri Abdul 
Aziz joined the chorus in the subsequent days. Nazri stated 
the government would take legal action against bloggers who 
flagrantly belittle Islam or the King using three laws: the 
Internal Security Act (ISA), the Sedition Act, and Section 

121b of the Penal Code (which relates to offenses against the 
King, Sultans, or Governors that entails life imprisonment if 
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convicted). He cited as an example a blog entry belittling 
Islam in which the writer described the religion as, \"a big 

lie fabricated by Arabs who had put a huge rock (the Kaabah) 
in the middle of the desert.\" The Minister claimed the 
comment was not only ill mannered but could provoke anger 
among Muslims. Nazri also stated the government was 
considering formulating new laws allowing it to monitor and 
act against offending bloggers, and closing any legal 
loopholes. He stressed that the proposed legislation\'s 
intent is not to strangle the freedom of the Internet but to 

put a stop to the \"freedom to lie in the blogosphere.\" The 
Minister explained, \"We want blogs to be clean, a place to 
obtain accurate information, a reference point for honest 
Opinion, not a platform to abuse and slander people.\" 


6. (SBU) Deputy Prime Minister Najib Razak, who has been 
savaged in Malaysia\'s blogs for corruption and alleged 

tie-ins to the Altantuya murder scandal, explained to the 

public June 23 that UMNO Information Chiefs filing of the 
police report against Raja Petra did not signal the GOM made 
a \"special decision\" to clamp down on bloggers. He added, 
\"everyone must be aware that there are laws in this country.\" 
However, the DPM\'s comments regarding bloggers were harsher 
later that night while speaking at the Malaysian Press 

Institute Press Awards. There, he noted the government was 
deeply troubled by the growth of \"irresponsible\" alternative 
media. He explained, \"In the name of freedom, these websites 
allow the broadcast of slander, lies, and swearing, the use 

of harsh, degrading language and racial slurs without regard 
for the reader or those concerned.\" He stressed the 
governmentVs tolerance of antigovernment positions and 
criticisms on the Internet, but \"we are very concerned about 
statements that insult religion and reek of racism.\" He 

warned that webmasters and web journalists are not exempt 
from laws and the GOM \"will not permit any party to disturb 

the nation\'s harmony and cause unease among the community.\" 


Police Summon Raja Petra 


7. (U) Raja Petra, not known for his subtlety, responded 
immediately to the UMNO Information Chief with a flaming 

article entitled, \"See you in hell Muhammad son of Muhammad,\" 
which also recalled prior corruption charges against his 

detractor and highlighted Raja Petra\'s family ties to 

royalty. On July 25, police called in Raja Petra for 8 hours 

of questioning before releasing him. Raja Petra claimed that 
UMNO\'s police report and his questioning was part of Wan 
agenda to clamp down on blogs before the coming general 
election in a move to black out news.\" 
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8. (U) Many of the same opposition politicians and activists 
who rallied behind Nathanial Tan raised further alarm over 
Raja Petra\'s predicament. Opposition leader Lim Kit Siang 
stated the police report against Raja Petra was an attempt to 
clampdown on V'criticism, dissent, and expose (sic) of abuses 
of power and corrupt practices in the run-up to the coming 
general election.\" He added that the government should not 
use criminal laws \"to arrest, intimidate, and silence any 

one.\" Understandably, the blogging community immediately 
came out in support of Raja Petra. They claim the police 
report against Malaysia Today and Nathaniel Tan\'s earlier 
arrest represent a GOM attempt to intimidate other bloggers 
and clampdown on \"press freedom in cyberspace.\" Dr. Toh Kim 
Win, a Penang Gerakan state cabinet minister, was the only 
prominent government leader to voice support for the blogging 
community. He said UMNO\'s police report (against Raja Petra) 
represents a \"growing trend towards stifling dissent in our 
country.\" He added, \"These trends, if not stopped, will 
further erode the democratic space, which is already limited, 

in our country.\" He urged the government to promote not only 
economic development, but also human rights. With no 
apparent sense of irony, former Prime Minister Mahathir, 
himself once a champion of muzzling the press, described the 
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government\'s attempt to clampdown on bloggers as an exercise 
in futility, one that wouldn\'t stop information flowing over 
the Internet. 


PM Weighs In, Finds Himself Subject of Police Complaint 


9. (SBU) Upon returning from his honeymoon travel, Prime 
Minister Abdullah Badawi weighed in, warning on July 29 that 
Malaysia\'s laws would not spare those who spread \"lies\" on 
the Internet. Abdullah added bloggers and Internet posters 
\"do not have the freedom to do whatever they like.\" 
Responding to Raja Petra\'s claim police cannot charge him 
under Malaysian law because his site is registered overseas, 
the Prime Minister said, \"It is not for them (bloggers) to 

claim that they are immune from the law simply because their 
websites are hosted overseas where they have the right to say 
anything.\" 


10. (U) In an ironic tit-for-tat act, opposition DAP member 
Ronnie Liu Tian Khiew filed a police report regarding a 
\"seditious posting\" on the Prime Minister\'s official website, 
originally posted on November 14, 2005. The posting conveyed 
anti-Chinese sentiments. Raja Petra reported the filing on 
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his website, adding he expected the police to respond to the 
filing and question the Prime Minister within two days, as 

they had done with him. The postings were removed on July 30 
after they were made public and a police report filed. 


11. (SBU) Until recently, the GOM generally has refrained 

from actively policing political content the Internet, in 

part out of a pledge made to foster development of the 
Multimedia Super Corridor (MSC) and the Internet market in 
Malaysia. Beginning in 2004, the GOM began making statements 
on the need to introduce \"cyber laws to control the 

Internet,\" but it made little use of the regulatory authority 

over on-line speech vested in the Communications and 
Multimedia Commission. In December 2006, Kong Cho Ha, Deputy 
Minister of Science, Technology and Innovation, stated 

Malaysia may introduce tough Internet laws to control 

bloggers and prevent them from spreading \"disharmony, chaos, 
seditious material and lies\" on their websites. Early in 

2007, some senior Embassy contacts alluded to internal GOM 
discussions on ways to rein in Internet news reporting and 
bloggers in particular. In January 2007, Prime Minister 

Abdullah Badawi said although government policy is not to 
censor the Internet, \"bloggers are bound by laws on 
defamation, sedition, and other limits of speech.\" The Prime 
Minister\'s comment referred to the defamation lawsuit filed 

by the News Straits Times (NST), an English language 
newspaper owned by UMNO, against Jeff Ooi and Ahirudin Atan 
(aka Rocky), another prominent blogger, for their blogs and 
their readers\' comments regarding the newspaper\'s editors\' 
roles in misrepresenting facts, publishing a caricature of 

the Prophet Muhammad, and alleged plagiarism by its 
journalists. Given UMNO\'s control over the NST, the paper\'s 
lawsuit is seen by many as the GOM\'s first move against 
cyber-activists and bloggers. 


Comment 


12. (C) With the mainstream media -- television, print and 
radio -- largely under the thumb of UMNO and the ruling 
National Front, and a number of important national topics 
ruled out of bounds, including most recently the \"Islamic 
state\" controversy, the Internet is the remaining bastion for 
wide ranging criticism of the government and discussion of 
otherwise taboo political subjects. The Internet is also the 
focus of incessant rumor-mongering among the country\'s 
elites, honed to a fine art by the likes of Raja Petra who 
kept the milling turning, often without any solid information 
to back up his sensational reports. Opposition figures, 
largely unable to access the mainstream press, rely heavily 
on the Internet to reach Malaysia\'s computer-savvy upper 
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class, while realizing that this information does not readily 
penetrate down to the grassroots. The Internet has helped 
government critics fan corruption stories, aided Mahathir in 
his ill-fated challenge against PM Abdullah last year, and 
kept alive allegations of DPM Najib\'s links to the Altantuya 
murder case. 


13. (C) The GOM clearly has fired a warning shot into 
cyberspace in an effort to rein in outspoken critics ahead of 
the impending elections; government pressure on the blogging 
community through complaints and police actions seems very 
much tied to the preparation of the election ground. Senior 


KUALA LUMP 00001218 004 OF 004 


government officials and UMNO leaders have made clear that 
the sniping from cyberspace rankles deeply, and UMNO has a 
strong interest in weakening the opposition\'s electronic 
platform at this particular time. Even if this does not 

evolve into a real crackdown, the government warnings and 
criminal investigations of Tan and Raja Petra could send a 
chill through Malaysia\'s boisterous Internet community that 
will temper some voices. We doubt, however, that others will 
allow themselves to be silenced and the GOM, like other 
governments, will find the Internet difficult to constrain. 

The Embassy supports freedom of speech on the Internet 
through active and carefully calibrated public affairs 
programming, including through expert U.S. speakers and 
support to seminars, and we seek to engage government and 
opinion leaders behind the scenes to preserve Internet space 
for the broad range of Malaysian viewpoints. 
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SUBJECT: COMOROS, THE COUNTRY DEBT-RELIEF LEFT BEHIND 


REF: A) ANTANANARIVO 681 B) ANTANANARIVO 615 


1. (SBU) SUMMARY: One of the world\'s poorest Muslim democracies, 
the Union of the Comoros has a stock of debt equal to 70 percent of 
GDP. If not for an annual influx of over USD 12 million in 

remittances from Comorans living abroad, the tiny country of 700,000 
mostly subsistence farmers would face persistent humanitarian 

crisis. Renowned, if at all, for political instability, the Comoros 

is also bereft of economic opportunity. Post encourages the 
Department and interagency colleagues to consider debt relief for 

the Comoros as early as possible. END SUMMARY. 


2. (U) The moderate Muslim democracy of the Union of the Comoros has 
a bilateral and multilateral debt totaling USD 280 million; this is 

70 percent of the tiny country's GDP. The democratically-elected 

Union President Ahmed Abdallah Sambi is currently preoccupied by 
Anjouan island renegade Mohamed Bacar, who has brought the country 
to the brink of a new secession (reftels). Otherwise, President 

Sambi\'s main concern is finding resources to pay civil servant 

salaries and make debt payments - little or nothing is left for 

public services and capital investment. 


3. (SBU) During the early years of the Heavily Indebted Poor 
Countries (HIPC) program, the Comoros was in crisis. Anjouan\'s 
secession in 1997 plunged the country into chaos, but a subsequent 
reconciliation and new Constitution restored order. When Sambi was 
inaugurated in May 2006, it was the first peaceful and democratic 
transfer of power since independence in 1975. Following the free 
and fair 2006 Union President election, the IMF put the country on 
track for HIPC relief and granted an extension in December. The new 
Anjouan crisis has let many would-be donors off the hook to help the 
Comoros. Over USD 200 million WpledgedW at a December 2005 
conference in Port Louis remain mostly empty promises; sadly, the 
U.S. is among the countries that has not fulfilled its pledges. The 
IMF announced in June it was delaying discussion of HIPC relief or a 
full program pending resolution of the Anjouan crisis. The 
Multilateral Debt Relief Initiative (MDRI) is also stalled for 

Comoros, as it is contingent on HIPC. 


4. (U) The Comoros\ history of instability has also left the country 
among a tiny group of \"pariah\" nations that do not qualify for the 
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African Growth and Opportunity Act (AGOA). With a small workforce - 
the total population is a mere 700,000 people - and awful 
infrastructure, investment is almost nonexistent. The economy has 
thus been moribund for the three decades since independence, 
averaging little more than two percent annual GDP growth. 

Agriculture exports of ylang-ylang (a perfume essence), vanilla, and 
cloves provide 90 percent of export earnings and these three 
commodities make up 40 percent of GDP. 


5. (U) Outside the plantations for cash crops, most Comorans survive 
on subsistence farming and fishing. Almost all formal sector jobs 

are in the Union Government or the three Island Governments. 
Comorans are not starving, but are bereft of opportunity. The 
economy floats above crisis on a tide of remittances from Comorans 
living abroad; this is estimated at over USD 12 million per year. 


6. (U) In 2006, the Comoros ranked 132 out of 177 countries on the 
United Nations\' Human Development Index (HDI), and GDP per capita 
appeared high at USD 1,943 (Purchasing Power Parity). These data, 
however, belie an undeveloped economy where Comorans work for a 
dysfunctional government, toil in subsistence farming and fishing, 

or bide their time until they can escape. All the while 

life-sustaining remittances pour in to pay for the imported consumer 
goods. 


7. (U) In the absence of opportunity in their country, young 
Comorans express one desire: to emigrate. Our conversations with 
students at the American Corner at the University always center on 
the lack of scholarship opportunities for study abroad. Failing to 

find means to study in Europe or the United States, many young 
Comorans accept offers for \"religious study\" in Egypt, Pakistan, 
Iran, and Saudi Arabia. 


8. (SBU) Some of these students, like recent Embassy International 
Visitor Hayati Hassani, who studied in Cairo, gain an excellent 
education and perfect their English and Arabic language skills. 

Hayati returned to the Comoros to join the Ministry of External 
Relations and is one of our best contacts. Other students, however, 
are radicalized while abroad and return to home with an agenda most 
Comorans find troubling. Muslim elders report young returnees 
teaching a perversely aggressive and anti-Western version of 
\"Islam.\" The Comoros\' most infamous export, Harun Fazul, was 
radicalized after leaving home and is now a wanted Al-Qaeda 


terrorist. 


9. (SBU) COMMENT: If programs are halted in light of the continued 
intransigence of Anjouan\'s Bacar, the whole Comoran population will 
be held hostage. Post strongly supports the notion of Comoran 

unity, but also believes development programs on the free islands of 
Grande Comore and Moheli should move forward immediately. We ask 
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the Department and interagency colleagues to consider and support 
HIPC and MDRI debt relief at the first opportunity. The Union 
government must have the burden of debt lifted if it is to achieve 
anything meaningful for the people of Grande Comore, Moheli and, 
eventually, Anjouan. 

END COMMENT. 


SIBLEY 
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DEPARTMENT FOR AF, AF/E, S/CT:BRIAN PHIPPS, AND PM:PPA 
USCENTCOM FOR CCJ5 LTC ROBERT GIBSON/MAJ RYAN LAWRENCE 


E.O. 12958: N/A 
TAGS: PTER, PREL, MASS, ET 
SUBJECT: DOD 1206 FY08 DRAFT ETHIOPIA PROPOSAL SUBMISSION 


REF: SECSTATE 4130 (NOTAL) 


1. AmEmbassy Addis Ababa supports the application of Section 
1206 funds toward the Ethiopian National Defense Force (ENDF) 
for combat engineering support, and endorses the two separate 
proposals forwarded separately by Security Assistance Office 
(SAO) to USCENTCOM. The first proposal requests personal 
protective equipment for combat engineers, and the second 
proposal requests heavy equipment for combat engineers. 


2. Ethiopia is a key strategic partner of the U.S. in the 
Horn of Africa, and is playing a key role in the global war 
on terror. These proposals seek to enhance the ENDF\'s 
counterterrorism capabilities by improving mobility of its 
forces for pursuing terrorist elements in the region. 
YAMAMOTO 
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E.O. 12958: DECL: 07/30/2017 

TAGS: PGOV, PREL, BA, POL 

SUBJECT: KING HAMAD\'S HEALTH: KING MEETS GCC AMBASSADORS IN 
LONDON 


REF: A. MANAMA 706 B. MANAMA 700 
Classified By: Ambassador William T. Monroe. Reason: 1.4 (B)(D) 


1. (C) Three days after the Crown Prince indicated that a 
photo opportunity might be arranged to put to rest rumors 
about the King\'s health (reftel), King Hamad on July 28 met 
with the GCC Ambassadors stationed in London to discuss 
regional developments. The meeting received front-page 
coverage in all the country\'s newspapers, as well as 
prime-time television coverage in which the King was seen 
descending stairs in his London residence with the envoys and 
talking with them. In the television coverage, he appeared 
healthy with no visible signs of illness. 


2. (C) Comment: While we are lacking concrete details about 
the King\'s exact medical issues, this clearly orchestrated 

event appears to have helped dampen rumors about the King\'s 
health, which had continued to circulate in Bahrain. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


Visit Embassy Manama\'s Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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E.O. 12958: DECL: 07/30/2017 
TAGS: PREL, MASS, MARR, SP, AF 
SUBJECT: SPANISH DEFMIN ON AFGHANISTAN, DEFENSE SALES 


Classified By: DCM Hugo Llorens for reasons 1.4 b & d. 


1. (C) SUMMARY: Defense Minister Jose Antonio Alonso told the 
Ambassador on July 25 that Spain\'s military training teams 
(OMLTs) will go to Afghanistan in September. He said that 
NATOVs efforts to improve ISAF-OEF coordination are helping 
but reaffirmed the need to continue to be mindful of the high 
cost of civilian casualties to overall stability efforts in 
Afghanistan. Alonso expressed good understanding of the 
status of the various programs that comprise the US-Spain 
defense industrial cooperation relationship, but said that 

his priority at the moment is ensuring that his deployed 

troops have the proper equipment. END SUMMARY. 


2. (C) Alonso said that he is pleased that his work with the 
Embassy over the past year had returned US-Spain defense 
relations to their normal, cordial state. He told the 
Ambassador that both sides had left behind a period in which 
shrillness had sometimes won out over calm reason. Alonso 
said that, within Spain, he is more concerned about al-Qaeda 
than about ETA and is particularly focused on threats from 
North Africa. He said that he would like the US to stay the 
course in Iraq, but when the Ambassador suggested that it 
would be useful for him to say so publicly, he demurred, 
saying that it would be politically impossible. Regarding 

the upcoming national elections, Alonso said that he expected 
the Zapatero government to win reelection and noted that both 
the governing Socialists and opposition Popular Party want to 
address the disproportionate political power wielded by 
regionalist and separatist minority parties. 


-- AFGHANISTAN -- 
3. (C) When the Ambassador reminded Alonso of the importance 


of Spain meeting its own commitment to deploy military 
training teams to Afghanistan as soon as possible, Alonso 
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said that the teams would deploy in September. He said that 
he would have liked to send the teams sooner, but said that 
the deaths of six Spanish troops in Lebanon had forced him to 
delay going to Parliament for approval of the mission. 


4. (C) Despite two recent attacks against joint 

Spanish-Afghan army patrols in Badghis province -- the first 
such attacks -- Alonso said that the Regional Command-West 
(RC-W) remains relatively peaceful compared to the rest of 

the country and said that Spain intends to keep it that way. 

He said that Spanish troops responded effectively to the 
ambushes by Taliban forces, in which there were no known 
casualties on either side. Regarding Spanish complaints 
several months ago about communication between ISAF and OEF, 
Alonso said that ISAF had addressed Spain\'s issues after much 
useful discussion at NATO. He said that coordination is much 
better, adding that everyone must continue to be mindful of 

the disruptive effect of collateral damage. Spain would 

continue to press for the best possible communication at all 
levels - in the North Atlantic Council, in Kabul, and in the 

field. 


-- DEFENSE INDUSTRIAL COOPERATION -- 


5. (C) The Ambassador noted that despite his frequent 
involvement in defense sales issues, he and Alonso had not 
talked much at their level about the issues. He said that 
given the importance of defense industrial cooperation to 
both sides, they should review the key programs. Alonso 
thanked the Embassy for helping to resolve a paperwork 
dispute that was holding up a $1.2 billion program to build 
frigates for the Norwegian navy. He said that Spain was 
pleased to have just signed a deal to sell similar frigates 

to Australia. Alonso said that he credits excellent 
cooperation between Lockheed Martin and Spanish shipbuilder 
Navantia as the factor that convinced Australia. 


6. (C) Regarding the recent news that a Spain-US consortium 

had lost out to an Italy-US consortium for the Joint Cargo 

Aircraft contract, the Ambassador assured Alonso that the 

decision was technical rather than political. Alonso said 

that he understood the Spanish bid to be the better of the 

two, and hoped that the Defense Department would give a fair 
review to the contract award when it considered Raytheon\'s 
appeal. The Ambassador reminded Alonso that the USG continues 
to buy Spanish planes through the Coast Guard\'s Deepwater 
program. 


7. (C) The Ambassador told Alonso that USAF BG Davis had 
recently come to Madrid to brief the Spanish Air Force and 
Navy chiefs about the Joint Strike Fighter (JSF) program. He 
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said that the service chiefs were convinced that the JSF 
offered technology far superior to the Eurofighter. Alonso 
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said that he needs to take a close look at the budget to 
ensure that MOD was spending its limited funds on the right 
programs. He noted that ensuring sufficient support for 
ongoing operations is his priority. 


-- COMMENT -- 


8. (C) Alonso continues to lead by example, using a calm, 
productive tone with the USG. He and his top deputies cannot 
always give us what we want, but they show that they value a 
positive relationship with the US. Alonso demonstrates a 
genuine interest in global strategic issues, but spends much 
of his time on shorter term domestic political realities 
because of the intense politicization of military issues in 
Spain. For example, his comment about ensuring adequate 
support for his deployed troops is related to the bashing 

that he took from the opposition Popular Party after Spanish 
troops were killed in Lebanon while riding in vehicles that 
lacked frequency inhibitors. 

AGUIRRE 
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Classified By: Ambassador for reasons 1.4(b,d). 
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1. (C) Summary: The Ukrainian media was abuzz over the July 
28-29 weekend with Rada Speaker Moroz\'s announcement that he 
would call an extraordinary Rada session July 31. Moroz said 
he was responding to a request from 179 deputies to hold the 
session, but Party of Regions leaders immediately responded 
publicly that they had no plans to participate. Deputy Head 

of the Presdiential Secretariat Chaliy told Ambassador on 

July 30 that Regions was sticking to the May 27 agreement 
with the President. This a scheme we first heard about from 
BYuT MP Nemyria, who told Ambassador July 20 that BYuT 
defector Mykola Zamkovenko--now self-appointed head of the 
so-called \"BYuT-2\" faction in the Rada--was trying to 

convince other BYuT MPs to recant their resignations and 
rejoin parliament. Regions leaders had privately confirmed 

to us last week that the proposal for a new session had been 
floated, but that the party had decided to move ahead with 
elections. In addition, Regions\' political council met July 

30 to finalize its election list and leadership of the 

campaign headquarters; afterwards MP Mykhaylo Chechetov said 
the council had reaffirmed that Regions would not participate 

in another Rada session. Even the Communists have said they 
have not decided whether to go to the session. 


2. (C) Comment: On the face of it, Moroz\'s announcement 
seems to be the attempt of a desperate man to forestall 
elections that will mean the end of his Speakership, if not 
his political career. It seems highly unlikely that Moroz 

was really able to collect 179 signatures--Socialists, 
Communists, and BYuT-2 together would only get him to about 
75. Without a quorum, Moroz will not have his session. 
There may be some rank and file MPs in Regions willing to 
return to the session hall because their place on the party 
list is not secure, but we do not expect to Regions to attend 
even if Moroz goes ahead and convenes the session--the 
appearance of a large Regions contingent at a new session 
would signal that tensions among factions within the party 
were bubbling to the surface. End summary and comment. 


Kluyev Holds Meeting on Whether to Call New Rada Session 


3. (C) BYuT MP Hryhoriy Nemyria told Ambassador July 20 that 
they had information from three sources that Deputy Prime 

Minister Klyuyev held a meeting with Environment Minister 

Dzharty (Regions\' campaign manager in 2006), Regions MP 
Sivkovych, First Deputy Speaker and Communist Martynyuk, head 
of the Rada Secretariat Valentyn Zaichuk (a Moroz ally), and 

MP Zamkovenko, head of the breakaway \"BYuT-2\" faction of BYuT 
MPs who refused to resign. The purpose of the meeting, 

according to Nemyria, was to discuss whether to hold an 
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extraordinary Rada session at the end of July and whether to 
bring protesters into Kyiv to picket outside the Rada and the 
Central Election Commission. Part of this plan involved 
Zamkovenko trying to bring former BYuT allies on board to 
claim they had been coerced to resign and to demand the 
return of their seats. Nemyria even gave us a copy of the 
form letter being circulated among BYuT members that could be 
used to reclaim one\'s parliamentary mandate. At the end of 
the meeting, Klyuyev, Dzharty, and Sivkovych said Party of 
Regions would hold its own internal consultations on this 
plan. 


Regions Leaders Say Elections Will Go Forward 


4. (C) Ambassador raised this meeting with a number of 

Regions leaders the following week. When Dzharty was asked 

on July 24, the Minister smiled and said he knew why the 
Ambassador was asking. He added that Regions was going ahead 
with elections preparations. Faction leader Bohatyreva and 

deputy faction head Kolesnikov also told Ambassador on July 

27 that Regions has decided that it did not want to 

participate in another Rada session. 


5. (U) The public Regions response has been just as clear. 
Kolesnikov said that Regions will not participate and fellow 
deputy faction leader Chechetov said that Regions saw no 
reason to hold one, although he said they would reconvene if 
President Yushchenko asked them. Chechetov later came out 
and said Regions political council had met July 30 and 
confirmed that the party has no plans to attend a July 31 

Rada session. 


Others Still Pushing for the Session 


6. (SBU) Ignoring Regions\' comments, Moroz announced that 
the extraordinary session would discuss social security 
benefits, the legal basis for pre-term parliamentary 
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elections, constitutional amendments, and other matters. 
Socialist MP Kuzmenko said that the session could start with 
the swearing in of new MPs who will replace the BYuT and OU 
MPs who resigned--another refusal by the Socialists to 
recognize the opposition\'s resignations. Zamkovenko told the 
press that, if there is a session, his group will 

participate. The Communists were more undecided, indicating 
that they might do whatever Regions does. 


Column 3 


7. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, PHUM, IN 


SUBJECT: POLICE SHOOT AND KILL SIX IN ANDHRA PRADESH LAND PROTESTS 
REF: KOLKATA 095 


1. (U) SUMMARY: On July 28, police shot and killed six villagers in 
Mudigonda in the Khammam district of Andhra Pradesh after a 
political protest demanding free land for the poor turned violent. 

Two other protesters were killed in separate incidents with the 

police. The protest, sponsored by the Left parties -- the Communist 
Party of India (CPI) and the Communist Party of India - Marxist 
(CPI-M) -- had been ongoing since May. According to media reports, 
the police fired after protesters began pelting them with rocks. 

Calls for the resignation of Chief Minister YSR Reddy in the wake of 
the incident are likely to go unheeded. END SUMMARY. 


2. (U) According to media reports, Andhra Pradesh\'s Left parties had 
been agitating for the \"distribution of agricultural land to the 

landless and house sites for the homeless\" since May. Tensions 
ratcheted up as time went on. On July 22, two Left party leaders 
went on an indefinite hunger strike. They then called for a protest 

at the Hyderabad district collector\'s office on July 26. The 

police used water canons, teargas, and lathi charges to disperse the 
July 26 protest, but they did not resort to shooting. 


3. (U) After the July 26 protest in Hyderabad, the Left parties 
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called for a statewide strike on July 28. For the first time, the 
state\'s other opposition parties -- the TDP, TRS, and BJP -- joined 
in the protest, calling on their supporters to honor the planned 

July 28 statewide strike. On July 28 in Mudigonda, agitators 
blocked the road, bringing traffic to a standstill. When police 
reinforcements arrived and tried to break the blockade protestors 
began throwing stones at them, according to media reports. 
Additional Superintendent of Police Ramesh Babu ordered the police 
to fire, killing six and injuring eight protestors. Twelve police 
officers were reportedly injured. Protest organizers said the 

police fired without warning. They also accused the police of using 
self-loading rifles, which are issued to anti-terrorism units and 

not intended for use against civilians. (NOTE: Khammam district, 
where Mudigonda is located, is an area with significant Maoist 
activity. As such, the police there likely did have self-loading 

rifles. END NOTE.) 


4. (U) Opposition party leaders from across the board predictably 
called for Congress party Chief Minister YSR Reddy\'s resignation. 
For the families of the protesters killed by the police, the Chief 
Minister announced USD 12,500 compensation, a house, and a 
government job for one member of the family. The seriously injured 
would get USD 1,250 and those treated as out-patients USD 250, in 
addition to free medical care. The Chief Minister also announced a 
judicial inquiry into the firing. 


5. (SBU) COMMENT: \"The whole incident was politically motivated,\" 
said a media contact. He explained that the Left parties are 

looking to build up their base in Andhra Pradesh. The TDP, no 
longer allied with the BJP\'s National Democratic Alliance, needs a 
new partner to help it defeat Congress in the 2009 elections. The 
TDP had, in fact, stalled the land distribution program when it was 

in power. But with it now looking to the prospect of aligning with 

the Left parties in the next statewide elections it has decided to 

join hands with the Left parties on the issue. The tragic shooting 
incident gives the TDP and the Left parties more ammunition against 
YSR Reddy\'s Congress government. That said, a well-placed Congress 
party Member of the Andhra Pradesh Legislative Assembly dismissed 
the idea that Chief Minister Reddy should resign. He pointedly 
mentioned that Congress did not push for the ousting of West Bengal 
CPI-M Chief Minister Buddhadheb Bhattacharya after the March 
incident in Nandigram where police killed 14 people (reftel). END 
COMMENT. 


KAPLAN 
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DEPT AND NEW DELHI PLS PASS TO USAID 


E.O. 12958: N/A 
TAGS: TBIO, KHIV, SENV, PGOV, IN 
SUBJECT: RESOURCE CRIPPLED BIHAR FIGHTS AGAINST POLIO 


1. (SBU) Summary: The state of Bihar continues to see an 
increase in polio cases. As of the end of July 2007, 17 cases 
have been reported, compared to 13 during the same period last 
year. In 2006, Bihar reported 61 cases of polio out of a total 

of 660 in India, which was double the number from the previous 
year. Because of the rise in the number of cases, UNICEF and 
the Bihar Public Health Department, following Indian Expert 
Advisory Group on Polio guidelines, have increased their efforts 
to provide polio vaccinations and information to residents. 

Bihar government officials have tried to assure Post that this 
year the spread of virus will be controlled, but continued 

efforts and assistance will be necessary if the numbers are to 
decrease. End Summary. 


2. (SBU) Working with the Indian Expert Advisory Group on 
Polio, UNICEF and the Bihar Public Health Department have 
intensified their polio vaccination rounds to intervals of 4-6 
weeks. Accredited Social Health Activists have been mobilized 
by the state government and UNICEF is working closely with them 
to provide more vaccinators at the village-level. UNICEF is 
also directly supporting 10,805 National Cadet Corp cadets (up 
from 3,000 cadets in 2006) for the same purpose in 27 districts 
in the state. Several voluntary and philanthropic religious 
organizations are also assisting. These efforts cover an 
estimated 64 million people (approximately 77 percent of the 
state\'s 82 million people) in 27 districts where UNICEF\'s 
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operates its \"social mobilization\" programs. Special, focused 
intervention is being made in another 54 high-risk areas in 
villages bordering Nepal, Uttar Pradesh and West Bengal. 


3. (SBU) The head of UNICEF\'s Bihar program informed Post that 
his office has expanded its \"polio on wheels\" program at transit 
points in between Bihar and Uttar Pradesh (where 530 polio cases 
had been reported in 2006). Indian Railways has also provided 
support to the volunteers to cover major routes between Bihar 

and Uttar Pradesh for vaccination during transit. Even so, 

during the same period (through July 2006 and through July 2007) 
in Bihar the number of polio cases reported has gone up from 13 

to 17. UNICEF officials added that a major concern is reaching 
the remote villages during the monsoon and flood season. Plans 
are being drawn up to have volunteers travel by boat in some 

areas to reach flooded villages. In addition, to reach minority 
Muslim populations two Muslim NGOs, Imarat Shariah and Silsila, 
have been enlisted to spread the message about polio 
vaccinations. UNICEF has also appealed to Muslim leaders and 
Imams to deliver these messages in mosques and during community 
meetings. 


4. (SBU) Comment: Although polio eradication efforts continue 
with some success in India, impoverished, populous states like 
Bihar still face difficulties in completely eliminating the 

disease. A high-rate of migration to and from neighboring 
states makes vaccination programs more difficult to implement, 
as does annual flooding and poor infrastructure. While UNICEF 
and the Bihar government have implemented strong campaigns 
against polio, further international support and effort is 

needed to fully eradicate the virus in the state. 


JARDINE 
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E.O. 12958: DECL: 07/30/2017 
TAGS: EFIN, PREL, PTER, UNSC, KTFN, NO 
SUBJECT: (S) NORWEGIANS CONSIDER DESIGNATIONS 


REF: STATE 104666 
Classified By: P/E Counselor Kristen Bauer, Reasons 1.4 (b) and (d) 


(S) On July 30 we delivered reftel points to MFA Legal 
Department Deputy Director General Martin Sorby, who pledged 
to share the information with colleagues in the Ministries of 
Justice and Finance, in addition to the Norwegian 

intelligence service (PST) and white collar crime agency 
(Okokrim). While Norway will consider whether to co-sponsor 
the designation, Sorby reiterated that the Norwegians would 
immediately implement any related UN designations. 

WHITNEY 
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RR RUEHWEB 

DE RUEHHE #0581 2111149 
ZNR UUUUU ZZH 

R 301149Z JUL 07 

FM AMEMBASSY HELSINKI 
TO SECSTATE WASHDC 3622 


SIPDIS 
SIPDIS 
DEPARTMENT FOR IO/EDA/SHARON KOTOK AND PROTOCOL/AMY LITTLE 


E.O. 12958: N/A 

TAGS: PREL, SOCI, TSPL, UNGA 

SUBJECT: FINNISH RESPONSE: SAVE THE DATE: EVENT ON LITERACY 
AND HEALTH HOSTED BY MRS. BUSH, SEPTEMBER 24, NYC 


REF: SECSTATE 104172 


The Finnish MFA has informed us that President Tarja Halonen 
will lead Finland\'s delegation to the 2007 UNGA in September 
and she will be accompanied by her spouse, Dr. Pentti 

Arajarvi. Per reftel instruction, Post has informed the GOF 

that Dr. Arajarvi will be receiving an invitation to the 

Health and Literacy event hosted by Mrs. Bush. 

WARE 


117101 
RR RUEHWEB 


Column 3 

DE RUEHMD #1488 2111202 

ZNR UUUUU ZZH 

R 301202Z JUL 07 

FM AMEMBASSY MADRID 

TO RUEANHA/FAA NATIONAL HQ 

INFO RUEHBS/AMEMBASSY BRUSSELS 5175 
RUEHFR/AMEMBASSY PARIS 1421 

RUEHC/SECSTATE WASHDC 3109","UNCLAS MADRID 001488 


SIPDIS 
SIPDIS 


STATE FOR EUR/WE 
FAA BARBARA.DIXON@FAA.GOV 


E.O. 12958: N/A 
TAGS: EAIR, OTRA, SP 
SUBJECT: SPAIN COUNTRY CLEARANCE FOR FAA: MITCHELL RAINWATER 


REF: FAA 251741Z JUL 07 


1. Embassy grants country clearance to FAA employee: 
Mitchell Rainwater to travel to Madrid, Spain on or about 
July 26 to July 29. The purpose of this visit is to certify 
navigation aids for the Department of Defense and certain 
foreign governments. 


2. Post understands that no Embassy assistance is required. 


3. Visitors are reminded that bearers of diplomatic and 
official passports coming to Spain on official business need 
to obtain a Spanish visa prior to arrival to Spain. 


4. Post can provide DoS email access via OpenNet 
(unclassified system) to State Department travelers who have 
active OpenNet accounts. Post can also support users who wish 
to access their email accounts using FOBs or OWA. Exchange 
5.5 users (ask your system manager to provide Exchange server 
version) who have to use remote login to access their 

exchange email accounts will need to provide Post,s IM 

section with the name of their DoS Domain and their Exchange 
Server name and/or IP address. 


5. THREAT ASSESSMENT: 


In general, Spain is safe. However, Madrid, Barcelona and 
other large cities in Spain -- including resort/convention 

areas such as Benidorm -- attract a large number of criminals 
and pickpockets and frequent incidents of crime of 
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opportunity against the unwary do occur. Carry only 

essential items including a photocopy of your passport\'s 
photo page. Visitors can protect themselves against crime by 
being street-smart, alert and aware of their surroundings. 

In the event you are victimized by crime, or experience any 
security-related incident, please contact the Embassy\'s 
Regional Security Office at 91-587-2550 or after hours at 
91-587-2355. Official visitors to the Embassy in Madrid or 
the Consulate General in Barcelona are encouraged to receive 
a security briefing from the RSO office at their earliest 
convenience. Additional information regarding safety and 
security in Spain is available on the U.S. Department of 
State\'s website (www.embusa.es). 


Travelers are encouraged to review the most recent Worldwide 
Caution issued by the Department of State. As the Department 
of State continues to develop information on any potential 
security threats to Americans overseas, it shares credible 
threat information through its Consular Information Program 
documents, available on the Internet at 

http://travel/state.gov. In addition to information on the 
Internet, U.S. travelers can hear recorded information by 
calling the Department of State in Washington, D.C. at 
202-647-5225 from their touch-tone telephone, or receive 
information by automated telefax by dialing 202-647-3000 from 
their fax machine. 

AGUIRRE 
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FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC 3183 

INFO RUEHZG/NATO EU COLLECTIVE 

RUEAIIA/CIA WASHDC 

RHMFISS/HQ USEUCOM VAIHINGEN GE 

RHEFDIA/DIA WASHDC 

RUEKJCS/JCS WASHDC 

RUEKJCS/SECDEF WASHDC""CONFIDENTIAL ANKARA 001938 


SIPDIS 

E.O. 12958: DECL: 07/23/2017 

TAGS: PGOV, PREL, TU 

SUBJECT: TURKEY: CONTINUED SUPPORT FOR KOSOVO INDEPENDENCE 
REF: A. SECSTATE 102187 


B. ANKARA 1188 
C. BELGRADE 1050 


Classified By: Acting Political Counselor Kelly Degnan for Reasons 1.4 
(b) and (d) 


Column 3 


1. (C) Summary: Although Turkey remains committed to 
resolving Kosovo,s final status, the GOT has expressed 
apprehension about moving forward without the legal mandate 
of aUNSCR. The GOT maintains that, in the absence of a UN 
resolution, any multilateral or unilateral action would 

establish a perilous legal precedent. Turkish officials 

fully expect an independence outcome, however, and reiterated 
that GOT Kosovo policy closely parallels that of the U.S. and 
EU. Other contacts have told us that Turkey will \"not be at 
the front of the line\" to offer immediate recognition to 

Kosovo, but the GOT will inevitably join the international 
community in fully supporting independence once the dust has 
settled. End Summary. 


2. (C) Post drew upon REF A to discuss Turkey\'s Kosovo 

policy with MFA Department Head for the Balkans Ilhan 

Saygili. Saygili assures us that Turkey\'s support for 

Kosovo independence remains unchanged (REF B). The GOT has 
utilized every opportunity to engage Pristina and Belgrade 

in this issue. Recent Russian behavior in the UNSC and the 
discussion of Kosovo independence outside a UNSCR has left 

the MFA ill at ease and hesitant to get very far ahead of 

U.S. and EU policy. 


3. (C) Saygili explained the GOT deeply desires the legal 
precedent provided by a UNSCR. Under its strict 

interpretation of UNSCR 1244, the MFA contends that 
independence without a UN resolution is an illegal challenge 

to Serbian sovereignty. Such an action would also establish 

a paradoxical precedent for other independence or separatist 
conflicts. Furthermore, according to the MFA\'s legal 
interpretation, the absence of a follow-on UNSCR would negate 
any international mission\'s operational mandate. Saygili warmly 
received the provided points concerning KFOR and UNMIC\'s 
continued authority under UNSCR 1244, but opined that the MFA 
is unlikely to alter its view on Serbian sovereignty. 


4. (C) The legal debate aside, the GOT maintains that its 

Kosovo policy remains in-line with that of the U.S. and EU. 
Turkey eagerly wants to play a key role in any post-independence 
international civilian oversight body, construct or lead agency 
notwithstanding. 


5. (C) Other contacts agree with Saygili that, in the end, 

the GOT will support an independent Kosovo regardless of the 

means. Ankara-based Center for Eurasian Strategic Studies (ASAM) 
Kosovo watcher Erhan Turbedar commented that support for Kosovo\'s 
independence cuts across party lines. The several million Turks 

of Albanian decent constitute a sizable voting block that every 

party, including the ruling AKP, readily acknowledges. Saygili 
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also noted that the AKP, fresh off an election victory, might now 
be more willing to support a unilateral declaration of independence 
due to this perception of a common heritage. 


6. (C) Comment: Despite recently validated MFA suspicions that Serbia 
would lash out at any nation supporting a unilateral declaration of 
independence (REF C), a variety of sources have assured us that, 
while Turkey will not be one of the first countries to formally 

support an independent Kosovo, the GOT will inevitably provide full 
official recognition once the lead nations have taken the brunt of 

the backlash from Serbia and Russia. End Comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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OO RUEHBI RUEHLMC 

DE RUEHLM #1054/01 2111222 

ZNY CCCCC ZZH 

O 3012222 JUL 07 ZDK 

FM AMEMBASSY COLOMBO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6530 
INFO RUEHKA/AMEMBASSY DHAKA PRIORITY 0317 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 7301 
RUEHKT/AMEMBASSY KATHMANDU PRIORITY 5414 
RUEHLO/AMEMBASSY LONDON PRIORITY 3940 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1233 
RUEHNY/AMEMBASSY OSLO PRIORITY 4008 
RUEHKO/AMEMBASSY TOKYO PRIORITY 3094 
RUEHCG/AMCONSUL CHENNAI PRIORITY 7893 
RUEHBI/AMCONSUL MUMBAI PRIORITY 5544 
RUEHON/AMCONSUL TORONTO PRIORITY 0344 
RUEHGV/USMISSION GENEVA PRIORITY 2236 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RUEHBS/USEU BRUSSELS PRIORITY 
RUEHLMC/MILLENNIUM CHALLENGE CORPORATION PRIORITY" "CONFIDENTIAL SECTION 01 OF O 


SIPDIS 
SIPDIS 


DEPARTMENT FOR SCA/INS 
MCC FOR D NASSIRY AND E BURKE 


E.O. 12958: DECL: 07/30/2017 
TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 
SUBJECT: SRI LANKA: SUPREME COURT ALLOWS CASE AGAINST 


Column 3 
CEASE-FIRE AGREEMENT TO PROCEED 


Classified By: Charge d\'Affaires James R. Moore, for reasons 1.4(b,d). 


1. (C) SUMMARY: The Supreme Court on July 27 allowed a case 
filed by the Sinhalese nationalist parties against the 
constitutionality of the CFA to proceed. The Court of 

Appeals had previously dismissed the suit. The line of 
questioning by Chief Justice Silva may give an indication 

that he intends to rule against the CFA when the hearing 

takes place at the end of November. The court action is 
consistent with the President\'s recent comments 
characterizing the CFA signing in 2002 by then-PM 
Wickremesinghe as a \"criminal act.\" It is not clear whether 
the SLMM, whose status depends on the CFA, could remain in 
the country if the Supreme Court invalidates the agreement. 
End summary. 


2. (SBU) On July 27, Chief Justice Sarath N. Silva granted 
leave to proceed in a case challenging the legality of the 

Cease Fire Agreement (CFA) signed in February 2002 by former 
Prime Minister Ranil Wickremesinghe and Liberation Tigers of 
Tamil Eelam leader Velupillai Prabhakaran. The petitioners, 
Sinhalese nationalist parties Janatha Vimukthi Peramuna 

(JVP), Jathika Hela Urumaya (JHU) and Sinhala Maha Sabha 
(SMS), argue that the CFA is unconstitutional because it was 
signed by Wickremesinghe and not by then-President Chandrika 
Kumaratunga. During Friday\'s hearing, the Chief Justice 
questioned whether the CFA was still active in the country 

and said it was important for the court to examine whether 

the Prime Minister could legally sign such an agreement. 


3. (SBU) The case was originally filed with the Court of 

Appeals, which dismissed it on March 6, on the grounds that: 

-- the Prime Minister, as the leader of Parliament, has the 
authority to enter into agreements on behalf of the country 

-- the Prime Minister at the time was head of the governing 

party and the President was from the opposition 

-- the Supreme Court previously upheld the legality of the 

CFA when it delivered its ruling on the Post-Tsunami 
Operational Management Structure (P-TOMS) case in July 2005. 


4. (SBU) The parties re-filed their case with the Supreme 
Court, arguing that it was improperly dismissed by the Court 
of Appeals. The Supreme Court\'s decision last week allows 
the petitioners to proceed with their full case against the 
CFA in the Supreme Court, bypassing the Court of Appeals 
altogether. The next hearing will be held on November 30. 


5. (C) The court case appears consistent with the 
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President\'s recent statements. During his \"victory in the 
East\" speech on July 19 and several times thereafter, 
Rajapaksa has referred to the signing of the CFA as a 
\"criminal act,\" saying that it illegally granted territory 

to a terrorist organization. 


6. (C) COMMENT: Many observers suspect that President 
Rajapaksa is behind the legal action. The President has a 
track record of using the JVP and JHU to achieve political 
objectives through the court system. For example, the court 
ruling against P-TOMS was initiated by the JVP and JHU when 
Rajapaksa was Prime Minister. According to this theory, a 
ruling against the CFA would be a major victory for the 
President, who appears hesitant to risk international 
condemnation by taking responsibility for pulling out of the 
CFA. A ruling in favor of the petitioners would eliminate 

the only existing framework for peace talks, undermine the 
role of Norway as facilitator, and remove the legal basis for 
the Sri Lanka Monitoring Mission\'s presence in the country. 
Since the JVP\'s stated reasons for distancing itself from the 
present administration have been the Government's failure to 
abrogate the CFA and to remove Norway as facilitator, such a 
decision might also facilitate a rapprochement with the JVP, 
bringing it back into the government fold to replace the 
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flagging support for the government among SLFP moderates and 
minority parties. 
MOORE 
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OO RUEHLH RUEHPW 

DE RUEHIL #3290 2111239 

ZNR UUUUU ZZH 

O 301239Z JUL 07 

FM AMEMBASSY ISLAMABAD 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 0764 
INFO RUEHBUL/AMEMBASSY KABUL PRIORITY 7371 
RUEHLO/AMEMBASSY LONDON PRIORITY 6086 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1464 
RUEHKP/AMCONSUL KARACHI PRIORITY 6866 
RUEHLH/AMCONSUL LAHORE PRIORITY 2999 
RUEHPW/AMCONSUL PESHAWAR PRIORITY 1411 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 
RHWSMRC/USCINCCENT MACDILL AFB FL PRIORITY 
RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL PRIORITY 
RUEHNO/USMISSION USNATO PRIORITY 2739 
RHEHNSC/NSC WASHDC PRIORITY 
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RUEAIIA/CIA WASHDC PRIORITY" "UNCLAS ISLAMABAD 003290 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: PK, PREL, ASEC 
SUBJECT: RED MOSQUE UPDATE - JULY 30, 2007 


REF: ISLAMABAD 03269 AND PREVIOUS 


1. (SBU) The Government of Pakistan closed the Red Mosque 
indefinitely on Friday, July 27 following the re-occupation 

of the compound by unarmed students and a suicide bombing at 
nearby Aapbara Market (reftel). An investigation into the 
bombing has so far turned up few leads on the bomber\'s 
identity, but it appears police at the restaurant were the 
primary target. (Note: Restaurants in the G-6 sector are 
turning away police out of fear other targeted bombings will 
follow. End Note.) The government\'s Capital Development 
Authority is once again painting the mosque white and beige 
and has renamed it the \"Central Mosque.\" On July 28 Prime 
Minister Shaukat Aziz met with family members of some of the 
students who have been missing since the government\'s 
operation against the mosque and promised the government 
would help find the students. 


PATTERSON 
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PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 

DE RUEHMO #3708/01 2111244 

ZNY CCCCC ZZH 

P 301244Z JUL 07 

FM AMEMBASSY MOSCOW 

TO RUEHC/SECSTATE WASHDC PRIORITY 2487 

INFO RUCNCIS/CIS COLLECTIVE PRIORITY 

RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY","C ONFIDENTIALSECTION 01 OF 02 MOSCOW 003708 


SIPDIS 

SIPDIS 

STATE FOR EUR/RUS, EB/TPP/BTA 

NSC FOR TMCKIBBEN 

USDOC FOR 4231/IEP/EUR/JBROUGHER 
USDOC FOR 4231/IEP/EUR/MEDWARDS 


E.O. 12958: DECL: 07/29/2017 


Column 3 

TAGS: PREL, ECON, ETRD, BO, RS 

SUBJECT: RUSSIA: TRADE MINISTRY CONTINUES WORK TOWARD THE 
RUSSIA-BELARUS UNION STATE 


REF: MOSCOW 88 


Classified By: Acting Econ Counselor Kathleen Doherty, reasons 1.4 (b) 
and (d). 


1.(C) Despite public predictions that the Russia-Belarus 

Union State is dead, Russian trade officials continue to meet 
Belarussian officials at the working level to plug away at 

the economic aspects of the 1999 agreement. Although trade 
between the two countries has increased significantly in 

recent years, it is still heavily skewed toward oil and gas. 

To help diversify exports, the Ministry of Economic 

Development and Trade (MEDT) has proposed the establishment 
of joint production projects in sectors of historical 

Belarussian expertise. Russian trade officials are also 

working to resolve a number of troublesome economic issues, 
including property rights and tariff differences with third 
countries. Moscow supports Belarussian WTO entry, and 
provides modest technical assistance to the GOB. The 
ambitious customs union envisioned among Russia, Belarus and 
Kazakhstan has been put on hold for the foreseeable future. 
Despite the efforts of trade officials to move the Union 

State forward, progress is hampered by politics. 


2.(C) Emboffs recently met with Victor Kalmykov, Deputy 
Director of Department of Trade Negotiations at the Ministry 

of Economic Trade and Development (MEDT). Kalmykov leads 
GOR negotiations with Belarus on trade and economic issues, 
except for the issues of oil and gas. He stated that MEDT 
continues to conduct discussions with Belarus under the 
umbrella of the 1999 Union State Agreement, which already has 
an extensive base of 120 bilateral agreements, most in the 
economic sphere. 


3.(C) According to MEDT statistics, Russia-Belarus turnover 
trade has doubled in the past four years - from $10 billion 

in 2002 to $20 billion in 2006. Given that first quarter 

2007 trade reached $5 billion, MEDT expects year-end totals 
to be over $20 billion. Despite this strong growth, the GOR 
would like to see the structure of trade evolve away from 
natural resources. Currently, 54-56% of Russian exports to 
Belarus are oil and gas, followed by equipment at 10-11%, 
which Kalmykov points out are similar to export statistics to 
the EU. Kalmykov added, however, that trade statistics with 
Belarus are difficult given the nearly open border between 
the two countries. 
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4.(C) Investment statistics are less impressive. In 2006, 
Russian investment in Belarus was about $400 million, and 
Belarussian investment in Russia about $320 million. To help 
encourage greater trade and investment outside the natural 
resources sector, the Union State has a program aimed at 
establishing joint government production projects focused on 
the electronics, medical equipment and biotechnology sectors, 
all areas of Belarus specialization during the Soviet period. 

He also noted that significant inter-regional cooperation is 
underway, pointing to a recent visit to Minsk by Moscow Mayor 
Yury Luzhkov that resulted in $1 billion worth of deals, 

mostly in construction. 


5.(C) Kalmykov reported that current Union State discussions 
are working to resolve problems in the areas of property 

rights, based on an agreement reached in January 2006, and on 
harmonizing differing tariff rates with third countries. 

However, Kommersant recently reported that the goal of 
creating a trilateral customs union with Russia, Kazakhstan 

and Belarus has been put on hold until at least Russia and 
Kazakhstan have acceded to the WTO. Meanwhile, customs 
issues remain uncertain. Although the customs border between 
the two countries has de jure been eliminated, de facto both 
Russia and Belarus conduct random checks of shipments. The 
free movement of people between the two countries has been 
criticized by Duma deputies as a potential entry point for 

illegal migrants or terrorists. 


6.(C) Regarding Belarus\' bid to join WTO, Kalmykov stated 
that Russia provides some technical assistance and \"help on 
methodology\" to Belarus, but is not \"pushing\" for its 
accession. He indicated, however, that he does not consider 
U.S. opposition to Belarusian accession to be helpful, as he 
believes that it would benefit Belarus to be part of the 
international trading system. He noted that Russia and 
Belarus, which have not yet negotiated a WTO bilateral market 
access agreement, would have to resolve several difficult 
issues, particularly in the agricultural sector. 


MOSCOW 00003708 002 OF 002 


7.(C) Comment: Despite MEDT efforts to make progress on the 
other economic aspects of the Russia-Belarus Union State, 
they are often overwhelmed by political differences and oil 

and gas dynamics. Although tensions over subsidized gas 
prices and oil transit have subsided since their peak in 

January (reftel), there remains an uneasy truce. As long as 
Russia is dependent on the Druzhba pipeline to supply oil to 
Europe, Belarus has leverage in its economic dealings with 
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the GOR. There is no question, however, that Russia would 
prefer to lessen its dependence on Belarus as a transit state 
and that it is moving to do so with various proposed 
bypasses. If Russia is successful in securing alternative 
routes to its lucrative markets, Belarus will lose a key 
bargaining chip. End Comment. 

RUSSELL 
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RR RUEHAG RUEHAP RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHGI RUEHGR 
RUEHIK RUEHKN RUEHKR RUEHKW RUEHLA RUEHLN RUEHLZ RUEHMA RUEHMJ RUEHMR 
RUEHPA RUEHPB RUEHPOD RUEHQU RUEHRN RUEHROV RUEHSR RUEHVK RUEHYG 
DE RUEHTL #0496 2111244 

ZNR UUUUU ZZH 

R 301244Z JUL 07 

FM AMEMBASSY TALLINN 

TO RUEHC/SECSTATE WASHDC 0039 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUCNSCO/UNESCO COLLECTIVE 

RUCNDT/USMISSION USUN NEW YORK 0314","UNCLAS TALLINN 000496 


SIPDIS 
DEPT FOR IO/UNESCO, PARIS FOR USUNESCO, EUR/UBI 
SIPDIS 


E.O. 12958: N/A 

TAGS: UNESCO, PHUM, EN 

SUBJECT: ESTONIA SUPPORTS UNESCO HOLOCAUST REMEMBRANCE 
RESOLUTION 


REF: STATE 99959 


(U) On July 20, we delivered reftel points to Margus 
Kolga, MFA Director General for International 
Organizations and Cooperation, Security Policy, and Arms 
Control, on the draft UNESCO resolution on the 
remembrance of the Holocaust. On July 30, Kolga 
conveyed his appreciation to us for the USG\'s efforts 

and assured us that the Government of Estonia (GOE) 
would support the resolution. 


PHILLIPS 
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RR RUEHWEB 

DE RUEHTL #0497/01 2111245 
ZNR UUUUU ZZH 

R 301245Z JUL 07 

FM AMEMBASSY TALLINN 


Column 3 
TO RUEHC/SECSTATE WASHDC 0040 
INFO RUEAWJA/DEPT OF JUSTICE WASHDC 


SIPDIS 


SIPDIS 
FOR EUR/NB 


E.O. 12958: N/A 
TAGS: PGOV, PREL, KCRM, EAID, CJAN, ECON, EN 
SUBJECT: ESTONIA: DOJ TRAINING FOR PROSECUTORS AND POLICE 


REF: TALLINN 435 


1. (U) Summary. A Post and Department of Justice (DOJ) 
organized workshop provided training for Estonian 
prosecutors and law enforcement officials on June 13-15. 
The training focused on public corruption, financial crime, 
and asset forfeiture. Estonia is relatively advanced in 

the region in tackling public corruption and financial 
crime. The training was well-received by Estonian 
participants who expressed interest in doing more 
collaborative training of this kind with the USG. End 
Summary. 


Introduction 


2. (U) Post and the Department of Justice\'s Overseas 
Prosecutorial Development and Assistance Training Division 
(OPDAT) organized a three day training workshop for more 
than thirty Estonian prosecutors and law enforcement 
officers, June 13-15. The workshop\'s themes were public 
corruption, financial crime, and asset forfeiture. U.S. 
trainers and Estonian prosecutors provided presentations on 
their respective programs and activities and participated 

in several case studies. The Estonian Prosecutors Office 
praised the training and expressed interest in additional 
training collaboration between the U.S. and Estonia. 


Public Corruption 


3. (U) During the workshop, the U.S. trainers were 
impressed by Estonia\'s progress in combating public 
corruption. Estonia\'s efforts, modeled on Finland and 
Sweden, have included making politicians and GOE officials\' 
financial statements (e.g., tax returns) available to the 

public. Since 1998, Estonia has risen from 26th to 17th on 
Transparency International\'s Corruption Perceptions Index 
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(CPI). (Note: Latvia ranks 49th and Lithuania 46th on the 
CPI. End Note.) However, Ministry of Justice (MOJ) 
officials noted that a recent MOJ study found there is 

still room for improvement in Estonia. The report 
(discussed in more detail reftel) found that 3% of the 

public had given a bribe in the last year. Among 
entrepreneurs, 12% had given a bribe. However, Estonians 
generally hold business and political leaders to a 

relatively high standard. 


Financial Crimes 


4. (U) According to Estonia\'s Prosecutor\'s Office Act, the 
Prosecutors Office participates in planning investigations 
of financial crimes. As the lead agency in criminal 
proceedings, Estonian prosecutors guide the preliminary 
investigator in cooperation with Customs and Tax, Security 
Police, Central Criminal Police, and other relevant 
agencies. U.S. investigators work closely with the Central 
Criminal Police (CCP) and the Prosecutor\'s Office on 
financial crimes involving U.S. victims. The FBI has 
worked several cases jointly with the Estonian police which 
have resulted in multiple arrests in Estonia. In 2006, 

there were two joint-cases with one case -- a cyber 
financial crime racket -- leading to eleven arrests. This 
case is now in the Estonian courts. (Note. According to 
the FBI, the number of financial crimes involving the U.S. 
is much lower in Estonia than in neighboring countries. 
End Note.) 


Asset Forfeiture 


5. (U) The workshop\'s final subject dealt with asset 
forfeiture, which is a relatively new concept for Estonian 
prosecutors and law enforcement. Asset forfeiture 
legislation was recently adopted into Estonian law after 
lengthy debate on its constitutionality. Due to historical 
sensitivities during Soviet occupation when property and 
assets were seized, the GOE has moved very cautiously in 
this area. For example, there has been no discussion or 
debate in GOE fora on whether or not to use seized assets 
to augment funding for law enforcement programs. However, 
GOE interlocutors informed us that they plan to utilize 

asset forfeiture in combating organized crime, principally 

in seizing property that was bought with laundered money or 
used for criminal activity. 


6. (U) Comment. In a post-workshop briefing on June 19 
with the Estonian Prosecutors Office, the Estonians told us 
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that the officials who participated in the workshop found 

the training interesting and useful. They also recommended 
that future workshops include even more actual case 
studies. As Estonians are by nature reserved, (especially 
when speaking a foreign language), case studies are 
particularly useful in encouraging active participation. 


PHILLIPS 
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RR RUEHDU RUEHMR RUEHRN 

DE RUEHAN #0758 2111250 
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R 301250Z JUL 07 

FM AMEMBASSY ANTANANARIVO 

TO RUEHC/SECSTATE WASHDC 0145 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR AF/E, AF/FO, AND DRL 
PARIS FOR D\'ELIA 


E.O. 12958: DECL: 07/30/2017 
TAGS: PGOV, PREL, KCOR, KDEM, PHUM, MA 
SUBJECT: MADAGASCAR M.P. ARRESTED ON CORRUPTION CHARGES 


REF: A. ANTANANARIVO 749 


B. ANTANANARIVO 721 
C. ANTANANARIVO 718 


Classified By: Charge dVAffaires George N. Sibley for reasons 1.4 B,D 


1. (SBU) Roger Zara, a former deputy from the island of Nosy 
Be who represented President Marc RavalomananaWs Tiako | 
Madagasikara (TIM) party in the recently dissolved National 
Assembly (ref A), was arrested July 27 on corruption-related 
charges. He was reportedly summoned to the tribunal, accused 
of indulging in corruption, abuse of power, and tribalism, 

and subsequently put under pre-trial detention. Zarais a 
vocal member of a dissident wing of TIM seeking to reform the 
party (ref B). The recent dissolution of the National 

Assembly has been perceived, at least in part, as a move by 
the President to regain control amidst infighting in the 

ruling party. 


Column 3 


2. (C) COMMENT: Zara\'s imprisonment is the latest in a 
string of arrests suspected to be politically motivated in 

the President\'s favor (ref C). While the corruption charges 
are likely well-founded, the timing of recent arrests 

suggests they are politically targeted. It raises serious 

issues of equal application of the law if the regime holds 
\"passive\" dossiers of law-breakers who are political 
supporters, only to unveil these charges when the politician 

in question crosses over to the opposition. This kind of 
political coercion was apparently a common feature in 
previous Malagasy regimes, but it is troubling to see 
Ravalomanana starting to follow their bad example. That 
said, the GOM does have plenty of cover on this case. Recent 
presidential efforts to crack down on corruption in Nosy Be 

to improve the local economy include the suspension of other 
local officials on related charges. END COMMENT. 


SIBLEY 
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PP RUEHWEB 

DE RUEHVI #2015/01 2111250 

ZNR UUUUU ZZH 

P 301250Z JUL 07 

FM AMEMBASSY VIENNA 

TO RUEHC/SECSTATE WASHDC PRIORITY 8189 


RUEKJCS/OSD WASHDC PRIORITY 
RHEHAAA/WHITEHOUSE WASHDC PRIORITY 


SIPDIS 

SIPDIS 

DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVETTE SAINT-ANDRE 
OSD FOR COMMANDER CHAFFEE 

WHITEHOUSE FOR NSC/WEUROPE 

E.O. 12958: N/A 

TAGS: OPRC, KPAO, AU 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: July 30, 2007 


Molterer Reprimands Buchinger 


1. In an interview with independent daily \"Salzburger Nachrichten,\" 


Column 3 

Vice Chancellor Wilhelm Molterer criticizes his coalition colleague 
Erwin Buchinger\'s latest political proposals. Buchinger\'s demand for 
a four-percent pay rise for employees was an intervention into the 
affairs of the social partners, said Molterer, and likewise 

dismissed his SPOe colleague\'s idea that companies that are not 
willing to hire older employees should contribute a larger share to 
social security benefits. According to Molterer, nothing could be 
gained by imposing \"punitive taxes.\" 

According to \"Salzburger Nachrichten,\" Wilhelm Molterer advocates 
lowering the non-wage labor costs for older employees. Molterer 
criticizes Buchinger\'s over-eagerness with regard to coming forward 
with new proposals: \"Politics is not about making new suggestions 
every day.\" Also, Molterer announced in the interview that the 
coming tax reform will benefit the middle class and will generally 
bring a simplification of the tax system. However, the next tax 
reform will not come before 2010 - Molterer argues that it would be 
\"economically wrong\" to do it now that the economy is growing as it 
has not done in a long time. \"We have to be able to afford a tax 
reform first,\" Molterer said with reference to the still existing 

state debt. 


Fewer Applications for Austrian Citizenship 


2. In all provinces of Austria, immigration applications have 
decreased - in parts of the country by more than 50 percent. The 
respective numbers were made public by the Ministry of the Interior 
following a parliamentary enquiry by the Greens. In Vienna alone, 
there were more than 21,000 applicants for Austrian citizenship in 
2005, but only 824 in the first third of this year. The Greens 

believe that the decrease is due to the tightening of the 

immigration laws under the last government. [Der Standard, p. 1 and 
7] 


Schwarzenegger Turns 60 


3. Austrian-born Governor of California, Arnold Schwarzenegger, is 
celebrating his 60th birthday on Monday. The former body-builder, 
whose political ambitions were frequently belittled when he first 
sought office, has in the meantime turned into a model politician, 

who has earned widespread respect for his environmental and social 
initiatives. 

In the meantime, Schwarzenegger\'s performance as governor makes 
headlines in the US: \"Time\" put him and New York\'s Mayor Michael 
Bloomberg on the title page - as model examples for a hands-on 
policy that is in sharp contrast to the ever-expanding, slow-moving 
bureaucracy of the US capital. Schwarzenegger has learned a lot 
during his time in office, analyses centrist daily \"Die Presse,\" 

which, together with all other Austrian media covers the 
Schwarzenegger birthday. After getting off to a bad start and losing 

a lot of popularity and support, Schwarzenegger achieved a decisive 
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turnaround: With the help of new advisors and strategists, he 

sought to build consensus with the Democratic majority in the 
California State Senate and slowly drifted toward the political 

center. He implemented new regulations for reducing gasoline demand, 
came forward with a new law to reduce emissions and supported stem 
cell research. His latest move to introduce a general health 

insurance is currently being debated in the Sacramento legislature. 

The next step up for Schwarzenegger could be a seat in the US 
Senate, speculates \"Die Presse.\" 


Rice and Gates in the Middle East 


4. US Secretary of State Condoleezza Rice and Secretary of Defense 
Robert Gates have embarked on a trip to the Middle East in order to 
discuss the situation in Iraq with representatives from the region. 
Their goal is to win regional support for the stabilization of Iraq. 

This is an issue where the Americans feel the Arab countries are not 
doing enough - and behind the scenes, Arab diplomats do not even 
deny this. In turn, the Arabs charge the US with supporting a 
Sunni-hostile regime in Baghdad. After talks in Egypt and Saudi 
Arabia, Rice and Gates will part ways: Rice will go on to Jerusalem 
and Ramallah, while Gates will visit Kuwait and the Emirates. [ORF 
online, Oe1 radio morning news] 


US Plans to Provide Middle East with Arms Confirmed 


5. The Americans are intending to deliver arms on a large scale to 
Israel, Saudi Arabia, and other Gulf states to strengthen them 
against a hostile and aggressive Iran. Israel\'s Prime Minister Ehud 
Olmert announced on Sunday that US President Bush had promised him 
massive arms deliveries over the next ten years - thus confirming 
statements by a US Defense Department official who had revealed the 
plan earlier. More than 60 billion dollars will be spent on this 

project. 

Olmert understands the US intentions to support the moderate Arab 
states, writes independent daily \"Der Standard.\" After all, these 
states, together with Israel and the US form a bulwark against Iran. 
US administration officials also confirmed that it was the goal of 

the military assistance to reduce the growing influence of Iran in 

the Middle East. In the meantime, Tehran\'s Foreign Minister has 
declared that his country was not afraid of a military coup on the 

part of the US. The daily quotes from an interview of Foreign 
Minister Mottaki with the German magazine \"Focus,\" where he said 
that he thought the US administration was not in a situation to 

begin another military conflict, and referred to the fact that not 

even the 170,000 US troops stationed in Iraq could guarantee 
security - neither their own nor that of the Iraqis. 


Defeat for Abe 


6. Japan\'s Prime Minister Shinzu Abe suffered a severe defeat in 
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partial parliamentary elections on Sunday. His ruling Liberal 
Democratic Party (LDP) lost its majority in the upper chamber of 
Parliament. Winner of the elections is the opposition Democratic 
Party (DPJ). First post-election analyses showed that primarily 

young voters and disappointed senior citizens voted against the LDP. 
At present, it is estimated that the DPJ may not just have gained 

the majority of seats in the upper chamber, but may even end up with 
double as many seats as the ruling party of Prime Minister Abe. 

[Die Presse, p. 5] 


Iraqis Want to Get Rid of Petraeus 


7. David Petraeus, supreme military commander in lraq, is 
increasingly falling into disfavor. 

Mass circulation daily \"Vsterreich\" reports on a possible further 
setback for US President George W. Bush in Iraq: The tensions 
between the Iraqi Prime Minister Nuri al-Maliki and the US occupying 
forces have escalated to the point where the Iraqis, behind the 
scenes, are already demanding the dismissal of General David 
Petraeus. However, the General has been the trump card in Bush\'s 
strategy. The reason for Maliki\'s anger is the US decision to supply 
Sunni groups in Iraq with weapons. Petraeus, on the other hand, 
needs the Maliki regime\'s full support to be able to present 

positive results about his mission to Congress in September. 

Kilner 
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INFO RHMFISS/HQ USSOUTHCOM MIAMI FL PRIORITY 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: MARR, MASS, PREL, PHUM, Cl 

SUBJECT: CHILE: APPROVED HUMAN RIGHTS VETTING CLEARANCE FOR 
TRAINING COURSES 

REF: A. STATE 104714 


B. SANTIAGO 00975 
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1. Per reftel A, Embassy verifies that as of July 27, 2007, 
the Department of State possesses no credible evidence or 
information of gross human rights violations by the Chilean 
candidates cited in reftel B. 


2. Economic and Political Section Chief Juan Alsace certifies 
the above statement. 


KELLY 
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DE RUEHAH #0759 2111308 

ZNR UUUUU ZZH 

O 301308Z JUL 07 

FM AMEMBASSY ASHGABAT 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9088 

INFO RHEHAAA/WHITE HOUSE WASHDC IMMEDIATE 
RHEHNSC/NSC WASHDC IMMEDIATE 

RUEAIIA/CIA WASHDC IMMEDIATE","UNCLAS ASHGABAT 000759 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR SCA/CEN, DRL 


E.O. 12958: N/A 

TAGS: PGOV, PREL, PHUM, TX 

SUBJECT: TURKMENISTAN GOVERNMENT APPROVES USCIRF VISIT FOR 
AUGUST 19-24 


REF: ASHGABAT 0741 
1. (U) Sensitive but unclassified. Not for public Internet. 


2. (SBU) Charge met with Deputy Chairman of the Cabinet of 
Ministers and Foreign Minister, Rashit Meredov, on July 27. 
Citing Secretary Rice that we have turned a new page in 
U.S.-Turkmenistan relations, Charge noted Turkmenistan\'s 
request to postpone the originally planned visit (reftel) had 

not been well-received in Washington. He pressed the 
government of Turkmenistan to approve the new dates proposed 
by the U.S. Commission on International Religious Freedom 
(USCIRF) to visit Turkmenistan, August 19-24. 


3. (SBU) Meredov responded the government of Turkmenistan is 
open to discussing any and all issues with the United States, 
including religious freedom. He said the government is not 

-- he repeated not -- opposed to meeting this delegation, 


Column 3 

adding the government is not trying to avoid this issue or 
run away from its international responsibilities. Meredov 
asked for U.S. understanding that the number of meetings 
USCIRF has requested is unprecedented, and interagency 
coordination takes time. 


4. (SBU) Charge urged the government to give a positive 
response to this delegation no later than Monday, July 30. 
Meredov said he was almost certain there could be a response 
by that date. 


5. (SBU) Saturday, July 28, the Foreign Ministry called the 
Charge at noon to ask the Embassy to pick up the diplomatic 
note approving USCIRF\'s visit to Turkmenistan, August 19-24. 
HOAGLAND 
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RR RUEHDBU RUEHLN RUEHVK RUEHYG 

DE RUEHAH #0760 2111308 

ZNR UUUUU ZZH 

R 301308Z JUL 07 

FM AMEMBASSY ASHGABAT 

TO RUEHC/SECSTATE WASHDC 9089 

INFO RUCNDT/USMISSION USUN NEW YORK 0517 
RUCNCIS/CIS COLLECTIVE 

RUEHLM/AMEMBASSY COLOMBO 0471 
RUEHKA/AMEMBASSY DHAKA 0493 
RUEHIL/AMEMBASSY ISLAMABAD 2181 
RUEHBUL/AMEMBASSY KABUL 0930 
RUEHNE/AMEMBASSY NEW DELHI 0978","UNCLAS ASHGABAT 000760 


SIPDIS 
SIPDIS 
STATE FOR SCA/CEN, IO/PPC 


E.O. 12958: N/A 

TAGS: PREL, ITRA, OVIP, KSEP, UNGA, TX 

SUBJECT: 62ND UN GENERAL ASSEMBLY: GOVERNMENT OF TURKMENISTAN\'S 
HIGH-LEVEL ATTENDANCE 


REF: STATE 101170 


On July 24, Embassy passed the MFA reftel request for the names of 
any high-level officials of the Government of Turkmenistan planning 
to attend the 62nd UN General Assembly. The Charge d\'Affaires, 
Ambassador Hoagland orally raised the same request with Deputy 
Chairman of the Council of Ministers/Foreign Minister Rashit Meredov 
on July 27. Meredov replied Turkmenistan will not decide on its 
delegation until mid-August, at the earliest. We will report 
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further information as it becomes known. 


HOAGLAND 
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OO RUEHWEB 

DE RUEHAM #3204 2111314 

ZNY CCCCC ZZH 

O 301314Z JUL 07 

FM AMEMBASSY AMMAN 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9664 
INFO RUEHDO/AMEMBASSY DOHA 0375 
RUEHKU/AMEMBASSY KUWAIT 0787 
RUEHMK/AMEMBASSY MANAMA 0629 
RUEHMS/AMEMBASSY MUSCAT 0516 
RUEHRH/AMEMBASSY RIYADH 1804 
RUEHEG/AMEMBASSY CAIRO 3294 
RUEHAD/AMEMBASSY ABU DHABI 1155 
RUEHJI/AMCONSUL JEDDAH 0772","CONFIDENTIA LAMMAN 003204 


SIPDIS 
SIPDIS 
FOR NEA AND S/I 


E.O. 12958: DECL: 07/29/2017 
TAGS: PREL, PGOV, JO 
SUBJECT: JORDANIAN REACTION TO DRAFT GCC+2 JOINT STATEMENT 


REF: SECSTATE 104838 
Classified By: Ambassador David Hale for reasons 1.4(b) and (d). 


(C) On July 29 Ambassador shared reftel draft statement with 
Bassem Awadallah, director of King Abdullah\'s office, who 
endorsed it without further comment. Also on July 29 
polcouns passed the draft to Thamer Adwan, director of 
Foreign Minister Khatib\'s private office. Adwan told 
polcouns July 30 that Khatib had spoken with \"several Gulf 
foreign ministers\" (he could not say which ones), and that 
these Gulf FMs do not want to address the details of the 
Palestinian issue in the statement, preferring simply to 
express support for President Abbas and stress the importance 
of establishing a Palestinian state. Adwan also noted 
approvingly that the draft statement did not contain any 
reference to the roadmap, calling it \"controversial.\" (Note: 
Adwan\'s view of the roadmap is not representative of GOJ 
policy. End note.) 

Hale 
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DE RUEHAK #1940/01 2111314 

ZNR UUUUU ZZH 
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FM AMEMBASSY ANKARA 

TO RUEHIT/AMCONSUL ISTANBUL PRIORITY 3079 
RUEHC/SECSTATE WASHDC PRIORITY 3185 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: OTRA, TU 
SUBJECT: COUNTRY CLEARANCE FOR CODEL BAIRD/SHAYS 


REF: STATE 101229 


1. (U) Mission warmly welcomes and grants country clearance 
to Congressman Shays and Mr. Nicholas Palarino. Anthony 
Renzulli will be your Control Officer for Ankara. He can be 
reached at: Office: 011-90-312-457-7178; Home: 
011-90-312-442-1804; Cellular: 011-90-554-671-4877. Rusty 
Ingraham will be your Control Officer for Istanbul. He can 

be reached at: Office: 011-90-212-355-9385; Home: 
011-90-212-351 -6843; Cellular: 011-90-533-520-7031. 


2. Reservations have been confirmed at the Ceylan 
Intercontinental Hotel, Istanbul. Room rate is USD 180 per 
room, per day (inclusive of VAT and breakfast). All other 
logistical information will be provided in separate 
communication. 


3. (U) Visas: Please note that all Americans entering Turkey 
must have a valid Visa. The only exception is military 
personnel under CINC control traveling on NATO orders. 
Military IDs are not/not acceptable travel documents. 
Travelers with tourist passports can obtain a Visa valid for 
one entry/three months at ports of entry upon payment of a 
USD 30 fee in cash. (This fee is payable only U.S. dollars 
cash.) Holders of official or diplomatic passports must 
obtain Visas from the nearest Turkish Embassy (not Consulate) 
before arriving in Turkey. Visas for official and diplomatic 
passports will not/not be available at ports of entry. 


4. (U) Health Safety: Information on vaccinations and other 
health precautions can be obtained from the Center for 
Disease Control and Prevention hotline for international 
travelers (tel: 1-877-394-747); fax 1-800-232-3299; or via 


Column 3 
the internet at HTTP//www.cdc.gov. 


5. (U) Security Assessment: In light of ongoing military 
operations in Iraq and continued operations in support of the 
war on terrorism, there remains the potential for both 
transnational and indigenous terrorist groups with 

anti-Western sympathies, to include Kongra Gel (formerly 

PKK), Revolutionary People\'s Liberation/Front (DHKP/C), 
Marxist-Leninist Communist Party (MLKP) Turkish Communist 
Party/Marxist Leninist (TKP/ML), Turkish Workers and Peasants 
Revolutionary Army (TIKKO) and Islamic Greater Eastern 
Raiders/Front (IBDA/C) continue to operate in Turkey. 


Attacks over the last few years, attributed to these groups, 
have occurred in the Aegean and Mediterranean coastal resort 
areas, as well as in Istanbul. In Istanbul, most of the 

attacks, generally small-scale bombings, have occurred in 
neighborhoods not generally frequented by official Americans 
or tourists. Also in 2005 and 2006 public buses have been 

set on fire, with the most recent incident resulting in three 
deaths. Thus far, these attacks on buses also have taken 
place in areas of Istanbul distant from official American or 
tourist destinations. 


The Kurdish Freedom Falcons (TAK), a group ostensibly aligned 
with the PKK terrorists, claimed responsibility for many of 

the incidents noted above, and in April 2006 this group 

issued a statement renewing a threat to target Turkey\'s 

tourism industry. The most recent incidents claimed by this 
group occurred in summer 2006 and included explosions in the 
town of Manavgat (Antalya Province), Marmaris, and in the 

city of Antalya. Both Turkish and foreign citizens were 

injured and killed. 


Violent demonstrations have occurred throughout Turkey, the 
most recent in Istanbul and in several cities in Southeastern 
Turkey. Just as with members of Mission Turkey, USG visitors 
are required to obtain RSO Ankara and DCM approval for travel 
to the Southeast 


Al-QaVida threats to target U.S. facilities in Turkey have 

been public knowledge for some time. On November 15. 2003, 
two synagogues in Istanbul were the targets of suicide truck 
bombs. On November 20, 2003, the British Consulate General 
and the London based HSBC Bank in Istanbul were struck by 
powerful explosions, killing dozens and wounding hundreds. 
Though prosecutions of those responsible are still ongoing, 
indications are that the Al-Qa\'ida network supported the 
indigenous radical Islamic terrorist group responsible. The 
August 2005 discovery in Antalya of a potential plot against 
maritime interests and subsequent arrest of a Syrian 
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Al-QaVida facilitator and planner further attest to the 
ongoing transnational threat. 


The incidence of crime, both violent and the more traditional 
tourists crimes (pick pocketing, purse-snatching, etc.), is 
relatively low throughout Turkey. However, over the last 
year, there has been a marked increase in the number of 
crimes reported to Consulate General Istanbul. Much of the 
crime is centered in the areas frequented by tourists, 
Consulate employees and official visitors. Visitors should 

be particularly attentive for pick pockets in and around the 
Sultanahmet, Taksim Square, and Istiklal Caddesi areas of 
Istanbul. Often pick pocketing is preceded by some sort of 
diversion, such as an argument or fight, or children asking 

to assist tourists, for example with their bags. If you 
encounter such activity, secure your wallet or purse and 
quickly leave the area. Another scam that is becoming more 
prevalent is that of a stranger approaching a visitor and 
striking up a conversation, which is continued inside a 
restaurant or club, at which point one is either drugged and 
robbed or presented with an enormous bill and intimidated 
into paying it. The security office encourages visitors to 
report any security incidents, including surveillance, to the 
RSO immediately. Useful security information about Turkey is 
available on the following websites: 

--Embassy Ankara: HTTP://WWW.USEMB-ANKARA.ORG.TR (Click on 
Security Matters) 

--Consulate General Istanbul: 

HTTP://WWW .USCONSULATE-ISTANBUL.ORG.TR 


6. (U) For further information regarding travel in Turkey, 
consult the consular information sheet. The consulate 
information sheet and public announcements are available on 
the internet at: HTTP://TRAVEL.STATE.GOV 


Other information is available on the following websites: 


--The State Department Consular Affairs (CA) websites: 
HTTP://WWW.TRAVEL.STATE.GOV/TURKEY.HTML 


--US Embassy Ankara: 
HTTP://WWW.USEMB-ANKARA.ORG.TR 
Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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DE RUEHKV #1843/01 2111319 

ZNY CCCCC ZZH 
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FM AMEMBASSY KYIV 

TO RUEHC/SECSTATE WASHDC PRIORITY 3207 

INFO RUEHZG/NATO EU COLLECTIVE 

RUCNCIS/CIS COLLECTIVE 

RUEHLMC/MILLENNIUM CHALLENGE CORP WASHDC","C ON FIDENTIAL SECTION 01 OF 03 KYIV 001 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/30/2017 

TAGS: PGOV, PREL, PINR, UP 

SUBJECT: UKRAINE: AKHMETOV WING OF REGIONS GEARS UP FOR 
ELECTIONS 


KYIV 00001843 001.2 OF 003 


Classified By: Ambassador for reasons 1.4(b,d). 


1. (C) Summary. In meetings with Party of Regions leaders 
Raisa Bohatyreva and Borys Kolesnikov--both members of the 
business-oriented wing of Regions dominated by oligarch Rinat 
Akhmetov--it was clear that there was an ongoing and heated 
debate within the party over strategies for the election, for 
post-election coalition building, and longer term economic 
policies. Even as both denied that there was any split in 

the party, they talked about \"us\" and \"them\". They both 
spoke of a wing of the party that wanted to see more moderate 
positions on NATO and the Russian language and that was 
pushing for a broad coalition with Our Ukraine. Both 
suggested that First Deputy Prime Minister Azarov was a major 
obstacle in moderating the party. 


2. (C) Comment. Given Regions discipline and sense of 
self-preservation, it is unlikely that this split will lead 

to a formal rupture of the party, at least in the near term. 
What it does indicate, however, is that there is a struggle 
within Ukraine\'s most popular party for the future of the 
party. The powerful Akhmetov, apparently supported by PM 
Yanukovych, appears to have clear goals about what he wants 
the party to be and do, but he does not seem able to dictate 
unilaterally to the party. On the other side is Azarov, and 
possibly Deputy PM Klyuyev, representing a number of other 
personal/financial interests within the party and possibly 
responding to outside pressure from the Kremlin. The 
publishing of Regions\' party list on or after August 4--and 
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who appears on it--will be a significant indicator of which 
side is gaining the upper hand. It has been easier so far to 
argue the merits of a fair election to the Akhmetov camp, but 
it may be Klyuyev and Azarov, and most importantly Prime 
Minister Yanukovych, who decide Regions\' strategy. End 
summary and comment. 


Kolesnikov: Ukraine\'s Business Needs Radical Reforms 


3. (C) In his July 27 meeting with Ambassador, Regions MP 
Kolesnikov, Akhmetov\'s right-hand man, started off the 
meeting denying that there were different groups within 
Regions. There were differences of opinion, of course, but 

he and Akhmetov hated it when the press and other political 
forces exaggerated the split. He then launched into a long 
discussion of what his \"group\" inside Regions 
wanted--primarily a pragmatic government and accelerated 
economic reforms. Akhmetov had hired McKinsey and Company to 
prepare an economic platform for Ukraine based on 
international standards. Originally Akhmetov had planned to 
present the platform publicly this summer, but now he would 
wait until October so his strategic vision would not be 

muddied by the campaign. Their basic goals were to decrease 
the role of the government in managing the economy and to 
free up the flow of money in and out of Ukraine to facilitate 
investment and savings. When Ambassador asked about likely 
campaign platforms for Regions, Kolesnikov said that people 
could talk about NATO or the EU, but if Azarov cannot explain 
to people what Ukraine\'s comparative advantage in the world 
market was, then Ukraine is in trouble. Kolesnikov believed 
that not even the President\'s team was ready for truly 

radical economic reform. 


4. (C) Kolesnikov alluded to Azarov as the leader of the 

other wing of Regions, although he was circumspect in his 
criticism. He also admitted that Akhmetov, as well as he, 
had considered carefully whether to run for the Rada again or 
go back to business, saying that he did not enjoy 
parliamentary work. In the end, neither wanted to damage 
Regions\' reputation and they had decided that to leave in the 
face of short-term elections would be perceived as a show of 
no confidence in the party; so for now it looked as if they 
would stay. 


We Want Our Ukraine, but They Want the Communists 


5. (C) There was also a difference in terms of how the two 
wings of Regions viewed election and coalition partners, 
according to Kolesnikov. He thought that the Orange 
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Megabloc\'s stated intention to ally with BYuT had encouraged 
some Regions leaders to be open to the participation of other 
political forces, like the Socialist Party or the Social 
Democratic Party (united), on the Regions list. In the end, 

he thought Regions would take a few individuals, like 
Emergencies Minister Shufrych and Deputy Justice Minister 
Inna Bohoslovska--a Pinchuk political ally--and possibly 
Economy Minister Kinakh, to whom Regions had a \"moral 
obligation,\" but that there would be no wholesale swallowing 
of other parties. Bohatyreva (details below) echoed these 
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comments, saying that while Bohoslovska\'s party Viche might 
merge into Regions, Regions was not interested in seeing a 
lot of politicians from the Socialist Party or the Social 
Democratic Party (united) join their list, since their 

reputations were tainted. However, they cautioned, some 
Regions members wanted the new coalition to be the same as 
the old--with the Communists and Socialists, should they 
cross the three-percent barrier. 


6. (C) Kolesnikov said the preference of his wing of Regions 
was a a broad coalition with Our Ukraine--uniting liberal 
parties made the most sense--but he left open the possibility 
that another coalition with the Communists could happen. 
Kolesnikov said that, in 2006, Akhmetov had resisted the 
coalition with the Communists and Socialists until it seemed 
the only choice. (Note. Yanukovych also has on many 
occasions stated his strong preference for a coalition with 
Yushchenko. End note.) Right now, according to Kolesnikov, 
there were high-ranking Regions members conducting 
negotiations with Our Ukraine, but because there was so much 
distrust between the two groups, it would be hard to form a 
coalition. OU had lost credibility with Regions when it used 
Regions\' proposal to form a coalition after the March 2006 
elections as a bargaining chip to try to wring concessions 

out of Tymoshenko. For its part, Regions never should have 
signed the Universal unless it intended to fulfill it. A lot 
would depend on what OU does in the next couple of weeks. 


Kolesnikov\'s Election Strategy 


7. (C) Kolesnikov said that Regions\' political council would 
meet July 30 to decide who would run the campaign and to 
finalize the party list. He acknowledged that he was one 
candidate to lead the campaign effort. (Note. In a July 24 
meeting, Environment Minister Dzharty told Ambassador that he 
too was a candidate to lead the election campaign, as he had 
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done in 2006. End note.) However, the list will remain 
secret until the party\'s congress on August 4. His wing of 


SIPDIS 

the party, the \"business component,\" was pushing hard to 
reach out to businessmen in Kyiv, Odesa, and even in Western 
Ukraine to bring more business-oriented people into the party 
and tilt the balance in their favor. In addition, sucha 

move would give Regions a little more of a national posture. 


8. (C) In terms of campaign issues, NATO would probably come 
up, although Kolesnikov preferred to see it kept quiet. He 

said that non-bloc status was appealing for many in Regions, 
and he implied he was one of that number, because it 

protected relations with Russia, a strategic business 

partner, while still allowing for the improvement of 

relations with the West. Later, he said, in a couple of 

years when things are calmer, the NATO issue could be 
readdressed--via an education campaign and the natural 
shifting of public opinion over time. 


Bohatyreva: Regions is Running 


9. (C) At a separate July 27 meeting, Regions faction leader 
Bohatyreva told Ambassador that the decision had been made by 
party leadership to participate in the elections. They were 

now preparing for the August 4 congress and the campaign; 
Yanukovych was on board with this plan. Regions campaign 
would be centered on economic growth and social issues. 


10. (C) Bohatyreva said Regions was not yet seriously 
discussing post-election coalitions, but pragmatism suggested 
that a broad coalition with OU was the best option for 

stability. Regions was conducting ongoing talks with OU, and 
sometimes with BYuT. The way to get to a broad coalition was 
to focus on unifying issues--like economic policies--and 

avoid divisive issues. However, she warned, Ukrainian 

politics was often emotion-driven and if the election became 
very tense, coalition building would be much harder. There 
were some in Regions who would like the party to soften its 
stance on NATO and the Russian language--but Regions will be 
hemmed in by Vitrenko trying to win Regions voters with these 
issues on one side and BYuT using these issues to try to 
discredit Regions on the other. In addition, in such a short 
timeframe, it would be hard to develop new platforms, so all 
major parties would turn to populist slogans to try to win 

voters. 


Azarov Is Playing His Own Game 
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11. (C) Bohatyreva\'s true loyalites--to Akhmetov--and 
rivalries--with Azarov and Klyuyev--within the party came out 
most clearly when Ambassador asked her about her 
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controversial resignation from the Tender Chamber. (Note. 
The Tender Chamber is a civic organization that manages and 
provides oversight of the government procurement process. 
Bohatyreva stepped down as honorary president on July 12 amid 
speculation that she was forced out by Azarov, who was 
looking to funnel profits from kickbacks into his own 

channels. End note.) Bohatyreva said that she had tried to 
put an end to some of the corrupt schemes she saw, which 
brought her into conflict with a number of ministers, 

including Labor Minister Papiyev, EnergoAtom Head Derkach, 
Energy Minister Boyko, and Health Minister Haidayiv, all of 
whom she placed in Azarov\'s, and possibly Klyuyev\'s, circle. 
She said Azarov pushed for control of the Tender Chamber, and 
she was subsequently told to resign for the good of the 

party. She also criticized the process Regions used to make 
the 2006 party list, saying the process was subject to 

similar machinations and charging that the new party list 

could just be convoluted and nontransparent. In the end, she 
concluded, all these Regions leaders looked for approval from 
\"a man who loves football\"--a reference to Shakhter owner 
Akhmetov--and she knows she is playing for the right team. 


12. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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SUBJECT: EDITORIAL CHALLENGES OMAN\'S TIP RANKING 


1. (U) An English language daily editorial criticized the USG 
for ranking Oman as a Tier III country in its 
trafficking-in-persons (TIP) report and claimed that TIP 
allegations regarding Oman were not factually supported. The 
editorial acknowledged, however, that more should be done in 
Oman to combat trafficking. The media\'s rare address of this 
issue opens a window for further public dialogue on promoting 
anti-TIP efforts. End summary. 


2. (U) On July 27, the \"Oman Tribune\" published an editorial 
contesting the USG\'s classification of Oman as a Tier Ill 
country in its latest \"Annual Report on Trafficking in 

Persons.\" Entitled \"Why the Sultanate?,\" the editorial 
challenged the Department\'s perceived characterization of the 
Omani government as \"disinterested\" in combating TIP. While 
acknowledging that there are TIP issues in Oman, the 

editorial nevertheless labeled the Department\'s finding that 
Oman had \"shown no commitment to meeting international 
standards\" as \"absurd.\" 


3. (U) The editorial criticized the report for failing to 

provide specific information to support its assertions. \"Are 
these accusations credible?,\" asked the English language 
daily. \"What is the evidence behind the claims made by the 
State Department? Is this report the result of serious 
investigation or is it simply a superficial and ill-informed 

slur on Oman?\" 


4. (U) The editorial cited the withholding of passports by 
employers as one claim that lacked specifics. Noting that 

the Ministry of Manpower had issued a November 2006 circular 
reaffirming the illegality of this practice, the newspaper 
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chastised the report for providing \"no evidence...to support 
this allegation.\" The daily also challenged the report\'s 
assertion that Oman may be a destination country for forced 
prostitution. \"What evidence stands behind the suggestion 
that such trafficking Ymay be taking place? As the report 
stands this is purely speculative: even the authors of the 
report are unable to make it a firm statement rather than a 
mere possibility.\" 


5. (U) The daily called into question the USG\'s approach to 
addressing global TIP concerns. \"Publishing misleading and 
defamatory reports about the work of other countries, 
especially your friends, in this global effort hardly seems a 
sensible way to encourage effective cooperation,\" noted the 
editorial. The opinion piece also contrasted the report\'s 
findings with those from a 2006 TIP-related report issued by 
the UN Office on Drugs and Crime, which characterized Oman\'s 
level of trafficking as \"low,\" as compared to the U.S., which 
was Wvery high.\" On this basis, the editorial pondered, 
\"What moral or political authority entitles the U.S. 
government to pass public comment on Oman and its alleged 
failure to meet international standards" 


6. (U) In spite of these criticisms, the editorial noted that 

human trafficking is a serious problem and of concern to 

Oman. It further acknowledged that Oman could be doing more 
to \"crack down\" on such violations through high-profile 
prosecutions and stiff penalties on violators. The editorial 

also conceded that the USG was \"right\" to be concerned about 
TIP. 


7. (SBU) Comment: The fact that the opinion piece did not 
MUSCAT 00000734 002 OF 002 
run in the newspaper\'s Arabic sister publication is a clear 


sign that the missive was intended for a Western audience. 
Nevertheless, despite the rantings by the editors of this 
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small but influential English daily, the editorial provides 

the opportunity to raise awareness and open dialogue on an 
issue that has not to fore received any significant press 
coverage (Note: While coverage has been scant, the Arabic 
language daily \"Shabbiba,\" which caters to a younger 
audience, did publish the Ambassador\'s op-ed piece on 
trafficking in persons in its May 16, 2007 edition. End 

note.) Though critical of the USG\'s findings, the editors 

did acknowledge that the issue of TIP was a \"serious one,\" 
and partially confirmed that the problems of prostitution and 
passport withholding really do exist in Oman. The paper 
encouragingly called upon the Omani government to respond to 
these assertions in the interest of opening \"public 
discussion\" on the issue. 


8. (SBU) With USG assistance, the Omani government continues 
its work on developing an anti-trafficking law. Comments 
provided by an expert contracted by G/TIP have been 
well-received by Oman\'s anti-trafficking committee, and the 

MFA is planning to hold an internal anti-TIP workshop in 
September with officials from the relevant ministries and law 
enforcement agencies. End comment. 
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SUBJECT: DEMARCHE DELIVERED: PROMOTION OF AMERICAN 
CANDIDATE FOR INTERNATIONAL RED CROSS STANDING COMMISSION 


REF: SECSTATE 102873 


(U) We delivered reftel demarche urging support for the 
candidacy of Steve Carr to the International Red Cross and 
Red Crescent Standing Commission on July 27 to Igor Panin, 
MFA Legal Department Section Chief. Panin told us that the 
GOR would consider the request and promised to pass it to the 
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Russian National Red Cross Association. 
RUSSELL 
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SUBJECT: SENATE PRESIDENT KENGO REVIEWS STATE OF PLAY AT 
END OF SESSION 


REF: KINSHASA 882 
Classified By: PolCouns DBrown, reasons 1.4 b/d 


1. (C) Summary. Senate President Leon Kengo wa Dondo 
highlighted decentralization as the most contentious issue 
facing the Congolese parliament when it returns for its fall 
session September 15. He expressed skepticism about budget 
figures which came from the National Assembly. He is in 
favor of the return of MLC leader Senator Jean-Pierre Bemba 
to better \"control\" him, and opposed to treason charges 
against him. He expressed concern about growing tensions in 
the east, and related that a Senate delegation would soon be 
traveling there on a fact-finding mission. His political 

skills and ambitions will be tested by a challenging fall 

agenda. End comment. 


2. (C) Senate President Leon Kengo wa Dondo and the 
Ambassador reviewed current political issues during a 
farewell meeting July 23 following the end of the Senate\'s 
30-day special session the previous week. Kengo was 
energetic and focused as he prepared to depart Kinshasa on 
vacation. Kengo counselor Baoudouin Elia Ona Moponda and 
PolCouns sat in. 
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3. (C) The Ambassador congratulated Kengo on the Senate\'s 
accomplishments during the session, but noted a substantial 
remaining agende of work to be done. Kengo observed that 
starting from scratch had not been easy, but that the 

senators had made good progress organizing the chamber and 
agreeing on a law on the legal status of the political 

opposition. 


4. (C) Kengo concurred that the Senate had much to do when 
it resumed work September 15, citing legislation on 
decentralization, the judicial system, and a national 

elections commission and an audio-visual and communications 
council to replace Transitional predecessors. He highlighted 
decentralization as complex and contentious, but asserted 
that it is an essentially technical issue that could become a 
political problem if not handled effectively. For example, 

the constitution calls for a 60/40 per cent revenue split 
between the central government and the provinces. Kengo 
maintained the 40 per cent should be shared out between the 
provincial and local governments, but noted that the 
constitution provides no guidance on how to do so. He also 
noted that the nature and scope of responsibilities to 

devolve to the provinces are not yet defined. \"There will be 
many problems if this is not resolved,\" he said. 


5. (C) The Ambassador noted that the law will have an impact 
on local elections and the constitutionally-mandated 
subdivision of the current 11 provinces. Kengo said that it 
must also address how to divide current assets, and asserted 
any new province created must be economically viable. He 
said senators had not yet discussed the issue, but he knew 
that many wanted to begin the process directly. He said 

there must be consensus within the provinces being subdivided 
in order to proceed. He noted that Bas-Congo had declined to 
do so because of its small size, economic viability and 

existing investments. Southern Katanga could be a viable 
province now, he claimed, but provincial deputies and 

national parliamentarians had yet to arrive at consensus, and 
other parts of Katanga could pose problems. 


6. (C) Turning to economic issues, both Kengo and the 
Ambassador concurred that all Congolese parastatals were 
bankrupt. The Ambassador noted that most could be easily 
liquidated, while so-called strategic enterprises -- in the 
mining, electricity, water and some other sectors -- could be 
competitive if partially privatized in some fashion. This is 
politically sensitive, the Ambassador noted, but they will 

not operate well if current practices continue. Kengo 

stated, \"| am in 100 per cent agreement.\" The state is nota 
good manager, he said, and should retain no more than a 20-25 
per cent maximum share in the companies, receive its 
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dividends and refrain from interfering in operations. 


7. (C) Regarding the budget, Kengo said \"I don\'t see the 

five pillars\" promised in Kabila\'s campaign in the law passed 
by parliament during the special session. He noted however 
that the electricity and water parastatals had received 

direct World Bank funding of $300 million and $150 million 
respectively. He cited points of disagreement in the Senate 
with the National Assembly\'s numbers, but conceded the lower 
house would have the last word. He characterized the 
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Assembly\'s budget\'s projection of receipts as \"hypothetical.\" 


8. (C) The Ambassador cited the risks of overspending in its 
effect on the economy as well as on prospects for a new IMF 
agreement. Kengo said he had recently received a positive 
report from the central bank governor, indicating a rough 
match between spending and income, and stable rates of 
exchange and inflation. He noted, however, that reserves are 
not satisfactory, currently totalling $100 million and good 

for only three weeks of imports. 


9. (C) The Ambassador inquired about the status of MLC 
leader Senator Jean-Pierre Bemba. Kengo said that Bemba\'s 
authorized leave of absence from the Senate expires July 31. 
He added he thought Bemba should return to the Congo so that 
he can \"be better controlled.\" In subsequent conversation, 
however, Kengo did not appear to feel the issue needed to be 
rushed. The Ambassador noted that Bemba had written many 
foreign ministers, including the Secretary, underscoring his 
commitment to democratic practices. Kengo said Congolese 
officials had not received similar letters. Kengo noted that 

EU Commissioner Louis Michel on a recent visit had evoked the 
possibility of Bemba seeking support from leaders in Libya, 
Uganda and the Central African Republic, or even renegade 
FARDC General Laurent Nkunda The Ambassador expressed doubt 
that any of these leaders would likely work with Bemba to 

start a new military conflict; Kengo concurred. 


10. (C) Kengo noted Bemba\'s just-published interview in 
Jeune Afrique magazine, in which he denied responsibility for 
the March fighting between MLC troops and government forces. 
Kengo argued against putting Bemba on trial for treason, 

citing the recently-concluded acquittal of Bemba ally 
Marie-Therese Nlandu on similar charges. Such a trial, he 
said, would merely increase Bemba\'s visibility. Kengo said 
there is nothing in process to lift Bemba\'s parliamentary 
immunity from prosecution. He added that the government 
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prosecutor\'s request to lift immunity had been addressed to 
the previous, interim Senate president, who in fact lacked 
authority for such an action. He (Kengo) has received 
nothing, and therefore does not consider there to be an 
active request pending. In any event, he has no intention of 
seeking Senate action itself. Kengo added, however that 
Kabila remains strongly opposed BembaVs return. 


11. (C) The Ambassador raised the issue of heightened 
tensions in eastern Congo. He conveyed the USG\'s continuing 
interest and involvement in the peace process, citing in 
particular our role supporting the work of the Tripartite 

Plus Commission. He expressed strong opposition to any kind 
of military solution. Kengo agreed. \"It would make things 
worse,\" he said. He said the current military buildup could 
cause neighboring countries to do the same. He agreed that 
tensions are increasing, even among the troops. 


12. (C) The Ambassador noted that the U.S. is encouraging 
dialogue among the various communities who live in the 
region. He stressed the importance of political actions that 
will reassure all that their rights will be respected. He 
emphasized that the issues call for engagement at all levels 
of Congolese politics to attempt to calm the situation. 

Kengo said that the Senate would be sending a mission to the 
region at the end of this week, and will consider its report 

at its fall session. 


13. (C) Kengo noted that he would be participating later in 
the day in an \"inter-institutional\" meeting with President 
Kabila, Prime Minister Gizenga, the National Assembly 
President and the head of the Supreme Court (reftel). He 
expected the Kivu issue, as well as other subjects previously 
discussed, would be covered at the inter-institutional 
meeting, and Kengo said he intended to strongly favor 
political means to resolve the current tensions. Kengo 
closed by noting that the September parliamentary session 
will also have to confront pressure from untenable salary 
promises made to public-sector employees under the so-called 
Mbudi Agreement concluded by the Transitional Government. 


14. (C) Comment. Kengo, officially an independent, in fact 
represents opposition to the Kabila government. 

Nevertheless, he has done a credible job in reaching out to 
both government and opposition senators in his leadership of 
an executive committee almost evenly divided between the two 
camps. His leadership will be tested by any number of 
contentious issues on the fall agenda. While he is coy about 
his political ambitions, Kengo is widely believed to have the 
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2011 presidential elections in his sights. His ability to 

hold together a working consensus in the Senate and develop 
its institutional weight, particularly in relation to the 
Presidency and the Assembly, will be essential to bolster his 
position. End comment. 
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SUBJECT: TURKISH CUSTOMS TARGETING AND RISK MANAGEMENT 
OVERVIEW AND AREAS OF FUTURE COOPERATION 


1. Summary: Turkish Customs places great importance on 
accurate and timely targeting and risk management of 

shipments coming to, leaving, and passing through the 

Republic of Turkey. Due to the high volume of cargo which 

does pass through Turkish Customs areas, Turkish Customs has 
been working to improve its targeting approaches. US Customs 
and Border Protection (CBP) recently conducted a second 
Targeting and Risk Management Workshop focused on land border 
crossings. Following the workshop, CBP personnel held 

detailed discussions with Turkish Customs Headquarters 
targeters in order to gain a better understanding of the 

Turkish system and identify possible areas of future 

cooperation. 


Overview 


2. Turkish Customs places great importance on accurate and 
timely targeting and risk management of shipments coming to, 
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leaving, and passing through the Republic of Turkey. Due to 
the high volume of cargo which does pass through Turkish 
Customs areas, Turkish Customs has been working to improve 
their targeting approaches. While the systems currently 

being utilized by Turkish Customs are effective, contributing 

to over 2 tons of heroin being seized in 2006 and over 1 ton 

so far this year, Turkish Customs officials recognize that 

they can be improved. 


3. Last summer, CBP conducted a sea port targeting and risk 
management workshop at the Port of Mersin. This was followed 
up with a visit to CBP facilities by a high level delegation 

of Turkish Customs officials this past November. The visit 
included a tour of the National Targeting Center and 
presentations on US methods. This summer another targeting 
and risk management workshop was conducted in Ankara for land 
border targeting. Turkey has also been working with EU 

nations, specifically Germany and the Netherlands, to 

incorporate their ideas and practices. 


Targeting and Risk Management Workshop 


4. US Customs and Border Protection Service conducted a 
Targeting and Risk Management Workshop for 24 Turkish Customs 
officials in Ankara from July 9 - 13, 2007. The focus of the 
workshop was the targeting of shipments through a land border 
crossing. Members of Turkish Customs Headquarters along with 
representatives from key border locations were in attendance 

at the workshop. The course included a day of practical 
exercises at the inland clearance station in Ankara. Initial 
feedback from those in attendance was that the information 

was very useful and will be valuable as Turkish Customs 
continues to develop and improve its targeting and risk 
management procedures. 


5. Following the one-week workshop, CBP instructors 
conducted meetings and discussions with members of Turkish 
Customs Headquarters operations and targeters. Turkish 
officials were open in their discussion of their policies and 
procedures in regards to Targeting and Risk Management. 
Turkish Customs currently conducts targeting for two distinct 
reasons: 1) Customs Enforcement - to stop the illegal entry 

of goods into the Republic of Turkey; 2) General Directorate 
of Customs - to ensure that proper duties are paid for goods 
which are shipped to Turkey. These two systems work 
independent of each other, with a very small amount of 
information being shared. While these two systems have been 
successful in the detection of violators, they incorporate a 
significant amount of duplicative man-hours and could be 
improved. 


Column 3 
Risk Analysis - Directorate of Customs Enforcement 


6. The Risk Analysis Department of the Directorate of 
Customs Enforcement was established seven months ago. Prior 
to the establishment of this dedicated department, risk 
analysis was conducted by the customs enforcement 
headquarters watch officer following a review of information 
submitted by the shippers. Now this new department is 
dedicated to reviewing not only information contained on the 
submitted manifest, but also information on companies, 
drivers, and from other relevant sources. The computer 
system which is being used to collect and flag shipments of 
concern is about 6 years old and utilizes information input 
by the border locations and headquarters. 


7. The Directorate of Customs Enforcement utilizes two 
information systems to develop its list of high risk 

vehicles. These systems are the Land Border Information 
System and the Intelligence Information System. The Land 
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Border Information System provides basic information 
concerning the driver, companies, the product and other key 
information. This information is screened against high risk 
criteria and provides a score. If the score is above the 
allowable threshold, the vehicle is required to go through 
additional inspection. 


8. There appear to be no standard rules for entering exam 
information and results. Line inspectors may enter written 
exam results without the benefit of codes or a standard 
method, possibly leading to misinformation. Results for 
negative exams are not always entered into the various 
systems. CBP instructors commented that a significant 
historical data base and information can be gained from the 
negative exams as well as the positive exams. This 
information can assist targeters in selection of the higher 
risk shipments, if a shipper has a strong record of negative 
results. It was also noted that information not entered into 
the system was information that was lost for future 
evaluations. 


9. The Directorate of Customs Enforcement also utilizes a 
vehicle tracking system for high risk trucks transiting 

through Turkey. This system utilizes a GPS tracking device 
being attached to the truck by a Customs official as the 

truck crosses the Turkish border. The device provides a 

signal which is transmitted back to Customs Headquarters. The 
truck is then tracked as it proceeds through Turkey. 
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Shipments that deviate from their intended routes are subject 
to additional inspections when they attempt to cross the 
border leaving Turkey. The transmitting devices are then 
removed as the truck is processed out of the country. 


Risk Analysis - General Directorate of Customs 


10. During meetings with members of the risk analysis 
department of the General Directorate of Customs, CBP 
instructors were given a presentation of the methods which 
are used to conduct risk analysis. The process used by the 
General Directorate includes: 


a. Information is currently being collected via paper forms 
which are manually input into an Excel database for storage 
and future review. 


b. Individual targeters manually review the database for 
anomalies or other information which raise certain flags of 
concern. The shipments that do become shipments of concern 
are then identified and this information is passed to the 

border location. If the shipment has not already cleared the 
crossing, it is subject to additional inspections. Because 

all reviews are done manually through the large databases, 
there have been cases where possibly at risk shipments have 
cleared the crossing before being identified by Custom 
Headquarters. 


c. The database tracks inspections which uncover violations 
of Turkish laws or regulations but does not track negative 
inspections as reported from the field inspectors. 


d. The database utilized by the General Directorate of 
Customs is not linked to any of the databases being utilized 
by Customs Enforcement. 


Suggested Areas of Future Cooperation 


11. Improvements to the database storage and access. The 
data which is being collected and stored by the General 
Directorate of Customs needs to be migrated from the current 
Excel files to a more modern database system. CBP has 
developed a system which can access old databases to draw 
from this important historical information to assist in 
improving targeting. If possible, a model or prototype of 

the US system could be shared with Turkish Customs which 
would greatly assist in their targeting procedures. 


12. Information sharing is an important step in the 
targeting and risk management process. Turkish Customs would 
benefit from the linking of their targeting database 
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information. Information collected by Customs Enforcement 
officers could benefit the General Directorate of Customs in 
their targeting of shipments that are trying to elude taxes 

or tariffs. Also, border locations would be able to receive 
one list of high risk vehicles which would allow them to 
focus more attention on the actual actions at the border 
location, which also could raise suspicions on a particular 
shipment. CBP could provide additional information on the 
positive results of sharing of information and ways which 
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have succeeded in the US in improving results without 
diminishing authorities. 


13. Collection methods for negative result inspections need 
to be implemented. Turkish Customs now actively collects 
positive results information from inspections, however 
negative information is not collected. This negative 
information is just as important as the positive inspections 
and needs to be collected and incorporated into historic 

files. Turkish Customs would greatly benefit from assistance 
from IT experts in the development of databases which would 
allow easier collection and access to historic information. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SUBJECT: ESTONIAN CONCERNS OVER AZERBAIJAN 


Column 3 
REF: STATE 99391 


1. (SBU) On July 26, we delivered reftel points to 

Toomas Lukk, MFA Director for Eastern Europe and Central 
Asia, concerning USG concerns over the state of 
democracy and human rights in Azerbaijan. Lukk 
responded that the GOE fully shares U.S. concerns and is 
keen on doing more in Azerbaijan and central Asia in 
general. However, he noted, although resources will 

likely prevent any significant increase in assistance in 

the next year, the GOE does have contact with 

Azerbaijani officials. On June 18-19, Prime Minister 

Andrus Ansip attended the GUAM Summit (Georgia, Ukraine, 
Azerbaijan, and Moldova) in Baku. While there, PM 

Ansip met with President Ilham Aliyev and Prime Minister 
Artur Rasizada who both expressed a desire for closer 
Estonian-Azerbaijani relations. GOAJ officials said 

they see Estonia as a model in reforming Azerbaijan\'s 
economy and society. 


2. (SBU) Given that Georgia, Ukraine, and Moldova are 
priority countries for Estonian development assistance, 
GUAM\'s fourth member, Azerbaijan, would be a natural 
addition to Estonia\'s program. Lukk noted the MFA 
recognizes it should do more for Azerbaijan and other 
countries in the neighborhood. The MFA is in the early 
stages of planning an outreach program to central Asia. 
The MFA is especially interested in working together 

with the U.S. on assistance projects to promote 
democracy, human rights, and media freedom. Lukk 
reiterated the point that Estonia\'s shared history with 

the former Soviet republics and its reputation for 
successful political and market reforms, lend Estonia a 
great deal of credibility in the region. Estonia needs 

to take advantage of its \"window of opportunity\" -- where 
many Estonians still soeak Russian and can communicate 
easily with Central Asians and others. 
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RUEHRA/AMEMBASSY RIGA 2917 
RUEHVL/AMEMBASSY VILNIUS 6667 


SIPDIS 
SIPDIS 


STATE FOR EEB/IFD/OIA CAROLINE ROBERTS, EUR/NB 
KATHERINE GARRY, AND EEB/CBA 
HELSINKI FOR SCO BRIAN MCCLEARY 


E.O. 12958: N/A 
TAGS: CASC, EINV, KIDE, OPIC, PGOV, EN 


SUBJECT: 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS - ESTONIA 


REF: A) STATE 55422 B) 06 TALLINN 501 


1. (U) The United States Government is aware of one 
(1) previously disputed claim of U.S. persons 

against the Government of Estonia, which was 
resolved in January 2007. 


a. Claimants A and B. 
b. The dispute began in 2005. 


c. Claimants A and B were U.S. corporations that 
owned 27.88 and 5.46 percent, respectively, of 

Baltic Rail Services (BRS), an Estonian corporation 
which owned 66 percent of AS Eesti Raudtee, or 
Estonian Railways (ER). A Netherlands investment 
company owned 33.3 percent of BRS. ER operates a 
vertically integrated railroad network in the 

Republic of Estonia and is the primary rail freight 
operator in the country. BRS gained controlling 
stock interest in ER as a result of the Estonian 
Governmenti\'s privatization of Eesti Raudtee in 2001. 
At that time, the Government of Estonia (GOE) 
retained a 26 percent stake in ER. The remaining 
investors in ER were Estonian nationals. 


2. (U) Claimants A and B, along with their 
investment partners, alleged that the GOE had 
adopted a series of measures that substantially 
impaired the value of their investments. The 
claimants said that the political turmoil 

surrounding the company had decreased the market 
value of the investment to a 2006 estimate of USD 35 
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million (down from an estimated total U.S.- 
originated investment value of 135 million in 2004). 


3. (U) On April 20, 2006, the Estonian Cabinet of 
Ministers took a unanimous decision to give then- 
Minister of Economy Edgar Savisaar the mandate to 
start the process of terminating the 2001 
privatization agreement which had allowed the 
claimants to buy their share of the railway system. 
The claimants, through ER, initially attempted to 
resolve these issues through a series of cases in 
local courts and two arbitration claims before the 
Stockholm International Arbitration Court, by 
involving the Directorate General for Energy and 
Transport of the European Commission, and by 
bringing claims under the respective Netherlands and 
U.S. bilateral investment treaties with Estonia at 

the International Centre for Settlement of 
Investment Disputes (ICSID). The claimants also 
requested, and received, advocacy from the U.S. 
Embassy in Tallinn for a transparent and equitable 
resolution of the dispute which would respect the 
interests of all parties. 


4. (U) In October of 2006, ER and the Ministry of 
Economic Affairs and Communication announced that 
they were in the process of negotiating a commercial 
re-purchase of BRS\' outstanding shares by the GOE. 
By December, the terms of the deal were finalized, 
with both parties settling on a purchase price, and 

on the termination of all outstanding legal 

procedures underway at the time in arbitration or 

with the ICSID. In January 2007, the re-purchase of 
BRSY 66 percent stake in ER was completed by the GOE 
for a final price of EEK 2.5 billion (USD 192 

million) 


5. (U) The United States Government is not aware of 
any other outstanding claim of a U.S. person against 
the Government of Estonia. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/30/2017 
TAGS: PGOV, KDEM, KISL, KWMN, JO 
SUBJECT: JORDANIAN MUNICIPAL ELECTIONS: WOMEN READY TO LEAD 


REF: A. AMMAN 2985 
B. AMMAN 1410 
C. AMMAN 1703 
D. AMMAN 3126 


AMMAN 00003207 001.2 OF 003 


Classified By: Ambassador David Hale for reasons 1.4(b) and (d). 


Summary 


1. (SBU) SUMMARY: Women candidates and their supporters have 
been eagerly awaiting Jordan\'s July 31 municipal elections. 
The municipalities reform law endorsed by Parliament in April 
established a 20 percent quota for women in municipal 
councils (ref A), engendering extensive interest among 
potential women candidates. The quota was a major factor 
that encouraged 355 women to run for seats on municipal 
councils and 6 for mayoralties, (or 361 women out of a total 

of 2706 candidates) and untold numbers of others to get 
involved in the process. More than 200 women will be elected 
to municipal council seats on July 31, a stark contrast to 

the 46 candidates and five victors in the 2003 elections. 
NOTE: Following the poor showing by women in the 2003 
election, the government selected 97 women to fill seats it 
appointed. END NOTE. Even the Islamic Action Front (IAF), 
the political arm of the Muslim Brotherhood, is running women 
candidates in contrast to past elections. END SUMMARY. 


Quota Mechanics 


2. (SBU) According to Ministry of Municipal Affairs Elections 
Advisor Abdulilah Al Hunaiti, each seat reserved under the 
quota will be allocated based on which woman gets the highest 
percentage of votes in her district. Thus, hypothetically a 
woman who gets 500 out of 2500 total votes (20 per cent) ina 
small district will outrank a rival in another district who 
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gets 1000 votes out of 10,000 (10 per cent). The candidate 
with 20 percent of the vote in her district would be more 
likely to become a council member than the one with 10 
percent. Hunaiti refuted a rumor that there was a ten 
percent threshold to activate the quota, instead saying it 
would be possible for a woman with only one vote to win a 
seat under the quota system. Hunaiti also confirmed that it 
was theoretically possible that a municipal council could 
have 100 percent women members because a woman candidate who 
wins a seat outright by receiving the necessary number of 
votes in a given district does not \"use up\" any of the seats 
reserved for women. 


Embassy Support Paves the Way for Success 


3. (SBU) USAID funded an International Republican Institute 
(IRI) project that organized candidate training schools in 

the run-up to the municipal elections. Since January 2007, 
participants in the training schools included over 700 
candidates, campaign managers and supporters, of whom about 
half have been women. In addition to formal training 

sessions, IRI organized one-on-one consultations throughout 
the country through its partner offices in the north and 

south of Jordan. Most participants in these consultations 

were women. 


4. (SBU) A number of women candidates are applying their IRI 
training experiences directly in their campaigns. These 
women candidates include Besma Al Khulaifat (running for 
council member in District 5 in Zarga), Aminah Mahasneh (for 
council member in Naseem near Jerash), Rana Hajayeh (for 
Mayor in Al Hassa near Tafileh), Knaloud Masarwah (for 
council member in Ayoun near Ajloun), and Bushra Razzi (for 
council member in Greater Amman). They have incorporated 
issue identification, message development, campaign stump 
speeches, voter targeting/outreach and get-out-the-vote 
techniques in their campaigns. 


5. (SBU) Furthermore, the Jordanian government\'s MCC-funded 
country threshold program administered by USAID supported the 
Municipal Election Voter Education Support project for the 
Jordanian National Commission for Women (JNCW). The project 
supported the JNCW\'s efforts to increase citizen 

participation in the election with an emphasis on women and 
youth by establishing a country-wide municipal election 
education information telephone line, and a voter outreach 
campaign targeting women under the slogan, \"My Home, My 
Municipality, My Country - Voting is My Duty.\" As part of 

the campaign, the country was plastered with posters that 
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said, \"With you not against you, women want their place - not 
your place - vote for women.\" 


6. (SBU) Additionally, the local representative of the 
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MEPI-funded Foundation for Defense of Democracies (FDD) 
mentored two female candidates for municipal council 

elections, Iman Al Hussein in Salt and Kaltham Muraish in 
Amman. Both participated in FDD\'s \"MENA Institute for Women 
Candidates\" in Istanbul in April. 


Individual Stories - Opportunities 


7. (SBU) Embassy has been in contact with several women 
candidates in the run-up to the elections. These candidates 
have brought a variety of experiences and assets to this 
election. Some seek to leverage an extensive family or 

tribal base; some have turned to grassroots campaigning using 
community service organizations to spread their message; and 
others have prior experience in municipal politics as 

previously appointed or elected council members. 


8. (C) Rana Hajayeh, running for mayor of Al Hassa in the 
Tafileh governorate, was appointed mayor of the same town in 
2003. Her brother claimed she has the support of 2700 of the 
3000 registered voters in Al Hassa. 


9. (C) In Zarga, Besma Al Khulaifat made an alliance with 
mayoral candidate Ali Khalayleh with whom she shares a 
service-oriented outlook. Khulaifat reportedly agreed to 
bring 600 family votes to Khalayleh in exchange for his 
support of her campaign in Zarqa\'s fifth district. While 
Khalayleh is unlikely to take the mayoralty, his family is 
well represented in Khulaifat\'s district and may bring her 
the votes she will need to secure a quota seat (ref D). 


10. (C) Resmia Abd Guguzu made a similar deal with the 
mayoral front runner in Ajloun. Abd Guguzu used 
IRI-sponsored training and seminars as a window to introduce 
her ideas to the mayoral candidate and lobby him for his 
support. Her 500 family votes will likely not be the 

deciding factor for his race, but she is confident his votes 

will carry her onto the council and he will have earned an 
important ally in the process. 


Individual Stories - Challenges 
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11. (SBU) While enthusiasm is high among women candidates and 
the quota has opened up new opportunities, traditional 

cultural biases and family/tribal dynamics still present 

challenges for many women. 


12. (SBU) Abeer Masarweh participated in IRI training and had 
anticipated competing in the election. Yet when a male 
member of her tribe declared his candidacy, he father 
initially forbade her from running against him. While she 
would need literally a handful of votes to win the quota seat 
and her candidacy would have little impact on her kinsman, 
the potential for family division was real. A social worker 
who works for IRI was able to discuss with the father his 
concerns and convince him to reconsider. After consulting 
with his family members, the father agreed to allow his 
daughter to run. 


13. (SBU) A colleague of Masarweh\'s in neighboring Ma\'erid 
Municipality was not as fortunate. As of two weeks before 
the election, no women had expressed an intention to run. 
Thus this aspiring candidate could win the quota seat with 
only her own vote. Again, cultural sensitivities would not 
allow her family to endorse her candidacy \"against\" another 
distant family member. For her family, the chance of family 
disunity was not worth the risk. She will sit out this 

election. 


14. (SBU) The indomitable Faiza Al NaVimi has experience 
running in past elections, unfortunately much of it negative. 
After running for mayor of the North Baadia town of Hosha in 
1999 against her family\'s wishes, family members allegedly 
tried to kill her, spraying gasoline on her face and 

attempting to set her on fire. Al Na\'imi ran for Parliament 

in 2003, but her campaign team -- whom she hired at a cost of 
nearly USD 20,000 -- deceived her and instead told voters she 
had withdrawn from the race. Yet Al NaVimi is running for 
mayor again, having registered several hundred voters in her 
expansive and remote area, and is confident of success. 


Comment: Small But Important Steps Forward, 
Regardless of Outcome 


15. (SBU) In a conversation with poloff, an IRI contract 

trainer endorsed his female trainees as \"the future of 

Jordan\"; talented, dedicated, and ready to adopt best 
practices - more so than their male counterparts. As 

described above, women candidates face serious challenges in 
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this largely traditional society. Regardless, the new quota 
law and active participation by women in these elections are 
important steps forward towards a more inclusive Jordanian 
political system that makes use of the talents of all of its 
citizens. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 


Hale 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, BO 
SUBJECT: AUTHORITIES DISPERSE JULY 27 DEMONSTRATIONS 


REF: A. MINSK 643 
B. MINSK 620 


Summary 


1. (SBU) A large GOB security force aggressively, though 
non-violently, dispersed opposition demonstrations 
commemorating the 17th anniversary of Belarus\' independence 
from the Soviet Union. Nine activists, including United 

Civic Party leader Lebedko and Belarusian National Front 
(BNF) Deputy Ivashkevich, were briefly detained and released 
without charges. BNF leader Vyachorka\'s son Franak and his 
fellow youth colleague Yaroslav Hryshchenya, who were 
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arrested en route to the demonstrations, remained at the 
Okryestina detention facility over the weekend and were to be 
tried on July 30 for allegedly distributing illegal leaflets. 

The EU immediately released a statement condemning GOB 
arrests and the government\'s crackdown on peaceful 
protestors. End summary. 


Authorities Muscle Demonstrators Off Square 


2. (SBU) Opposition activists and former Parliamentarians on 
July 27 at 16:00 were not quite able to hold a meeting on 
Independence Square to commemorate 17 years of Belarusian 
independence from the Soviet Union (ref A). Well before the 
meeting was to begin, an overwhelming force of traffic 

police, police special forces (Spetsnaz), and Belarusian KGB 
(BKGB) sealed off the square and surrounding streets to 
traffic and pedestrians. Plainclothesmen prevented anyone 
wearing opposition insignia from getting within 100 meters of 
the meeting site. According to one Radio Free Liberty/Radio 
Europe reporter, the nearest metro stations were also closed. 


3. (SBU) Poloffs on the scene counted at least five green 
armored detention wagons and approximately seven city buses 
full of on-alert police units on the perimeters and numerous 
BKGB officers patrolling the square. Before the meeting took 
place, poloffs observed three BKGB officers leading United 
Civic Party (UCP) leader Anatoliy Lebedko to a waiting police 
jeep that took him away without incident. 


4. (SBU) Belarusian National Front (BNF) leader Vintsuk 
Vyachorka and former MP and political prisoner Sergey 
Skrebets opened the meeting in front of independent 
reporters. No more than a minute later, the 40-man strong 
black-uniformed Spetsnaz unit surrounded the 24 meeting 
participants and non-violently pushed them two blocks away to 
the Belarusian MFA building. As they pushed the group away, 
police and BKGB officers formed cordons, preventing anyone 
from returning to the square. 


No Flowers For Yanki Kupala 


5. (SBU) At Yanki Kupala Park at 17:00, approximately 30-50 
activists gathered to lay flowers at the Kupala memorial. 
Activists were not organized until a Spetsnaz unit, double 

the size of that at Independence Square, quickly approached 
the park. Head of the Belarusian Social Democratic Party 
Narodnaya Gramada (BSDPNG) and former political prisoner 
Nikolay Statkevich hastily gathered the activists into a 

group, which the Spetsnaz immediately surrounded, not letting 
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anyone escape. Meanwhile, another Spetsnaz group attempted 
to seal off the park entrances. Poloffs and OSCE, German, 

and Slovak diplomats -- who were observing from a distance -- 
managed to escape through the Spetsnaz cordon, which 
eventually pushed (non-violently) the crowd two blocks away 

to the Minsk opera house before retreating back to their 

buses. Poloffs witnessed no detentions. 


Police Tell Young Park Visitors to Leave 


6. (SBU) At Bangalore Square, where event organizers 
originally planned to hold a concert at 18:00 before city 
authorities refused to grant permission, a large presence of 
green armored detainment vehicles, police buses and jeeps, 
and BKGB Volgas sat waiting. By 18:15, two patrolling police 
officers with BKGB assistance approached the few teenage and 
older youth sitting on benches and ordered them to leave. 
Parents with baby carriages and the 10-year-old boys break 
dancing on the concert stage were allowed to stay. 


Detainments and Arrest: Surprise, Surprise! 
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7. (SBU) By 19:00, the independent press reported that 
authorities detained 11 activists during the demonstrations, 
including Lebedko, BNF Deputy and demonstration planner 
Viktor lvashkevich and BNF Head Vyachorka\'s son Franak. 
Similar demonstration events in Vitebsk and Gomel likewise 
resulted in detentions. Nine of those detained were released 
three hours later without charges, but Franak Vyachorka and 
fellow youth activist from Baranovichi Yaroslav Hryshchenya 
were held over the weekend at the Okryestina detention 
facility. On July 30, a Minsk court sentenced Franak to 15 
days in jail for petty hooliganism. 


8. (U) Others sentenced in the days leading up to the 
demonstrations, including Pavel Severinets and Aleksey Shein, 
remain jailed. Malady Front Activist Dmitriy Fedaruk was 
sentenced on July 27 to 10 days. Youth activist Yuriy 

Wolfson is scheduled for release on July 30 at 22:00. 


Sharp Responses 


9. (U) Spokesperson for the European Commission\'s external 
relations department Christiane Hohmann on July 27 condemned 
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the authorities\' actions that \"defied an EU offer for Belarus 

to join its European Neighborhood Policy.\" Hohmann\'s 
colleague Benita Ferrero-Waldner on July 26 lambasted the GOB 
for detaining/arresting approximately 60 activists in the 

lead up to the July 27 demonstration and urged the 

authorities to release all political prisoners \"without 

delay.\" (Note: These followed the Embassy\'s July 24 statement 
denouncing the sentencing of Shein and Severinets and calling 
for an end to political repression. End note.) 


10. (SBU) Lebedko on July 30 told Poloff that the 
overwhelming GOB response served two purposes. First, it 
boosted the special services\' self-esteem that they can 
effectively disperse demonstrations, keeping them motivated. 
Second, it served as a warning to the opposition that the GOB 
response to the March to Europe, planned for October, will be 
just as severe, or worse. 


Comment 


11. (SBU) This was the first time since the 2006 presidential 
elections that we have seen such an overwhelming security 
service response to such small opposition demonstrations. 
However, this was the new BKGB Chief Yuriy Zhadobin\'s first 
demonstration, and perhaps he wanted to show Lukashenko how 
well he could control any possible enticement to public 
disorder. Other interlocutors have suggested mid-level 
officers acted aggressively to impress new superiors. 
Nonetheless, the heavy-handed crackdown is just another 
indication that Lukashenko and the GOB do not intend to 
implement basic democratic reforms. 

Stewart 
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E.O. 12958: N/A 

TAGS: CASC, EFIN, EINV, KIDE, OPIC, PGOV, BO 

SUBJECT: BELARUS: 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS 


REF: STATE 55422 
Sensitive but Unclassified; Protect Accordingly 


1. (SBU) The United States Government is aware of seven (7) 
unresolved claims of United States persons that may be outstanding 
against the Government of Belarus (GOB). Under the second heading 
are provided, as last year, six (6) other incidents in which 

property owned by the US Government was seized and expropriated. 


a. Claimant A 
b. July 2005 


c. Claimant A is a US corporation which had a hydraulic pumping unit 
worth $23,552 seized by Belarusian Customs. The claimant was 
shipping the unit from Poland to Russia. Polish Customs had added 
the cost of transport to the unit\'s price on the shipping invoice, 

but provided a notarized statement to this effect. Nonetheless, 
Belarusian Customs claimed this represented a discrepancy in the 
paperwork and referred the case to court for seizure by the 
Belarusian Government. Knowing the Belarusian Government\'s daily 
practice of confiscating transiting goods and reselling them for 

profit, the US Embassy sent letters to and called the Ministry of 
Foreign Affairs, the Ministry of Justice, and Customs. The US 
Embassy also arranged for additional supporting documents to be 
provided by the nearest Polish Consulate. The hydraulic unit was 
released back to the American company in October. The Belarusian 
Government did not provide compensation for legal costs or losses 
the American corporation incurred over this delay. 


a. Claimant B 

b. August 2005 

c. Claimant B is a US corporation which had $8,200 worth of 
sheetrock and other construction materials seized by Belarusian 
Customs. Customs claimed the US corporation had gone out of 
business in 2001, and used this as legal grounds to formally 
confiscate this cargo. The Belarusian Government did not provide 
compensation for this confiscation. 


a. Claimant C 


b. February 2005 
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c. Claimant C is a US corporation which owns 9.35% of the Kommunarka 
candy company. In 2000, the Belarusian Government used a Golden 
Share mechanism to take full control of Kommunarka for five years. 

The state used this control to grant itself majority ownership over 

the company. In February 2005 the Belarusian State Food Industries 
Concern (Belgospischeprom) extended its Golden Share control over 

the company for another five years. The Belarusian Government has 

not provided any compensation for this action. 


a. Claimant D 
b. January 2004 


c. Claimant D is a US corporation which had a shipment of 
second-hand clothing evaluated at $13,600 seized by Belarusian 
Customs. The Claimant was shipping the clothes from the U.S. to 
Ukraine through Lithuania and Belarus. The Belarusian government 
seized the shipment because it alleged the US corporation was not 
registered to do business at the time of the shipment, even though 
the US company provided information from the State of New York to 
prove they were registered. The US Embassy provided the company 
with a letter of support and the US Ambassador raised this case, 
along with several others, in meetings with the Foreign Minister. 

The Belarusian government has not compensated the US corporation for 
the seizure. 


a. Claimant E 
b. January 2004 


c. Claimant E is a US corporation which had a shipment of 38 tons 

of frozen fish seized by Belarusian Customs. The Claimant was 
shipping the fish from the U.S. to Ukraine and Moldova through 
Lithuania and Belarus. The Belarusian government seized the 
shipment because it alleged the US corporation was not registered to 
do business at the time of the shipment, even though the US company 
provided apostillized information from the State of Oregon to prove 
they were registered. The US Embassy provided the company with a 
letter of support and the US Ambassador raised this case, along with 
several others, in meetings with the Foreign Minister. The 

Belarusian government has not compensated the US corporation for the 
seizure. 


a. Claimant F 
b. October 2006 
c. Claimant F is a US corporation that has six restaurant outlets in 


Belarus. In 2002 Minsk City authorities physically blocked access 
to Claimant F\'s most popular branch, ostensibly as a safety 
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precaution while the city performed construction work at a nearby 
building. However, during the same time frame the Belarusian 
government made a number of public statements hostile towards 
Claimant F, including the Ministry of Health declaring Claimant F\'s 
food was dangerous to Belarusian citizens. Claimant F\'s employees 
are allowed access to the closed outlet, but are not allowed to 
conduct business at the site. The city has promised for the past 
several years to reopen the restaurant, but has taken no positive 
action. Talks have been underway for compensation for several 
years, with no progress. Claimant F has plans to expand in Belarus, 
but not until this outlet is returned to their control. 


a. Claimant G 
b. 1995 


c. Claimant G is a US company that provided equipment and services 
to Belarus for a demilitarization project. Claimant G alleges that 
Belarus effectively changed the agreed terms of the contract to 
exclude the company from ongoing participation without compensating 
the Claimant for the services and equipment it had provided. After 
failure of direct negotiations with Belarus, Claimant G filed an 
expropriation claim with OPIC. 


On March 31, 1997, OPIC compensated Claimant G in the amount of $5.9 
million for expropriation of its investment, a joint venture in 

Belarus, and the Claimant has assigned its claim against the GOB to 
OPIC. Negotiations were suspended by OPIC when the MFA formally 
requested in March 1999 that OPIC cancel or withdraw its 

expropriation claim determination in favor of Claimant G. OPIC has 

since informed Belarus that it is willing to resume negotiations, 

assuming some common ground can be found. 


US Government Property 

a. Claimant H (US Government) 

b. July 12, 2001 

c. Claimant H provided US Government-owned computer and printing 
equipment to the Volny Gorod Newspaper in Krichev. On July 12, 

2001, the Police confiscated the equipment, valued at $5,783. US 
Embassy officials observed the court trial and State Department 
Spokesman Richard Boucher issued a statement concerning the case on 
August 3, 2001. Post has reached no resolution with Belarus on this 
issue. 


a. Claimant | (US Government) 


b. August 2001 
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c. Claimant | provided US Government-owned computer and printing 
equipment to the Philon Kmita Regional Center for Support and 
Development of Democratic Changes in Orsha. On August 14, 2001, the 
Police confiscated four computers from the center, citing a 
Presidential Decree as justification. On August 17, 2001, the 
authorities returned and seized the center\'s risograph printing 
equipment. The equipment was subsequently confiscated by court 
decision. A still later court decision returned the risograph 
equipment, but the computers remain in Belarus\' possession. Post 
has not reached a resolution on this issue with Belarus. 


a. Claimant J (US Government) 
b. February 2003 


c. Claimant J provided US Government-owned risograph printing 
equipment worth $6,735 to the Strike Committee of Outdoor Market 
Stall Operators. The Police seized the equipment on February 15, 
2003, allegedly refusing to produce a warrant or give the Strike 
Committee a copy of the receipt confirming the seizure, as required 
under Belarusian law. The equipment has not been returned, nor has 
Post been able to secure compensation for the seized risograph. 


a. Claimant K (US Government) 
b. October 2002 


c. Claimant K is the US Government\'s Army and Air Force Exchange 
Service (AAFES). Due to an administrative error, Customs 
documentation for an AAFES shipment bound for US troops in 
Afghanistan was incorrect. At the Belarusian border Customs 

officials inspected the shipment and noted the discrepancy. As a 
result, Belarusian Customs authorities seized government-owned cargo 
worth $16,240. An October 29 court ruling formally expropriated the 
cargo. 


The US Embassy formally protested the action twice in writing and on 
numerous occasions verbally, offering assurances that the goods were 
not for use in Belarus and were not intended for commercial 

purposes. AAFES has received no compensation for the confiscated 
property, nor has Belarus shown willingness to negotiate a 

resolution on the issue. 


a. Claimant L (US Government) 

b. March 2003 

c. Claimant L loaned US Government-owned technical equipment to 
Belarusian television stations through an assistance program 


administered by the International Research and Exchanges Board 
(IREX). In March 2003 an oblast court in Gomel ruled that seven 
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pieces of US Government-owned equipment provided through the IREX 
program should be expropriated. Although the US Government holds 
title to the equipment, Embassy officials were not allowed to 

participate in court proceedings. 


Following the seizure, the Embassy formally protested the court\'s 

ruling to the Ministry of Foreign Affairs (MFA), requesting that the 
equipment be returned to the US Government. The issue was a subject 
of frequent interventions with the MFA, including with the Foreign 
Minister. Belarus has shown no willingness to negotiate the return 

of the government-owned equipment. 


a. Claimant M (US Government) 
b. December 2004 


c. Claimant M provided US Government-owned computer equipment and 
cell phones worth approximately $10,000 to the NGO Business 

Initiative. Police and the BKGB seized the equipment in April 2004 

when they arrested the head of the NGO. On December 30, 2004 a 
Minsk District Court judge ruled the equipment should be returned to 

the Embassy. No equipment has been returned; it remains in BKGB 
custody. 


Claimants 


Claimant A is Emerson Process Management, a US company based in St. 
Louis, MO. EPM has not signed a privacy waiver. 


Claimant B is Cartwright Trading Ltd. Post does not know where 
Cartwright is registered, and Cartwright has not signed a privacy 
waiver. 


Claimant C is American MOL Corporation. Post does not know where 
this company is registered, and American MOL has not signed a 
privacy waiver. 


Claimant D is P.I.N. Trade International, Inc., a U.S. corporation 
registered in Brooklyn, New York. P.I.N. Trade International, Inc. 
has not signed a privacy waiver. 


Claimant E is Calls Capital, LLC, a U.S. corporation registered in 
Oregon. Calls Capital, LLC has not signed a privacy waiver. 


Claimant F is McDonald\'s Corporation, headquartered in Chicago, IL. 
McDonald\'s has not signed a privacy waiver. 


Claimant G is Alliant Techsystems, a U.S. company headquartered in 
Edina, Minnesota. Post has no information that Alliant Techsystems 
signed a privacy waiver. 


Column 3 
Claimants H, |, J, K, L and M are the U.S. Government. 
Stewart 


117125 

RR RUEHBZ RUEHDU RUEHJO RUEHMR RUEHRN 

DE RUEHSA #2646/01 2111350 

ZNR UUUUU ZZH 

R 301350Z JUL 07 

FM AMEMBASSY PRETORIA 

TO RUEHC/SECSTATE WASHDC 0992 

INFO RUCNSAD/SOUTHERN AF DEVELOPMENT COMMUNITY COLLECTIVE 
RUEHLO/AMEMBASSY LONDON 1249 

RUEHTN/AMCONSUL CAPE TOWN 4643 

RUEHDU/AMCONSUL DURBAN 9030 

RUEAIIA/CIA WASHINGTON DC 

RHEHNSC/NSC WASHDC 

RHEFDIA/DIA WASHINGTON DC 

RHMFISS/HQ USEUCOM VAIHINGEN GE 

RUEKJCS/JOINT STAFF WASHDC","UNCLAS SECTION 01 OF 03 PRETORIA 002646 


SIPDIS 


SIPDIS 
SENSITIVE 


DEPT FOR PRM/AFR M. LANGE, AF/S R. MARBURG, S. HILL 
DEPT PLEASE PASS TO USAID/DCHA 


E.O. 12958: N/A 

TAGS: PREL, PREF, ZI, SF 

SUBJECT: NO SAG CONTINGENCY PLANNING FOR GROWING INFLUX OF 
ZIMBABWEANS 


REF: HARARE 157 


PRETORIA 00002646 001.2 OF 003 


This Cable is Sensitive but Unclassified. Not for Internet 
Distribution. 


1. (SBU) SUMMARY. Despite the growing influx of Zimbabweans 
into South Africa, the SAG has not initiated contingency 

planning for a refugee crisis, according to UNHCR and IOM 
officials. The majority of Zimbabweans entering South Africa 

are \"victims of bad political governance,\" UNHCR argued, not 
technically \"refugees\" under the U.N. Refugee Convention, nor 
traditional economic migrants. UNHCR is concerned about the 
protection of vulnerable groups, especially children, 
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crossing the border. Post recommends that PRM send a 
representative to South Africa to continue discussions on the 
situation and to consider possible avenues for U.S. 
engagement and assistance. END SUMMARY. 


2. (SBU) Numerous press and anecdotal reports suggest that 
the number of Zimbabweans crossing into South Africa both 
legally and illegally has increased significantly in recent 
weeks, likely in response to the deteriorating economic 
situation in Zimbabwe. Journalist Geoff Hill told PolOff 

July 23 that during a recent border visit, the South African 
Police Service (SAPS) told him that 3,000 Zimbabweans a day 
were crossing the border illegally into South Africa, what 

one official called a human \"tsunami.\" South African farmers 
in Limpopo have complained to the South African Government 
(SAG) about the increase in illegal border crossings. The 
SAG has refused to estimate the scale, but has admitted 
publicly that the number of Zimbabweans crossing the border 
is increasing. 


3. (U) Parliamentarians from the African National Congress 

(ANC) and opposition Democratic Alliance (DA) have visited 

the Zimbabwe border in recent weeks. DA Spokesman Mike Lowe 
said that 5,000-6,000 Zimbabweans per day are entering South 
Africa legally at Beitbridge (with more than half of those 

not returning to Zimbabwe). Lowe claimed that an even larger 
number are crossing illegally, upwards of 1,000 on one farm 

alone. The DA has called for the establishment of refugee 

camps to house Zimbabweans. 


4. (SBU) The recent arrivals join a large Zimbabwean exile 
community in South Africa. Estimates of the number of 
Zimbabweans living in South Africa vary widely from one to 
three million. DepForMin Aziz Pahad said publicly July 5 

that the number \"continues to increase,\" noting the estimate 
of three million. Abel Mbilinyi, Deputy Representative of 

the U.N. High Commissioner for Refugee (UNHCR) told PolOffs 
and USAID/OFDA Officer that he believes the 3 million figure 

is exaggerated, but observed that since most Zimbabweans are 
in the country illegally, accurate estimates are nearly 
impossible. 


5. (SBU) The South African Government (SAG) has undertaken 
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little contingency planning to deal with a possible 

Zimbabwean refugee/migration crisis, according to UNHCR\'s 
Mbilinyi and IOM Regional Representative Hans-Petter Boe. 
Mbilinyi and Boe noted that the SAG had developed contingency 
plans in 2001, including identifying a reception center at a 
former military base 60 kilometers from the Zimbabwe border, 
but that these plans were never put into action because the 
tripwires (50 people/day requesting asylum) were never 
triggered. 


6. (SBU) Approximately two months ago, the Provincial 
Government of Limpopo, the province that borders Zimbabwe, 
invited UNHCR and IOM to a planning meeting on a possible 
Zimbabwean refugee/migration crisis. The provincial meeting 
was preliminary and did not address concrete planning issues. 
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The province invited the national Department of Home Affairs 
(DHA) to the meeting, but DHA representatives did not show 
up, according to IOM\'s Boe. To date, the national government 
has not included UNHCR or IOM in formal planning meetings (if 
any have been held). 


7. (U) UNHCR\'s Mbilinyi commented that Zimbabweans do not 
fall into neat categories - refugee versus migrant, political 
versus economic. The majority of Zimbabweans are \"victims of 
bad governance,\" not technically refugees under the U.N. 
Refugee Convention. Even those who might have strong asylum 
claims often do not articulate their cases, instead telling 

SAG officials they came to South Africa for a job or food. 

In addition, Mbilinyi commented that the \"pull\" factor from 
South Africa remains strong and will only increase in the 

coming years as the South African economy, particularly the 
construction industry, expands. Zimbabwean workers tend to 
be valued because of their relatively high skill levels and 

English language capabilities. 


8. (U) Approximately 25,000 Zimbabweans have applied for 
asylum in South Africa since 2000, Mbilinyi said. Only a 
small number of those cases have been adjudicated by the 
South African Government, and a very small number granted 
asylum. Asylum applicants have the legal right to work and 
study in South Africa while there claim is pending. 


Column 3 
Protection Problem 


9. (SBU) UNHCR\'s Mbilinyi noted several concerns about the 
protection of Zimbabweans crossing into South Africa: 


-- South African law prohibits the deportation of children, 

yet UNHCR believes that child deportations from South Africa 

to Zimbabwe continue, especially by military and SAPS 

officials in Limpopo. (NOTE: IOM\'s Beitbridge Reception 

Centre received 1,785 unaccompanied children between January 
and June 2007. END NOTE.) 


-- Criminals are exploiting Zimbabweans crossing the border, 
sometimes promising them safe passage in return for payment, 
but then dumping them at the border. 


-- Family reunification remains a major problem, Mbilinyi 
said. Zimbabwean parents who live in South Africa illegally 
pay \"facilitators\" to bring their children from Zimbabwe to 
South Africa. Some of these facilitators abuse children or 
abandon them when confronted by border officials. 


IOM has opened a Repatriation Centre in Beitbridge to address 
some of these issues (reftel) and is looking at opening a 
center on the South African side of the border in Musina, as 
well as in Plumtree, Zimbabwe, on the Botswanan border. 
UNHCR is training SAPS officers, the military, and Department 
of Home Affairs officials on protection issues. 


10. (SBU) Mbilinyi and Boe outlined several possible 
solutions to the Zimbabwe refugee/migration challenge: 


-- Better planning: Both agreed that the SAG needs to step 

up contingency planning for a possible Zimbabwean 
migrant/refugee crisis. UNHCR hopes any contingency planning 
will look to the future and establish effective assistance 
structures, not just mechanisms to \"warehouse\" Zimbabweans 
and send them back to Zimbabwe. IOM is considering 
undertaking its own planning exercise for a possible 
Zimbabwean influx. 


-- Short-term visas: Mbilinyi suggested that the SAG should 
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consider creating a short-term visa program for Zimbabweans 
who want to cross into South Africa for a limited amount of 

time, or perhaps even waiving visas for Zimbabweans who cross 
and return the same day. Such a program for Mozambicans has 
dramatically reduced the number of illegal crossings from 
Mozambique. 


-- Work visas: South African and Zimbabwean officials have 
discussed initiating a program to allow Zimbabweans to work 
in South Africa legally for a fixed amount of time. This 

would build on a small seasonal work permit program for 
farmworkers in Limpopo. 


11. (SBU) Post requests that PRM consider sending an official 
to South Africa (and possibly other affected countries) to 
continue discussions with Post, IOM, UNHCR, NGOs, and the 
South African Government on this evolving situation, and to 
explore possible avenues for U.S. assistance. We are 
concerned that the deteriorating economic and political 
situation in Zimbabwe, particularly with elections looming in 
March 2008, will lead to an even greater influx of 
Zimbabweans into South Africa and a significant humanitarian 
crisis. 

Bost 
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1. (SBU) SUMMARY. Modest progress was achieved during the 
July 26 Jordanian-lraqi co-chaired Refugee Working Group 
(RWG) in Amman. In a significant breakthrough, the 
Government of Jordan announced the opening of its public and 
private schools to displaced Iraqis living in Jordan, 

regardless of their residency status. Although the meeting 
offered countries hosting large populations of displaced 

Iraqis a forum to delineate the myriad and costly problems 
they face, significant disagreements remain over Iraqi plans 

to disperse its $25 million pledge of assistance announced in 
Geneva in April. The Iraqi Delegation incorporated thorny 
residence and entry issues into the agenda against Jordanian 
wishes, though ultimately agreed to address them bilaterally. 
The Iraqi delegation head found the Jordanians greedy and 
unresponsive to Iraqi needs. Text of the co-chairs\' summary 
can be found in paragraph 12 below. END SUMMARY. 


2. (SBU) On July 26, the Governments of Jordan and Iraq 
co-chaired a day-long meeting for countries hosting lraqis, 
international organizations, and several bilateral donors as 

a follow-up to previous neighbors\' meetings in Sharm 
el-Sheikh and Ankara. Jordanian Ministry of Interior 

Secretary General Mukhaimar Abu Jammous and Iraqi Deputy 
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Foreign Minister Mohammad Al Hmoud headed their respective 
delegations. Syria, Egypt, the UN, the EU, the Arab League 
and the Red Cross/Red Crescent Movement were invited to 
participate. Iran, Turkey, Russia, the UK, the U.S. and 

Japan were invited as observers. NOTE: The GOJ controlled 
the invitation process, and invited Iraq and Turkey as 
observers rather than participants to focus the meeting, and 
presumably, any forthcoming assistance, on those countries 
hosting large numbers of displaced Iraqis. END NOTE. 


3. (U) In his opening remarks, Abu Jammous said countries 
hosting Iraqis face immense pressures on their 

infrastructure, natural resources, security, health and 

education sectors resulting from the high number of displaced 
Iraqis living in Jordan. He repeated the oft-heard Jordanian 
refrain that Iraqi guests cost Jordan $1 billion per year, 

and highlighted the mounting pressure on his country\'s meager 
resources, especially in the areas of water and security. 

Other hosting nations, namely Syria and Egypt, echoed these 
sentiments during their public statements. 
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4. (SBU) Despite repeated Jordanian entreaties in the run-up 
to the meeting to focus on health and education, Hmoud opened 
by focusing on the issues of residency for displaced Iraqis 
and IragisW entry into neighboring countries. Hmoud called 
for host governments to permit residency for Iraqis until 
suitable circumstances allow for their return, and to waive 
penalties related to overstays. He also called upon 
countries to develop a mechanism to clear Iraqis for 
admission prior to departing Iraq to avoid the detention, 
interrogation, and deportation that he considered 
humiliating. NOTE: Iraqis do not require visas to enter 
Jordan or other neighboring countries, and therefore are not 
screened until their arrival at a port of entry. On July 25, 
Hmoud told the Ambassador that several members of his 
delegation traveling to Jordan for this conference were 
detained and delayed by Jordanian immigration officials at 
the airport in Amman for one hour. During his July 25 
meeting and again at the conference, the Ambassador 
encouraged Hmoud to tackle these issues bilaterally and 
assured him of USG support for raising the status and entry 
issues (ref A). END NOTE. 


5. (U) During their opening statements, the Syrian and 
Iranian representatives declared that the United States, as 
\"occupiers,\" created the lraqis\' hardships, and therefore 
should bear the responsibility and the costs in providing 
support to those countries hosting Iraqis. The Ambassador 
responded during his subsequent intervention that the 
displacement of Iraqis results from terror, random violence, 
and insecurity now plaguing parts of Iraq, and that all 
parties present bore a responsibility to work towards 
restoring stability and security. 


6. (U) The Arab League representative sought solutions to a 
number of outstanding issues, including the internally 
displaced Iraqis living in border camps such as Ruweishid 
near the Jordan-lraq border. He recalled previous Arab 
League statements calling for the protection of Palestinian 
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refugees living in harsh conditions in these border camps, 

and cooperative efforts with UNHCR to find permanent homes 
for these refugees. He praised Brazil\'s initiative of 

accepting these persons for resettlement, and expressed hope 
that other countries would follow. He also praised UNHCR\'s 
efforts, and asserted Arab League interest in a continued 
dialogue with UNHCR to coordinate solutions. 
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FULFILLING IRAQ\'S GENEVA PLEDGE 


7. (U) Deputy FM Hmoud acknowledged Iraq\'s responsibility to 
assist neighboring governments that are hosting and providing 
services to displaced Iraqis. In reference to its Geneva 
pledge, Hmoud said that the Government of Iraq is prepared to 
meet its commitment. 


8. (C) During his formal remarks, Hmoud restated the 
Government of Iraq\'s previous pledge of $25 million made in 
Geneva, and hinted that this was merely the beginning of the 
assistance Iraq was willing to provide for its displaced 
citizens. In private conversations with the Ambassador, 
Hmoud indicated that the GOI might agree to transfer funds 
through a UN mechanism, but in public, Hmoud offered only 
in-kind assistance - offering textbooks and Iraqi teachers 

for education assistance and medical supplies, drugs, doctors 
and nurses for health needs. The Ambassador encouraged Hmoud 
to expeditiously announce either in Amman or upon his return 
to Baghdad that the existing pledge would be released. 


9. (C) During ongoing discussions over the course of the day, 
the lraqi delegation proposed a follow-up quadpartite 
mechanism that would have included Jordan, Iraq, Syria and 
the U.N. that was rebuffed by the Jordanian and Egyptian 
delegations. Jordanian delegates told Polcouns that the 
proposal - as well as a subsequent proposal for a tripartite 
follow-up mechanism consisting of Jordan, Iraq, and the UN - 
was unacceptable because it allowed the Iraqi government 
leeway to try to dictate to the Jordanian government how any 
assistance could be used. The Jordanian delegation insisted 
that any assistance should come solely through the U.N. 
COMMMENT: In taking this position, the Jordanians are denying 
the Iraqis a level of engagement other - trusted - donors 
receive routinely. END COMMENT. 


JORDANIAN SCHOOLS OPEN TO IRAQI STUDENTS 


10. (U) In a much-anticipated moment, Jordanian MOI SecGen 
Abu Jammous announced that pursuant to King Abdullah\'s 
directive, Jordanian public and private schools would be open 

for all Iraqi students living in Jordan. Abu Jammous 
subsequently repeated these statements to the media, noting 
that Iraqi students could be enrolled regardless of residency 
status. At a dinner that evening hosted by the lraqi 

Ambassador, a Jordanian delegation member told PolCouns that 
the MFA would send a directive through the Prime Ministry to 

the Ministry of Education in the coming week endorsing the 
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initiative and permitting the MoE to enroll Iraqis students 
without requiring residency permits as a precondition. 


11. (C) COMMENT: The Iraqi and Jordanian delegations kept up, 
barely, an appearance of cooperation, but private 
conversations made clear the continued high level of mutual 
distrust. The Jordanians fear that giving the lraqis any 
opening, such as a trilateral forum with the UN, opens the 
door to Iraqi efforts to trample on Jordanian sovereignty. 

At the dinner hosted by the Iraqi Ambassador, only one 
representative of the Jordanian delegation - Nawaf al-Tal, 

the conference organizer and mid-level MFA employee - 
attended, and he related to poloff that he was doing so as a 
sacrificial lamb. Al-Tal also told poloff that he felt that 

the lraqis regressed from previous commitments and could not 
communicate amongst themselves. He expressed frustration 
that, after Jordanian FM Khatib and Iraqi FM Zebari reached 
agreement on an agenda during Zebari\'s June visit to Amman, 
the lraqi delegation was bent on rehashing residence and 
entry issues and obfuscating its Geneva commitments. For its 
part, the Iraqi delegation 

made a number of thinly veiled comments reminding \"some 
countries\" of policies they consider unacceptable (i.e. 
residency and entry restrictions) in light of the previous 
support and assistance rendered by Iraq. Hmoud also said in 
private that the GOI would not permit the issue of displaced 
Iraqis to be used for the private benefit of some countries!" 

- acomment seemingly directed at the perceived greed of any 
number of its neighbors. END COMMENT. 


12. (U) An Embassy translation of the co-chair\'s summary of 
the working group outcomes follows in its entirety. 
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Begin text: 


1. The participants asserted that the real and effective 
solution applicable to the Iraqi problem in the host 
countries is that they should return to their homeland. This 
implies the provision of security and stability in Iraq 
through a political process in which all Iraqi sects - 
political, religious, and racial - participate which will 

lead to achieving national reconciliation. Any other 
solution outside of Iraq is only temporary or partial. 


2. The participants reassured their support for Iraqi 
government efforts to enhance the humanitarian and living 
conditions and security inside of Iraq that will allow its 
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citizens residing in other countries to return quickly. 

Also, this would encourage the Iraqi citizens inside of Iraq 
to stay inside their country. 


3. The participants asserted that the host countries have 
the right to determine the entry of Iraqis into their 
territories and residence according to their internal laws 
and regulations. Therefore, any issue related to this 
subject may be discussed bilaterally. 


4. The participants asserted the importance of 
international support for the service sectors (i.e. 
education, health) in the host countries. Host countries 
have the authority to ensure the continuity of these sectors 
in providing a credible level of services for Iraqi citizens 
residing in their lands. The host countries are able to 
withstand the pressures on their infrastructure including 
security and the natural resources. 


5. The participants encourage the relevant international 
organizations to continue their cooperation with the host 
country governments to aid them with the endurance of the 
burdens resulting to their economy, infrastructure, and 
energy resources due to hosting these Iraqi citizens. 


6. The participants agreed on making an effort to support 
the educational infrastructure for the hosting countries so 
that Iraqis residing in their lands will have the opportunity 

for a suitable education and to have the chance to enroll in 
schools and available educational institutions, thereby 
respecting the right to education according to the procedures 
of each country. 


7. The participants agreed to make an effort to support 
the health infrastructure in host countries to provide the 
appropriate medical care for Iraqis residing in host 
countries and to enable the provision of the appropriate 
medical care according to the laws and regulations of the 
respective countries. 


8. The participants welcomed the Iraqi government 
announcement of its readiness to contribute to aid Iraqis 
residing at the host countries. 


9. The participants thanked the donor countries and the 
concerned international organizations, especially UNHCR, and 
the Arab League, and encouraged the rest to provide more 
support to aid the host countries to meet the Iraqi needs, 

who reside in those countries. 


10. The participants thanked the Hashemite Kingdom of 
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Jordan for hosting the meeting of the countries hosting 
Iraqis. 


End text. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
Hale 
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1. (U) Summary. Embassy Amman consistently advances the 
freedom agenda in Jordan through: frequent interaction with 
and support of civil society; engagement with the media; and 
a multitude of USAID, MEPI and Embassy-sponsored programming. 
Civil society leaders, democracy promoters and human rights 
advocates regularly attend Embassy functions and frequently 
contribute to Embassy reporting. The Ambassador and other 
Embassy officers take advantage of the mission\'s close 
contact with Jordanian government officials to promote reform 
and engage the media and Jordanian public to promulgate the 
vision presented in the President\'s June 5 Prague speech. 
End summary. 


2. (U) This year, the Ambassador broke tradition and hosted a 
unique Independence Day celebration on July 4 at his 
residence. Eschewing the Embassy\'s regular list of host 
government, diplomatic and business leaders, the Embassy 
invited 800 young Jordanian leaders representing the reform 
agenda: civil society figures, student leaders, youth 
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movements, and NGOs. During his public address the 
Ambassador remarked that \"Jordan . . . is becoming more open, 
with more voices participating in political, economic and 

cultural life. Among the most important new voices in Jordan 
are the voices of its youth.\" 


3. (U) The Ambassador published an op-ed entitled 
\"Celebrating Freedom Throughout the World\" in three of the 
four largest Jordanian newspapers on July 4 and 5 - drawing 
heavily from the President\'s Prague speech and emphasizing 
the fundamental elements shared by democracies and the 
universality of all peoples\' yearning for freedom. 


4. (SBU) Ambassador met with representatives of civil society 
on July 3 at his residence to discuss the freedom agenda and 
assess their views on progress and impediments to reform in 
Jordan (ref b). Activists reported their concerns about the 
pace of reform and the Ambassador underscored Post\'s 
commitment to frequent, regular contacts with activists to 
keep appraised of developments to civil society. 


5. (SBU) Human rights activists and civil society leaders are 
frequent guests at Embassy functions - the Ambassador\'s June 
5 reception for the outgoing and incoming political 

counselors being a recent example. Additionally, the 

political section hosted a luncheon on June 20 and will host 

a follow-on lunch August 12 to further explore human rights 
issues with leading Jordanian activists. Post\'s human rights 
officer meets monthly with counterparts from European 
embassies interested in human rights promotion. 


6. (U) As part of PA-organized and USAID-funded legislative 
strengthening program, the Ambassador received 12 Jordanian 
parliamentarians for tea on February 19 following their 
two-week November visit to the U.S., and used the opportunity 
to highlight the importance of legislative checks on the 
executive branch. In his remarks, he encouraged the MPs to 
become more involved in their own budgeting processes. 


7. (U) Over the course of the past year, the Ambassador 
delivered a number of public remarks to an array of civil 

society groups promoting the freedom agenda. For example, on 
February 20, the Ambassador delivered the opening address to 
the International Republican Institute-organized regional 
Women\'s Democracy Network meeting held in Amman. On February 
6, he spoke with Jordanian civil society organizations at the 
MEPI-funded Private/Public Partnership Conference at the Dead 
Sea. On May 15, the Ambassador participated in a panel 

during the International Women\'s Forum\'s annual meeting in 
Amman, where he trumpeted USG support for democracy 
programming and reform efforts in Jordan to an audience of 
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over 500 global women leaders. The Ambassador also regularly 
meets with university students, and hosts media roundtables 
with local journalists, providing the opportunity to promote 

the Freedom Agenda through open dialogue. 


8. (U) On June 29, acting PolCouns met with Human Rights 
Watch during their annual meeting held in Amman, engaging 
this well-respected international NGO on the pace of reform 
in Jordan. 


9. (U) USAID\'s Democracy and Governance program supports a 
number of Freedom Agenda components. For instance, 
sub-grants under its rule of law project funded the Adalah 

Center for Human Rights to train judges and journalists on 
balanced media coverage of court proceedings; the Noor Al 
Hussein Foundation introduces students to human rights and 
rule of law issues; and the Al Hayat Center for Civil Society 
Development targets Jordanian universities to enhance 
awareness of and respect for human rights and the rule of law. 


10. (U) In May and June, Freedom House, a USAID implementing 
partner: 


-- collaborated with the Jordanian National Commission for 
Women to conduct workshops in Amman, Aqaba and Irbid, 
attended by 111 members of civil society, that resulted in a 
consensus on the need for advocacy on five specific laws 
affecting women. 


-- issued sub-grants to three civil society organizations to 
education young and rural Jordanians on participation in 
civil society and parliamentary affairs. 


-- signed an agreement with a community-based organization in 
the northern Badia region to develop a legal literacy program 
that employs a rights-based approach to women\'s rights and 
targets women in rural communities. 


11. (U) Through its media implementer IREX, USAID has 
supported the following outreach activities to empower 
Jordanian civil society, universities and media organizations: 


-- convened a meeting of ten editors and media professors 
from public and private universities to discuss strategies to 
upgrade journalism criteria to reflect practical skills; 


-- sent two academics to the University of Pennsylvania 

Annenberg School of Communications to prepare papers on media 
law and community media in Jordan that will be used in law 
courses to build a knowledge base on the principles of 
international media law and help NGOs advocate for 
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establishing community broadcasters in Jordan; 


-- delivered a two-week course on media law and policy that 
was attended by 150 Jordanian students, journalists and 
professionals; and 


-- collaborated with UNESCO to sponsor a symposium on press 
freedom in Jordan on World Press Freedom Day that was 
attended by approximately 80 persons and widely publicized. 


12. (U) USAIDVs legislative strengthening implementer, the 
State University of New York (SUNY), supported a 
parliamentary staff fellowship for Amjad Al-Fayez, who 
returned to be named head of the Civil Society Organizations 
Unit in the Lower House of the Jordanian Parliament. 


13. (U) A coalition of USAID implementers (SUNY and NDI), 
local NGO partners, and the Jordanian Parliament\'s 
Directorate of External Relations produced the first-ever 
Parliamentary-Civil Society Networking Fair on May 28. 
During the event, a dozen legislators mingled with 50 
representatives of civic groups and the Deputy Speaker of 
Parliament, Dr. Nayef al-Fayyez, to address a diverse group 
of rights-focused organizations, political parties, think 

tanks, study groups, and NGOs. 


MEPI Programming 


14. (U) Jordan remains a welcoming environment and therefore 
frequently hosts regional MEPI meetings, conferences, 

projects. Recently Jordan hosted a Young Minds for Action 
meeting July 19-21 at the Dead Sea to explore women\'s issues, 
youth, and technology; the American Bar Association/Arab 
Women\'s Legal Network held its third general meeting in Amman 
June 13-15; the Foundation for Civil Society Law Reform in 

the Gulf region organized its regional conference June 18-19; 

and MEPI and the U.S. Patent and Trademark Office sponsored 
an intellectual property workshop in Amman on June 13. 


15. (U) In its July edition, Jordan Business published a 
two-page feature article on the Department-sponsored regional 
Women Business Leaders\' Summit held in Amman in February. 
The magazine prominently featured an interview on the 

valuable partnership between Jumana Twal, founder of a highly 
successful Jordanian public relations firm, and her Madison 
Avenue counterpart. 


Elections Support 
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16. (U) USAID and MEPI support significant elections 
programming in gearing up for this year\'s municipal and 
parliamentary elections. NDI partnered with Al Hayat Center 
for Civil Society Development to organize youth civic 

education camps for over 600 participants, to bring them 
together for direct discussions with candidates. IRI has 

worked with local partner NGOs outside of Amman to train over 
600 potential male and female candidates for the upcoming 
municipal and parliamentary elections. MEPI supported the 
Foundation for the Defense of Democracies\' mentoring program 
for seven female Jordanian candidates to participate in 
municipal and parliamentary elections. 


17. (SBU) The Ambassador personally engaged the Ministers of 
Interior and Municipal Affairs on July 3 to secure access 

for Embassy officers planned visits to polling centers 

through Jordan during the July 31 municipal elections (ref 

a). 


Foundation for the Future 


18. (SBU) Amman currently houses the Foundation for the 
Future, a product of the partnership between the G-8, BMENA, 
and the Forum for the Future. On July 18, Francesco Rosa, 
the Chief Operating Officer of the Foundation, told Emboff 
that he expects a Chief Financial Officer to start work soon 
and plans to hire two program officers by the end of 2007. 
Rosa reported that the Foundation\'s acting executive 
president and chairman of the board Anwar Ibrahim will visit 
Amman on August 2 to meet Jordanian Foreign Minister 
Al-Khatib. Additionally, Rosa is drafting an MOU between the 
Foundation and Jordan\'s MFA to resolve outstanding financial 
issues and define the Foundation\'s tax-exempt status. To 
date, the Foundation has awarded five grants and expects to 
announce additional grants following its November board 
meeting in Paris. On average, it receives one to two grant 
applications per week. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
Hale 
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RUCNCIS/CIS COLLECTIVE 

RUCNDT/USMISSION USUN NEW YORK 1490 

RUEHVEN/USMISSION USOSCE 2017 

RUEHBS/USEU BRUSSELS 1246 

RUEHBUL/AMEMBASSY KABUL 2205 

RUEHIL/AMEMBASSY ISLAMABAD 2216 

RUEHNE/AMEMBASSY NEW DELHI 2174 

RUEHDBU/AMEMBASSY DUSHANBE 2533","UNCLAS DUSHANBE 001111 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, KIRF, KDEM, TI 
SUBJECT: TAJIK GOVT CLOSES UNREGISTERED MOSQUES 


1. (U) Local police closed down an unregistered mosque in 
Zarafshon neighborhood in Dushanbe July 26. Embassy staff 
witnessed the closure of one mosque as authorities locked the 
mosque\'s doors, prohibiting people from worshipping and angering 
the local community. Police continued to patrol the 

neighborhood in the evening, watching out for potential trouble. 
The mosque is located in a residential area less than one 
kilometer from the Embassy and on any day, approximately 30 to 
100 people pray there. 


2. (U) A former Imam of a Sino District mosque told a local 

staff member who is active in Tajikistan\'s Muslim community that 
as Sino District officials were attempting to close a mosque 

they explained to the community that on July 23 Dushanbe\'s Mayor 
Ubaidulloyev ordered local neighborhood authorities to shut down 
80 known unregistered places of worship by the end of the week. 
The order has so far prompted at least 20 confirmed mosque 
closures and one imam believes the number is closer to 80. 
Technically the Zarafshon mosque is unregistered, but local men 
have been praying at the mosque for seven years. Mullah 
Sirojiddin, the Imam of the Zarafshon mosque who has led prayers 
for the past three years, is convinced that authorities targeted 

his mosque because he openly delivers sermons critical of the 
government. 


3. (SBU) In an act of defiance, approximately 35 local 
worshippers prayed outside the Zarafshon mosque after it was 
closed July 26. Some worshippers suggested protesting by 
praying out on the street and blocking traffic, and others 

wanted to break the lock and reclaim the mosque. Mullah 
Sirojiddin told our staff member he rejected these means of 
protest and will take legal measures to re-open the mosque. Per 
current legislation, the Imam plans to collect ten signatures of 
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district worshippers and apply to register his mosque. The 
registration process is supposed to take one to three months, if 
an applicant has presented all necessary documentation. Mullah 
Sirojiddin doubts that even by following the proper procedures 
that his mosque will actually be registered. 


4. (SBU) COMMENT: Undoubtedly, the Zarafshon mosque and any of 
the other closed mosques will face bureaucratic hurdles in their 
attempts to register. If the issue were simply an 

administrative registration matter, we do not believe the city 
government would have used such a large display of authority to 
close down the mosques. Instead the forceful tactics used to 
lock the doors and patrol the area show that the government does 
not want local residents to pray at the mosque or listen to the 
Imam\'s sermons. As the Zarafshon residents have shown, 
authorities may close mosques, but people will still find a way 

to gather for religious worship or dialogue. The government may 
defend its actions by claiming that it is trying to prevent 

religious extremism in Tajikistan, but its harassment of 

Christian groups as well indicates that it aims to control all 
religious practices and activity. END COMMENT. 


JACOBSON 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/30/2017 
TAGS: PK, PREL, PGOV 


Column 3 
SUBJECT: GROWING PERCEPTION THAT U.S. WILL ABANDON PAKISTAN 


Classified By: Anne Patterson, For Reasons 1.4 (b) and (d) 


1. (SBU) Summary: News that the U.S. House and Senate had 
approved House Resolution 1 with language requiring the 
President report annually on Pakistan\'s efforts in the War on 
Terror predictably caused a stir in Islamabad. The media\'s 
interpretation of the bill narrowly focused on the perceived 
\"certification requirement.\" Comparisons with the Pressler 
Amendment came fast and furious in newspapers and on 
television July 27 and 28. (Note: Aside from the Ministry 

of Foreign Affairs spokeswoman, government officials did not 
comment publicly on the resolution. End Note.) Combined 
with select coverage of recent statements by senior U.S. 
officials, the passage of the resolution fed the 

interpretation endorsed by some pundits that the U.S. is 
distancing itself from Pakistan in its hour of need. Most 
prominent newspapers (Urdu and English) also speculated that 
the U.S. was contemplating unilateral military action in the 
FATA. End Summary. 


2. (C) During a private meeting with the Ambassador on July 
27, Prime Minister Aziz raised recent statements by U.S. 
officials about Pakistan\'s efforts in the War on Terror, 
emphasizing the negative impact these statements were having 
on counter-terror cooperation. The Ambassador explained that 
many of the statements - by Under Secretary Burns, Fran 
Townsend, and Defense Intelligence Agency Director James 
Clapper - were being quoted out of context and exaggerated in 
the media. The Prime Minister said he understood the press 
was over-reacting but that both countries needed to manage 
media reactions during their respective campaign seasons. It 
was difficult, he added, for politicians and high officials 

to respond to sharp questions about U.S. aims to \"invade 
Pakistan.\" 


3. (U) President Musharraf, Foreign Minister Kasuri, and 
leading Senators talked to the media about recent U.S. 
statements on Pakistan on July 27. Musharraf said Pakistani 
forces were \"fully capable\" of pursuing extremists in FATA 
and didn\'t need intervention from the U.S. During a press 
conference with visiting British Foreign Secretary David 
Miliband on Friday, Foreign Minister Kasuri said recent U.S. 
statements were \"irresponsible and counter-productive.\" 
Pakistan\'s Senate Foreign Relations Committee, headed by 
Secretary General of the ruling Pakistan Muslim League 


SIPDIS 
Mushaid Hussain, called for an end to Pakistan\'s cooperation 
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in the War on Terror in the event of unilateral U.S. or NATO 
military action in Pakistani territory. 


4. (C) Comment: With the end of the Chief Justice case, 
election season has kicked into high gear. Sensitivity to 

the media\'s select coverage of U.S. statements and 
legislative action will increase in the first few months, as 
Pakistani officials and politicians seize opportunities to 

stoutly defend Pakistan\'s sovereignty. Acknowledgment of 
Pakistan\'s sacrifices in the War on Terror will help to 

counter the perception that the U.S. is distancing itself 

from Pakistan, especially as select press coverage of House 
Resolution 1 stokes the anxieties of Pakistanis who remember 
the economic pain caused by the Pressler years. End Comment. 


PATTERSON 
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NOFORN 
SIPDIS 


DEPT FOR NEA/ARP 


E.O. 12958: DECL: 09/12/2016 
TAGS: PREL, PGOV, KU 
SUBJECT: GCC+2 JOINT STATEMENT: KUWAIT REACTION 


REF: STATE 104838 


Classified By: Charge DVAffaires Alan Misenheimer for Reasons 1.4 (b) a 
nd (d) 


1. (C/NF) A/DCM met with Raed Al-Rifai, Acting Chief of 

Staff to FM Shaykh Dr. Mohammed, on July 30 to discuss reftel 
draft statement on the GCC 2. Rifai read over the document 
and expressed general satisfaction but did not offer 
substantive comment. He said he would forward the draft 
immediately to the FM, who was scheduled to depart later that 
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afternoon for Cairo. Al-Rifai said he would relay any 
further reaction to us when received. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Iraq, Lebanon, Islam, Palestinian Territories, Peace 
Process (7/30) 


1. Summary: Syrian papers on July 30 reported Deputy Foreign 
Minister Faisal al-Miqdad\'s meeting on July 29 with Under Secretary 
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of the Iraqi Foreign Ministry Mohammad al-Haj Mahmoud focusing on 
bilateral relations, developments in Iraq and the effects of the 
increasing influx of Iraqi citizens to neighboring countries and the 
difficulties that the governments of these countries endure to 

provide their basic needs. Al-Miqdad stressed that the occupying 
forces in Iraq must take responsibility for the urgent situation of 

the Iraqi people, stating that Syria is willing to cooperate with 

the Iraqi government and the international community to provide 

their needs. He reiterated the importance of preparing conditions 

for their return to their homes as soon as possible. For his part, 
Mahmoud expressed the gratitude of the Iraqi government and people 
for Syria\'s hospitality in hosting Iraqi citizens, affirming the 

Iraqi government\'s determination to shoulder its responsibilities 
toward its citizens. 


Papers also featured deliberations of the ministerial consultative 
meeting to meet the health needs of Iraqis in neighboring countries, 
which kicked off on July 29. The meeting was organized by the World 
Health Organization (WHO) with the participation of Health 
Ministries in Syria, Jordan, Egypt and Iraq and related UN 
organizations. Syrian Health Minister Maher al-Hussami highlighted 
the health services provided to Iraqi citizens in Syria who left 

their country due to the loss of security and stability in Iraq. 
Al-Hussami criticized negligence of the international community in 
providing aid to the increasing number of Iraqis in neighboring 
countries. He also stated that the deteriorating health services in 
Iraq are one of the main reasons of immigration from Iraq. 


All papers reported that 100 scholars and imams from the five 
continents took part in an international one-week Forum for Islamic 
scholars and Imams, which started on July 29 to promote moderation 
and show values of coexistence among Islamic nations. The Forum was 
held at Sheikh Ahmad Kuftaro Foundation in Damascus where the 
foundation\'s Director General Salah al-Din Kuftaro, along with 

scholars from Algeria, Kuwait and Iraq, stressed that the aim of 

this Forum is to draft a plan for cooperation and rapprochement 

among Islamic organizations in the world. 


End of summary. 
2. Selected Headlines: 


\"Deputy Foreign Minister al-Miqdad reviews impacts of the increasing 
influx of Iraqi citizens to neighboring countries with al-Haj 

Mahmoud, Under Secretary of the Iraqi Foreign Ministry, stressing 
the necessity of the occupation to shoulder its responsibilities\" 
(Government-owned Tishreen, 7/30) 


\"Under-Secretary of the Iraqi Foreign Ministry expresses gratitude 
for lraq\'s government and people for Syria\'s hospitality in hosting 
Iraqi citizens. 
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\"Moratinos: The Lebanese are responsible for solving their crisis. 
French Foreign Minister Kouchner: | will come back to Beirut\" 
(Government-owned Al-Thawra, 6/30) 


\"The first anniversary of the second Qana massacre was commemorated 
in Lebanon. Kouchner sees progress in his talks in Lebanon\" 
(Government-owned Tishreen, 7/30) 


\"President Bush\'s generosity to Israel: Maintaining Israel\'s 
military supremacy over countries of the region, and an additional 
$30 billion in US aid. Rice and Gates to the region today to 
promote a rotten commodity\" (Government-owned Tishreen, 7/30) 


\"Scores of Palestinians pass to Gaza. Abbas in Moscow seeking 
support\" (Independent al-Watan, 7/30) 


\"An international Forum for Scholars and Imams calling for 
moderation and values of coexistence\" (Government-owned Tishreen, 
7/30) 


3. Editorial Block Quotes: 


Abd-al-Fattah Al-Awad, Chief Editor of government-owned Al-Thawra, 
wrote (7/30): \"There are a number of future American scenarios with 
regard to the Iraqi war and the region. One of these scenarios is 

an announcement by the US Administration, under pressure from home 
and abroad, that the time has come for withdrawal from Iraq because 
of the failure of the Iraqi government to accomplish its mission and 

play its role... 


\"Another scenario is further American indulgence in the military and 
political madness through the expansion of the regional conflict... 


A third scenario is the search for a publicity breakthrough where 
the failure is covered up by an opportunity for success 
somewhere.... The current American talk about peace in the Middle 
East in this context can be seen within this context... 


\"Other scenarios include authorizing Israel to ignite the region, 


and spreading instability in the Middle East through the creation of 
sectarian strife and other conflicts....\" 
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\"Alarming Signal\" 


Ahmad Dawwa, an editorialist in government-owned Al-Thawra, wrote 
(7/30): \"The United States is dealing with the crisis of the Iraqi 
refugees as a secondary problem.... We wonder if the 
American-British occupation seeks to drive Iraqis to vacate Iraq... 


\"All indications and information say that the problem is continuing 
and escalating and that the occupation is not taking any real 
measures to guarantee the return of these refugees in the 
foreseeable future. This creates a new tragic situation to these 
refugees... 


\"Providing the necessary assistance to Iraqi refugees in the 
countries that host them is important and urgent. Failure to do 

this would only worsen their problems and heighten their tragedy in 
light of their long stay. But this is not the alternative to the 
solution; namely, working speedily to provide the circumstances for 
their return to Iraq as soon as possible. Here, the basic 
responsibility lies with the occupation and also with the 
international community and its establishments, which were lax in 
their opposition to the occupation of Iraq, especially the Security 
Council, which deals with the issue of Iraqi refugees as if it does 
not exist... 


\"The US Administration\'s approach to the issue of Iraqi refugees 
indicates that it wants either to tamper with Iraq\'s demography or 
export the problems that resulted from the occupation to the 
neighboring countries in the hope that this would help to promote 
the \'creative chaos\' theory... 


\"The international community must pressure the occupation to 
shoulder its responsibility by looking after the existing refugees 
and stopping the Iraqi exodus at any price....\" 


Marwan Qabalan, an editorialist in government-owned Al-Watan, wrote 
(7/30): \"The political and security developments in Iraq indicate 
that the fall of the al-Maliki government is imminent.... After 


more than one year in power, the Al-Maliki government has \"failed to 
score any tangible achievements on the level of either the national 
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reconciliation process or the control of the wild sectarian violence 
and the achievement of a reasonable degree of stability... 


\"Instead of acting as a prime minister of the entire Iraqi people, 
Al-Maliki established himself as a leader of a party or a trend that 
prevailed over part of its country and people. 


\"The only factor delaying the fall of the Al-Maliki government is 

the American desire to evade a political earthquake hindering the 
Iraqi parliament\'s approval of a number of laws, notably the oil and 
gas Law....\" 


Salim Abbud, a columnist in government-owned Al-Thawra, wrote 
(7/30): \"President Bush\'s desire for peace in the Middle East and 
his call for a peace conference in September is an attempt to 
re-draw attention to the American role, which is suffering a serious 
fracture in the region and the rest of the world.... 


\"Bush is working to further divide the Arab world into moderates and 
extremists and serve Israel and its expansionist objectives... 


The joint visit by Condoleezza Rice and Robert Gates to the region 
suggests that the US Administration is preparing for one of two 
things, or for both: First to recruit parties in the region to 

support Bush\'s policy in Iraq, and second is to mobilize the 
energies of the countries of the region in the face of the so-called 
Iranian threat or the Hizbollah threat....\" 


Corbin 
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E.O. 12958: DECL: 07/30/2012 


Column 3 

TAGS: PREL, KNNP, ENRG, KTIA, IN, LG 

SUBJECT: LATVIA WELCOMES INFORMATION ON 123 AGREEMENT WITH 
INDIA 


REF: STATE 104171 


Classified By: Ambassador Catherine Todd Bailey. 
Reason: 1.4 (d) 


1. (C) A/DCM delivered reftel message and non-paper to 
Kaspars Ozolins, A/S-level official in charge of security 

policy at the MFA. Ozolins welcomed the information and 
consultation with NSG members. He said that Latvia 
understood India\'s \"legitimate energy needs," but stressed 
that the key to Latvian support in the NSG would be ensuring 
appropriate safeguards. The agreement with the IAEA would be 
key in this regard, he noted. 


2. (C) Ozolins asked for any information on Pakistan\'s 
reaction to the agreement and whether we thought a recent 
missile test was in part a reaction by Islamabad to this 
agreement. 


BAILEY 
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SIPDIS 


E.O. 12958: N/A 
TAGS: PHUM, PINR, SNAR, Cl 
SUBJECT: CHILE: APPROVED HUMAN RIGHTS VETTING CLEARANCE FOR 
FINANCIAL INVESTIGATION TECHNIQUES COURSE 
REF: A. STATE 104777 
B. SANTIAGO 01110 


1. Per reftel A, Embassy verifies that as of July 27 2007, 
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the Department of State possesses no credible evidence or 
information of gross human rights violations by the Chilean 
candidates cited in reftel B. 


2. Counselor for Economic and Political Affairs Juan A. 
Alsace certifies the above statement. 
KELLY 
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E.O. 12958: N/A 

TAGS: EAGR, ECON, EFIN, EIND, ELAB, ENRG, ETRD, KIPR, PTER, 

SENV, SP, EINV, UK 

SUBJECT: MADRID WEEKLY ECON/AG/COMMERCIAL UPDATE REPORT - 
JULY 23 


MADRID 00001489 001.2 OF 004 


Table of Contents: 


EFIN: VP & Finance Minister Solbes will not compete in a tax 
cutting \"auction\" with opposition 

KIPR: 16 arrested for Internet Piracy 

PTER: Two Syrians arrested for channeling funds for the Jihad 
EAGR: EC may be forced to change AG biotech evaluation process 
EAIR: Iberia allies with AA to request anti-trust immunity 

ECON: Budget surplus for Spain for first half of 2007 
EAIR/EIND: Ministry of Industry to increase investment in 
aviation sector 

EIND/EINV: Announcements for major biodiesel production 
plants in Spain continue 

SENV/ENRG: GOS announces environmental plans focusing on 
energy and climate change 

EINV: Carlyle group wins Applus bid 

EINV: Manuel Jove acquires 5% of BBVA 
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ENRG: Call for Spanish national energy policy 

ELAB: Poor Representation of women on Spanish boards 
ELAB: Delphi - union agreement settles final major hurdle to 
closure of Puerto Real 


VICE PRESIDENT AND FINANCE MINISTER PEDRO SOLBES SAYS HE WILL 
NOT COMPETE IN A TAX CUTTING \"AUCTION\" WITH OPPOSITION 
CONSERVATIVE PP PARTY 


1.(U) The opposition Popular Party recently proposed tax 
cuts on the order of euros 20 billion. The budget surplus 
this year is euros 7 billion - Solbes says any tax cuts 
should amount to considerably less than this figure given 
future health and pension commitments. The Minister also 
criticized Rodrigo Rato for leaving the IMF two years before 
his term expired. Solbes also made it clear that would have 
preferred more long-term measures to increase the fertility 
rate in Spain, rather than the euros 2500 the Zapatero 
government intends to give families for each new baby. (El 
Pais, July 22) 


SPANISH POLICE ARREST 16 PEOPLE FOR INTERNET PIRACY 


2. (U) This was a big raid, and the arrests reflected the 
large-scale commercial nature of much of the internet piracy 
that goes on in Spain. For example, the groups sold a DVD 
called \"All in One,\" which provided software used in 
neutralizing security systems. The DVD cost euros 9500 and 
was bought by people specializing in installing pirated 
software. The economic damages caused by the sale of just 
this one product are estimated to have amounted to euros 80 
million. (Comment: The arrests were conducted by the Spanish 
police\'s Antipiracy and Technology Investigation Brigade. 

This unit is highly respected by the content provider 
community. The question is now whether the Spanish judiciary 
will issue deterrent level sentences. In general, copyright 
industry representatives respect police work against internet 
pirates - they just wish there were more of it. The industry 

is much more critical of the judiciary.) (El Pais, July 23) 


TWO SYRIANS ARRESTED FOR CHANNELING FUNDS FOR THE JIHAD 


3. (U) Syrian citizens Bassan Dalasi Satut (48 years old) and 
Samer Dabbas (30 years old) were arrested Wednesday morning 
in Madrid for channeling funds from radical extremists living 

in Spain to the jihad. Some of the money came from Spanish 
and foreign Islamist investors, and it was usually invested 

in building houses that were later sold. The profits were 

sent outside Spain. The police also seized 120,000 euros in 
cash, press information related to international terrorism, 

cell phones, and computer material. Minister of Interior 
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Rubalcaba said that the suspects had bank accounts in 
different countries in the amount of 700,000 euros. Spanish 
prosecutors are expected to charge the suspects with 
cooperating with a terrorist organization, forging documents, 
and money laundering. Bassan Dalasi Satut had taken over the 
job of Mohamed Ghalef Kalaje Zouaydi, alias Abu Talha, who 
was arrested in the Datil operation November 2001, and who is 
serving a nine year jail sentence. 


EC MAY BE FORCED TO CHANGE AGBIOTECH EVALUATION PROCESS 


4. (U) A confluence of unintended consequences stemming from 
agriculture policy may force the European Commission (EC) to 
change its agriculture biotechnology evaluation process 

and/or its renewable fuels goals. European Union (EU) 

failure to act/react expeditiously to new agriculture 
biotechnology, and the worldwide push for renewable fuels 
production have led influential Spanish (and other EuropeQ) 
compound feed and meat and poultry producers to challenge the 
Commission. While Spanish grain farmers, who just harvested 
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record grain crops, revel in the confluence of record-high 
production and high prices, Spanish compound feed, meat and 
poultry producers suffer the latter. Spanish compound feed 
producers do not have access to biotechnology corn produced 
in the United States, nor to any of its by products i.e. corn 
gluten feed, because the EC has not yet accepted the 
biotechnology corn varieties that are now under U.S. 
cultivation. In addition, new EU (Spanish ethanol production 

is further limiting the grain available to Spanish compound 
feed manufacturers. Could these events spell the beginning 

of the end to EU-US differences in agriculture biotechnology? 
We may be only one \"short\" world grain crop away from \"yes.\" 


IBERIA ALLIES WITH AMERICAN AIRLINES TO REQUEST ANTI-TRUST 
IMMUNITY FROM DEPARTMENT OF TRANSPORTATION 


5. (U) The relationship between Iberia and American Airlines 
recently grew stronger after the two companies agreed to a 
framework that would broaden their commercial and operational 
cooperation. Iberia and AA submitted this framework 
agreement to the Department of Transportation (DoT) in the 
hopes of obtaining anti-trust immunity. Separately, Iberia 

and AA filed an additional framework agreement for DoT\'s 
approval between the two airlines and their Oneworld alliance 
partners, Finnair, Royal Jordanian, and Malev. Iberia 
representatives note that if approved, these agreements would 
allow the company to offer more flight destinations, 
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flexibility in flying times and ticket purchases, and more 
attractive frequent flyer mile programs. Iberia airlines 
currently flies to DC, Miami, Boston, New York, and Chicago. 


BUDGET SURPLUS FOR SPAIN FOR FIRST HALF OF 2007 


6. (U) The Secretary of State for the Ministry of Economy and 
Treasury, Carlos Ocana, announced this week that at the close 
of the first half of 2007, Spain had a budget surplus of over 

6 billion euros. In his announcement, Ocana added that the 
surplus was expected to grow further in the second half. 
According to the ministry, the surplus is a result of higher 

than expected revenues, brought on partly by more aggressive 
anti-fraud measures as well as higher than expected income 

tax revenue generated by a favorable economic and employment 
growth. 


MINISTRY OF INDUSTRY TO INCREASE INVESTMENT IN AVIATION 
SECTOR 


7. (U) The Minister of Industry Joan Clos unveiled Spain\'s 
strategic plan to boost the viability of Spain\'s aviation 

sector over the next 8 years. Under this plan, which would 
entail government investment of up to 11 billion euros 
starting in 2008, Spain hopes to strengthen its aviation 
sector\'s positioning vis a vis other European countries. The 
Ministry of Industry\'s investment would support programs to 
increase the sector\'s production capabilities as well as 
research and development. In his announcement of the plan, 
Minister Clos expressed hope that by 2016, Spain\'s aviation 
sector would be able to make a more notable contribution to 
the country\'s GDP. 


ANNOUNCEMENTS FOR MAJOR BIODIESEL PRODUCTION PLANTS IN SPAIN 
CONTINUE 


8. (U) Madrid-based Elecnor, a widely diversified Spanish 
utility company, plans to build one of the world\'s largest 
biodiesel production plants in the port of Gijon, in the 

northern region of Asturias. The 70 million euro 

construction project will be completed in mid 2009 and will 
produce up to 500,000 tons of biodiesel per year from 
vegetable oil, according to the company (Reuters, July 18). 
The Spanish biofuel company Biocarburantes Vascos announced 
plans to build a large biodiesel plant in the Spanish North 
African port of Cueta. The 44 million euro plant will have 
production capacity of 200,000 tons of plant-based diesel 

fuel per year. Construction of the Cueta-based facility will 

be completed 16 months after land reclamation is finished. 
The company also operates a 120,000 ton per year plant near 
Seville, and is planning construction of three additional 
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plants in Spain (Reuters, July 26). Several other 

Spain-based biodiesel production plants have been announced 
in recent months, including Italian oil refining company 

Sara\'s current construction of a 200,000 ton per year 

biodiesel plant in Cartagena, Spain. (Reuters, June 6) 

These new biodiesel production plants represent the market\'s 
continued response to the GOSVs decision to make the EU\'s 
non-binding target of 5.75 percent biofuel usage in transport 
fuels mandatory by 2010. 
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GOS ANNOUNCES ENVIRONMENTAL PLANS 


9. (U) The GOS has recently made two environmental 
announcements related to energy use and climate change. On 
July 20, the GOS announced a new energy action plan for 
2008-2012 entitled the Strategy of Saving and Energy 
Efficiency. The plan will reportedly generate savings of 

87.9 million equivalent tons of petroleum, and reduce CO2 
emissions by 238 million tons. The GOS has committed nearly 
2.4 billion euros to the plan, a more than 20% increase over 
the previous plan for the same time period. In total, 59 

specific \"actions\" have been identified to reach the plan\'s 
goal, with efforts focused on seven industry sectors. The 

plan will include economic incentives, specific GOS 

initiatives and communication programs. (GOS, July 20) On 
the same day, July 20, the Cabinet of Ministers approved more 
than 80 \"urgent measures" to fight climate change. Some of 
the announced measures include better insulation in 
government buildings, continued development of wind power and 
the elimination of vehicle registration taxes for automobiles 
that emit the least amount of CO2. Both 
Vice-President/Minister of the Presidency Fernandez de la 
Vega and Minister of the Environment Narbona emphasized that 
climate change will continue to be a major priority of the 
Zapatero Administration. (GOS, July 20) 


CARLYLE GROUP WINS APPLUS BID 


10. (U) The Carlyle group, teaming with Catalonian partners 
Caixa de Catalunya, Caixa de Manresa, Caixa de Terrassa, 
Caixa de Tarragona and the Real Automovil Club de Catalunya, 
has closed its deal to purchase Applus for 1.48 billion 

euros. Applus is a Spanish company whose business is the 
inspection and certification of a range of items such as 

cars, ships and factories. The owners of Applus , Agbar 53%, 
Union Fenosa 25%, and Caixa Madrid 22%, will profit 
handsomely from the deal. Agbar, the Barcelonan water 
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utility will enjoy a profit of 210 million euros and plans to 

use the cash to pay off debt and expand its business. The 
deal which is Spain\'s largest buyout in some time saw Carlyle 
edge out France\'s Eurazeo whose bid offered similar 
compensation but imposed more conditions on Applus . 


MANUEL JOVE ACQUIRES 5% OF BBVA 


11. (U) Galician business magnate Manuel Jove, who made his 
fortune during the real estate boom as the founder of the 
Spanish property company Fadesa, has acquired a 5% stake in 
BBVA making him the largest single shareholder of the Spanish 
bank. The move by Jove was made after assurances to the 
Spanish bank that he had no intention of a takeover and would 
not seek a spot on the board or make changes to management. 
Jove\'s assurances were reportedly reassuring to the bank 
which sees Jove\'s stake as a protective measure, having 
recently fought off a bid by Sacyr Vallehermoso and is still 
considered ripe for takeover after some years without 
expansion. 


CALL FOR SPANISH NATIONAL ENERGY POLICY 


12. (U) The business organization CEOE has called on national 
government to harmonize environmental law and policy among 
the autonomous communities. CEOE advocates the establishment 
of a national standard on emissions that apply to all 

companies nationwide. CEOE is seeking a common standard to 
ensure fairness in the application of environmental 

regulations and level the playing field for businesses both 

on a national and EU level. While Spain admits that it is 

far off from meeting its Kyoto goals on emissions, Spanish 
businesses have also stressed that Spanish regulation can at 
times be overly harsh when compared to competitors operating 
in other EU nations. 


POOR REPRESENTATION OF WOMEN ON SPANISH BOARDS GETTING WORSE 
NOT BETTER 


13. (U) In spite of efforts to increase the presence of women 

at the highest levels of Spanish business, the evidence 

points to a worsening situation. Some progress was made in 
2006 amid the debate and entering into force of the Unified 
Code of Corporate Governance and the Law of Equality: women 
board members on market listed corporations rose to 80, a 62% 
increase. It is worth noting however that this seemingly 

giant leap is to be considered against a total of 1,346 board 
seats so the 62% increase is an increase from a very low 
starting point. This year there is no doubt of a continuing 
problem as more women have left the boardroom than have 
entered it. In addition to this current trend there remains 
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the statistic that 15 of the Ibex 35 companies are without a 
single female board member, including giants Telefonica, 
Endesa, Theria, Gas Natural, and Altadis. 


DELPHI - UNION AGREEMENT SETTLES FINAL MAJOR HURDLE TO 
CLOSURE OF PUERTO REAL 


14. (U) American car parts manufacturer Delphi reached an 
agreement with UGT, its Puerto Real Plant\'s work-force union, 
on July 9, affirming a prior agreement struck with the 
Andalusia government. The agreement allows Delphi to move 
ahead with its plan to close the factory located in Cadiz 
province on July 31. The negotiated deal stipulates that 

Delphi provide a more generous compensation package for its 
displaced workers, that it assume 200 million euros worth of 
debt, and that it turn over the factory and its machinery 

(worth an estimated 160 million euros to the government of 
Andalusia in order to speed the recovery and redevelopment of 
the community. The total cost to be shouldered by Delphi 
relating to the closure is estimated at 500 million euros 

The agreement will likewise allow the Andalusia Business 
Committee to move closer to finding a new owner for the 
manufacturing plant. Catalonia\'s Ficosa is currently the 
leading bidder. Ficosa would convert the factory into an 
aeronautics plant. 

AGUIRRE 
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E.O. 12958: N/A 
TAGS: CASC, EINV, KIDE, OPIC, PGOV, EN 


SUBJECT: 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS - ESTONIA 


REF: A) STATE 55422 B) 06 TALLINN 501 


1. (U) The United States Government is aware of one 
(1) previously disputed claim of U.S. persons 

against the Government of Estonia, which was 
resolved in January 2007. 


a. Claimants A and B. 
b. The dispute began in 2005. 


c. Claimants A and B were U.S. corporations that 
owned 27.88 and 5.46 percent, respectively, of 
Baltic Rail Services (BRS), an Estonian corporation 
which owned 66 percent of AS Eesti Raudtee, or 
Estonian Railways (ER). A Netherlands investment 
company owned 33.3 percent of BRS. ER operates a 
vertically integrated railroad network in the 

Republic of Estonia and is the primary rail freight 
operator in the country. BRS gained controlling 
stock interest in ER asQ result of the Estonian 
Governmenti\'s privatiQtion of Eesti Raudtee in 2001. 
At that time, the Government of Estonia (GOE) 
retained a 2Qpercent stake in ER. The remaining 
investors in ER were Estonian nationals. 


2. (U) Claimants A and B, along with their 
investment partners, alleged that the GOE had 
adopted a series of measures that substantially 
impaired the value of their investments. The 
claimants said that the political turmoil 

surrounding the company had decreased the market 
value of the investment to a 2006 estimate of USD 35 
million (down from an estimated total U.S.- 

originated investment value of 135 million in 2004). 


3. (U) On April 20, 2006, the Estonian Cabinet of 
Ministers took a unanimous decision to give then- 
Minister of Economy Edgar Savisaar the mandate to 
start the process of terminating the 2001 
privatization agreement which had allowed the 
claimants to buy their share of the railway system. 
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The claimants, through ER, initially attempted to 
resolve these issues through a series of cases in 
local courts and two arbitration claims before the 
Stockholm International Arbitration Court, by 
involving the Directorate General for Energy and 
Transport of the European Commission, and by 
bringing claims under the respective Netherlands and 
U.S. bilateral investment treaties with Estonia at 
the International Centre for Settlement of 
Investment Disputes (ICSID). The claimants also 
requested, and received, advocacy from the U.S. 
Embassy in Tallinn for a transparent and equitable 
resolution of the dispute which would respect the 
interests of all parties. 


4. (U) In October of 2006, ER and the Ministry of 
Economic Affairs and Communication announced that 
they were in the process of negotiating a commercial 
re-purchase of BRS\' outstanding shares by the GOE. 
By December, the terms of the deal were finalized, 
with both parties settling on a purchase price, and 

on the termination of all outstanding legal 

procedures underway at the time in arbitration or 

with the ICSID. In January 2007, the re-purchase of 
BRSY 66 percent stake in ER was completed by the GOE 
for a final price of EEK 2.5 billion (USD 192 

million) 


5. (U) The United States Government is not aware of 
any other outstanding claim of a U.S. person against 
the Government of Estonia. 


PHILLIPS 
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SUBJECT: GREECE: DEMOCRACY AND HUMAN RIGHTS IN AZERBAIJAN 


REF: SECSTATE 99391 
Classified By: PolCouns Robin Quinville, reasons 1.4 b, d 


1. (C) Visiting Greece Desk Officer, Ilan Goodman, delivered 
reftel points to MFA South Caucusus Desk Officer Stella 
Bezirtzoglou. Bezirtzoglou thanked the U.S. for its 

attention to this issue, noting the GOG concurred it is a 
growing problem. She questioned why the Aliyev government, 
which she characterized as \"extremely popular,\" would 
continue to crack down on media freedoms. Goodman noted that 
Aliyev and his closest advisors had taken some positive steps 
recently, but it was still possible for various factions to 

use the ability to imprison independent and opposition 
journalists for their own purposes -- one of the reasons the 
USG advocated the decriminalization of libel in Azerbaijan. 
Bezirtzoglu agreed, continuing that the GOG had heard from a 
co-chairman of the Minsk group that there were portions of 
the GOAJ that Aliyev did not control. Even on 
Nagorno-Karabakh negotiations, Aliyev was sometimes out of 
the loop, she concluded. 


2. (C) Bezirtzoglou noted that Greece had raised these issues 
in Brussels and other European capitals and supported the EU 
declaration of support for media freedoms and independent 
journalism. But Azerbaijan continued back-sliding. 
Bezirtzoglou noted that Greece has encouraged the expansion 
of democracy and rule of law through its development aid to 

all of the South Caucus countries. She agreed to recommend 
that the GOG expand its aid programs in Azerbaijan, perhaps 
including money for training of judges and a possible 
conferece on mass media and independent journalism. 


3. (C) Bezirtzoglou emphasized however, that the GOG needed 
to tread carefully in pressing the GOAJ on these issues, for 

two reasons. First, the two countries had recently had a 
rapproachement following the freeze in relations due to 
\"illegal\" flights from Azerbaijan to Northern Cyprus. 

Second, a \"strategic relationship\" had developed between them 
in the energy sector. Pointing to the recent 

interministerial meetings held in Athens on July 5-6, she 

noted that Development Minister Sioufas hoped to travel to 
Baku soon to sign a gas agreement related to Shah Deniz. 
(NOTE: The Development Ministry has confirmed that minister 
Sioufas will travel Wednesday, August 1 to Baku. END NOTE) 
Goodman explained that the U.S. understood the importance of 
the GOG-GOAJ relationship and the vital role that 

relationship played in the diversification of European energy 
supplies. He stressed this was why the Friends of Azerbaijan 
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demarche was so effective and why the U.S. was urging the 
European Commission to appoint an Head of Mission to 
Azerbaijan. By adding the EU\'s voice to the international 
concern for these issues, it would add to Greece\'s 
effectiveness. Bezirtzoglou agreed to convey the message to 
Brussels and Baku, and will also instruct the Greek Embassy 
to work with the U.S. in approaching the GOAJ. 
COUNTRYMAN 
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TAGS: ECON, EFIN, PGOV, IZ 

SUBJECT: FINANCE COMMITTEE CHAIR DESCRIBES TAWAFUQ PLANS, 
PENDING LEGISLATION 


Classified By: Economic Minister Charles P. Ries for reasons 1.4 (b) an 
d (d). 


1. (C) Summary: In his first meeting with Economic Minister, 
Council of Representatives (CoR) Finance Committee Chair Ayad 
S. Samarrai (Sunni-IIP) discussed the reasons for Tawafuq\'s 
decision to withdraw from the government. He complained that 
PM Nouri al-Maliki\'s government was paying no heed to Sunni 
demands. Clarifying the pull-out, Samarrai stated that 

Tawafuq MPs would retain their posts, but cabinet members 
would resign. Samarrai indicated that al-Maliki remaining PM 
was acceptable to Tawafug, but at a minimum a cabinet 
reshuffling would be necessary. Vice President Adel Abdul 
Mehdi gave Vice President Tariq al Hashimi a paper on July 28 
laying out a way forward with 19 points. VP al Hashimi is 
reviewing the points now, according to Samarrai, who has seen 
the paper, and, after al Hashimi\'s approval, the paper will 

be shared with key leaders of the Kurdish and ShiVa blocs in 
order to obtain consensus and negotiate a way forward. 
Samarrai said that IIP is willing to work with other blocs, 

but does not like the idea of creating a new \'moderate 

front\’, preferring to remain part of Tawafug. On pension 
reform, Samarrai said that the legislative proposal, which 

had gotten far too expensive as it had proceeded through the 
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parliamentary process, had been returned to the Council of 
Ministers (CoM) for revisions. End Summary. 


2. (C) EMIN asked for clarification on the recent Tawafuq 

threat to pull out of the government by August 1. What would 

this mean to CoR members? Samarrai said that Tawafug CoR 
members would retain their seats, but cabinet members would 
resign. Tawafuq was primarily aggrieved because, according to 
Samarrai, PM Nouri al-Maliki was not taking the Sunnis into 
account in policy making and governance. VP Adel Abdul Mehdi 
gave al Hashimi a paper with 19 points describing a way 

forward on the major issues, covering constitutional issues, 
hydrocarbon resources, security concerns, and the balance of 
power. The paper also includes other less crucial issues, 

such as evaluating government performance. With some changes, 
Samarrai guessed, al Hashimi and Abdul Mehdi could reach a 
bilateral understanding. The next step would be to take it to 

the PUK and ShiVa Alliance leadership in order to obtain a 
broader consensus. Samarrai described Abdul Mehdi\'s paper as 
comprehensive and fair. Removing PM Maliki from power was not 
among Tawafuq\'s demands; rather, Maliki could keep his seat, 
but the current Cabinet composition would need to be changed. 
Maliki, however, needs to take Tawafuq\'s demands more 
seriously and share power. 


3. (C) EMIN noted that the USG hoped the Iraqis would solve 
their problems peacefully and democratically. Still, EMIN 
cautioned, the USG support that the GOI has enjoyed to this 
point cannot be taken for granted. If, by September, the GOI 
has not made significant progress on the political 
benchmarks, it will have a serious effect on USG political 
support. 


4. (C) Samarrai indicated that the disagreement on the 
revenue management law was due to Kurdish intransigence 
regarding the distribution of oil revenue. Specifically, the 
Kurds were demanding that in the event of a budget surplus, 
all the additional revenue be disbursed directly to the 

regions based on population. The Sunnis believe that, as with 
budgeted revenue, all revenue should be subject to the 
proposed revenue sharing process, which reserves a (still 
unspecified share) of the funds for sovereign expenses and 
\"national strategic projects.\" 
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5. (C) On pension reform, Samarrai noted that the legislation 
had been fraught with problems since its introduction, and 

had been heavily amended in a budget-breaking direction. 
Samarrai expressed surprise that the executive branch had not 
been more supportive of its own proposal. Instead, Samarrai 
said, Minister of Finance Bayan Jabr had requested that 
Samarrai make a presentation to the CoR on behalf of the law, 
which Samarrai felt was unfair. The CoR recently sent the law 
back to the Council of Ministers for revision. EMIN noted 

that pension reform is notoriously difficult politically in 

many countries. In light of the upcoming Stand-by Arrangement 
negotiations to be held in September 2007, EMIN urged 
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Samarrai to encourage the CoR not to approve a pension law 
with benefits so generous that it might jeopardize lraq\'s 
fiscal stability. 


CROCKER 
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SUBJECT: PA BUDGET: 100 MILLION IN THE RED, BUT ISRAELI 
ARREARS WILL MASK THE PROBLEM FOR A WHILE 


1. (SBU) Palestinian Authority (PA) Ministry of Finance 
officials and local IMF representatives say that the PA is 
running a monthly operating deficit of approximately USD 100 
million. The gap is exacerbated by the loss of Gaza revenues 
(both domestic taxation and VAT/customs for goods not moving 
into Gaza due to the closure of the crossings). Israeli 
agreement to transfer PA funds previously withheld 
(approximately USD 350 million) over the next four months 
will allow the PA to cover most of this deficit and pay full 
salaries for the time being. Even with transfer of the 

withheld funds, the PA will be unable to make any significant 
dent in its own arears, currently estimated at just over one 
billion USD. Once the withheld funds are fully paid out by 

the GOI, the PA will need a significant inflow of cash, as 

early as October. 


2. (SBU) PA Ministry of Finance unofficially reported the 
following figures: 


-- Total monthly operating expenses: USD 170 million (of 
which USD 128 million goes to salaries) 


-- Domestic revenues: Approximately USD 20 million/month (May 
2007: USD 18 million; June 2007: USD 20 million) 


-- Regular monthly clearance transfer from the GOI, after 
deductions: USD 50 - 60 million 
WALLES 
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E.O. 12958: DECL: 07/29/2017 

TAGS: PGOV, SENV, EAID, EAGR, JO 

SUBJECT: KING ACCEPTS RESIGNATIONS OF HEALTH AND WATER 
MINISTER; POSITIVE REACTION TO EXAMPLE OF GOOD GOVERNANCE 


REF: AMMAN 3177 
Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (C) SUMMARY: PM Bakhit announced on July 29 the 
resignations of Minister of Water and Irrigation Alem and 
Health Minister Kharabsheh. The two offered their 

resignations following parasitic contamination of water 

supplies in northeastern Jordan that infected hundreds. New 
ministers have not been named; Environment Minister Irani 

will assume responsibility for the Water Ministry and 

Minister of Political Development Oran will manage the Health 
Ministry. Other officials in the water and health sectors 

also stepped down. Local media had extensive coverage of the 
announcement and while some blame the media for instigating 
the furor over the outbreak, many view the resignations as 
examples of GOJ accountability and good governance. Alem\'s 
departure may be a loss to the water sector, but Environment 
Minister Irani is a close ally and advocate of alternative 

water management strategies. His tenure, while likely short, 
may present opportunities to seriously discuss changes to 
Jordan\'s water policy. END SUMMARY. 


2. (SBU) During a July 29 press conference, Prime Minister 
Marouf Bakhit announced the issuance of a royal decree 
accepting the resignations of Minister of Water and 

Irrigation Zafer Al Alem and Health Minister Saad Kharabsheh. 
The PM explained the two resigned out of their \"moral 
responsibility\" following the mid-July cryptosporidium 
contamination of water tanks in Mafraq Governorate that sent 
hundreds to the hospital (reftel). Several senior officials 

at both ministries have also tendered their resignations, 

taken early retirement, or accepted reassignments. Until new 
ministers are announced, Minister of Environment Khaled Irani 
will assume responsibility for the Water Ministry and Dr. 
Mohammad Al Oran, Minister of Political Development, the only 
physician in the current Cabinet and a vocal critic of U.S. 
policies in the region, will serve as acting Minister of 


Column 3 
Health. COMMENT: Alem and Water Authority of Jordan 
Secretary General Munther Khleifat, who also resigned, were 


SIPDIS 

seasoned, well respected professionals with considerable 
experience in the water sector. It may be difficult to 

identify equally talented and experienced successors. END 
COMMENT. 


3. (U) The PM further announced the formation of an 

official investigative body to examine the outbreak and 

subsequent response, and make recommendations on safeguarding 
public health. The body will be led by Minister of State for 

Legal Affairs Khalid Zu\'bi with participation from the 

ministries of environment and justice. The PM declined to 

comment on whether the GOJ would pursue legal action against 

the two former ministers. 


4. (U) Both English and Arabic dailies carried extensive 
coverage of the resignations on both the news and editorial 
pages. A Jordan Times editorial commented, \"In all fairness, 
while the two Cabinet ministers may have been well unaware of 
the health hazards...they should be held to account for the 
simple reason that it is their duty to know the smallest 

detail of any situation for which they are responsible.\" The 
column continued that the resignations should have been 
offered immediately after the outbreak, but nevertheless set 
an example of good governance that should be observed 
throughout Jordan. Independent, pro-business Arabic daily 
Al-Ghad described the resignations as \"inevitable,\" 
explaining the actions \"entrenched the concept of 
responsibility and accountability.\" 

5. (C) COMMENT: Reaction to the resignations is generally 
positive, with many touting the ministers\' decisions as 
examples of good governance. This phenomenon, however, is 
not new: in 1998, former Water and Irrigation Minister 
Haddadin stepped down after contaminated water from the Zai 
Treatment Plant entered the distribution system. Critics of 

the July 29 resignations blame the press for exaggerating the 
situation and focusing attention on the GOJ when, in their 
view, the real culprits were farmers who illegally accessed 
water for their livestock by shooting holes in pipes which 
allowed waste to seep into the system. The current crisis 


may open a new chapter in Jordan\'s water management policy. 
There is increased attention on the faults in the water 

supply network and the ineffective enforcement of existing 

laws. Additionally, Acting Water Minister lrani is a 

long-time friend of the Embassy and supporter of USG 

activities in Jordan. He is a proponent of more efficient 

water use and his tenure, while likely to be short, may 


Column 3 
present an opportunity to emphasize much needed alternative 
strategies in water management. 


6. (C) COMMENT CONTINUED: The King\'s Office Director, 
Bassem Awadallah, and GOJ spokesman/cabinet member Nasser 
Judeh separately told the Ambassador that PM Bakhit was 
hesitant to seek these resignations, and it was only upon the 
King\'s return from a North American trip that the King 

personally forced action. The Royal Palace has mobilized GID 
and other tools to blunt Islamist victories in the July 31 

municipal elections, and part of the strategy was to show 
Government responsiveness to socio-economic needs in such 
neglected areas as Mafraq. The timing of this health crisis 

was damaging, and more so was a perception of complacency and 
tardiness in the ministries\' initial response. It is hoped 

that with this move, the GOJ will have demonstrated a 

refreshing accountability and turned this setback into a 

possible gain in the elections. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
Hale 
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NSC FOR ABRAMS/SINGH/MARCHESE/HARDING 
E.O. 12958: DECL: 07/30/2017 


TAGS: PGOV, PREL, PARM, SY, IS, LE 
SUBJECT: LEBANON: FORMER PM MIKATIVS POLITICAL ASSESSMENT 


Classified By: Ambassador Jeffrey D. Feltman for Reasons: Section 1.4 
(b) and (d). 


Column 3 


1. (S) Summary: On July 30, the Ambassador and Special 
Assistant met with former Prime Minister Najib Mikati to 
discuss upcoming parliamentary by elections and the prospects 
of various presidential candidates. Mikati, who has 
traditionally been linked to President al-Assad of Syria, 

made comments reflecting a desire for coordination with the 
government of Syria (GOS) to ensure that candidates on the 
final presidential ballot can be accepted by all interested 
parties. Mikati repeatedly negated General Aoun\'s chances to 
be elected as president, saying that no one takes him 
seriously. Mikati ended the meeting with a proposal to fund 
study programs for moderate Sunni religious leaders in his 
home district of Tripoli, but asked for USG advice before he 
proceeding. End summary. 


Business and Leisure 


2. (C) Mikati provided a brief business update for the 
Ambassador. His family-owned business, the M1 Group, 
recently purchased the Facconable brand from Nordstom\'s for 
$210 million dollars. He was pleased with this deal and 

noted that this business venture, like other M1 Group 

projects, will be headquartered in Monaco. Mikati is about to 
depart for \"much needed\" summer holidays in Monaco, adding 
that his private yacht will meet up with the family in 

Sardinia for a week. The price of real estate in Monaco did 
have Mikati at bit down, however. He was recently forced to 
pay 7 million USD for an apartment when its twin only cost 

3.5 million USD in 2005. 


3. (C) Mikati then turned to politics He does not fear the 
prospect of a political vacuum in Lebanon if the electoral 
process should fail. He said that there are many issues to 
be resolved, including important regional matters which 
require international cooperation before a final settlement 
can be reached. Mikati said that a vacuum would not, in 
fact, create new problems for Lebanon and that it was a 
mistake to think that a new president could or would heal all 
of the country\'s divisions. 


The Perfect Candidate and the Preferred Process 


4. (C) Mikati has a very clear idea of the profile for 

Lebanon\'s next president. He wants a candidate who can unify 
and one who will be accepted by Syria and the international 
community, including the U.S. He said it is hard for him to 
name one specific person right now as the nature of the 

times, i.e war vs. peace and economic expansion vs. 
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depression, will determine which candidate and qualities will 
be best suited for the office. When asked which presidential 
candidate would bring about a respectful and mature 
relationship with Syria based on mutual respect, Mikati had 
no response. Mikati did make it very clear that a list of 
multiple candidates should be vetted or approved by both 
Syria and the U.S. 


5. (C) The Ambassador asked Mikati whether this one close 
relationship with the Asads gave him any insights as to 
whether the rumors were true about the Syrians have signaled 
that five candidates were acceptable: Central Bank Governor 
Riad Salameh, former Foreign Minister Jean Obeid, former 
Foreign Minister Fares Bouez, former Maronite League head 
Michel Edde, and LAF Commander Michel Sleiman. Mikati said 
that the Syrians definitely do not want Obeid; had they 
accepted him, he would have been elected in 2004, saving the 
country from the Lahoud extension. Salameh might be fine if 
the presidential agenda was focused on economic growth. 


Preferring Civilian over Military Leader 


6. (C) As for the LAF Commander, Mikati began by providing a 
personal assessment of Suleiman, whom he characterized as 
respectful, honest and sensitive to the needs of Lebanese 
society. Mikati praised Suleiman\'s approach to the Syrians, 
saying that he kept to the middle of the road, for the most 

part, and did not inflame tensions after the Syrian 

withdrawal in 2005. (Note: When pressed about Suleiman\'s 
alleged role in defying the Syrian orders in spring 2005 to 
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prevent the March 14 \"Cedar Revolution\" demonstrations, 
Mikati said he had no information. End Note.) Mikati 
personally enjoyed working with Suleiman during his tenure as 
PM and believes Suleiman has done an excellent job with the 
LAF. However, when asked about Suleiman as a presidential 
candidate, Mikati expressed a very strong preference for a 
civilian to hold the office. Mikati said that if the entire 

country is able to unite behind Suleiman, he has no problem 
with this, as he likes the General personally. However, if 
given achoice, Mikati said that he would always choose a 
civilian over a military leader. 


\"Aoun is a Joke\" 


7.(C) Mikati was very negative about Aoun\'s chances of 
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becoming president. \"At this point, it\'s better to just 
eliminate his name and start to put others - any others - 
forward.\" He feels that Aoun is completely unable to 
generate the kind of consensus that would be needed to win 
the next presidential election. Mikati stated that Aoun is 
perceived to be against the Sunni, perceived to be buying and 
selling votes and that he is too unpredictable. When pressed 
to speculate on Aoun\'s chances as a compromise candidate, 
Mikati shook his head and said, \"No, it would be far too 
difficult. He is a joke, a laughingstock, and he is only 

around because of the political games that are being played.\" 
Mikati does, however, think that Aoun\'s candidate has a very 
good chance of winning the Metn by-election against Amine 
Gemayel. 


What the Future Could Bring 


8. (C) Mikati disparaged Michel Murr\'s plan for a two-year 
interim presidency, calling it a clear attempt to wait for a 
change in administration in Washington. He also thinks that 
it is a plan to eliminate the Maronite hold over the office. 
Mikati thinks that an interim presidency will cause Christian 
groups to fight amongst themselves for two years, causing a 
rift which will make them unable to elect a presidential 
consensus candidate in 2009. 


9. (C) Mikati went further with his concerns. He said that 

a two-year interim term could create additional confessional 
conflict. With only two years to woo the voters, a Christian 
president would play to his own political base, while a Sunni 
prime minister would do the same. A stand-off could result, 
with the president and prime minister vying for votes at the 
expense of each other and at the expense of national unity. 
Mikati believes that this would bring Lebanon back to square 
one, with the government dissolved and the country at a 
stand-still. 


10. (C) Mikati also shared his views for the way forward in 
the months to come: 


-- The USG should speak to the Syrians about the Lebanese 
elections. Regardless of anyone\'s wishes, the Syrians do 
\"hold the upper hand\" in Lebanon and the future president 
must be on good terms with them. Mikati acknowledges that 
none of the existing candidates are \"against\" Syria, but 
certain candidates will clearly be more acceptable than 
others. He agreed that March 14 candidates such as Boutros 
Harb and Nassib Lahoud are not inherently \"anti-Syrian,\" but 
that is the label that has stuck to them. 

-- The USG should also speak with Iran about these elections. 
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Mikati said that while Iranians are \"less greedy\" when it 
comes to Lebanon, they will not support a candidate who 
opposes Syria. 

-- AS mentioned above, Mikati believes that Syria, the U.S. 
and other international players should \"vet\" a number of 
candidates and then let Lebanese MPs chose from that small 
list. 


Prospects for Nahr al-Barid - The Day After 


11. (C) In talking of the LAF fight against Fatah al-Islam 

in Nahr al-Barid, Mikati agreed that this is a precarious 
situation for the country as a whole and that the time has 
come for a permanent solution regarding the Palestinians. He 
believes that the Palestinian Authority should grant 
\"citizenship\" and passports to all Palestinians living in 
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Lebanon, who could then be treated as all other resident 
foreigners. They would have the right to work and live 
wherever they wanted to in the country, but the GOL would 
also have the right to deport those who did not respect the 
GOL\'s sovereignty or those who engaged in terrorist 
activities. He also believes that, with passports, many 
Palestinian refugees could be processed for resettlement in 
Canada or Australia if they so desired. Mikati does not 
think another camp should be rebuilt, and, were he PM today, 
he would hold off on all reconstruction until these residency 
issues have been resolved. 


Mikati Money for Moderate Muslims 


12. (S) Mikati is a devout Sunni Muslim and a popular leader 
from Tripoli who is greatly disturbed by the potential for 
extremist expansionism in his home district. Drawing on his 
considerable personal wealth, he wants to initiate a program 
to educate 40 - 100 moderate Sunni religious leaders as 
examples for the community, to draw people away from 
extremist views. Mikati has been approached with requests 
for educational grants, a television station and other 
programs. He has been extremely cautious to date and has not 
acted on most requests. \"l am a businessman first. It would 
be easy for me to help these people, but | don\'t want any of 
their future actions to be held against me, my family or my 
business interests. And | know people are watching these 
things carefully.\" Mikati asked the Ambassador to advise him 
on this matter. Is there a menu of programs approved of by 


Column 3 

the USG? Is there a checklist to follow before providing 
financial support? Ambassador promised to provide feedback 
on this issue. 


Comment 


13. (C) The extent of Najib Mikati\'s current links to the 

Asad family is always fertile ground for political debate in 
Lebanon. There was genuine scratchiness between the Asads 
and Najib Mikati when Mikati came out publicly in favor of an 
international tribunal in December 2005 after Gebran Tueni\'s 
murder. But we suspect that, by now, Najib\'s brother Taha 
has healed the wounds. In any case, Mikati does not flaunt 
his relationship with Syria (whatever it is). Worldly and 
sophisticated, he is a far different character than Syria\'s 
other allies in Lebanon, who tend to be defensive provincial 
bumpkins and thugs of the white-sock-wearing variety. 


14. (C) We believe that Mikati will do nothing to endanger 
his relationship with the west or put his considerable 

business empire at risk. Indeed, his concern about financial 
sanctions no doubt prompted him to ask our advice as to how 
he can help support moderate Sunni clerics in his hometown of 
Tripoli. But because of Mikati\'s understanding of Syria, his 
views regarding Aoun were particularly interesting. Too 
intelligent to be taken in by the General\'s vulgar populism, 
Mikati probably despises Aoun for the latter\'s use of 
anti-Sunni stands to attract Christian support. But we 
suspect that, if Syria were truly backing Aoun, Mikati would 
have chosen discretion rather than verbal attack in his 
comments to us about Aoun. 

FELTMAN 
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DEPT FOR P, T, ISN, SCA/INS AF/S 


E.O. 12958: N/A 
TAGS: ENRG, PREL, KNNP, KTIA, SF 
SUBJECT: U.S.-INDIA 123 AGREEMENT: SOUTH AFRICAN REACTIONS 


REF: SECSTATE 104171 
(U) This is an action request -- see para 4. 


1. (U) DepPolCouns presented reftel non-paper, a copy of the 
White House press release, and the full transcript of U/S 

Burns\' 27 July press briefing to DFA Deputy Director for 

Nuclear Disarmament and Non-Proliferation Michiel Combrink on 
30 July. Combrink had not heard Friday\'s announcement and 
was astonished by the news. Admitting he had not thought it 
would be possible for the two sides to bridge their remaining 
differences, he heaped praise on lead negotiator Dick 

Stratford. 


2. (SBU) Upon reviewing reftel non-paper Combrink commented 
that it appeared the U.S. had \"caved on reprocessing.\" He 
expressed strong interest in seeing the full text of the 

agreement, if/when that became possible. Combrink 

anticipated that the SAG would have many questions about the 
details of the agreement and welcomed the prospect of 
consultations on the way forward in the NSG. He noted that 
some NSG outreach activities were planned for the margins of 
the September IAEA General Conference in Vienna and suggested 
that as a possible venue for initial USG-SAG bilateral 
consultations. (NOTE: DDG Abdul Minty does not plan to 

travel to New York for UNGA 1st Committee sessions. END 
NOTE.) Combrink wryly noted that NAM, NSG, and AU countries 
would likely \"have a lot to say\" about the agreement and its 
implications. Within the NSG he predicted that Ireland and 
Sweden would have comments/reactions but he did not expect 
significant substantive reactions from most other 

Participating Governments. 


3. (SBU) Combrink volunteered that he did not forsee the NSG 
holding a special plenary session on this issue, \"because an 
India/IAEA safeguards agreement must come first.\" However, a 
Consultative Group meeting could happen at any time. Current 
SAG thinking was to schedule the next CG meeting in November, 
to coincide with other international meetings (as a 

cost-saving measure). While this is a bit later than the 
traditional early October timeframe, Combrink commented that 

it would give India time to engage with the IAEA and to 
demonstrate sincerity about concluding its safeguards 
agreement. 


Column 3 


4. (SBU) Stressing that this was not an \"official demarche\" 
but merely an \"expert query\" Combrink requested an 
explanation of how the U.S.-India agreement fits with USG 
obligations under the Pelindaba Treaty, specifically Article 

9 and Protocol I, Article 2. Combrink commented there could 
be some potentially serious problems, as there was \"no way\" 
India could conclude a comprehensive safeguards agreement 
with the IAEA as specified in Art. 9(c) because India \"would 
never agree\" to open all its nuclear facilities to 

inspection. Combrink said he was interested in the USG 
interpretation because the SAG currently is engaged in a 

strong effort to gain the six additional ratifications 

required for the Pelindaba Treaty to enter into force and he 
wanted to be prepared to \"manage any outfall" unintentionally 
caused by the U.S.-India agreement. He expressed hope that 
we would be able \"to put our heads together" on this and 
hinted he was willing to consider a draft amendment to the 
treaty text if required. (ACTION REQUEST: Please advise how 
Mission should respond to Combrink\'s legal query. Although 

it was not couched as an official demarche, the SAG is likely 

to start voicing this concern to other interested parties if 

they do not receive a timely response. END ACTION REQUEST.) 
Combrink also made the inevitable reference to potential 
conflicts with NPT commitments, but acknowledged this was \"a 
manageable thing.\" 

Bost 
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STATE FOR NEA/ARP, EEB/ESC/TFS (JJALLORINA), NEA/I-ECON 
TREASURY FOR OFAC 


E.O. 12958: N/A 
TAGS: EFIN, PREL, PTER, UNSC, MU 
SUBJECT: OMAN DELIVERY OF TERRORIST FINANCE DEMARCHE 


REF: STATE 104666 


Column 3 


On July 30, Econoff delivered reftel points and background 
information to Mohammed al-Said, Economic and Technical 
Cooperation Officer, Ministry of Foreign Affairs. Al-Said 
responded that he would confer with colleagues in the offices 
of International Organizations and American Affairs regarding 
the request. Embassy will report any substantive response 
septel. 

GRAPPO 
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E.O. 12958: DECL: 07/31/2018 

TAGS: AMGT, SY 

SUBJECT: SARG SAYS \"DCS MUST BEGIN LICENSE PROCESS\" TO 
RESOLVE STAFF VISA STANDOFF 


REF: DAMASCUS 590 


Classified By: Charge d\'Affaires Michael Corbin for 
reasons 1.4b/d 


1. (C) Summary: MFA delivered July 30 the official answer to 
Embassy\'s three-month effort to get visas for teachers/staff 

at the Embassy-managed Damascus Community School (DCS). MFA 
stated Embassy had to \"begin the registration process\" for 

DCS as a private school in Syria with the Ministry of 

Education. Once accommodation was reached (which MFA vowed 
to facilitate and expedite), DCS\'s problems would be solved 
\"forever.\" MFA moved quickly to set up meeting for CDA with 
Deputy Minister of Education for July 31 to discuss issue. 

This meeting should show whether this is a face-saving 

solution to allow the school to reopen, or whether we face 
insurmountable interference in curriculum and other 

operational issues that will force closure of the school. End 
summary. 


2.(C) CDA was convoked July 30 by FM Muallim\'s office 
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director Bassam Sabbagh to receive a response to our repeated 
requests to the MFA to issue residency permits to allow 23 
teachers and staff at the U.S. Embassy managed DCS to rejoin 
or come on board as new staff-members. In recent weeks, 
Ambassadors of many countries here (including the Dean, on 
behalf of the entire corps) have weighed in with various 

levels of the SARG including FM Muallim and above. 
Separately, prominent businessmen (some of whom have their 
children in the school and others who support the idea of an 
independent American-curriculum school in Damascus) have 
weighed in all the way to the Presidential palace, where we 
understand President Bashar has taken a personal interest in 
this matter. The MFA had told Ambassadors that the issue 

will be resolved. 


3. (C) Sabbagh said the official SARG position was that DCS 
was not licensed by the Syrian Authorities. He said that the 
MFA could not issue work permits for the staff until this 

issue was solved. The MFA would work to find a solution to 
this problem he said, but the Embassy needed to begin the 
registration process by \"applying for a license.\" Sabbagh 
emphasized that the MFA \"wanted to find a solution.\" He said 
that this was not \"about politics\" and said the MFA would 
work to expedite the process with the goal of allowing the 

visa issue to be resolved as soon as possible and DCS to open 
on time. He said this would solve DCS problems \"forever.\" 
CDA noted that many diplomatic schools around the world 
operated under foreign ministries and that a diplomatic 

school was normally independent to provide for the different 
needs of the international community attending the school. 
CDA noted that requirements on curriculum and schedules, for 
example, were very different for students seeking to enter 

U.S. universities or colleges. Equally, vacations needed to 

be based on the needs of expatriates who travelled home for 
vacations. Sabbagh said he would arrange a meeting with 
those involved as soon as possible to determine the 
requirements. CDA made clear that this did not mean Embassy 
could agree to the conditions. Sabbagh said the MFA would 
\"work with us\" on this issue. Immediately following the 
meeting, MFA advised a meeting had been arranged for the CDA 
with the Deputy Minister of Education for 12:00 noon on July 
31. 


(C) Comment: The MFA response may either be a face-saving 
strategy to get the Embassy to appear to be making a 
concession on its status or it may signal a hard-line 

position that DCS must be placed firmly under the thumb of 

the Education Ministry. We will see what the Ministry of 
Education proposes and will discuss the matter with the DCS 
Board on August 1. We note the French Embassy has been in 
negotiations with the SARG on its status for the past several 
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years. If the Ministry of Education presents unacceptable 
demands, we propose pressing the MFA to find a solution. We 
will advise the Department on what we learn from the Ministry 
of Education. 

CORBIN 
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DEPT FOR EUR/SCE - BALIAN, PFEUFFER; L/T - COOK; L/PM; 
PM/RSAT - FURNACE 


E.O. 12958: N/A 

TAGS: MARR, MASS, HR 

SUBJECT: REQUEST FOR BLANKET RETRANSFER END-USE SECURITY 
ASSURANCES 


REF: STATE 95729 


1. PolOff delivered reftel dipnote to MFA Head of Dept for 
International Security Sanja Bujas-Juraga on July 13. She 
informed PolOff July 27 that she had forwarded the USG 
proposal to all relevant ministries and would provide 
reactions soonest. 


2. COMMENT: Bujas-Juraga seemed interested in proposal as way 
to speed up assurance process, but expressed some hesitation 
at how this might restrict their outreach to Croatian private 
industry on non-proliferation matters, such as education 

based on USG/EXBS-origin training. PolOff advised that this 
agreement did not apply to such EXBS training but rather 
material acquired via Foreign Military Sales, but Post may 

have to do additional outreach within other ministries before 

the GOC will be ready to make these blanket assurances. END 
COMMENT. 

BRADTKE 
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STATE FOR EAP/MLS AND DRL/IRF 


E.O. 12958: N/A 
TAGS: PHUM, PREL, PGOV, KIRF, OTRA, ECON, VM 


SUBJECT: AMBASSADORYS MEETING WITH COMMITTEE ON RELIGIOUS AFFAIRS ON 
PROTESTANTISM: MUCH PROGRESS, MORE TO BE DONE 


HANOI 00001340 001.2 OF 002 


1. (SBU) Summary: Vietnam\'s point person on religion underscored 
progress in improving religious freedom, but also admitted that 
there is still work to be done. Vietnam plans to recognize a number 
of additional religious groups, including the Baha\'i Faith while 
Protestant congregations in the Central Highlands have enjoyed 
significant progress over the last year with over 1,000 new meeting 
places registered. In his July 24 meeting with the acting head of 

the Committee on Religious Affairs, the Ambassador pressed for 
quicker GVN registration of Protestant congregations in the 
northwest, GVN assistance in obtaining permission for churches to 
train religious workers, and speedy publication of a H\'mong-language 
Bible to meet the needs of the numerous H\'Mong Protestants. End 
Summary. 


2. (SBU) The Ambassador met with Nguyen The Doanh, Vice Chairman of 
the GVN Committee on Religious Affairs (CRA), on July 24. (Note: 
Doanh has been in charge of CRA since the retirement of Chairman Ngo 
Yen Thi in March 2007. End note.) The Ambassador noted the 
important work that has been done on religious freedom during his 

three years in Vietnam. When the Ambassador started his posting, 
Vietnam was on the list of Countries of Particular Concern (CPC). 
Vietnam is now off that list and the Ambassador said he was pleased 

at how well the two sides have worked to create the progress that 

led to this result. He underscored that there is still work to be 

done, as President Bush noted in his June meeting with President 
Nguyen Minh Triet in Washington. 


Slow Pace of Church Registrations 


3. (SBU) One year previously, the USG and the GVN had been engaged 
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in discussions concerning the registration of house churches 
associated with the Evangelical Church of Vietnam North (ECVN) in 
northern Vietnam, the Ambassador noted. At that time, there was 
considerable progress in the Central Highlands but registrations in 
the north and northwest of the nation were lagging. CRA Chairman 
Thi and others had explained to IRF Ambassador Hanford that they 
intended to facilitate registration of churches in the northwest as 
soon as possible. The ECVN put forward more than 530 applications 
before the GVN asked ECVN to stop, even though another 600 
congregations had not yet applied. By the end of 2006, only some 30 
were registered. Despite that low number, Vietnam was taken off the 
CPC list with the expectation that registrations would continue. So 
far, however, we understand that only 10 more have been registered. 


4. (SBU) Doanh responded by noting that, while the ECVN claims there 
are 500 congregations to be registered, meeting places and 
congregations are \"relative concepts.\" The GVN has not discussed 
the definitional criteria with ECVN, but there must be a meeting 

place for religious services with someone properly trained (or at 

least literate) in charge. This need for clarification and setting 

agreed definitions was slowing to some degree the process of 
registration. The GVN will conduct at least four more training 

sessions for local officials and four at the commune level in the 

Central Highlands and Northwest Highlands in the coming months. The 
Ambassador urged the GVN to directly engage the ECVN so pending 
registrations can be resolved. 


5. (SBU) Doanh noted that Protestant congregations under the 
Southern Evangelical Church of Vietnam (SECV) in the Central 
Highlands have enjoyed significant improvements as a result of the 
GVN helping local people and officials to understand the 2004 
ordinance on religion. More than 1,000 congregations in the Central 
Highlands have been registered, and 200 additional unaffiliated 
meeting places have been registered with the help of local 
authorities. 


6. (SBU) Doanh said that, by contrast, in the Northwest Highlands 

the topography, local customs and lack of awareness among officials 
and the broader society of the new policy regarding religion have 
slowed the progress of registration. Thus far, 45 meeting places 

have been registered in the northwest and the GVN hopes to register 
another 45 by the end of the year. Now almost all the provinces in 

the region have seen improvement with the exception of Son La 
Province, according to Doanh. The Ambassador said he would add Dien 
Bien Province as a problem area. He mentioned reports that 
Protestantism has been denounced there by some local authorities as, 
among other things, an \"American\" religion. 


New Religious Groups Registered 
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7. (SBU) Doanh said that, in addition to Vietnamese Protestantism\'s 
two main entities, the SECV and ECVN, five more Protestant entities 
have been registered and another five will soon be registered for a 
total of 10 new entities. While in total only six religions and 16 
religious organizations have been recognized by the GVN, in the 
\"near future\" a total of ten religions and 20 organizations will be 
recognized in accordance with the ordinance, including the Baha\'i 
Faith, the Vietnam Seventh-Day Adventist Church, the Grace Baptist 
Church, the United World Mission Church, one faction of the 
Mennonite church, and two smaller Buddhist groups - the Tu An Hieu 
Nghia group and the Pure Land Buddhist Home Practice Association. 
(Note: Post will follow up seeking details. End note.) 


GVN Support for Training of Clergy 


8. (SBU) The Ambassador said for the ECVN to train its religious 
workers it needed permission for its workers to travel to Hanoi and 

to upgrade its facilities for a Bible school there. Doanh agreed 
training of clergy is also an important issue and said the GVN is 
doing its best to help meet the demand. He agreed the ECVN\'s 
facility in Hanoi is inadequate but said there is an issue of 

ownership of the facilities between ECVN and the Hanoi Protestant 
Church which must be resolved before the property can be improved. 
In addition, the Catholic Church has six seminaries in Vietnam and 

if the church would like to propose others the GVN is prepared to 
consider them. Space has also been given in Hanoi and Ho Chi Minh 
City for the construction of Buddhist training centers and to the 
SECV in the south to set up Bible schools. 


H\'mong Bible Publication Faces Technical Hurdles 


9. (SBU) The Ambassador noted the GVN had allowed the Bible to be 
published in several ethnic minority languages but permission had 

not been granted to ECVN to publish in the H\'Mong language despite a 
need from more than 114,000 H\'Mong Protestants. Doanh said the 
government does not wish to create obstacles for its publication in 

the H\'mong language, but there are technical difficulties. The 

H\'mong language has its own script, but there is now a new version 

of the language using the Latin alphabet and the H\'mong Bible would 
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use this alphabet. This new alphabet has not yet been accepted as 
legal by the Ministry of Education and Training (MOET), which has 
the lead on the issue. 


10. (SBU) Doanh concluded that there have been significant 
improvements on religious freedom in Vietnam and more will follow. 
The Ambassador agreed that the meeting showed how important it is 
for the Embassy staff to remain in close contact with the CRA in 
order to keep abreast of developments. 


11. (U) Comment: due to time constraints, the Ambassador could not 
raise a number of Catholic Church-related issues. He told Doanh 
that he would share those in a letter next week. 
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1. Summary. (U) President Yar\'adua will act as Minister of Energy, 
following the footsteps of his predecessor. To assist managing the 
portfolio three deputy ministers have been appointed to oversee 
Power, Petroleum, and Gas. This decision is connected to the 
president\'s campaign promise that he would declare a state of 
emergency in the energy sector. Yar\'adua believes that the energy 
sector is vital to solving Nigeria\'s economic problems. End 
summary. 


2. (U) On July 26, President YarVadua inaugurated his cabinet and 
announced portfolios for 39 ministers. Like his predecessor 
Olusegun Obasanjo, Yar\'adua will supervise the energy ministry. He 
named three deputy ministers -- for power - Fatima Ibrahim; for 
petroleum -Odein Ajumogobia; and for gas - Odusina Olatunde 
Emmanuel. 


3. (U) Former President Obasanjo held the portfolio of Minister for 
Petroleum Resources during the first four years of his 

administration, and did not appoint a deputy minister until 2005. 
Appointing three deputy ministers to manage the power, petroleum and 
gas portfolios is in line with Yar\'adua\'s vision to tackle Nigeria\'s 
energy problems, and focusing on each of the problems individually. 


4. (U) During the election campaign, Yar\'adua announced that he 
would declare a state of emergency in the energy sector to solve the 
nation\'s energy problems. The GON has set ambitious targets to 
generate 10,000 MW of electricity by the first quarter of 2008, and 
27,000 MW by 2011. The unreliable supply of electricity is a main 
cause in the collapse and non-profitability of many businesses in 

the country. Owners are forced to provide power using generators 
with its attendant high fuel costs. Nigeria has an installed 
generation capacity of 6,000 MW, but rarely generates over 2,000 MW 
despite the GON spending 396 billion naira ($3.1 billion) to 

refurbish power generation plants and distribution systems as well 
as to construct new power stations and transmission lines in the 

last eight years. 
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5. (U) Much of Nigeria\'s gas is flared and a large quantity of gas 
that is gathered is exported through the various liquefied natural 

gas projects. The GON\'s drive to increase the nation\'s power 
generation capacity relies heavily on building gas-fired power 

plants, and the current gas production will not be sufficient for 

both exports and domestic use. Yar\'adua wants concerted efforts to 
increase gas production to serve both exports and domestic use, 
which accounts for appointing a deputy minister responsible for 

gas. 


6. (U) Nigeria is the eleventh largest producer of crude oil in the 
world, however, imports all its domestic refined petroleum product 
needs. Its four state-owned refineries are in disrepair. The GON\'s 
policy of deregulation in the downstream petroleum sector and the 
reduction of subsidies on petroleum products during a time of rising 
oil prices has resulted in continuous increases in the domestic 
price of petroleum products in line with the international market. 
Rising fuel prices regularly has triggered industrial action by the 
labor unions. 


7. (U) Yar\'adua faced this problem during the first week of his 
administration when labor unions called a general strike to protest 
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price hikes in petroleum products and the sale of the refineries 
towards the tail end of Obasanjo\'s administration. When the strike 
was called off, Yar\adua made a commitment to review the sale of the 
refineries and effected a marginal reduction in the pump price of 

fuel. 


8. (U) The refinery sales were cancelled after July 21, and 

Yar\'adua ordered the Nigerian National Petroleum Corporation to 
ensure that the refineries worked at between 70 to 80 percent 
capacity by the end of the year. The appointment of a deputy 
minister for petroleum is connected with Yar\'adua\'s desire to ensure 
the refineries work efficiently and to coordinate policies in the 
downstream petroleum sector. 


9. (SBU) Keeping the reins of the Energy Ministry in his own hands 
probably is a move by Yar\'adua to consolidate his power, as energy 
is the fountain of money and power in Nigeria. Nigeria has major 
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issues that need resolving in each of the three sectors of power, 
gas and oil, so giving each of them a high level overseer is 
probably wise. On the other hand, forcing every issue to go through 
the President could slow action. None of the three deputy ministers 
has experience or expertise in energy issues, which is another 
concern; even if capable they may have significant learning curves. 
While it is clear that the President recognizes the importance of 
energy issues, it is not clear that he has team in place or specific 
solutions to tackle the problems. It is not at all clear, for 

example, how a state of emergency could improve the power 
situation. 
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E.O. 12958: N/A 

TAGS: EINV, KIDE, OPIC, PGOV, CACS, RW 

SUBJECT: 2007 REPORT ON INVESTMENT DISPUTES - RWANDA 
REF: STATE 55422 

1. SUMMARY. In accordance with reftel, the following updates the 
single existing investment dispute involving an American investor in 
Rwanda. END SUMMARY. 

2. The United States Government is aware of one (1) claim of a 
United States person that is outstanding against the Government of 


Rwanda (GOR). 


a. Claimant A 
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b. Year the dispute arose: 2002 


c. Case History: Claimant A is in dispute with the GOR involving a 
fish farming project/investment in Rwanda. Claimant A was in 
business from April 1996 until December 2002 at the Kigembe Fish 
Farm, when persistent disagreements with the Government of Rwanda 
(GOR) over financing and payment arrangements led to an end to 
formal company operations. Since 2002, the director of the company 
has been in negotiations with the GOR for payment of operational and 
income loss from his investment, an amount he now claims totals $15 
million. Non-binding arbitration was sought by the GOR, but 

Claimant A, after an attempt to seek an out-of-court settlement from 
the GOR for an undetermined amount failed, took the case to court on 
July 18, 2006. 


On August 1, 2006 Judge Karugarama heard the case, but was appointed 
to Minister of Justice on August 4 before rendering a decision. The 

court scheduled a new court date for January 15, 2007. When the 

court finally convened on March 26, 2007, the High Court ruled that 

it is not competent to hear the case\" and that the case must 

restart in a lower court or appeal to the Supreme Court. The 

claimant filed an appeal with the Supreme Court and is supposed to 
receive a verdict on August 7, 2007. 


On July 24, 2007 the Minister of Finance agreed to the Embassy to 
assemble a cross-ministerial team to meet with the claimant in hopes 
of reaching an out-of-court settlement. This will be done in 

parallel with the judicial proceedings and is an attempt to resolve 

the matter once and for all. 
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E.O. 12958: N/A 
TAGS: PARM, MNUC, PGOV, PHSA, PREL, KNNP, HR, 


Column 3 
NON-PROLIFERATION 
SUBJECT: PROPOSED 2008 PSI EXERCISE UPDATE 


REF: A. ZAGREB 131 
B. STATE 13901 
1. THIS IS AN ACTION REQUEST. Please see para 5. 


2. Head of MFA\'s Department for International Security Sanja 
Bujas-Juraga advised PolOff July 16 that the GOC\'s National 
Commission for Non-Proliferation of WMD has accepted the 
GOC\'s proposal to host a Proliferation Security Initiative 
(PSI) exercise in 2008. 


3. Bujas-Juraga requested USG guidance in developing scenario 
for PSI exercise to be held in the port of Rijeka in April or 

May 2008. She reported that the GoC is also seeking scenario 
assistance from the Polish Government. They would like the 
scenario to include: 

- interdiction at sea, 

- inspection of shipping containers and train cars, 

- discovery of WMD materials, 

- utilization of the U.S.-Croatia Shipboarding Agreement 
(requiring involvement of a U.S. ship), and 

- exercise of Croatia\'s export licensing process. 


4. Bujas-Juraga noted that the GoC\'s lead agencies for this 
exercise -- Customs, Police, and MFA -- have each appointed a 
POC and two deputies to serve on an exercise planning 
committee. She noted that they needed to urgently begin 
scenario development in order to properly plan the exercise 
budget. 


5. ACTION REQUEST: Post requests designation of Department 
POC for Croatia\'s PSI exercise and guidance on scenario 
development by August 10. END ACTION REQUEST. 
BRADTKE 
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E.O. 12958: DECL: 07/29/2017 

TAGS: PARM, ETTC, PTER, PK, HR, NON-PROLIFERATION 
SUBJECT: PAKISTAN SMALL ARMS SALE: GOC SEEKS ADVICE ON 
EXPORT LICENSE 


Classified By: Political Officer Tom Selinger for reasons 1.4 (b) & (d) 


1. (U) THIS IS AN ACTION REQUEST. Please see para 3. 


2. (C) Head of MFA\'s Department for International Security 
Sanja Bujas-Juraga requested USG guidance from PolOff July 27 
regarding a pending export license application from Croatian 
company \"HS Produkt\" to export 9mm pistols to the private 
market in Pakistan. The buyer in Pakistan is INDENTO (PVT) 
Ltd, Ammunition, Weapons and Communication Systems for 
Defense and Law Enforcement, No. 201, 2nd Floor, Kiran Plaza, 
F-8 Markaz, Islamabad. End User does not/does not appear to 
be the Government of Pakistan. 


3. (C) ACTION REQUEST: Post requests guidance by August 3 in 
responding to the GoC\'s inquiry regarding USG views generally 
on providing small arms to the open market in Pakistan and 
specifically on trade with INDENTO (PVT) Ltd. END ACTION 
REQUEST. 

BRADTKE 
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TAGS: PHUM, KDEM, CG 

SUBJECT: FOR SOUTH KIVU CITIZENS, HUMAN RIGHTS VIOLATIONS 
CONTINUE 


REF: A. KINSHASA 875 


B. KINSHASA 666 
C. KINSHASA 337 
D. 05 KINSHASA 2029 
E. KINSHASA 582 


1. Summary. MONUC, human rights organizations, humanitarian 
groups, and civil society leaders in and around Bukavu, South 
Kivu province agree that the three most serious human rights 
issues facing the area are violent crime by the Congolese 

army, impunity for soldiers, and FDLR attacks on civilians. 

End summary. 


2. Embassy PolOff and DRL Human Rights Officer met with a 
range of non-governmental and international organizations in 
Bukavu, South Kivu June 27-29 including: MONUC Bukavu; the 
provincial director of the High Media Authority, reporters 

from Radio Okapi and Radio Mandaleo; a traditional chief from 
Walungu Territory; the dean of the Catholic university; the 

director of Panzi Hospital; and NGO representatives from 
CEPOST (reconciliation), BVES (child soldiers), and human 

rights groups Heritiers de la Justice, Ligue des Droits de la 
Personne dans la Region des Grands Lacs, and Reseau de Droits 
de "Homme. We found complete agreement on the most serious 
human rights issues in the area: armed and undisciplined 
Congolese army (FARDC) soldiers, a failing justice system 

that results in impunity for human rights violations, and 

continued attacks by the Rwandan Hutu (FDLR) or Rasta militia 
on civilian populations in northern South Kivu. 


3. Insecurity in Bukavu and surrounding areas comes 
predominantly from the uncontrolled circulation of weapons, a 
coalition of seven human rights organizations told us June 
28. These weapons are used by men in uniform to kill, rape, 
kidnap, and pillage with near total impunity. According to a 
MONUC-Bukavu Human Rights Officer, 90 percent of the weapons 
in Bukavu are in the hands of the military, with most of the 
rest held by civilians or demobilized soldiers. The 
complicating factor, he said, is the complete absence of 
military camps (ref A). Soldiers live in and around the 

city, receive no salary, and have weapons. 


Column 3 

4. Several journalists told us at a June 28 roundtable that 
the flood of guns in Bukavu played a role in the murder of 
Radio Okapi journalists Serge Maheshe (ref B). The murder 
took place in a quarter of Bukavu where military harassment 
was common. Residents of the area had sent a letter to the 
provincial government only a week before Maheshe\'s death 
listing dozens of local residents whose possessions had been 
stolen or who had been physically threatened or injured by 
FARDC soldiers. A Radio Okapi journalist told us he thought 
Maheshe was a victim of generalized insecurity, not targeted 
for being a journalist. He said a soldier had robbed another 
journalist and his wife on a street near where Maheshe was 
killed only weeks earlier; they had not resisted and were not 
harmed. 


5. MONUC and South Kivu civil society and provincial 
government representatives met June 27 to discuss a system 
for registering and tracking arms. According to a MONUC 
officer, they proposed establishment of a depot from which 
soldiers would sign out and return arms and munitions for 

daily duties. The depot would be controlled by military 

police with MONUC\'s assistance and would permit the tracking 
of guns used in crimes as well as the chance to count bullets 
used by each soldier. The provincial government must now 
solicit funds from the central government in Kinshasa. 


6. Insecurity is made worse by judicial impunity. Human 
rights activists told us June 29 that the law on the 
independence of judges was the first step toward improving 
the judicial system on the civilian side. On the military 

side, they explained that too often the accused holds a 
higher grade than the military judge, who is then deemed 
incompetent to try a superior officer. With neither the 
civilian nor military judicial systems functioning 

effectively, the population resorts to \"popular justice.\" 

One day earlier, for example, one of the presumed killers of 


KINSHASA 00000896 002 OF 003 


a South Kiva woman was burned alive by a crowd of vigilantes. 


7. AMONUC Bukavu Child Protection Officer told us June 27 
impunity affected NGOs" ability to separate child soldiers 

and end their recruitment. She cited \"Colonel 106\" as a 
\"warlord\" responsible for recruitment of child soldiers. 
Colonel 106, according to her, is \"protected politically,\" 
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and even the 10th Military Region Commander has told her it 
is not the moment" to arrest him. Because of this, children 
who escape from his ranks fear retribution. 


8. The director of a child soldier NGO in Bukavu said 
another notorious child soldier recruiter remains free in 

North Kivu. Commander Jean-Pierre Biyoyo, who is the only 
Congolese soldier ever convicted of recruiting children, 
escaped from Bukavu\'s prison in June 2006, three months after 
being incarcerated. The director claimed the escape was 
organized by Biyoyo\'s military colleagues. He returned to 
South Kivu in March as part of a FARDC delegation, and had 
since been promoted to Lt. Colonel (ref C). The director 

also said Biyoyo visited the judge who sentenced him to 
prison while in Bukavu, but officials were afraid to arrest 

him since he was in the company of six or seven FARDC 
soldiers previously accused of war crimes. A MONUC Goma 
Human Rights Officer confirmed to us June 29 that Biyoyo is 
serving with the FARDC in North Kivu. 


9. Several human rights activists told us the recent death 

of Serge Maheshe has renewed interest in the delayed trial of 
the killers of Pascal Kabungulu, a human rights activist 
murdered in Bukavu in 2005. Two FARDC officers were arrested 
for the murder and subsequently freed by the deputy regional 
military commander. Former South Kivu Governor Didace 
Kaningini and Lt. Colonel Jules Thierry, arrested for 
obstruction and possible involvement in the murders, were 
arrested December 11, 2005 and released the next day by 
then-Governor Deogratias BuhambaHamba after protests in 
Bukavu (ref D). The military court subsequently ruled it 

could not judge officers and postponed the case until a 
higher-ranking judge arrived. Two years later, neither the 
accused murderers nor the accused accomplices have been 
brought to trial. 


10. The Congolese army and a dysfunctional judiciary are the 
main human rights problems in the province. However, for 
many people in the north and west, the Rwandan FDLR militia 
surpass both in level and breadth of violations. On the 

night of May 26-27, FDLR/Rastas (armed men believed to be 
Congolese and perhaps ex-FDLR, affiliated with the FDLR) 
attacked three villages in Kanyola, Walungu territory, 

killing 19 and injuring 24 (ref E). The victims, including 
women and children, were killed in their beds with machetes, 
axes, bayonets, and sticks. An additional 12 people were 
abducted and taken into the nearby Mugaba forest. According 
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to MONUG, the assailants left letters addressed to the 
Walungu Territorial Administrator saying the attacks were a 
reprisal for joint MONUC-FARDC military operations conducted 
against them. This is consistent with Rasta behavior since 

the group was formed. 


11. This massacre capped a series of attacks by the FDLR and 
Rastas throughout the first four months of the year. 

According to MONUC human rights officers, at least 75 
villagers were abducted by FDLR from South Kivu villages from 
January through April. More than ten were killed. MONUC 
reported that FARDC soldiers were often stationed less than 
200 meters from the villages attacked but did nothing. MONUC 
has used mobile operating bases to try to protect targeted 
villages, but dwellings are scattered in a several kilometer 
radius and must be protected individually. Even local 

militias have not been successful in deterring attacks. 

Members risk death in notifying the village of the arrival of 
FDLR. 


12. Those abducted were most often women and girls, who were 
then subjected to horrific sexual violence. MONUC reported 

that on the night of February 19-20, a woman was raped in 
Kafukiro in the presence of her husband. Another woman 
abducted at the same time was gang-raped by 11 assailants. A 
woman abducted from Miramade in April told MONUC that FDLR 
militia held women and girls in the Kalonge forest and each 

day selected several from the group and proceeded to rape 
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them repeatedly. 


13. The doctor in charge of Panzi hospital, South Kivu\'s 
only sexual violence clinic, told us June 28 that the sexual 
violence problem in South Kivu did not exist prior to the 
wars which started in 1996. He said the level of violence 
used by the FDLR results in permanent disabilities, including 
fistula, mutilated sexual organs, and internal damage. He 
said FDLR do not just rape women, they terrorize entire 
communities by making women into sex slaves or raping them in 
public. The women are so traumatized that they refuse to 
return home, and their families are so traumatized that they 
flee as well. He said he has seen rape used to destroy the 
social fabric of entire villages. More than 15,000 women 
have been cared for at Panzi hospital since 2000 when it 
opened. 


14. PolOff and HROff met with a group of more than 200 of 
these women at Panzi hospital, a few of whom told their 
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stories. One was tied up along the side of the road and 

raped by ten men. Another saw her three children plus ten 
other neighbors killed before she was raped and fled naked to 
a nearby village. A third said the FDLR killed her two adult 
sons, raped her, and pushed a piece of wood into her ear, 
permanently wounding her. One woman told us, \"the FDLR kill 
our husbands, children, brothers; they rape us, burn our 
homes, take all our things; help us to chase these people 

from us.\" 


15. Ironically, South Kivutians tell us the level of 

violence has actually decreased in the past few years. The 
majority of the human rights violations are not politically 
motivated, but the work of uncontrolled militia and 
undisciplined soldiers abetted by a dysfunctional judiciary. 
Despite initial enthusiasm for the new. 
democratically-elected government, people in Bukavu and 
surrounding areas are growing weary of politicians unable to 
reclaim control of the military or reestablish secure 
Congolese borders. Their impatience and anger has 
increasingly turned toward President Kabila and MONUC. End 
comment. 

MEECE 
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OO RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHGB #2529 2111547 

ZNY CCCCC ZZH 

O 301547Z JUL 07 

FM AMEMBASSY BAGHDAD 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2536 

INFO RUCNRAQ/IRAQ COLLECTIVE","C ON FIDENTIAL BAGHDAD 002529 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 07/29/2017 

TAGS: IZ, PGOV 

SUBJECT: TALABANI PROPOSES A WAY FORWARD ON THE TAWAFUQ 
CRISIS, NEED FOR A MESSAGE TO THE ARABS 

Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (C) This is an action message - see paragraph 5. 


Column 3 

2. (C) After the Ambassador\'s meeting with Iraqi President 
Jalal Talabani and Deputy Prime Minister Barham Saleh July 
30, it is clear that Tawafuq and Prime Minister Nuri 

al-Maliki are further apart than when the Ambassador spoke 
with Maliki on July 26. According to Saleh, the PM\'s 

advisors have told Maliki that Tawafuq\'s impending withdrawal 
is not serious, and he has enough support to weather the 
storm. \"They are ready to let Tawafuq go,\" Saleh said. 
Talabani told the Ambassador that Maliki\'s attitude is one of 
confrontation rather than negotiation. Saleh emphasized that 
Tawafuq\'s leaders will need something signed to avoid loss of 
face if they are to be convinced to remain in the government. 


3. (C) The way forward: Saleh and the other deputy leaders 
will meet in the afternoon on July 30 to agree on the agenda 
for the leadership meeting that will bring together the heads 
of the political blocs. The Presidency Council will then 
meet on July 31 to finalize the agenda. Later that day or 
August 1, there will be a3 1 meeting of the Presidency 
Council and PM Maliki. (Talabani said he would enlist the 
help of ISCI leader Abdelaziz Hakim to convince Maliki to 
come to the table.) In that meeting, Talabani will pin 
Hashimi and Maliki down: Hashimi will agree to suspend 
Tawafuq\'s departure and both leaders will agree to a 
statement noting that all of Tawafug\'s concerns will be 
addressed in the leadership meeting (3 1 Barzani); they will 
also fix a date -- preferably August 2 or 3. As a face 

saving gesture for Hashimi, Talabani will work for the 
release of a significant number of detainees. (Note: 
Talabani called Iraqi Chief Justice Medhat during the July 30 
meeting with the Ambassador to get the ball rolling on 
release of more detainees; Medhat told Talabani that he had 
already released 826 detainees and would add additional 
investigators to process and release more detainees soonest. 
End Note.) 


4. (C) Comment: Talabani\'s recognition that the government 
faces a crisis, and his willingness to engage as the 

mediator, has provided a set of actions we can urge on the 
two sides. Saleh added that in addition to weighing in with 
Maliki on those actions, USG influence with Iraq\'s Sunni 
neighbors is also critical. End Comment. 


5. (C) Action requested: As the Secretary prepares to depart 
for the region, Post recommends that she urge her 
interlocutors, particularly in Egypt and Saudi Arabia, to 
weigh in with Tawafuq constructively. Their message should 
be simple and forceful: Now is not the time for Tawafuq to 
overreach. Instead, Tawafuq must go into the leadership 
meeting prepared to reach a deal, not to be obstructive. The 
Jordanians could usefully deliver the same message. 


Column 3 
CROCKER 
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OO RUEHBI RUEHCI 

DE RUEHTC #1424 2111547 

ZNY CCCCC ZZH 

O 301547Z JUL 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9916 

INFO RUCNNSG/NUCLEAR SUPPLIERS GROUP PRIORITY 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 0590 
RUEHCG/AMCONSUL CHENNAI PRIORITY 0005 
RUEHCI/AMCONSUL KOLKATA PRIORITY 0001 
RUEHBI/AMCONSUL MUMBAI PRIORITY 0047","C ON FIDENTIAL THE HAGUE 001424 


SIPDIS 
SIPDIS 
UNVIE FOR LISA HILLIARD 


E.O. 12958: DECL: 07/30/2017 

TAGS: PGOV, PREL, ENRG, KNNP, KTIA, IN 

SUBJECT: NETHERLANDS/NUCLEAR SUPPLIERS GROUP: DUTCH \"VERY 
WORRIED\" ABOUT US-INDIA NUCLEAR TREATY 


REF: SECSTATE 104171 
Classified By: CDA Michael Gallagher, reasons 1.4 (b,d) 
1. (C) This is an action request. Please see paragraph (5). 


2. (C) The GONL is \"very worried\" about granting privileges 
to anon-NPT nation without that nation also accepting 
obligations which all other nations have already accepted. 
That is what Dutch MFA Officer Ceta Van Noland said when 
poloff delivered reftel points and non-paper on the 
U.S.-India agreement for peaceful nuclear cooperation. Van 
Noland did not completely rule out Dutch support in the NSG 
but emphasized that the GONL cannot accept the current 
agreement without more detailed information. 


3. (C) Van Noland asserted that India must first complete its 
safeguards agreement with the IAEA before the Dutch will 
offer an absolute position on the US-India agreement. She 
conceded that if the U.S.-India agreement provides the 
appropriate safeguards, which she said was not yet clear, 
then the GONL might support the accord. Van Noland also 
recognizes the positive environmental effects of this 
agreement. Despite these potential positive effects, however, 


Column 3 
she declares that the agreement must provide a net gain for 
the non-proliferation system. 


4. (C) The Dutch are particularly concerned about how the 
agreement addresses (1) reprocessing consent and (2) 
enrichment and reprocessing transfers. In addition, Van 
Noland was worried that the agreement does not contain a 
disconnecting clause regarding nuclear testing. The Dutch 
will not accept a mere \"consultation\" clause in place. She 
stressed the Dutch discontent with the failure of both the 
U.S. and of India to ratify the Comprehensive Test Ban 
Treaty. The Dutch also want to ensure that this agreement 
will not benefit India\'s military program. 


5. (C) Action request: Van Noland was curious about whether 
(1) there would be a pre-NSG conference briefing in 
Washington; and (2) whether the Dutch missions in Vienna and 
Washington had been similarly informed. Please advise. 


GALLAGHER 
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RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHPOD RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHLI #1960 2111549 

ZNR UUUUU ZZH 

R 301549Z JUL 07 

FM AMEMBASSY LISBON 

TO RUEHC/SECSTATE WASHDC 6101 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUEATRS/DEPT OF TREASURY WASHDC" "UNCLAS LISBON 001960 


SIPDIS 
SIPDIS 
DEPT FOR EB/IFD/OIAA HEATHER GOETHERT, L/CID SAM MCDONALD 


E.O. 12958: N/A 

TAGS: CASC, EINV, KIDE, OPIC, PGOV, PO 

SUBJECT: PORTUGAL: 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS 


REF: STATE 55422 


1. (U) Post does not have any investment disputes to report 
regarding the GOP nationalizing or expropriating property, 
repudiating or nullifying contracts, and/or taking any other 
action with the effect of seizing ownership or control of the 
property of any United States citizen. 


Column 3 
2. (U) Post\'s contacts on related issues are: 
Primary contact: 


Cari R. Enav 
Tel: 351 21 770 2242 
Email: ENAVCR@state.sgov.gov 


Alternate contact: 


Tiffany L. McGriff 
Tel: 351 21 770 2575 
Email: MCGRIFFTL@state.sgov.gov 


Hoffman 
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OO RUEHWEB 

DE RUEHDS #2392/01 2111550 

ZNY CCCCC ZZH 

O 301550Z JUL 07 

FM AMEMBASSY ADDIS ABABA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7238 
INFO RUEHEG/AMEMBASSY CAIRO IMMEDIATE 0684 
RUEHDO/AMEMBASSY DOHA IMMEDIATE 0179 
RHEHNSC/NSC WASHDC PRIORITY 

RHMFISS/CJTF HOA PRIORITY 

RUEAIIA/CIA WASHINGTON DC PRIORITY 
RUEKDIA/DIA WASHINGTON DC PRIORITY 
RHMFISS/HQ USCENTCOM MACDILL AFB FL PRIORITY 
RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 


SIPDIS 

SIPDIS 

DEPARTMENT FOR AF AND AF/E 

LONDON, PARIS, ROME FOR AFRICA WATCHER 

CJTF-HOA AND USCENTCOM FOR POLAD 

E.O. 12958: DECL: 07/30/2017 

TAGS: PREL, PGOV, KDEM, KPKO, SO, EG, QA 

SUBJECT: SOMALI TFG PRIME MINISTER GHEDI OPTIMISTIC ABOUT 
NATIONAL RECONCILIATION CONFERENCE 

REF: A. ADDIS ABABA 2185 


B. ADDIS ABABA 1771 


Column 3 
Classified By: ERIC WONG, ACTING DCM. REASON: 1.4 (D). 


1. (C) SUMMARY. Transitional Federal Government of Somalia 
(TFG) Prime Minister Ali Mohammed Ghedi, accompanied by TFG 
Foreign Minister Hussein Elabe Fahiye, informed Ambassador on 
July 27 that earlier meetings with AU Commission Chairperson 
Konare and French FM Kouchner \"went well,\" with Kouchner 
noting that France was providing USD 500,000 to transport a 
contingent from Burundi to deploy with the African Union 
Mission in Somalia (AMISOM). PM Ghedi expressed optimism 
about the ongoing Somali National Reconciliation Conference 
(NRC), which was expected to continue for another 45 days, in 
order to promote reconciliation and forgiveness, as well as 

the roadmap for political transition and 2009 elections. The 
conference would also likely recommend the registration of 
property ownership, to clarify the status of property 

currently being occupied, which remained contentious. Ghedi 
cited no new formulas for power-sharing but noted that 
individuals could be replaced, and offered to step down as 
Prime Minister, if it led to Somaliland supporting the TFG. 

On international partners, Ghedi appealed for U.S. assistance 

in facilitating meetings with the prime ministers of Egypt 

and Qatar, citing QatarYs opposition to the TFG and its 

proposal to host an alternate Somali reconciliation 

conference in either Asmara or Doha. Italy had pledged 10 
million Euros for AMISOM, and another 5 million Euros for the 
NRC. Ghedi asserted that former Council of Islamic Courts 
(CIC) leader Adan Hashi Ayro had recently met with 
\"Islamicists\" in Ethiopia\'s Somali Region, and had reportedly 
formed an alliance with Ethiopian rebels from the Ogaden 
National Liberation Front (ONLF) in order to destabilize both 
Somali and the adjacent Somali Region. END SUMMARY. 


2. (C) Ambassador and A/DCM met on July 27 with TFG Prime 
Minister Ali Mohammed Ghedi and TFG Foreign Minister Hussein 
Elabe Fahiye, who were visiting Addis Ababa for consultations 
with African Union Commission Chairperson Alpha Oumar Konare 
and French Foreign Minister Bernard Kouchner. Ghedi was also 
scheduled to meet Ethiopian PM Meles on July 28, prior to 
departing July 29. According to Ghedi, his meetings with 

Konare and Kouchner \"went well,\" with Kouchner noting that 
France was providing USD 500,000 to help transport a 
French-trained and supported contingent from Burundi to 

deploy with AMISOM. Kouchner had reportedly said that it was 
now \"too early\" to deploy a hybrid (i.e., AU-UN) peacekeeping 
force in Somalia. 


Column 3 

3. (C) PM Ghedi expressed optimism about the ongoing NRC, 
observing that it \"started very well\" and had surpassed 
expectations. Many in the international community--except 
Uganda, Kenya, Yemen, and Ethiopia--had doubted the NRC would 
occur; the UN did not attend the conference opening. The 
recent amnesty had encouraged the emergence of moderates in 
Mogadishu; only former CIC leader Sheikh Sharif Sheikh Anmed 
and \"politicians\" remained in isolation in Asmara. The next 

6 days would address forgiveness among Somali clans, 
concluding with a ceremony involving TFG President Abdullahi 
Yusuf, PM Ghedi, and others declaring forgiveness. Then, the 
\"political reconciliation process\" would be presented: 
addressing such political transition issues as the 

constitution, the establishment of political parties, 
power-sharing, conducting a census, the formation of a 

national electoral board, and preparations for 2009 national 
elections. The NRC would thus continue for another 45 days: 
30 days in order to further reconciliation, and another 10-15 
days to promote the roadmap for transition. If the NRC 
concluded successfully, some 300-400 traditional leaders 
(ougazes, sultans, elders) would travel to Mecca, at the 
invitation of Saudi Arabia\'s King Abdallah. 


4. (C) Ghedi asserted that reconciliation had led to improved 
security in Mogadishu, with no mortar attacks or bombings in 
the last 4-5 days. Mogadishu Mayor Mohamed Dhere had cleared 


roads in the city, including in Bakara Market, and had 
removed illegally constructed kiosks. A delegation of EU and 
UN representatives was scheduled to visit Mogadishu on July 
28. 


5. (C) The occupation of property in Mogadishu by 
Hawiye/Habr-Gedir/Ayr and other sub-clans remained a 
contentious issue, Ghedi said, adding that even two TFG 
cabinet ministers were directly affected, with one minister 
occupying the other\'s house. Ghedi said he expected the NRC 
to call for property to be registered to original owners. 

Property registration would serve merely to acknowledge who 
was occupying property, he said; it would not lead to 

immediate evictions. The UN Human Settlements Program (UN 
HABITAT) sought to assist with the repatriation of displaced 
Somalis, he said, but that would require Somalis returning to 
their original residences. Ghedi also appealed for 

international donor assistance to help fund the construction 

of low-income housing for Somalia. 
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6. (C) Asked the outcome if the NRC were to make 
power-sharing recommendations, Ghedi noted that the Hawiye 
clan now had 61 seats in parliament, and that each of the 

four major Somali clans had 7 ministers in the federal 
government. Power-sharing was thus not an issue, he said, 
although individual \"personalities\" could be replaced. Asked 
how the TFG would respond if the NRC were to recommend the 
replacement of TFG principals, Ghedi replied that he was 
ready to be replaced, if necessary. Ghedi added that if 
Somaliland sought the Prime Minister position, \"I will offer 

it for the sake of Somali unity.\" Ghedi noted his close 

family ties to Somaliland leaders, and asserted that his 

family was currently collecting and sending monthly rent from 
Mogadishu to 10-15 Somaliland absentee landlords that it 
represented. FM Fahiye added that he was from Borema, in 
western Somaliland, and that peace in Mogadishu would help 
attract support from those \"in the north\" (i.e., Somaliland). 


7. (C) Ghedi complained that slow deployment of AMISOM 
hampered the withdrawal of Ethiopian troops. The anticipated 
success of the NRC in September 2007 would present an 
opportunity for Ethiopian troops to withdraw, Ghedi said. 
Furthermore, both Ethiopia and Uganda were currently training 
TFG security forces; once 10,000 were trained, security could 
be handled, so long as \"terrorist elements\" were targeted. 
Citing strong statements in support of AMISOM and the NRC by 
the U.S. and UK at the previous international contact group 
meeting, FM Fahiye appealed for greater financial support 
from donors. Ghedi added that while Italy had pledged 10 
million Euros for AMISOM to the AU, and another 5 million 
Euros to support the NRC, these funds had not yet been 
received. 


8. (C) While expressing appreciation for recent support from 
Saudi Arabia, PM Ghedi underscored the need for the TFG to 
engage other Arab states, particularly Egypt and Qatar. 

Ghedi said he sought to see Egyptian Prime Minister Anmed 
Nazif or Foreign Minister Anmed Aboul Gheit, as Somalia 
needed to \"strike a balance\" between Egypt and Ethiopia. 
Ghedi said it was also important for him to meet with Qatar\'s 
Prime Minister Hamad, as Qatar was currently only meeting TFG 
\"opponents\" and had close ties to Eritrea\'s President Isaias. 
According to Ghedi, Qatari PM Hamad had consulted Saudi 
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Arabia\'s King Abdallah to seek Saudi support for a Somali 
reconciliation conference in Asmara or Doha; Abdallah had 
reportedly responded that Saudi Arabia was supporting the 
existing NRC in Mogadishu. Ghedi added that during recent 
UNSC consultations, in response to a USG representative 


calling for immediate support to the TFG, the Qatari PermRep 
had stated that there could be \"no support\" of the TFG unless 
Ethiopian troops withdrew from Somalia. FM Fahiye questioned 
why the USG could not influence Qatar. Ambassador pledged to 
convey Ghedi\'s request for meetings to appropriate officials 

in Cairo and Doha. 


9. (C) Citing recent meetings with U.S. officials in 

Washington, Ghedi expressed appreciation for U.S. support, 
and noted that President Yusuf (now visiting Puntland), FM 
Fahiye, and other TFG ministers would meet soon in Nairobi 
with U.S. officials. Security, reconciliation, health, 

education, and water were priorities for discussion, he said. 
Ghedi observed that he would accompany President Yusuf to 
the UN General Assembly in New York in September, in order to 
follow up on previous consultations with UNSC members. 


10. (C) Questioned about how Ethiopia\'s ongoing 
counterinsurgency against ethnic Somali ONLF rebels in 
Ethiopia\'s Somali Regional State affected Somalia, Ghedi 
asserted that \"Islamicists\" led by former CIC leader Adan 
Hashi Ayro had met recently in Ferfer, Ethiopia (part of the 
Somali Region\'s Gode Zone, bordering Somalia), and were now 
in an alliance with the ONLF to destabilize Somalia and 
Ethiopia\'s adjacent Somali Region. Members of the ONLF, the 
Oromo Liberation Front (OLF), and other \"terrorist elements\" 
were now in Asmara, Ghedi said. As Ayro was close to ONLF 
leaders and sought to destabilize Somalia, the situation in 

the Ogaden was of concern to the TFG. Alluding to reports 
that Ethiopia\'s counterinsurgency in the Ogaden was causing 
civilian suffering, Ghedi noted that any conflict would 

\"touch the people,\" particularly as there was much 
cross-border linkage among pastoralist Somalis in both 
Somalia and Ethiopia\'s Somali Region. Ghedi pledged to raise 
concerns about the Ogaden counterinsurgency with PM Meles. 


11. (C) COMMENT. Prime Minister Ghedi\'s statement that the 
ongoing National Reconciliation Conference would spend 30 
days fostering reconciliation and forgiveness, and then 

another 10-15 days discussing the political transition 

leading up to 2009 elections, reflects an important departure 
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from earlier briefings (ref B), in which he highlighted that 
the NRC would aim only at \"social reconciliation.\" Ghedi\'s 
observation that he would yield his position as Prime 
Minister to a Somalilander \"for the sake of Somali unity,\" 
and his highlighting that Foreign Minister Fahiye hails from 
Somaliland, underscores that even if the NRC succeeds in 
addressing power-sharing, property registration, and 
preparations for 2009 national elections, the status of 
Somaliland remains unresolved. END COMMENT. 
YAMAMOTO 
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RR RUEHWEB 

DE RUEHJB #0544 2111551 

ZNR UUUUU ZZH 

R 301551Z JUL 07 

FM AMEMBASSY BUJUMBURA 

TO RUEHC/SECSTATE WASHDC 0459 
INFO RUEHSW/AMEMBASSY BERN 0002 
RHMFISS/CDR USEUCOM VAIHINGEN GE 
RHEFDIA/DIA WASHDC 
RUEKJCS/SECDEF WASHDC 


SIPDIS 


SIPDIS 
SENSITIVE 


DEPT FOR AF/C 


E.O. 12958: N/A 
TAGS: PHUM, PREL, SZ, BY 
SUBJECT: BURUNDI WELCOMES SWISS PRESIDENT 


1.(U) The President of the Swiss Confederation, Madame 
Micheline Calmy-Rey, visited Burundi July 17 to view her 
country\'s contributions to the peace and reconciliation 

process in Burundi, and to assess its progress. Burundi\'s 
President Pierre Nkurunziza and representatives of the 
Diplomatic Corps welcomed President Calmy-Rey at the airport 
at the beginning of her twenty-four hour visit. 


2. (SBU) In a conversation after Ms. Calmy-Rey\'s visit, the 
Swiss Confederation Representative in Burundi, Marc George, 
told PolOff that President Nkurunziza addressed the issue of 
more direct Swiss investment in Burundi. Mr. George said 

that President Calmy-Rey stressed that before such investment 
could mature, Burundi must develop a stronger legal 
infrastructure that would provide adequate protection for 
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such investment. He said that President Nkurunziza responded 
favorably to President Calmy-Rey\'s point, and assured her 

that Burundi was addressing this problem. 


3. (U) Following her meeting with President Nkurunziza, Ms. 
Calmy-Rey met local representatives for the High Commission 
for Human Rights, Global Rights, and Search for Common 
Ground. President Calmy-Rey discussed mechanisms for 
advancing transitional justice in a post-conflict Burundi, 
judicial reform, and land dispute resolution. Calmy-Rey 
underlined the importance of what she called the trilogy of 
truth, justice, and reconciliation as prerequisites for a 

lasting peace, and again focused on the necessity of judicial 
system reform in Burundi. 


4. (U) Burundi was the Swiss president\'s next to last stop on 
a nine-country tour of the region. She departed Burundi on 
July 18 for Rwanda. 

MOLLER 


117156 

PP RUEHWEB 

DE RUEHJB #0545 2111552 

ZNR UUUUU ZZH 

P 301552Z JUL 07 

FM AMEMBASSY BUJUMBURA 

TO SECSTATE WASHDC PRIORITY 0460 


SIPDIS 

SIPDIS 

DEPT FOR AF/C AND EB/OIA 

E.O. 12958: N/A 

TAGS: CASC, EINV, KIDE, OPIC, PGOV, BY 

SUBJECT: BURUNDI: 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS 

REF: SECSTATE 55422 

(U) Embassy Bujumbura is not aware of any investment 
disputes or expropriation claims involving U.S. citizens or 
companies in Burundi that would be candidates for inclusion 
in this report. 


MOLLER 
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RR RUEHBZ RUEHDU RUEHGI RUEHJO RUEHMR RUEHRN 
DE RUEHKI #0897/01 2111552 

ZNR UUUUU ZZH 

R 301552Z JUL 07 

FM AMEMBASSY KINSHASA 

TO RUEHC/SECSTATE WASHDC 6619 

INFO RUEHXR/RWANDA COLLECTIVE 
RUCNSAD/SOUTHERN AF DEVELOPMENT COMMUNITY 
RUEAIIA/CIA WASHDC 

RHEFDIA/DIA WASHDC 

RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK 
RHMFISS/HQ USEUCOM VAIHINGEN GE","UNCLAS SECTION 01 OF 03 KINSHASA 000897 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: CG, PGOV, PHUM, PNAT 

SUBJECT: KIMBANGUISM: CONGOLESE HISTORY, IDENTITY AND 
RELIGION 


1. (U) Summary: The Kimbanguist Church is a large home-grown 
Congolese religion. Like most of the population, Kimbanguists 
consider themselves Christians, although they are not always 
seen as such by others. Church officials claim nearly 

one-sixth of the population follows Kimbanguism; it has a 
significant voice in Congolese society. Based on the 

teachings of Christianity, the religion was founded by a 
self-proclaimed Congolese prophet named Simon Kimbangu during 
the country,s colonial era. Kimbangu and his movement 

quickly became an early symbol of Congo,s independence drive 
and remain important pieces of the country,s history and 

identity. Congolese politicians of all faiths publicly pay 

respects to Simon Kimbangu and have routinely sought the 
church,s support. End summary. 


2. (U) Congolese Kimbanguist theologian Kalemba Manzo 
Constantino defined the religion as \"Christianity deriving 

from the actions and teachings of Simon Kimbangu.\" The 
movement began when a self-styled prophet by the name of 
Simon Kimbangu claimed to be called by God and began 
preaching and healing on April 6, 1921. Kimbangu started his 
work in his home town of Nkamba, in western Bas-Congo 
province. Kimbanguists believe Simon Kimbangu is part of the 
Christian Trinity: the Holy Spirit in human form. 
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3. (U) Today Kimbanguist officials claim some 17 million 
followers worldwide, with 10 million alone in the DRC, 
including more than one million in Kinshasa. This would 
represent about one-sixth of the DRC,s estimated population 
of 65 million. Other sources maintain Kimbanguists are no 
more than ten to fifteen percent of the population. Most of 

its adherents are located in Bas-Congo and Kinshasa, although 
there are numerous Kimbanguist churches throughout the 
country. Kimbanguist officials also told us they have 
followings in many other African countries, especially nearby 
Angola and the Republic of Congo. 


4. (U) Church officials and followers say that during the 

colonial period, Belgian authorities were alarmed by 

Kimbangu,s popularity and perceived his movement as a threat 
to the Catholic Church. In his preaching, Kimbangu embraced 
the emerging concept of an African identity and traditions, 

and was among the first Congolese public figures to protest 
Belgian rule. In response, colonial authorities imprisoned 

him in 1921 and outlawed Kimbanguism. Kimbangu died in prison 
in 1951. 


5. (U) Kimbangu was later recognized as an early independence 
hero by Mobutu Sese Seko, Laurent Kabila and Joseph Kabila. 
His resistance against Belgian colonial rule and support of 
Africanism made him an icon of black liberation thought, and 
Congolese political leaders today regularly pay respect to 

the Kimbanguist community and his memory. In his June 30 
independence day address to the nation this year, Kabila paid 
tribute to \"Simon Kimbangu\'s generation\" for starting the 
fight for democracy. National Assembly Vice President Marc 
Mvuama, a practicing Catholic, told us that Kimbanguim is 
respected regardless of one,s religious background because 
the religion is regarded as a home-grown response to 
colonialism that helped liberate the country. He added that 

the Protestant and Catholic churches are viewed by Congolese 
as remnants of western colonialism and thus not genuinely 
African. 


6. (U) Kimbanguist officials reported that they were 
persecuted by colonial authorities but flourished in secret 
under the leadership of Simon Kimbangu,s wife Marie Muilu 
Kiawaga after his imprisonment. In 1959 Kimbangu,s third 
son, Joseph Diangienda, became the movement,s leader after 
it was Officially recognized by the state as the Church of 

Jesus Christ on Earth by his Special Envoy Simon Kimbangu 
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(EJCSK). After Joseph Diangienda died in 1992, Simon 
Kimbangu\'s second son Salomon Dialungana Kiangani became the 
Kimbanguist spiritual leader. He was succeeded in 2001 by his 

son Simon Kiangani, who remains the church,s spiritual 

leader to this day. 
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7. (SBU) Congolese observers describe Kimbanguists as 
financially independent, well-organized, and 
community-minded. Kimbanguists themselves attribute these 
traits to years of colonial persecution when they had to be 
determined and self-sufficient to succeed. Even after the 
church was legalized in 1959, one Kimbanguist leader said its 
members were excluded from some educational and medical 
facilities still controlled by Belgians and subsequently 

decided to build their own. A Kimbanguist leader told us they 
have roughly 180 medical centers and over a thousand 
Kimbanguist schools open to the public around the country 
(611 primary schools and 540 secondary schools). The church 
also runs a Kimbanguist University with a a theological 
campus outside Kinshasa that was built in 1977 and a general 
campus within the city built in 1994. In addition, they built 

the Hopital Kimbaguiste de Kinshasa with partial USAID 
funding. The Kimbanguist community,s main edifices and 
sources of significant pride are the church,s temple in 
Nkamba, the Kimbanguist equivalent of Vatican City, and a 
research center in Kinshasa open to the public. 


8. (SBU) There has been speculation that the Kimbanguist 
church is linked with the group Bundu dia Kongo (BDK) because 
both groups have mystical elements, claim to follow Simon 
Kimbangu and are based in Bas-Congo. Kimbanguist officials 
disavowed any contact with the BDK however and said they 
considered it a political rather than a religious group. 


9. (SBU) Given the movement,s large number of followers, it 
represents an important bloc of votes for political 

candidates. Political and religious leaders told us there is 
often an informal alliance between the government and 
churches, including the Kimbanguists. Mvuama said churches 
often benefit from financial donations from politicians who 

in return receive unofficial support from religious leaders. 

He said this can mean encouraging followers to vote for 
certain candidates in private or endorsement political 
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campaign goals in public sermons. 


10. (SBU) Kimbanguist leaders have never officially supported 
a political leader, but many Congolese interlocutors claim 

there has often been an alliance between the government and 
the Kimbanguist church regardless of who was president. 
Several Kimbanguist officials said there were especially 

close ties between Joseph Diangienda and Mobutu, who 
reportedly gave personal donations to the church and 

regularly attended Kimbanguist ceremonies. One Kimbanguist 
told us this relationship was \"predestined by God\" since the 
two were friends before rising to power, and because both had 
the first name \"Joseph.\" Other Congolese contacts told us 
people threw rocks at Diagienda\'s funeral because many in the 
Congolese community resented the alliance with the unpopular 
dictator. Laurent Kabila likewise retained good relations 

with the Kimbanguist church and paid respect to the memory of 
Simon Kimbangu in public statements, but was less involved 
than Mobutu, according to church officials. 


11. (SBU) Joseph Kabila is similarly regarded as an ally of 

the Kimbanguist church although there is no clear evidence 
most followers are active supporters. His daytrip to Nkamba 

in February 2002 and three day stay March 15-18, 2003 were 
fondly remembered and much-discussed in Kimbanguist circles 
who saw it as the ultimate sign of respect and friendship. 

Some contacts told us they knew of no political affiliation 
between Kabila and the church, though others said Kiangani 
unofficially ordered followers to vote for Kabila. One 
Kimbanguist leader described the relationship as \"perfect,\" 
saying Kiangani and Kabila were in regular contact and that 
Kimbanguists voted for him \"automatically\" because of this 
relationship. Election results do not support this claim, 
however, as Kabila showed poorly in Bas-Congo and Kinshasa, 
areas which voted heavily in favor of Jean-Pierre Bemba. One 
Kimbanguist who has left the church said Kiangani was not 
able to deliver the vote as promised because of divisions 

within the church. 


12. (SBU) In October 2002, a dispute arose in the Kimbanguist 
KINSHASA 00000897 003 OF 003 
church that resulted in at least 17 of the 26 of Simon 


Kimbangu\'s grandchildren leaving the official church with a 
minority of followers. The group,s unofficial name is the 
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Kimbangu Church \"Bana 26\" (meaning in support of the 26 
grandchildren), though the name is used sparingly by its 
members to avoid cementing a division they hope to resolve. 
One Kimbanguist member of Bana 26 estimated one-fifth of the 
church left at the time of the split, but a mainstream 
Kimbanguist leader told us there were no more than 3,000 
followers who left. 


13. (SBU) Kimbanguist members gave diverse explanations for 
the division. The former General Secretary of the church 

cited the creation of \"illegitimate church legislation,\" 

while a Bana 26 member said the group was waiting for 
Kiangani to step down because his \"extremist followers\" were 
incorrectly claiming that Kiangani was a reincarnation of 

Simon Kimbangu. A current Kimbanguist leader told us Kiangani 
was Simon Kimbangu\'s reincarnation but said the division was 
a result of the other grandchildren demanding overly 

important positions in the church. Kimbanguist leaders told 

us the division had attracted Kabila\'s attention, and one 
Kimbanguist leader said Bana 26 was trying to use him as a 
mediator. 


14. (SBU) Kimbanguists generally lead austere lives and do 
not dance, smoke, drink alcohol or practice polygamy. While 
the religion was originally based on Christianity and the 

Bible, members place great importance on prophecies and 
mystical signs, which they view as proof of God\'s 
manifestation in Simon Kimbangu\'s family. Kimbanguists told 
us they know about deaths and births of Simon Kimbangu\'s 
relatives in advance, and gave many examples of signs they 
said were proof of predestination by god. One practicing 
Kimbanguist told us that God revealed to followers in a 

vision that the true date of Christmas (and thus the birth of 
Jesus Christ) was May 25, which is also the birth date of 
Simon,s second son Dialungana. Other major church 
celebrations commemorate important dates in Simon Kimbangu\'s 
family history: April 6 for the beginning of Simon Kimbangu\'s 
ministry; July 8 for Diagienda\'s death; and October 12 for 

the death of Simon Kimbangu and the birth of Kiangani. 


15. (SBU) Although Kimbanguists consider themselves 
Christians they are not always considered Christians by 
Congolese outside the church, who often claimed Kimbanguists 
say Simon Kimbangu is either God the Father or Jesus Christ. 
Kimbanguists consider the Kimbangu family sacred, and always 
choose the movement,s spiritual leader from among Simon 
Kimbangu\'s descendants. Kimbanguists told us spiritual 
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leadership decisions were \"divinely inspired,\" and one leader 
said they were in fact \"prophesied\" in advance. Most 
Kimbanguists know the family history by heart and keep 
pictures of Kimbangu and his descendents around the house. 


16. (SBU) The Kimbanguist church is a unique and important 
part of the Congolese identity. It carries political prestige 
because its leaders were early advocates for national 
independence. Its historic importance, socially active role 

and large following continues to attract political leaders 

who seek its support while paying respect to the memory of 
Kimbangu. When we met with Kimbanguist leaders they seemed 
more interested in their religious devotion than mainstream 
politics. Their political activities are therefore more 

likely driven more by a desire to build harmonious 
relationships with political leaders who can provide material 
support to the church. While the church is a popular domestic 
and somewhat international religion, its domestic clout may 
be diminished if internal divisions cannot be reconciled. 
MEECE 
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SENSITIVE 
SIPDIS 
ATTENTION: JENNIFER ORRICO 


E.O. 12958: N/A 
TAGS: MARR, MAS, PHUM, PREL, RW 
SUBJECT: HUMAN RIGHTS VETTING FOR IMET TRAINING 


REF: KIGALI 651 


1. The Department of State has reviewed its files and finds 

that as of July 17, 2007, it possesses no credible 

information of gross violations of human rights by the 

following Rwandan Defense Force (RDF) personnel scheduled to 
attend Military HIV/AIDS training: 
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Name: Maj. Marc Rugenintwaza 
DOB: 1 June 1964 

Training Date: 29 July 2007 

Name: Maj. Innocent Segahinga 
DOB: 9 July 1965 

Training Date: 29 July 2007 

Name: Capt. Paul Kabayiza 
DOB: 15 February 1973 


Training Date: 29 July 2007 


2. Post is therefore authorized to forward the following 
verification message: \"Embassy verifies that as of July 19, 
2007, the Department of State possesses no credible 
information of gross violations of human rights by the 
Rwandan Defense Force personnel listed above. This cable 
completes the joint human rights vetting approval process for 
the military personnel cited.\" Note that if at any time 
Embassy becomes aware of any information regarding incidents 
which could be deemed to be credible information of a gross 
violation of human rights by any personnel involved in this 
training, Embassy should so inform the Department. 

RICE 
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TAGS: CVIS, PHUM, KJUS, KDEM, PGOV, ET 

SUBJECT: REQUEST FOR ADVISORY OPINION: PARDONED ETHIOPIAN 
OPPOSITION LEADERS 


REF: A. ADDIS ABABA 02284 AND PREVIOUS 
B. JULY 25 GONZALES-GORSKY EMAIL 
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Classified By: ACTING POL-ECON COUNSELOR: SEAN CELY. 
REASON 1.4 (d). 


1. (C) ACTION REQUEST: Per 9FAM 40.21(a) N10 \"Political 
Offenses,\" and Ref B, Post requests formal determination from 
CA/VO/L/A that the convictions of Berhanu Nega and Yacob 
Hailemariam constitute \"political offenses.\" These 

individuals have applied for reinstatement of their LPR 

status, but for reasons not under their control, have been 
outside the U.S. for longer than the one-year legal period. 

The applicants are leaders of Ethiopia\'s largest opposition 
party, the Coalition for Unity and Democracy (CUD), and were 
accused, convicted, sentenced and pardoned for several crimes 
in a trial (ref A) deemed as entirely political by Post and 

many others in the international community. Post requests 

that these convictions not interfere with their application 

as they can be deemed as \"obviously based on fabricated 
charges.\" 


2. (SBU) On July 25, Post was contacted by Berhanu Nega and 
Yacob Hailemariam seeking to reinstate their status as LPR 
and to return to the U.S. They filed their application on 

July 26. 


3. (U) Ethiopia\'s third general elections under the current 
government took place in May 2005. These elections were 
widely hailed by the USG and others in the international 
community as the most democratic elections in Ethiopia\'s 
history. Though there was some evidence of voter 
interference, the elections were considered generally free 
and fair. The official results showed that the number of 
seats in the Parliament held by opposition groups rose from 
12 to 172. The results indicated that the largest opposition 
group, the CUD, won 109 of the 172 seats. In addition, the 
CUD won 137 of 138 seats in the Addis Ababa city council. 
Despite this, opposition groups, including the CUD, alleged 
the ruling Ethiopian People\'s Revolutionary Democratic Front 
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(EPRDF) engaged in vote rigging. Several CUD 
parliamentarians and many in the Addis Ababa city council 
boycotted and refused to take their seats until the situation 
was remedied, which was to include reform of key federal 
government institutions. 


4. (U) Though the government had instated a ban on public 
demonstrations immediately following the elections, separate 
incidents of demonstrations turned violent in early June and 
early November 2005. Demonstrators were met in the streets 
by police and special forces of the military, leading to 

deadly clashes. A subsequent investigation by the GoE found 
that 193 civilians and 6 police officers were killed as a 

result. Following the November demonstrations, tens of 
thousands of people suspected of organizing or participating 
in the demonstrations were arrested. Most were released 
within weeks, but a few hundred were detained and had formal 
charges filed against them by the GoE. These defendants 
included all of the top leadership of the CUD (including 

Addis Ababa mayor-elect Berhanu Nega and Federal 
parliamentarian Yacob Hailemariam), several journalists and 
members of civil society. The charges filed against them 
included: \"Outrages Against the Constitution,\" \"Obstruction 
of the Exercise of Constitutional Power,\" \"Inciting, 
Organizing or Leading an Armed Rebellion,\" \"Impairing the 
Defensive Power of the State,\" &High Treason,\" and 
\"Attempted Genocide.\" 


5. (U) The prolonged trial of these high-profile detainees 

was Closely followed by the international community and in 
particular by Post, who had an observer present at nearly 
every court session. Post, and other diplomatic missions and 
international NGOs repeatedly called for the immediate 
release of these prisoners and have publicly labeled them 
\"political prisoners.\" 
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6. (C) While some of the charges were eventually thrown out 
by the court, including \"High Treason\" and \"Attempted 
Genocide,\" and some of the lower-profile detainees released, 
the leaders of the CUD were convicted on June 11, 2007 and 
sentenced to life in prison on July 16. Berhanu Nega and 
Yacob Hailemariam were convicted of \"Outrages Against the 
Constitution,\" \"Obstruction of the Exercise of Constitutional 
Power,\" and \"Impairing the Defensive Power of the State.\" 
Most defendants, including the CUD leadership, chose not to 
defend their case on the grounds that they felt that the 

court was under the influence of the GoE and was 
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\"illegitimate.\" Despite these, in Post\'s opinion, the 
evidence presented by the federal prosecution did not in any 
way prove that the defendants had any role in leading, 
organizing or taking part in the demonstrations of 2005, and 
that the verdicts concluded what was an entirely political 

trial for the CUD leadership. 


7. (SBU) A group of negotiators, known informally as the 
Ethiopian Elders, was quietly working behind the scenes for 
many months to secure the release the detainees. Immediately 
following the sentencing of the CUD leadership, the GoE 
announced plans to grant a pardon to those convicted and who 
had signed a \"letter of regret.\" Of those detained, 71 

signed this statement, including all of the CUD leadership, 

and the 38 convicted detainees were released on July 20. The 
case of the remaining detainees, including the other 33 who 
have signed this letter await sentencing and subsequent 
pardon. 

YAMAMOTO 
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Classified By: Political M/C David D. Pearce for reasons 1.4 (b) and (d 
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). 


1. (C) Poloff delivered reftel demarche to MFA Office 
Director for East Africa Fabrizio Pignatelli July 30 and 
pressed him to instruct the Italian mission in New York to 
support draft language on transition timing from AMIS to 
UNAMID. 


2. (C) Pignatelli said Italy understands the need to move 
quickly to deploy the UN-AU hybrid operation in Darfur and 
remains very concerned about the security situation on the 
ground. Italy supports the draft USG language on timing, he 
said, as long as it is \"technically feasible\" in the eyes of 
DPKO. 
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SUMMARY 


1. Most of the estimated 173,000 internally displaced people (IDPs) 
in eastern Chad are now receiving assistance from humanitarian 
organizations. USAID/OFDAVs partners and other humanitarian 
organizations are providing services to the IDPs in the 
water/sanitation/hygiene (WASH), health/nutrition, shelter and 
protection sectors, although important gaps remain in protection and 
site management/IDP registration. End summary. 


2. Nairobi-based USAID/OFDA Principal Regional Advisor (PRA) Jack 
Myer visited Chad July 2-16. While there he traveled in eastern 

Chad with USAID Field Officer Stan Stalla, visiting the towns of 
Abeche, Farchana, Adre, and Goz Beida. The objectives of his trip 
were to track the evolution of the humanitarian situation affecting 

IDPs and consider further funding options. 


3. This is the second of two cables on the IDP situation, and will 
report on specific IDP conditions. The first cable reported on the 
general IDP situation, discussed some issues and provided 
recommendations. 


MOST IDP NEEDS BEING MET 


4. About 173,000 IDPs now live in sites and host villages in Dar 

Sila (120,000), Dar Assongha (40,000) and neighboring Departments 
(13,000) in eastern Chad, according to the UN. Their immediate 
needs are now largely being met by UN agencies and international 
NGOs in almost all sites. In the last few months new NGOs have 
arrived in Chad, including Mentor, World Concern, Islamic Relief, 
Save the Children/US and Concern, and have begun filling 
programmatic gaps in health, site management, protection and other 
sectors. 


5. The Red Cross family is also represented in Chad, with the 
International Committee of the Red Cross (ICRC), the International 
Federation of the Red Cross, the Chadian Red Cross and several other 
national Red Crosses active in the IDP sites, implementing WASH, 
health, shelter and other activities. 


6. All the major UN operational agencies are implementing programs 
for IDPs, including the UN High Commissioner for Refugees (UNHCR), 
the World Food Program (WFP), the UN Children\'s Fund (UNICEF), the 
World Health Organization (WHO), the Office for the Coordination of 
Humanitarian Affairs (OCHA) and the Food and Agriculture 
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Organization (FAO). 


7. The arrival of several new NGOs and increased donor funding have 
caused some strains within the humanitarian operation. Competition 
for scarce qualified Chadian staff, housing and other procurement 

has created inflation in some areas (notably Goz Beida) and tension 
between NGOs. Secondly, the capacity of humanitarian air transport 

is now stretched to the limit. Thirdly, the new NGOs sometimes 

arrive with erroneous assumptions and pre-determined approaches that 
do not make sense in the Chadian context. Finally, coordination of 

the increasing number of actors has challenged the limited capacity 

of OCHA in Chad. 


8. The start of the annual three-month rainy season in eastern Chad 
further complicates relief efforts, but also stabilizes the security 
situation to a degree. Most observers are confident that there will 

be no major attacks by ethnic militia, rebels or bandits during the 

rainy season as movement is heavily curtailed due to flooding in the 
wadis that criss-cross the region. IDPs will probably stay where 

they are, although many have temporarily sent family members back to 
their original lands to plant the cereal crop. 


9. Rains also hinder truck traffic to the extent that WFP has had 
to stockpile three months worth of food for the refugees in the 
camps, and just completed a food distribution to the IDPs that 
should see them through the end of the rains in September. Even 
four-wheel drive vehicle traffic is impossible on some routes, 
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placing increased strain on the humanitarian air service, which also 
faces some flooded runways. 


10. A good rainy season, of course, would be a boon for farmers 
cultivating the annual sorghum and millet crop, and would 
significantly enhance food security in the region in general. 


ASSISTANCE SECTORS 


11. The WASH sector appears to be relatively well covered. In Dar 
Sila, Oxfam and Medecins sans Frontieres (MSF - present in several 
national branches) have put in boreholes, shallow wells and other 
water infrastructure for most IDP sites, while in Dar Assongha, MSF, 
the ICRC and others have done similar work in the sites and areas 
where IDPs are. UNICEF estimates that the average availability of 
potable water in the sites is between five and ten 

liters/person/day. 


12. A large scale latrine building program is beginning to provide 
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good coverage in most sites, but Dogdore in Dar Sila remains a 
concern, due to problems with the soil. There is concern that the 
rains will raise the risk of water-borne diseases, especially in 

areas where people continue to rely on surface water for household 
purposes. Most IDPs have received jerry cans and receive basic 
hygiene messages from health workers. 


13. The health/nutrition sector has also received substantial 

attention from the humanitarian community. The sector/cluster is 

being well-coordinated and activities supported by WHO and UNICEF, 
according to the NGOs, and no major gaps were noted. In Dar Sila 
MSF and COOPI are providing most health services, with Action 

against Hunger (ACF) and MSF working on malnutrition. USAID-partner 
the International Medical Corps (IMC) is also providing some 

services via mobile clinics to IDPs and local people in Dar Sila. 

In Dar Assongha, MSF, the ICRC, and Premier Urgence are implementing 
health activities. Aid organizations were able to stockpile 

medicine and health supplies for the rainy season and are 

comfortable with stock levels. 


14. Recent media and other reports have highlighted the 

malnutrition situation, especially in the Dar Sila sites. A survey 

by MSF in June found global acute malnutrition (GAM) rates of 20 
percent in some sites, well above the standard emergency threshold 
of 15 percent. The NGO COOPI, long present in the Goz Beida area, 
disagreed with these figures and a public spat ensued. UNICEF and 
WHO have undertaken efforts both to resolve the NGOs! differences, 
and independently survey the situation, and believe that the MSF 
figures are accurate. Agencies are now working on the assumption 
that the 20 percent figure is correct. 


15. The NGOs, with material and technical support from WHO and 
UNICEF are responding, and are beginning to look at the root causes, 
which may be linked to inadequate clean water supply, eating habits 
and lack of adequate nourishment. WFP IDP rations at present are 
about 1800 kilocalories (KC) per person per day, below the minimum 
requirement of 2100 KC/day, and not every IDP receives food and 
those that do, do not always get a full ration due to the lack of 
registration of IDPs and distribution relying on village leaders. 

WFP plans to increase the ration to 2100 KC/person/day and increase 
the amount of Corn-Soya Blend in the distribution. With NGOs set to 
begin site management activities, which include headcounts and 
registration, and the establishment by MSF and COOPI of nutritional 
treatment facilities, it is hoped GAM rates will go down. 


16. Ongoing challenges in the health sector include outbreaks of 
Hepatitis A, B and E, diarrhea, high malnutrition and weak GOC 
capacity. With support from WHO and UNICEF, NGOs are addressing 
these problems. With the onset of the rainy season there is concern 
that malaria may emerge, as it usually does in this region. 
OFDA-partner MENTOR and others are distributing mosquito nets and 
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making other preparations for outbreaks. 


17. The Chadian Ministry of Health (MOH) is reported to be fairly 
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weak in the region. It does manage some health centers and 
hospitals and provides guidance on policy matters, but has little 
capacity to provide services or coordinate health activities and is 
under-staffed. In most areas where there are refugees and/or IDPs, 
NGOs are essentially managing the health facilities on behalf of the 
MOH. 


18. UNHCR is the sector lead for shelter and non-food items (NFI). 
Unfortunately, it is not able to provide a complete picture of the 
coverage and gaps at present. It says there are numerous new NGOs 
bringing in supplies, as well as non-coordinated GOC efforts, so it 

has lost track of the situation. However, at present, it says it is 

not aware of any major gaps, and promises a full report by late 

July. Most actors the team met agreed with this general assessment, 
which assumes no new displacement. 


19. An emerging gap in eastern Chad at present, in part linked to 
the debate over standards of service delivery, the permanence of the 
sites and funding, is site management. With the increase in IDP 
numbers, in NGOs assisting them and in the general level of interest 
and activity in the sites, it is becoming urgent that a single NGO 

be in charge of each site. The role of the site manager NGO would 
be to count and register the IDP population, coordinate all 

activities at the site and work closely with cluster leads to ensure 
needs are covered and duplication avoided. 


20. A disturbing problem cited by most contacts is in the area of 
protection, especially of women and children. With hurried 
displacement, crowded camp conditions, frustration in the camps, 
breakdown of social networks, the need to find firewood in the bush 
and the presence of marauding bandits and unpaid soldiers, the 
potential for child abuse and rape has increased. NGOs are 
beginning to address these problems, and the ICRC has been 
implementing protection activities in its areas of operation since 

the beginning of the IDP crisis. Nevertheless, more work needs to 
be done in this area. 


COORDINATION 


21. The UN country team is using the cluster system on a de facto 
basis, awaiting official word from UN New York to implement it 
officially. OCHA is in principle the overall coordinator for IDPs, 

but due to continuing major capacity problems with support, 
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leadership, vision and staffing, is still not able to fully take on 

its role (although several secondments from the UK\'s Department for 
International Development - DFiD - are providing vital surge 
capacity). UNHCR as the largest of the agencies in the east has 
thus far been taking on the role, but is eager to hand it over to 

OCHA when the latter is ready (septel will provide more detail of 
OCHA\'s weaknesses in Chad). 


22. Humanitarian coordination of activities for the IDPs is so far 

a mixed bag. On the one hand, the response benefited from the 
presence of a relatively large scale and mature program for refugees 
in the region, vastly reducing startup times and costs for IDP 
activities by aid organizations, and the time needed to establish 
inter-agency contacts and coordination mechanisms. On the other 
hand, these same organizations are stretched with providing for the 
needs of the 220,000 refugees in eastern Chad, and had to struggle 
to increase capacity to handle the IDP caseload as it grew to the 
current number, as well as the needs of many vulnerable villagers. 
The result at first was an ad hoc and poorly coordinated response. 


23. The use of the cluster system in eastern Chad, representing a 
retro-fit of formalized coordination structure, will be difficult 

for the same reasons it is in other countries in the region. 

Because its being introduced into an ongoing emergency response, 
habits set over the last four years will need to be changed. The 
roles and responsibilities for cluster leads and participants will 

need to be carefully explained to avoid confusion, stress and 
conflict. The role of the GOC will need to be clarified, 
communicated and supported. 
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24. The good news in Abeche is that both UNICEF and WHO are getting 
positive reviews from NGOs for their leadership in the health (WHO) 
and nutrition, child protection and WASH (UNICEF) sectors. Both 
have fielded experienced emergency officers and appear to have the 
full support of their Ndjamena offices. UNHCR is getting a handle 
on its coordination of shelter, and has ensured there are no major 
gaps, and is getting NGOs on board for site management. There do 
not appear to be any major complaints in the food sector, 
coordinated by WFP, aside from the malnutrition problems being 
addressed. The major problem in logistics (WFP and UNHCR) is 
inadequate passenger air transport capacity, and a recently ended 
strike by UNHCR\'s logistics partner GTZ which almost paralyzed 
operations in some camps. 


CONCLUSION 


Column 3 


25. With most sectors of humanitarian response for IDPs in eastern 
Chad covered, the challenge facing the humanitarian community will 
be improving standards, sustaining the effort and ensuring strong 
coordination of the increasingly complex program. 


TAMLYN 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/29/2010 

TAGS: PGOV, PREL, KDEM, CG, RW 

SUBJECT: NATIONAL ASSEMBLY PRESIDENT KAMERHE JUGGLES 
LEGISLATIVE AGENDA AND PEACE INITIATIVE 


REF: A. KINSHASA 882 
B. KINSHASA 887 


Classified By: PolCouns DBrown, reasons 1.4 b/d 


1. (C) Summary. National Assembly President Vital Kamerhe 
will confront a crowded legislative agenda this fall while 

also attempting to help defuse an increasingly tense 

situation in his home region in eastern Congo. He sees 
decentralization as the key issue ahead for the Assembly. 

His proposal for a political and diplomatic strategy in the 

east has now been agreed to by senior Congolese leaders. He 
has received wide praise from the diplomatic community for 
his leadership of the Assembly, but is stretched thin by 

duties that transcend his official responsibilities. End 
summary. 


2. (C) National Assembly President Vital Kamerhe and the 
Ambassador reviewed key legislative issues and the security 
situation in the east in a farewell meeting July 25. 
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Discussion was focused and concise; Kamerhe had carved out 
time on his schedule to ensure he could meet the Ambassador 
prior to catching a flight. Kamerhe aides Manya Moupondo and 
Zirimani Banywesize sat in with PolCouns. 


3. (C) The Ambassador expressed appreciation for a meeting 
Kamerhe had held a few days earlier with members of the 
Kinshasa diplomatic corps. He also cited Kamerhe for his 
leadership of the Assembly the year. The Ambassador noted 
that much remained to be done during the Assembly\'s fall 
session, highlighting legislation on successor organizations 

to the Transitional electoral commission and communications 
council and a law governing the independence of judges. 


4. (C) The Ambassador called a proposed law on 
decentralization the most important and sensitive issue the 
Assembly will be considering during its coming session. He 
noted that division of revenues and potential sub-division of 
existing provinces are only two of the issues deputies will 
have to confront. Kamerhe cited development of new, 
sub-provincial institutions as a further challenge. He 
asserted that only two of the potential new provinces have 
sufficient financial resources currently available to them. 


5. (C) Kamerhe, a native of South Kivu, told the Ambassador 
that a high-level meeting July 23 of President Kabila, Prime 
Minister Gizenga, the Senate President, the head of the 
Supreme Court and he had agreed to a political and diplomatic 
strategy proposed by Kamerhe to address insecurity in the 

east (ref A). He said that recent fighting in southern South 

Kivu near Minembwe had broken out again when dissident Capt. 
Venant Bisogo attacked a FARDC post in an effort to prevent 
further desertions from his dwindling ranks (ref B). 


6. (C) Kamerhe said the high-level \"inter-institutional\" 
meeting agreed to a locally-organized inter-community 
dialogue, and said Kabila could visit the region in September 
or October. He said that the leaders had made restoration of 
diplomatic ties with Rwanda a priority. He said the topic 
would be on the agenda during the proposed visit of Rwandan 
Foreign Minister Charles Muriganda in August. 


7. (C) The Ambasador noted progress being made by the 
Tripartite-Plus Commission, citing a meeting of legal experts 
that week in the North Kivu capital of Goma, and of chiefs of 
defense scheduled for Kigali the following month. Both 

agreed on the benefits of increased contact among the 
Tripatite-Plus governments. Kamerhe closed the meeting by 
noting that he had been in contact with provincial leaders, 
including Bukavu\'s outspoken Cardinal Francois-Xavier Maroy, 
and had been reassured of their support for an 
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inter-community conference. 


8. (C) Comment. The many accolades Kamerhe has received 
from the diplomatic community for his leadership of the 
Assembly masks the fact that he is stretched thin. Not only 
has he led some half-dozen missions abroad during the year, 
but he has been Kabila\'s point man for negotiations with the 
opposition, including Bemba\'s departure, remains active in 
South Kivu politics and continues to play a leading role in 
internal discussions on the future of the PPRD. Moreover, 

the Assembly itself has made slow progress at best on 
finalizing key legislation, including the 2007 budget. Much 

of this can be traced of course to growing pains of new 
democratic institutions. What is remarkable is how Congolese 
criticism of Kamerhe tends to focus not on any failures of 
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the institution he leads, but on his perceived ambitions for 
higher office. End comment. 
MEECE 
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SIPDIS 
SIPDIS 


STATE FOR G/JOAQUIN FERRAO AND DRL/MLGA/LYNN SICADE AND 
IO/RHS/RACHAEL LEATHAM 


E.O. 12958: N/A 

TAGS: KDEM, PGOV, PREL, PHUM, UNGA, ES, TW 

SUBJECT: EL SALVADOR: DEMARCHE RESPONSE ON COMMUNITY OF 
DEMOCRACIES MINISTERIAL 


REF: STATE 98670 


1. (U) Poloffs met with Mario Rivera, Director of 
Multilateral Affairs for the Salvadoran Ministry of foreign 
Affairs (MFA) to raise reftel points. Rivera responded that 
El Salvador is fully supportive of the US position on the 
participation in the Community of Democracies. 
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2. (U) Rivera agreed that it was important that full 
participant status be reserved for fully democratic 
countries. He also agreed that, in light of developments in 
the country, it was appropriate that Venezuela not be 
invited. He further supported the position that Nigeria and 
Russia be invited only as observers. 


3. (U) El Salvador has traditionally maintained strong 
relations with Taiwan, and Rivera confirmed that El Salvador 
supports \"Special Guest\" status for Taiwan. In a separate 
conversation, the MFA confirmed that they would be willing to 
jointly invite Taiwan to the meeting along with the Czech 
Republic. 


4. (U) MFA staffers also confirmed that at least two senior 
officials rom the MFA planned to attend the meeting in 
Novmber along with the Salvadoran Ambassador to the Uited 
States, Rene Antonio Leon. 

Glazer 
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E.O. 12958: N/A 
TAGS: AORC, EUN, PREF, PREL, SMIG 
SUBJECT: ARGENTINA TO CONSIDER SWING IOM DG CANDIDACY 


REF: SECSTATE 93916 


On July 25, poloff delivered reftel points to Martin Romero, 

an official with the MFA\'s Division of International 
Organizations. Mr. Romero stated that the MFA would consider 
Ambassador Swing\'s candidacy for Director General of the 
International Organization for Migration (IOM DG) seriously, 
and thanked poloff for clarifying the USG position on current 
IOM DG MckKinley\'s candidacy. 

WAYNE 
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SIPDIS 
SIPDIS 


FOR CONGRESSWOMAN NITA LOWEY FROM AMBASSADOR AGUIRRE 
H FOR CHERITH NORMAN 
H PLEASE PASS LTCOL BARBARA JORGENSEN 


E.O. 12958: DECL: 07/30/2017 
TAGS: OREP, PREL, SP 
SUBJECT: SPAIN WELCOMES CODEL LOWEY 


Classified By: Amb. Eduardo Aguirre for reasons 1.4 (b) and (d) 


1.(U) Dear Madame Chairwoman: | welcome you to Spain on 
behalf of our 367 American and Spanish colleagues serving the 
United States at Mission Spain. In addition to being a 

beautiful, historic and culturally rich nation, Spain is a 

valued U.S. partner and an important geostrategic player. 
Spain has achieved a remarkable transformation since the end 
of dictatorship 30 years ago. It is one of the leading 
democracies in Europe and has the eighth-largest economy in 
the world. | hope you and your delegation will enjoy your 

stay. 


/POLITICAL AND ECONOMIC RELATIONSHIP// 


2.(C) Spain cooperates closely with the U.S. in the areas 

of counter-terrorism, counter-narcotics, military and defense 
programs, non-proliferation, and Latin America. Spain is an 
important NATO ally, a key player in the European Union, and 
currently holds the rotating presidency of the Organization 

for Security and Cooperation in Europe. Though it removed 
its troops from Iraq in 2004 shortly after President 

Zapatero\'s unexpected election, Spain has contributed $22 
million to the construction of a children\'s hospital in 

Basrah, Iraq in 2006, continues to fulfill a $300 million 

pledge for reconstruction in Iraq and recently pledged an 
additional $28 million to the effort. Spain has made a 

strong, long-term commitment to NATO\'s mission in 
Afghanistan, where it has 690 soldiers deployed to the 
Badghis Provincial Reconstruction Team and Forward Support 
Base; it has also contributed 150 million euros to Afghan 
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reconstruction. Spain has deployed 1100 soldiers to Lebanon, 
where they lead a multi-national brigade of UN peacekeeping 
forces (UNIFIL) assigned to the volatile tri-border region 
between Syria, Lebanon and Israel. Recently, a terrorist 
strike killed six members of the Spanish UNIFIL contingent. 
Spain further supports U.S. strategic interests by allowing 

the U.S. to share two important Spanish bases, Rota Naval 
Station and Moron Air Force Base, in Southern Spain, as well 
as providing blanket flight and overflight clearances. The 
1500 U.S. military personnel at the two bases support 
thousands of U.S. military flights and hundreds of U.S. ship 
visits each year. Continued use of these bases is essential 
to U.S. operations from the Mediterranean all the way to 
Afghanistan. 


3. (U) Spanish interest in Africa is increasing, as is 

Spanish assistance to African nations, primarily in West 
Africa and the Sahel. Over the past several years, 
Sub-Saharan African migrants have been traveling by sea to 
the Canary Islands or over land to the Moroccan Coast in an 
attempt to gain entry into Spain and the European Union. In 
2006, over 30,000 Sub-Saharan Africans migrated to the Canary 
Islands by boat. It is impossible to estimate how many have 
perished during the risky voyage, as boats have veered off 
course and headed into the North Atlantic or capsized in West 
African waters. Spain has opened several new Embassies in 
West Africa and is also seeking to implement guest worker 
programs to promote legal migration. Along with other EU 
Mediterranean nations, principally Portugal, Italy, France 

and Malta, Spain is trying to push the EU to increase 

maritime patrolling and counter-immigration efforts along the 
EU\'s southern border. Spain will always be a secondary 
player to the French and British in Africa, but it has 

increasing economic and security interests there and is keen 
on maintaining stability in that part of the world. 


4. (U) In addition, our economic relationship with Spain is 
strong and mutually beneficial. The Spanish economy has 
boomed in the last decade as a result of structural reforms, 
EU aid, and membership in the Euro zone. The commercial 
relationship is dominated by a very strong U.S. direct 
investment presence, although two-way trade remains a 
relatively minor percentage of each country\'s exports and 
imports. Many of the U.S. Fortune 100 firms are present and 
doing well. The American Chamber of Commerce estimates that 
about five percent of Spain\'s annual GDP is derived from U.S. 
investment. In recent years, U.S. portfolio investors have 
bought significant shares in major Spanish firms. Spanish 
firms have rediscovered America and are now investing in the 
United States, especially in the banking and renewable energy 
sectors, and Spanish construction companies have also won 
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important contracts in the U.S. 


//CHALLENGES// 


5. (C) The Spanish government maintains a policy of 
engagement with certain governments that we feel 
is counterproductive, including Cuba, Syria and Iran. 


MADRID 00001492 002 OF 003 


Additionally, President Zapatero has at times pursued a 
foreign policy agenda tailored more toward domestic electoral 
politics than a commitment to shared transatlantic 

principles. We would like the Spanish to increase their 

troop commitment in Afghanistan. We would also like Spain to 
maintain support for Kosovo\'s independence although this is a 
sensitive issue for them due to their own complex federal vs. 
regional struggle. Spain\'s Chairmanship of the Organization 
for Security and Cooperation in Europe (OSCE) is particularly 
sensitive and important at present given the increasingly 
complicated relationship between the Russian Federation and 
NATO. 


/THE POLITICAL ENVIRONMENT// 


6. (C) President Zapatero will face reelection in March 2008 
at the latest. His governing Spanish Socialist Workers Party 
currently holds control of Parliament and several local and 
regional governments, while the opposition conservative 
People\'s Party (PP) maintains control over several urban 
centers, including the all-important Madrid mayorship and 
governorship. While anything can change between now and next 
March, most local pundits are predicting the reelection of 
Zapatero, due mainly to the inability of PP leader Mariano 
Rajoy to galvanize and energize the Spanish population beyond 
his center-right base. Should Zapatero win reelection, he 

will become the elder statesman among the EUVs big five (UK, 
France, Germany, Italy, Spain) and will become an even 
greater hero to European socialists than he already is. Key 
factors which could influence the electoral outcome are the 
potential for a slowing economy (based on an over-inflated 
real estate and construction sector), as well as the impact 

of any terrorist attacks (which changed the course of the 

2004 national elections). Spanish foreign policy is 

primarily pacifist, although the Spanish military strongly 
supports the United States. The Zapatero government feels 
much more comfortable committing troops to peacekeeping 
operations than to combat. 


//THE HUMAN ELEMENT// 
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7.(U) Public opinion of the United States is lower in Spain 
than any other European nation, in part because Spain\'s 20th 
century experience (a bloody civil war, lengthy isolated 
dictatorship, neutrality in the World Wars and recent 

transition to democracy) is different from that shared by the 
U.S. and other Western European allies. While the political 
relationship between Washington and Madrid has been erratic 
at times over the past 4 years, the populations of both 

nations remain keenly interested in the culture and customs 
of the other. A tremendous number of American college 
students undertake foreign-study terms in Spain, and Spain is 
the number one destination for U.S. tourists in Europe. 
Spanish retail clothing sensation Zara enjoys a growing 
popularity in the United States. Spaniards meanwhile 
continue to be fascinated by American music, films and 
television; Spain has also become one of the world\'s 
powerhouse basketball nations (the reigning World Champions). 
Many Spaniards have traveled to or studied in the United 
States, although English speakers are not in great supply. 


HSEVILLA// 


8. (U) Sevilla dates to Roman times, though it was not a 

major city until the end of the Cordoba Caliphate in the 11th 
century. Sevilla emerged as a major power center of the 

Moorish presence in Spain until 1248, when Ferdinand III 
definitively recaptured the city. Sevilla enjoyed global 
prominence and tremendous wealth after Columbus\' discovery of 
the New World in 1492 when it was granted total control of 

the trade relationship with the Spanish colonies. As the 

Spanish empire declined, so too did Sevilla, facing several 
plagues and the loss of control of the new world commercial 
relationship. Its fortunes revived in the late 20th century, 

when Sevillan Felipe Gonzalez was elected the first Socialist 
president of Spain. Sevilla hosted the 1992 Expo world fair, 
marking 500 years since Columbus\' voyage, and has become an 
increasingly popular tourist and student destination ever 

since. 


9.(U) The most interesting sites in Sevilla are the 

Cathedral which dates to the 16th century and the adjoining 
\"Giralda\" minaret which dates to the 12th century. Although 
the Cathedral claims to be the burial place of Christopher 
Columbus, there is no historical agreement on this point. 
The Giralda affords great views of the city, although the 

walk to the top of the tower is not for the faint of heart. 

Also of interest is the \"Alcazar\" (palace/castle) near the 
Cathedral, parts of which date to the 10th century. The main 


MADRID 00001492 003 OF 003 


Column 3 


pastime in Sevilla, however, is simply enjoying the 
Andalucian cuisine, wandering the narrow streets, and 
appreciating the historic architecture, as well as 

frequenting the extensive labyrinth of pedestrian shopping 
boulevards. August is the hottest month of the year in 
Sevilla, with temperatures sometimes reaching above 100 in 
the afternoon. 


SECURITY ASSESSMENT// 


10. (U) In general, Spain is safe. However, Madrid, 
Barcelona, Sevilla and other large cities in Spain attract a 
large number of criminals and pickpockets and frequent 
incidents of crime of opportunity against the unwary do 
occur. Carry only essential items including a photocopy of 
your passport\'s photo page. Visitors can protect themselves 
against crime by being street-smart, alert and aware of their 
surroundings. In the event you are victimized by crime, or 
experience any security-related incident, please contact the 
Embassy\'s Regional Security Office at 91-587-2550 or after 
hours at 91-587-2355. Official visitors to the Embassy in 
Madrid or the Consulate General in Barcelona are encouraged 
to receive a security briefing from the RSO office at their 
earliest convenience. Additional information regarding 
safety and security in Spain is available on the U.S. 
Department of State\'s website (www.embusa.es). 


Visit Embassy Madrid\'s Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 
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SIPDIS 
SIPDIS 


STATE FOR S/CT, IO/T, ISN/RA 
SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 07/27/2017 
TAGS: PARM, PREL, KNNP, IR, NU 
SUBJECT: UNSC IRAN SANCTIONS: BUSINESS AS USUAL IN NICARAGUA 


REF: SECSTATE 101574 
Classified By: Ambassador Paul Trivelli, reasons 1.4 (B) and (D) 


1. (S) On July 26, per reftel instructions we met with 

Foreign Ministry Director General for the Americas Orlando 
Gomez and urged that Nicaragua not continue business as usual 
with Iran. We also highlighted Nicaragua\'s requirements 

under UNSCRs 1737 and 1747, especially the prohibitions under 
1747. 


2. (S) Gomez, a Sandinista appointee, in his current position 
since January 2007, replied that Nicaragua has a long history 
of good relations with Iran that long predate the current 

\"U.S. preoccupation\" with Iran. He also noted that Nicaragua 
is expecting a high-level Iranian delegation to visit the 

country, beginning July 31. (Note: Iranian Minister of 

Energy, Hamid Chitchian, will visit Nicaragua from July 31 
through August 5. End note.) This delegation, Gomez argued, 
would focus on projects to assist Nicaragua in electrical 

power generation, to build a manufacturing facility for 
autobuses, and to promote agricultural sector development. 


3. (S) We rejoined that Iran\'s continued obstructionism in 

the face of international pressure and outstanding issues 

with the IAEA were not simply a \"U.S. preoccupation\" but 
rather a concern shared by all nations. Gomez then attempted 
to dispel our concerns with an assurance that, when Nicaragua 
deals with Iran in the future, it would closely bear in mind 

the issues that we raised concerning the UNSCR resolutions. 
He added that, in his opinion, patience and continued 

dialogue with Iran would produce a diplomatic settlement. 


4. (S) Comment: The Ortega government has sought out 
friendship with Iran, and, despite assurances that Nicaragua 
will observe its international obligations under relevant 
UNSCR resolutions, we have no expectations that Nicaragua 
will change its current course despite our continued urgings. 
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For now, in Nicaragua, it is business as usual with Iran. 
TRIVELLI 
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E.O. 12958: DECL: 07/24/2016 
TAGS: PGOV, PINR, PHUM, PE 
SUBJECT: GARCIA\'S DOG DAYS -- POLLS DOWN, BUT ECONOMY UP 


Classified By: /POLCON David Boyle, for Reasons 1.4 (c,d) 


1. (SBU) Summary: July has brought ugly poll numbers for 
Peruvian President Alan Garcia: his approval rating has 
dropped from 62 per cent in August 2006, when he assumed 
office, to 36 percent in July 2007, and for the first time, 

his support in the Lima metropolitan area has slipped. The 
biggest drop -- 10 percentage points -- took place in July, 
when a series of well-organized protests broke out in 16 of 
Peru\'s 24 provinces. The disappointing numbers make it more 
likely that cabinet changes will be deeper than previously 
planned. We assess that despite lower approval ratings 
Garcia will not return to the populist spending that marred 
his first term in office (1985-1990), a scenario that has 

kept the business community on edge for the last year. End 
Summary. 


2. (SBU) Recent public opinion surveys by the polling firms 
Conecta and Apoyo show a sharp drop in President Garcia\'s 
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approval rating, from 62 per cent in August 2006 to 36 
percent in July 2007. The largely indigenous altiplano 
regions remain hostile territory for the administration: in 

the northern Sierra, only 13 per cent of these polled approve 
of the president, only 18 per cent the central Sierra, and 
only 16 per cent in the southern Sierra. These regions 
served as the epicenter of July\'s protests and voted 
overwhelmingly for Ollanta Humala in last year\'s presidential 
elections. Even more troubling for the president, his 
popularity has slipped badly in Lima: in March, 63 percent of 
those surveyed supported the president but only 38 per cent 
held favorable views in July. More than half cited the 
president\'s failure to fulfill campaign promises as the main 
reason for his unpopularity. 


3. (C) Garcia shows no signs of overreacting to the downturn 
in popularity. In the past month, Ambassador Struble has 
made a series of farewell calls on senior officials, all of 

whom made it clear that they understand the frustrations in 
the countryside but are determined to maintain the economic 
course that has brought Peru rapid economic growth. Prime 
Minister Jorge del Castillo, for example, told the Ambassador 
that pro-market policies were the only way to generate wealth 
and address Peru\'s deep-seated poverty, and he pointed out 
that July\'s protests represented localized reactions to 
specific complaints rather than a repudiation of the 
president\'s economic philosophy. In a separate conversation 
with the Ambassador, Minister of Defense Alan Wagner said the 
GOP is committed to a three-year reform plan: in year one, 
the GOP cut spending; in year two, the president plans to 
streamline state administration; and in year three, the GOP 
expects will reform the salary structure of government 
employees. 


4. (C) According to senior officials, Garcia recognizes that 
popularity swings are part of being president, and he remains 
confident that he sustains sufficient popularity to implement 
his ambitious reform agenda. Officials note that former 
President Toledo received a 16 per cent approval rating after 
one year in office and that Garcia\'s numbers are not a 
serious problem for a president with four more years to serve. 


5. (SBU) The president can also depend on the traditional 
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political stratagem of jettisoning ministers to buoy 

popularity. Only Minster of Trade Mercedes Aaroz enjoys a 
popularity rating above 50 per cent, whereas nine of 15 
cabinet ministers have approval ratings of less than 33 per 
cent. The two ministers most often mentioned by insiders as 
likely to go are Justice Minister Maria Zavala and Health 
Minister Carlos Solchaga. The press is speculating that 
Economy Minister Luis Carranza will also get the ax. 
Indications before the most recent protests were that he 
would hold on, but President Garcia may now be more inclined 
to sacrifice him. Women\'s Affairs Minister Virginia Borra 
may step down for personal reasons. 


6. (C) The Peruvian business community still remembers the 
hyperinflation brought by irresponsible government spending 
during Garcia\'s first term and harbors suspicions about the 
presidents commitment to the free market. That skepticism 
helped fuel the internecine debate over the General Labor 
Law, which business groups feared would return Peru to an 
earlier era of labor stability that made it impossible to 

fire workers. Garcia heard these complaints and refused to 
sign the law, complaining it would undermine economic growth. 
From time to time, Garcia must intervene in debates like 

this because the staunchest supporters of labor stability are 
actually the dinosaurs in his own party. Privately, 
government sources tell the Embassy that Garcia is acutely 
aware of the economic failures associated with his first term 
and is unlikely to depart from his commitment to the free 
trade and open markets. 


7. (C) In June, del Castillo had predicted the government 

was in for a rocky period, and he was correct in noting that 

the protests would lose steam. The GDP rose more than 7 per 
cent in May, and uninterrupted economic expansion has created 
an elite backing the Garcia administration -- and even 

started to produce a significant downturn in national poverty 
figures. Businessmen remain upbeat about the country\'s 
future, as the stock market booms and trade and investment 
continue to climb. Against this background, Garcia\'s 
increasing personal unpopularity, though significant, is not 
decisive, and Garcia knows that the business community is 
watching closely to insure his economic policies stay on the 
straight and narrow path of economic orthodoxy 
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E.O. 12958: DECL: 07/29/2017 
TAGS: IR, IZ, JO, MOPS, PGOV, PREL, PTER, SA, SY, TU 
SUBJECT: CHARGE\'S JULY 29 MEETING WITH NSA RUBAIE 


Classified By: Deputy Chief of Mission Patricia Butenis for reasons 1.4 
(b) and (d). 


1. (S) SUMMARY: In a July 29 introductory call, National 
Security Advisor Rubaie told Charge Butenis that he expected 
MNF-I Commanding General Petraeus would have an easier time 
in September identifying progress on the security-related 
benchmarks than Ambassador Crocker would have with regard to 
the political benchmarks. He did, however, think that there 
would be a good story to tell about reconciliation at the 

local level. He also said that he thought Tawafuq would 
return to the government by September. While he said that 
the United Iraqi Alliance was willing to work with Tawafuq on 
the latter\'s 11-point list of demands, he blasted Tawafug for 
trying to blackmail the GOI rather than working with it in a 
constructive manner. Rubaie blamed the majority of violence 
in Iraq on foreign intervention and said that it would not 

stop until the U.S. was prepared to deal seriously with Saudi 
Arabia, lran, and Syria. He reported on his own recent trip 

to Riyadh, noting areas where the two sides had agreed to try 
to cooperate. Rubaie described his vision of Iraq a year 

from now, making clear that he wanted a more limited role for 
the Coalition and a more mature bilateral relationship with 

the U.S. Rubaie said that he thought Iraq\'s national 

security structure did work, but noted that his role within 

it was constantly evolving. END SUMMARY. 


Column 3 
Benchmarks 


2. (S) During their July 29 meeting, National Security 

Advisor Rubaie told Charge Butenis that he expected MNF-I 
Commanding General Petraeus would have an easier time 
reporting to Congress about tangible progress on the security 
sphere benchmarks than Ambassador Crocker would have in 
trying to point to progress in the political sohere. While 
acknowledging that Iraq needed to expedite its processes in 
order to help its friends in Washington build support for 
continued U.S. involvement in Iraq, Rubaie stressed that the 
transformation of Iraq would take time and that the U.S. 
needed to learn \"strategic patience.\" Noting that the GOI 

had never been happy with the performance benchmarks that had 
been defined by people sitting thousands of miles away from 
Baghdad, Rubaie said that he was developing a realistic set 

of \"Iraqi\" benchmarks. (Note: Rubaie\'s American advisor later 
told PolMilOff that these benchmarks were still inchoate. We 
will continue to monitor their development and will report to 
Washington septel when more information becomes available. 
End Note.) 


3. (S) When the Charge pressed him on what progress he would 
point to if he were the one having to testify in September, 
Rubaie reiterated that there was demonstrable progress in the 
security realm. He also said that he thought there was a 

good story to tell in terms of reconciliation at the local 

level. He cited Anbar as a particularly good story, adding 

that he thought that by September it would be joined by 
Diyala, Ameriya, and Abu Ghraib. For example, he said that 
Diyala was receiving regular food shipments for the first 

time in a year. He also reported that PM Maliki had met the 
previous day with the Diyala Support Committee and other 
local officials. 


Tawafug Bluffing? 


4. (S) Rubaie said that he also thought that Tawafuq would 
return to the government before September, arguing that they 
were being squeezed and knew that they could not afford to 
stay out. He asserted that added pressure had been placed on 
Tawafug when U.S. criticism of Tawafug\'s Saudi Arabian 
supporters was leaked to the media. On the other hand, he 
said that Tawafuq viewed the September benchmark report as an 
American \"Achilles\' heel\" that could be exploited. The 
Charge said that the U.S. was not convinced Tawafuq\'s threat 
to leave the government was a bluff, adding that there was 
evidence that Tawafuq felt disenfranchised. 
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5. (S) Rubaie reported that the United Iraqi Alliance (UIA) 

had decided to form a five-person committee to meet with 
Tawafug regarding the latter\'s 11-point list of demands. 
While Rubaie said that the points were actually very 

reflective of the GOI\'s own program, he blasted Tawafuq for 
trying to use them to blackmail the government instead of 
working as a constructive partner with the GOI on them. He 
said that Tawafuq seemed misinformed on some of the issues. 
Rubaie also argued that since he personally briefed VP 
Hashimi regularly, he had to assume that TawafuqWs seeming 
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ignorance was in fact a deliberate ploy. For instance, 

Rubaie noted that the GOI was committed to resolving the 
detainee problem, but that a lack of investigative judges 
prevented the GOI from moving more quickly. He stressed that 
the PM could not simply release all those in Ministry of 

Interior or Ministry of Defense detention facilities. When 

the Charge pointed out that a part of Tawafuq\'s complaint was 
that the lraqi Security Forces were carrying out detentions 

in a sectarian manner, with Sunnis the overwhelming majority 
of detainees, Rubaie pointed out that most Coalition 

detainees were also Sunni. He said that the imbalance in the 
detainee populations reflected the fact that most of the 
\"honorable resistance\" were Sunni, but quickly added that the 
GOI was more than willing to go after violent elements of 

JAM, as well. 


The Neighbors 


6. (S) Rubaie said that the GOI had concluded that most of 
the violence in Iraq did not originate domestically. 

Instead, he blamed foreign interference for the violence, 
citing Saudi Arabia, Iran, and Syria as the primary malign 
actors. He said that Iran and Syria were using Iraqi 

territory to fight the United States, and Saudi Arabia was 
using proxies to counter Iranian influence. Rubaie said that 
this violence would not stop until the U.S. became \"dead 
serious\" about reaching out to these three countries, adding 
that he had yet to see any evidence of U.S. seriousness. He 
said that this did not mean that the U.S. should appease 
countries like Iran, but at the same time it did mean that 

the U.S. had to be willing to use \"the carrot\" as well as 
\"the stick.\" He said that the GOI would not criticize its 

U.S. partner publicly on this issue, but did intend to work 
quietly within the Administration and Congress to let its 
views be known. 


Column 3 

7. (S) While admitting that the Iranians had a \"very 
convoluted mentality,\" Rubaie said that he believed they were 
prepared for serious discussions and added that the 
opportunity created by the recently started talks should not 

be missed. He admitted that lranian-supplied Explosively 
Formed Penetrators (EFPs) were a horrible weapon that should 
be stopped immediately. At the same time, he argued that the 
U.S. should be more pragmatic in its dealing with Iran. He 
said the U.S. needed to find out what price Iran wanted for 
stopping the flow of EFPs, suggesting that it might be a 

price worth paying. 


8. (S) When the Charge asked Rubaie about his personal 
engagement of the neighbors, he said that he had recently led 
a trip to Riyadh and that other members of his team included 
the head of the Iraqi National Intelligence Service, as well 

as representatives from the intelligence arms of the 
ministries of Defense and Interior. He said that the trip 

had resulted in an agreement to work on cooperation in five 
areas: the flow of Saudi citizens into Iraq, fatwas, 

terrorist funding, media, and political issues. He said the 
two sides also agreed to the opening of intelligence liaison 
offices in Baghdad and Riyadh. He said he was very frank in 
his discussions with the Saudis, telling Saudi National 
Security Council Secretary General Bandar that King Abdullah 
had given a green light to terrorists by meeting with 
Association of Muslim Scholars head Harith al-Dari and by 
characterizing the Coalition\'s presence in Iraq as an illegal 
occupation. As an aside, Rubaie said that the GOI intended 
to bring U.S. and UK court cases against a leading Saudi 
cleric for his violence-inciting fatwas and that the GOI had 
helped organize a protest in front of the Saudi Embassy in 
London. Rubaie concluded that Saudi Arabia needed to feel 
the pressure, likening its system to a factory designed to 
turn out Sunni extremists and terrorists. 


9. (S) Rubaie said that he would probably travel to Turkey a 
couple of weeks after PM Maliki\'s upcoming visit to Ankara in 
order to consolidate any agreements Maliki might reach. He 
also said he was planning a trip to Jordan. 


Iraq a Year from Now: Rubaie\'s Vision 


10. (S) When the Charge asked Rubaie what he thought Iraq 
would be like in a year, Rubaie said that he thought that 
demonstrable progress would have been achieved. He said he 
envisioned a new, non-Chapter 7 UN Security Council mandate 
for the Coalition and significant movement toward a Status of 
Forces Agreement (SOFA) or SOFA-like agreement with the U.S., 
admitting the possibility that a short-term interim agreement 


Column 3 
with the Coalition might also be necessary. He said he 
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wanted to see a tangible reduction in the visibility of the 
Coalition in Baghdad\'s streets, while making clear that he 

did want U.S. forces \"over the horizon\" where they could be 
called on if needed. He acknowledged that in this new 
arrangement lraq would make mistakes, but argued that it 
would also learn from them. Rubaie also said that he thought 
there would be economic progress, particularly in the 
currently depressed areas of Baghdad and the south. He said 
in order to achieve this, Iraq would need to invest in labor 
intensive project 

s. 


National Security Structure 


11. (S) In response to the Charge\'s question, Rubaie affirmed 
that he thought Iraq\'s national security structure largely 
worked. At the same time, he said that the role he has 

played has changed over time and continues to do so. He 
described his various roles, including serving as the advisor 
to the Prime Minister and as an intelligence coordinator. 


CROCKER 
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E.O. 12958: N/A 

TAGS: ECON, ELAB, ETRD, EFIN, EIND, BR 

SUBJECT: FIESP AND CIESP HEAL RIFT, UNANIMOUSLY ELECT PAULO SKAF 
PRESIDENT OF BOTH SAO PAULO INDUSTRIAL ASSOCIATIONS 


SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT ACCORDINGLY 


1. (U) SUMMARY: The Sao Paulo State Federation of Industries 
(FIESP) almost unanimously reelected Paulo Skaf to a four-year term 
as President. The Sao Paulo State Industry Center (CIESP) also 
overwhelmingly chose Skaf to lead it, ending a three-year breach 
between the two organizations. Skaf\'s election had the support of 
122 out of 124 FIESP sectoral employer associations and 97 percent 
votes of CIESP-affiliated small and medium-sized industrial 
companies. Skaf is convinced that a minimum agenda for Brazil\'s 
development should include structural adjustments that cannot be 
postponed any longer. The agenda specifies fiscal and tax reform 
that will lower public debt and reduce the tax burden on the 
productive sector, reduce interest rates drastically, increase 
infrastructure investments, and expand exports in a sustained 
manner. Skaf expressed concern about the risk of repeat blackout in 
the absence of adequate investment for electric generation. FIESP 
is preparing a plan to produce energy from an alternative source 
within two to three years. This energy is expected to come from 
abundant sugar cane bagasse available at the sugar and alcohol 
mills. Pressure from FIESP will continue on the Lula administration 
for the implementation of a developmental policy not only of 

interest to the productive sector but also to the society as a 

whole. End Summary. 


BACKGROUND 


2. (U) Sao Paulo\'s powerful industrial associations, which account 
for more than 40 percent of Brazil\'s industrial production and 
nearly 34 percent of the country\'s GDP, are represented by two 
bodies, FIESP and CIESP. The organizations have a symbolic 
relationship, sharing the same board of directors, support staff, 
and building. FIESP, a federation of 124 sectoral employer 
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associations founded in 1942, is the most influential industrial 
organization in the country and is active in lobbying the GoB and 
the Brazilian Congress to advance members\' interests. FIESP also 
acts as the bargaining agent for management in virtually all 

sectoral labor negotiations. FIESP\'s budget for 2007 is estimated 
at USD 500 million, contributed by the sectoral employer 
associations. These funds also maintain and run two 
industry-sponsored organizations: the National Industrial 
Apprenticeship Service (SENAI), an educational organization for the 
training, development and specialization of both semi-skilled and 
skilled workers; and the Social Welfare Services (SESI) for industry 
workers and supplementary health and education services for workers 
and their families. 


3. (U) The SENAI-SP system\'s 150 units enroll 700,000 students a 
year. These students get free training in 45 technical-level 

careers and 31 Industrial Apprenticeship courses. The system also 
maintains four college-level courses, as well as continuing-studies 
courses in the fields of graphics, mechatronics, fashion, and the 
environment. The SESI-SP system includes 215 schools that boast an 
enrollment of 190,000 students. It also promotes the so-called 
\"Global Action\" initiative in partnership with Globo TV Network and 
the Roberto Marinho Foundation. SESI-SP health services include 
dental clinics, doctors\' offices, infirmaries, laboratories and 

mobile units. SESI manages programs on \"School Health\" and \"Company 
Health.\" It also promotes workers safety, health and rehabilitation 
activities. 


4. (U) CIESP, founded in 1928, has over 9,600 affiliated small and 
medium-sized industrial companies. With an annual budget of about 
USD 35 million, CIESP operates 42 regional offices that provide 
associates with services in the areas of foreign trade, social 
responsibility, technology, and infrastructure. CIESP also provides 
regional support, legal advice and technical assistance to its 
member companies. 


HISTORIC VOTING AND REUNIFICATION OF FIESP AND CIESP 
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5. (U) On May 29, Paulo Skaf, 50, was re-elected President of the 
Federation of Industries of the State of Sao Paulo (FIESP) and 
elected for his first term as President of the Sao Paulo Industry 
Center (CIESP) from 2007 to 2011. His new term will begin on 
September 28. This time Skaf will serve as President for both of 
Sao Paulo\'s most important industrial bodies after three years of 
unprecedented internal mistrust and separation. Skaf\'s election was 
not challenged by any other candidate for the job. FIESP\'S 
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Electoral College, consisting of 124 sectoral employer associations, 
voted almost unanimously for Skaf, giving him 96.7 percent of valid 
votes. His victory in CIESP was even stronger, with 3,659 company 
votes representing 99 percent of total valid votes. Although FIESP 
and CIESP conduct separate elections with different sets of 
electors, the two have always elected the same President, the only 
exception being in 2004. 


6. (U) Traditionally, the voting has been pro-forma, ratifying a 
single, agreed candidate for President of both entities. However, 

in 2004, the two associations elected potentially antagonistic 
leadership. Paulo Skaf, who at that time was friendly to the Lula 
administration, was elected to head FIESP, while Claudio Vaz, 
favored and supported by the most of the business elite, was elected 
president of CIESP, thus dividing the leadership and weakening the 
voice of Sao Paulo industry. Friction between the two entities was 
such that for a time, post was unable to organize meetings involving 
both groups and had to engage with each separately. However, in the 
course of the past three years, the business community as a whole 
concluded that Skaf had been working assiduously in defense of the 
industrial sector by leading a movement to meet the expectations of 
the productive sector. Skaf expressed concern about the heavy tax 
burden, high interest rates on borrowed money, an unfavorable 
exchange rate, and an unresponsive bureaucracy. The current 
president of CIESP, Claudio Vaz, congratulated Skaf on his 
impressive electoral victory and emphasized \"the level of maturity 
that both associations had gained\" in the course of past three 

years, and that the convergence around the name of Skaf for his next 
term is vital for industry. \"There isn\'t room for controversy or 
division. Skaf conquered the trust of the business community,\" 
observed Vaz. 


7. (U) FIESP is the more significant of the two associations. Like 
the industrial federations of other Brazilian states, FIESP, in 
theory, is part of, and subordinated to, the Brazilian National 
Confederation of Industries (CNI). In practice, however, FIESP, 
which includes companies representing forty percent of half of 
Brazil\'s Industrial production and thirty-six percent of the 
country\'s GDP, is the most influential industrial representative 
body in Brazil. 


THE SHAPE OF THINGS TO COME 


8. (U) Paulo Skaf, 50, the self-made son of a Lebanese immigrant 
was former President of the Brazilian Textile Industry and Garments 
Association (ABIT). He said that his reelection with unanimous 
support from both FIESP and CIESP members strengthens his hand to 
pressure the GOB to adopt a tax policy that encourages instead of 
hindering economic growth and productive activities. He said that 

the true and effective solution to taxation problem is a 
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wide-ranging reform of the tx system, one that includes key fiscal 
issues. Government expenditures are growing faster than government 
revenue. It is up to the population to define what they expect the 

state to do, how large it will be, how much it will cost, and how it 

will be financed. 


9. (U) Skaf is convinced that a minimum agenda for development 
should include four structural adjustments that may not be postponed 
any longer: (1) fiscal and tax reform that will lower public debt 

and reduce the tax burden on the productive sector; (2) A credit 
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policy that includes lowering interest rates drastically; (3) 
infrastructure improvement; and (4) A trade policy that may increase 
exports in a sustained manner. Skaf also referred to a study by 
FIESP that increased his concern about the public debt, fiscal and 
tax issues. He noted that the GOB collects almost 40 percent of 
everything the Brazilians are able to produce. The usual 

explanation the government authorities is that \"we\'re preserving the 
primary surplus.\" He said that since 1995 the public debt jumped 
from 30 percent to more than 50 percent of GDP. More serious still, 
expenses continued expanding at a 5.5 percent yearly rate. 


10. (U) According to Skaf, infrastructure is one of Brazil\'s 

bottlenecks and the freight transportation system, such as it stands 
today, generates significant economic and competitiveness losses and 
increases the so called \"Brazil Cost.\" He said it was imperative 

that the country must urgently invest in ports, railroads, and 

terminals. These investments would reduce operating costs and boost 
efficiency, making Brazilian exports more competitive and cheaper in 
foreign markets. He warned about the risk of a repeat \"blackout\" in 
the absence of investment for electricity generation, transmission 

and distribution. According to FIESP estimates, Brazil needs to add 
between 6 percent and 7 percent to its energy matrix every year in 
order to be able to adequately promote growth. 


11. (U) In a visit to Washington earlier this year, Skaf said that 
the protection of IPR is in Brazil\'s interest. According to him, 
the Brazilian economy is a \"victim\" of thousands of illegal and 
counterfeit products. Imports of Chinese products, besides their 
artificially lower prices, often disrespect internationally 
established brands and patents. 


CHALLENGES 


12. (U) Addressing the FIESP audience after the reelection victory, 
Skaf said that it will be up to the Brazilians to decide what kind 
of a future awaits not only them but their children. It goes 
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without saying that to consistently achieve public account 

surpluses, control inflation, honor both domestic and external debt 
payment schedules, and keep commitments made to multilateral credit 
organizations are all essential. However, a country that boasts the 
fifth largest population in the world cannot afford to assess 

economic performance only on the basis of tables and numbers that 
relate to some index oscillation or the other. \"We need to reach 

for more, much more, and correct past mistakes as well as economic 
policy concepts that both the past and the current Brazilian 
administrations have stubbornly held,\" concluded Skaf. 


13. (U) Skaf said he will provide the federal and state governments 
with a proposal to intensify investments in alternative sources of 
energy to avoid a crisis in 2010. The plan consists of increasing 
investments in the production of energy from sugarcane bagasse 
collected from sugar and alcohol mills. Skaf believes that in two 

or three years, this source could produce double the amount of 
energy then that expected to be produced by the two hydro energy 
plants projected to be built on Madeira river. These hydro plants 

are expected to become operational only in 2012. FIESP President\'s 
plan would cost around USD 5 to 6 billion and he believes he can 
mobilize the business community to make these investments provided 
the GOB would provide tax incentives. 


COMMENT 


14. (SBU) Skaf earned a second four-year term after uniting FIESP 
and CIESP into a single body as was the case before 2004. He 
received unprecedented support from the business community as a 
whole and also from the outgoing President of CIESP, who 
acknowledged Skaf\'s resourcefulness and ability to defend the 
country\'s productive sector. He\'s been given a mandate to continue 
pressuring the federal government to announce a development agenda 
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to establish an efficient credit policy to finance both businesses 
and the consumer, as the economy\'s major source of fuel. His 
critical posture in FIESP is expected to be more politically 
oriented in defense of not only the industry but also of the society 
in general. 


15. (U) This cable was coordinated with Embassy Brasilia. 
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E.O. 12958: N/A 
TAGS: AORC, EUN, PREF, PREL, SMIG, BL 
SUBJECT: DEMARCHE DELIVERED ON U.S. CANDIDATE FOR IOM DG 


REF: STATE 93916 


(SBU) On July 25, Poloff met with the Ministry of Foreign 
Affair\'s director of international organizations and 
delivered reftel demarche. The director responded that the 
GOB and specifically the Bolivian mission in Geneva would 
thoroughly review U.S. nominee Ambassador William Lacy 
Swing\'s qualifications. However, he noted, that as the 
election is in June 2008, the GOB would not likely formalize 
a decision for a while. 

GOLDBERG 


117171 

PP RUEHWEB 

DE RUEHLP #2085 2111740 

ZNY CCCCC ZZH 

P 301740Z JUL 07 

FM AMEMBASSY LA PAZ 

TO RUEHC/SECSTATE WASHDC PRIORITY 4493 
INFO RUEHAC/AMEMBASSY ASUNCION 6961 
RUEHBO/AMEMBASSY BOGOTA 4315 


Column 3 

RUEHBR/AMEMBASSY BRASILIA 8201 
RUEHBU/AMEMBASSY BUENOS AIRES 5445 
RUEHCV/AMEMBASSY CARACAS 2672 
RUEHPE/AMEMBASSY LIMA 2847 
RUEHMN/AMEMBASSY MONTEVIDEO 4750 
RUEHQT/AMEMBASSY QUITO 5306 
RUEHSG/AMEMBASSY SANTIAGO 9913 
RUEHUNV/USMISSION UNVIE VIENNA 0033 
RUMIAAA/USCINCSO MIAMI FL 
RUEHUB/USINT HAVANA 0438 
RHEHNSC/NSC WASHINGTON DC 
RHMFISS/HQ USSOUTHCOM MIAMI FL 


SIPDIS 
SIPDIS 
ISN, L, AND S/CT 


E.O. 12958: DECL: 07/27/2017 
TAGS: PPTER, KNNP, MCAP, PINR, PINS, PARM, PREL, BL 
SUBJECT: DEMARCHE DELIVERED ON UNIVERSAL ADOPTION OF NTC 


REF: SECSTATE 102149 
Classified By: ADCM Michael Yates for for reasons 1.4 (b) and (d). 


1. (SBU) On July 25, Poloff met with the Ministry of Foreign 
Affairs director of international organizations and 

delivered reftel demarche. The director responded that the 
GOB was reviewing the International Convention for the 
Suppression of Acts of Nuclear Terrorism (NTC) but could not 
explain if current Bolivian legislation complied with the 
provisions of the NTC. 


2. (C) Comment: Despite statements that the GOB is reviewing 
the NTC, the GOB is likely not paying much attention to the 
issue. Poloff delivered a Spanish version of the NTC to 

assist GOB officials to familiarize themselves with the 
convention. End Comment. 

GOLDBERG 
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SIPDIS 


E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL 

SUBJECT: MEDIA REACTION; AMIA CASE; MIDDLE EAST; VENEZUELAN 
PRESIDENT CHAVEZ; 07/30/07 


1. SUMMARY STATEMENT 


Weekend international stories cover the USG praise for Argentina\'s 
cooperation in the AMIA terrorist bombing investigation; US policy 
in the Middle East; and Venezuelan President Hugo Chavez\'s 
\"perpetual presidency,\" along the lines of that of Argentine former 
President Juan Domingo Peron. 


2. OPINION PIECES AND EDITORIALS 
- The US praises (Argentina\'s) cooperation in the AMIA case\" 


Daily-of-record \"La Nacion\'s\" Washington-based correspondent, Hugo 
Alconada Mon, writes (07/28) \"Except for a last-minute change, the 

US House of Representatives will make public its support for the 
progress made in the investigation of the AMIA bombing case, will 
congratulate the Argentine Government for \'having accelerated the 
rhythm of the investigation\' and for having passed the new 

antiterrorist legislation. 


\"The support will be made public through a unanimous resolution that 
will also include a request to Interpol and the rest of the 

international community to support Argentina by \'detaining and 
extraditing any Iranian government official or former government 
official, Hezbollah agents or Islamic militants\' through 

international warrants for their capture. 


\"Draft resolution 188/07 was promoted by the head of the Republican 
Party in the Foreign Relations Committee, Ileana Ros-Lehtinen, and 
it was later supported by the head of the Committee, Democratic Tom 
Lantos. 


Y... The AMIA bombing case is one of the central issues that raise 
most interest in Washington about Argentina, both for its direct 
ties to the Jewish community in the country and the alleged 


Column 3 
responsibility of Hezbollah and other enemies of the US.\" 


- \"The real story\" 


Marcelo Cantelmi, international editor of leading \"Clarin,\" opines 
(07/29) \"As everyone knows, Islam has two huge branches - Sunnis and 
Shiites. Since the Shiites have influence in Lebanon, make a 

majority in lraq, rule Iran and gained importance as never before 

due to the (Persian) Gulf war disaster, Washington has now decided 
that the road is arming Sunnis to destroy the others - period... 


\"The most serious danger posed by this measure is that it will add 
tons of fuel to the civil war in Iraq... 


\"Today, the terrorist enemy has multiplied itself hand in hand with 
a demolishing anti-US feeling in the Arab world. In this way, the 
assessment of the situation is doubly negative. It is clear that 
there is not such a thing as an Al Qaeda network to fight. Instead, 
a number of fascist ultra-Islamic groups have increased since the 
invasion (of Iraq) and the terminal crisis in the Palestinian 
territories. What Washington still has not noticed is that the West 
has common enemies with Arabs and Persians in those territories. 
When the anti-terrorist struggle is seriously carried out (which has 
not happened until now), an alliance with those borders will be 
inevitable." 


- \"The perpetual presidency\" 


Natalio R. Botana, contributor to daily-of-record \"La Nacion,\" 
opines (07/29) \"... The modern republic has always meant... 
sovereignty of the people and power limitation. However, this did 

not mean that the president could not be reelected as many times as 
necessary... Nonetheless, during the Second World War, Franklin D. 
Roosevelt obtained a third and fourth term in office. This is why 

later on re-election in the US was limited to only one consecutive 
term. 


\"In the Southern Cone this system was implemented with the variant 
of re-election following an intermediate period or by adding two 
terms in office with the possibility of attempting to get reelected 

after an intermediate period. In any event, what these constitutions 
seek is avoiding the trap of perpetual re-election... 


\"...With Chavez in Venezuela a phenomenon is taking place that is 
similar to that in Argentina with Peron - far from reducing popular 
support, the exercise of presidency increases it... 


\"... Could perhaps perpetual presidency evolve towards a competitive 
presidency in the framework of a neutral State and a pluralist 

regime? It is difficult to dismiss this riddle, although its 

resolution largely depends on the stability of the region and the 


Column 3 
existence of bridges of dialogue between two concepts of democracy - 


hegemonic and Republican democracy. 


\"The tradition of perpetual presidency has strong roots and is hard 
to defeat. It does not appear by chance - it is the daughter of our 
history and is always lurking in some countries (ours among them) 
more than in others. On a regional level, this issue calls for 
diplomatic caution and intelligence.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: KJUS, PGOV, AR 


SUBJECT: Judicial Branch feels pressure, appreciates U.S. program 
support 


REF: N/A 


1. (SBU) Summary: On July 18, Ambassador lunched with key members 
of Argentina\'s judicial branch. They expressed deep appreciation 

for exchanges, speakers, and seminars which the Embassy has 
sponsored for the last six years. They described the stark need of 

the judicial branch in Argentina to enhance its professionalism, 
independence, resources and public image. Participants stressed 

that judicial independence is under pressure in Argentina, while 

judges struggle to keep up with a growing caseload with fewer judges 
and smaller budgets. End summary. 


2. (SBU) Argentina\'s Association of Judges and Judicial Officials 
of the National Judiciary, a private professional organization of 
members of the judicial branch, invited Ambassador to lunch on July 
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18. Participants included senior federal judges and prosecutors as 

well as individuals working on innovative outreach programs such as 
the \"Judges Go To School Program,\" which the embassy supports. 
Ambassador was accompanied by Luis Maria Palma, Embassy Cultural 
Affairs Specialist. 


3. (SBU) The Ambassador spoke about the support the Embassy has 
provided in the area of judicial reform and strengthening democratic 
institutions. The judges expressed their gratitude for this support 

and talked about the necessity of preserving and increasing judicial 
independence, especially in view of the public image of the 

judiciary, which has a positive image of only 13 percent among the 
Argentine public. (A study published 30 July in La Nacion ranked 
Argentines second to last among Spanish speaking countries -- just 
ahead of Ecuador -- with only 11 percent of the public saying they 

have confidence in the justice system.) To achieve this goal, they 
emphasized the importance of making people aware of the way they 
work through such programs as \"Judges Go To School\" (which receives 
Embassy support), where judges visit schools to explain how they and 
their courts work. The Ambassador mentioned college and high school 
mock trial programs, which were developed in the U.S. for teaching 
young people about the judicial process and interesting them in 
careers in this field. The judges considered that a very important 

and useful way to help people understand the constraints and 
difficulties of their job. 


4. (SBU) A key theme during the entire conversation was judicial 
independence. The judges and prosecutors described the current 
situation in Argentina as one in which the executive and its allies 

in Congress regularly exercise pressure on the judicial branch to 
achieve results that they desire, especially on politically 

sensitive cases. At the same time, they noted the new process to 
name judges has not moved rapidly leaving over 100 judicial slots 
vacant and budget resources have been cut significantly. These 
resource issues help account for the tremendous backlog in cases. 
Simple car accidents take years to even get to court, so many people 
never even consider using the judicial process, for example. This, 
in turn, harms the public image of the judiciary, which is already 
tainted by allegations of corruption from the era of President 
Menem. 


5. (SBU) The judges noted that they and many of their colleagues 

are committed to reinforcing their independence, resisting pressures 
and rebuilding. As one said, we have a responsibility to look out 

for the rights of citizens that others neglect. He cited the 

mentally ill or elderly, as an instance where it is the courts that 

often step in to protect citizen rights, when no one else will. He 

and others also recalled the heartbreaking situations that took 

place during the 2001-2002 crises, when people\'s bank accounts were 
frozen, and the judiciary was asked to preserve the rights of more 

than 400,000 citizens and their life savings. 
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6. (U) Related to this topic, the Argentines talked about the value 

of the exchanges which the Embassy has arranged in recent years with 
U.S. judicial authorities and practitioners. One cited the 

relevance of the \"Class Action\" speaker program developed by the 
Embassy, and the necessity of enacting such a legal tool for new 
collective lawsuits on public issues such as the environment - like 

the current one about the very polluted \"Riachuelo\" river in Buenos 
Aires. One judge said Argentina could profit from learning from the 
U.S. experience and instituting an effective small claims court 

system. 


7. (SBU) The judges noted that their branch was now in a very 
challenging position of dealing with the emotional issues 
surrounding pardons and trials of those accused of crimes against 
humanity during the 1970s and 80s. They said that there were 
serious constitutional issues at play as well as seeking justice for 
past ills, but the bottom line was that the judicial branch was 
feeling much pressure from all sides. 


8. (SBU) Regarding the judicial backlog, several judges noted the 

big difference between the workload of the U.S. Supreme Court (which 
accepts less than 100 cases a year) and Argentina\'s (with a total 
workload of more than 36,000 cases). 


9. (SBU) The judges talked about the \"National Conference of 
Judges\" (to take place in Salta from September 6-8, which will 
gather more than 500 judges from all around Argentina) as an 
important part of the effort to make the judicial branch more 
coherent and consistent in its practices. Embassy Cultural 

Assistant noted that the key subjects to be discussed during this 
Conference had also been consistently developed by the Embassy 
through \"Justice Undergoing Change\" since 2001: case management, 
court administration, improvement techniques using training and 
technology, court backlog, alternative dispute resolution mechanisms 
and judicial independence. 


10. (U) Comment: The Embassy\'s multi-year investment in helping to 
strengthen Argentina\'s judicial sector is clearly much appreciated. 
Ambassador has heard much gratitude not only from this lunch group, 
but also from the President of the Supreme Court (who hopes to 

travel to Washington at the end of September to meet with Chief 
Justice Roberts), the Attorney General and dozens of judges and 
prosecutors. They clearly value drawing on the U.S. experience and 
best practices, and consistently express hope that we will continue 

and expand these programs. 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: MARR, MASS, PREL, PHUM, Cl 

SUBJECT: CHILE: MILGP REQUEST FOR HUMAN RIGHTS VETTING FOR 
LOGISTICS INFORMATION MANAGEMENT COURSE 


REF: FISCHER - CRETAROLO EMAIL 07/19/2007 
1. This is an action request. See paragraphs 2 and 3. 


2. (SBU) Action request: Embassy requests the Department 
assist in conducting a Leahy Amendment Human Rights review, 
as well as a general name check, of the following Chilean 
candidate who has been nominated for training in the U.S., 
pursuant to the Leahy Act and Foreign Assistance Act. Please 
transmit the results of such, including information not 

strictly covered by the Leahy Amendment, to Embassy. 


3. (SBU) The proposed training is the Logistics Information 
Management Course, which will take place at the Defense 
Logistics Information Center, Battle Creek, Michigan, from 
08/11/2007 to 10/05/2007. The name and identifying 
information of the proposed candidate appear in the following 
format: Name, rank, unit, date of birth, place of birth and 
national identification number. 


a. Rodrigo LOPEZ Gatica, Lieutenant Commander, Navy, 
Financial Manager, Headquarters Fourth Naval Zone (Iquique), 
29 September 1968, Vina del Mar, Chile, 10.861.011-5. 

4. (SBU) Embassy\'s ongoing investigation has not found 
credible information that the candidate has been involved in 
gross human rights violations. 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: OTRA, LI, IV, SL 

SUBJECT: FREETOWN GRANTS COUNTRY CLEARANCE FOR RACHEL M. 
CONWAY, CHERYL O. IGIRI AND LESLIE A. PAYNE 


REF: SECSTATE 104237 


1. Freetown welcomes the visit and grants country clearance 
for political officers, Rachel M. Conway, Cheryl O. Igiri, 

and Leslie A. Payne to travel from August 09 through August 
13, 2007 for consultations with embassy officials. Visitors 
are urged to read the entire contents of this telegram, as it 
provides useful information intended to ensure the success of 
your visit to Freetown. 


2. Control officer for the visit: Martin Dale, 
Political/Economic Officer 

Contact numbers: 232-22-515-120 or 232-76-515-120 
CELL PHONE: 232-76-616-609. 

E-Mail: DaleMA@state.gov 

Embassy Freetown Switchboard: 232-22-515-000 or 
232-76-515-000 X 5120. 


3. All visiting USG personnel are required to receive a 
security briefing from the Regional Security Officer (RSO) 
upon arrival. (See Paragraph 10.) 


4. Visitors should consult the State Department Intranet 
(Opennet: HTTP://Freetown.State.Gov/) or Internet 

(HT TP://Freetown.Usembassy.Gov) sites for further information 
on the post and country. 


5. Accommodations: No hotel reservations required. 
6. Visa Information: A passport and visa are required for 


entry and visitors should obtain a visa in advance. The 
latest information can be obtained from the Embassy of Sierra 
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Leone, 1701 19th Street NW, Washington, D.C. 20009, Tel: 
(202) 939-9261 or the nearest overseas Sierra Leonean 
Embassy. There is no charge for diplomatic or official 
passport holders. There is a charge of 100.00 USD for tourist 
passport holders. 


Airport visas may be obtained only in extreme circumstances, 
as they are very difficult to arrange and are not encouraged. 
Therefore, visitors coming from countries without a Sierra 
Leonean Embassy should contact their Control Officer at 
Embassy Freetown and fax a copy of their passports well in 
advance of travel. 


7. Health/Medical: Medical facilities in Sierra Leone fall 
critically short of U.S. standards. Presently, the only 

reliable medical facility is located 45 minutes outside of 
Freetown. Official visitors who do not possess a Class | 
medical clearance or have serious health concerns, e.g., 
diabetes, heart disease, asthma, or who are on blood thinners 
(with the exception of aspirin) are discouraged from 
traveling to Sierra Leone. The Embassy Health Unit stocks 
only limited medical supplies and is not equipped to handle 
serious illnesses. All visitors and permanently assigned 
employees traveling to Sierra Leone must have their 
vaccinations current to include, but not limited to, tetanus, 
yellow fever, polio, meningitis, and rabies (for those 

staying longer than 30 days). The cholera vaccine is not 
required. Visitors should begin taking malaria prophylaxis 
two weeks prior to arrival. It is mandatory that visitors 

bring their own supply of medications, as local pharmacies in 
Freetown are usually unable to fill prescriptions. The 
International Certificate of Vaccinations yellow card should 
be hand carried as proof of current yellow fever inoculation. 
Avoid eating uncooked vegetables and salads at restaurants 
and hotels. 


8. Medical Insurance: Non-Department of State personnel or 
contractors are required to have medical evacuation insurance 
prior to traveling to Sierra Leone. 


9. Travel to/from Freetown: Arriving passengers should 
proceed through immigration, baggage claim, and customs. An 
Embassy-contracted expediter (Lungi Hotel) will meet all 
official passengers after they clear immigration and arrange 
for transportation to Freetown since Lungi International 

Airport is located across the harbor from Freetown. The cost 
of this service is $12.00 each way ($24.00 round trip) and 
should be paid to the Embassy cashier. If the visitor(s) 
arrive(s) and depart(s) during a weekend, please provide 

fiscal data or give the funds to the control officer. 
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Passengers are required to pay for the cost of travel from 
Lungi to Freetown. Transport to Freetown is either by ferry 
or hovercraft. The traveler is requested to contact their 
control officer in advance as to their preference so that the 
necessary arrangements can be made. If travel is by 
hovercraft, the cost of the hovercraft from Lungi to Freetown 
is $50.00 each way, payable in U.S. currency. The hovercraft 
landing site is located approximately 10 minutes from the 
airport. Passengers are shuttled to the site in a bus. A 
driver will meet passengers at the hovercraft site in 
Freetown. 


If travel is by ferry, it will only be from 0800 to 1900. If 

the flight arrives after 1800, passengers will spend the 

night at Lungi and travel to Freetown the following day. 
Travelers are advised to carry sufficient cash to pay for the 
cost of accommodations in Lungi, which is approximately Le 
225,000 or USD 75.00/night. Credit cards are not accepted. 
In order to cross the ferry, the Embassy will arrange for a 
contracted car-hire service with CAMServ Salone. The 
contractor will pick-up the visitor(s)at Lungi and then take 
them across on the ferry to their final destination in 
Freetown. The cost of this service is $150.00 per vehicle. 
The cost may be shared among passengers if traveling ina 
group, but we can not guarantee that this will always be 
possible. This fee is payable to the US Embassy cashier. If 
the visitor(s) arrive(s) and depart(s) during a weekend, 
please provide fiscal data or give the funds to the control 
officer. 


Regional air service into Freetown is sporadic, thus be 
prepared to handle alternate ticketing and/or increased food 
and lodging expenses. 


Passengers departing Freetown with certain airlines should 
expect to pay an Airport Tax of $40.00 (payable in U.S. 
Dollars) at the airport. 


10. Threat Assessment - Security Advice: All visiting USG 
personnel will be required to receive a security briefing 

from the Regional Security Officer (RSO) upon arrival. 

Sierra Leone is rated high for crime. Visitors will be 

provided a two-way radio and instructions on how to summon 
assistance in the event of an emergency. All travel outside 

of Freetown must have the approval of the Control Officer and 
the RSO. The following guidance is provided to ensure your 
visit to Sierra Leone is safe and uneventful: 


-Do not use credit cards and personal checks in the local 
economy; 
-Do not carry or wear any items that may attract attention by 
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thieves. Carry needed items deep in your pockets; 

-Do not walk around the city alone, especially at night; 

-Do not use taxis or public transportation; 

-Do not accept the assistance of strangers; 

-Do not take photographs of people without first asking as 
they can easily become offended. Do not photograph government 
or military facilities, including the airport; 

-If confronted by criminals, do not make threatening 
movements, comments, or gestures. Immediately give the 
criminals what they want. 


11. Computer Systems Access: If you are a DOS employee and 
would like to access OpenNet during your visit (without 

taking the 30-60 minute systems security briefing), please 

bring confirmation that you have attended within the last 

year, the \"Security Awareness Briefing on OpenNet Plus.\" 

This must a copy of the certificate you received when you 
completed the briefing. Ask your systems administrator if 

you need any help locating the DS Security Awareness Briefing 
certificate. 


12. Post Policy on Laptops and Thumb Drives: The RSO must 
approve the use of any laptop computer in the Embassy. Thumb 
drives are not authorized for use on Embassy computers unless 
officially issued with a Dept. of State classification label 

on it or approved by the IMO. Thumb drives are absolutely 
not/not allowed on the CLASSNET. Thumb Drives brought into 
the Embassy must be cleared by the RSO Office. 


13. General Information: Travelers with TDY orders and 
fiscal data may cash checks at the Embassy cashier. The 
approximate exchange rate is 3000 Leones to one USD. 
HULL 
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SIPDIS 


E.O. 12958: N/A 

TAGS: ASEC OTRA BB XL 

SUBJECT: COUNTRY CLEARANCE GRANTED TO ROMERO FOR TRAVEL TO 
BARBADOS 


REF: 251844Z JUL 07 


1. Embassy Bridgetown grants country clearance to Mr. Tivo Romero, 
USCG Contractor, for travel to Barbados August 11 - August 15, 2007. 
The purpose of this visit is to have port security discussions with 
Government officials of Barbados. These discussions will directly 
support the U.S Homeland Security strategy. 


2. Embassy points of contact are CDR P. Kofi Aboagye, Chief, 

Military Liaison Office, (246) 227-4339 or cell (246) 230-2705; LCDR 
Rene Cerda, Deputy Chief, Military Liaison Office, (246) 227-4166 or 

cell (246) 230-2712; Major Rachelle Harris, Operations Officer, 

(246) 227-4123 or cell (246) 230-2725; and Mr. Anthony Eterno, 
Economic Officer, (246) 227-4273 or cell (246) 823-3104. Barbados 
Government point of contact is Captain Randolph Straughan, Permanent 
Secretary, Defence and Security Division, Prime Minister\'s Office, 


SIPDIS 
(246) 228-5322. 


3. PostVs resources do not allow us the flexibility to meet and 

assist visitors at the airport. However, Barbadian Customs and 
Immigration are visitor-friendly. The taxi rate from the airport to 

the hotel is approximately BDS$30.00 (USD$15.00). The exchange rate 
in Barbados is a constant $2.00 Barbados Dollars (BDS) to $1.00 U.S. 
Dollar. U.S. currency, travelers\' checks, and credit cards are 

routinely and widely accepted here. 


4. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


5. Restrictions: The laws of Barbados, Antigua and Barbuda, Saint 
Lucia, Grenada, Dominica, and Saint Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 

are found, you will be asked to surrender them to the officers. 


6. Departure tax for Barbados is BDS$60 or USD$30. 
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7. |CASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


8. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 

tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 


visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 
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Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 


OURISMAN 
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E.O. 12958: N/A 

TAGS: ASEC OTRA BB XL 

SUBJECT: COUNTRY CLEARANCE GRANTED TO HELTON FOR TRAVEL TO 
BARBADOS 


REF: 2414442 JUL 07 


1. Embassy Bridgetown warmly welcomes and grants country clearance 
to Major Dwayne A. Helton, USSOUTHCOM J1, for travel to Barbados 
from September 11 - 15, 2007. The purpose of this visit is to 

conduct a staff assistance visit (SAV). 


2. Embassy points of contact are CDR P. Kofi Aboagye, Chief, 
Military Liaison Office, (246) 227-4339 or cell (246) 230-2705; LCDR 
Rene Cerda, Deputy Chief, Military Liaison Office, (246) 227-4166 or 
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cell (246) 230-2712; and Major Rachelle Harris, Operations Officer, 
(246) 227-4123 or cell (246) 230-2725. 


3. Hotel reservation has been confirmed for traveler at the Hilton 
Barbados, Needham\'s Point, Saint Michael, Barbados, tel. 
1-246-426-0200. Hotel confirmation number is 124469. 


4. Traveler is advised that CDR Aboagye or LCDR Cerda will meet at 
the airport to assist with transportation to hotel. Traveler will 

have daily pickup to and from hotel to Embassy for the duration of 
the inspection. The exchange rate in Barbados is a constant $2.00 
Barbados Dollars (BDS) to $1.00 U.S. Dollar. U.S. currency, 
travelers\' checks, and credit cards are routinely and widely 

accepted here. 


5. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


6. Restrictions: The laws of Barbados, Antigua and Barbuda, Saint 
Lucia, Grenada, Dominica, and Saint Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 

are found, you will be asked to surrender them to the officers. 


7. Departure tax for Barbados is BDS$60 or USD$30. 


8. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
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a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


9. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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E.O. 12958: N/A 

TAGS: ASEC OTRA AC BB DO SC ST VC XL 

SUBJECT: COUNTRY CLEARANCE GRANTED TO LESLIE FOR TRAVEL TO ANTIGUA 
AND BARBUDA BARBADOS DOMINICA SAINT KITTS AND NEVIS SAINT LUCIA AND 
SAINT VINCENT AND THE GRENADINES 


REF: 271825Z JUL 07 


1. Embassy Bridgetown warmly welcomes and grants country clearance 
to CDR Stephen A. Leslie, COGATT, for travel to the countries listed 

in the following itinerary. The purpose of this visit is for the 

introduction of the Coast Guard Attach to the area of 

accreditation. 


ITINERARY 


12 August 2007 Caracas to Barbados 
13 August 2007 Barbados to Saint Kitts and Nevis 
13 August 2007 Saint Kitts and Nevis to Antigua and 


Barbuda 

14 August 2007 Antigua and Barbuda to Dominica 

15 August 2007 Dominica to Barbados 

16 August 2007 Barbados to Saint Lucia 

16 August 2007 Saint Lucia to Saint Vincent and the 
Grenadines 

16 August 2007 Saint Vincent and the Grenadines to 
Barbados 

17 August 2007 Barbados to Grenada 

17 August 2007 Grenada to Barbados 

18 August 2007 Barbados to Caracas 
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2. Embassy points of contact are CDR P. Kofi Aboagye, Chief, 
Military Liaison Office, (246) 227-4339 or cell (246) 230-2705; LCDR 
Rene Cerda, Deputy Chief, Military Liaison Office, (246) 227-4166 or 
cell (246) 230-2712; and Major Rachelle Harris, Operations Officer, 
(246) 227-4123 or cell (246) 230-2725. 


3. Post\'s resources do not allow us the flexibility to meet and 
assist visitors at the airport. However, Barbadian Customs and 
Immigration are visitor-friendly. The taxi rate from the airport to 

the hotel is approximately BDS$30 (US$15). The exchange rate is 
approximately 2 Barbados Dollars for 1 U.S. Dollar. You should 
bring enough U.S. Dollar bills to pay the taxi. U.S. currency, 
traveler\'s checks, and credit cards are routinely and widely 
accepted here. The exchange rate for Antigua and Barbuda, Dominica, 
Saint Kitts and Nevis, Saint Lucia and Saint Vincent and the 
Grenadines is approximately $2.70 xcd (Eastern Caribbean) dollars 
for $1.00 U.S. dollar. U.S. currency, traveler\'s checks, and credit 
cards are also routinely and widely accepted here. 


4. Entry requirements: A valid U.S. passport is required to enter 
Antigua and Barbuda, Barbados, Dominica, Saint Kitts and Nevis, 
Saint Lucia and Saint Vincent and the Grenadines. No visa is 
required if your stay is under six months, including those travelers 
arriving with diplomatic or official passports. For further 

information, travelers may contact the Embassy of Barbados, 2144 
Wyoming Avenue N.W., Washington D.C. 20008, tel. 1-202-939-9200. 


5. Restrictions: The laws of Barbados, Antigua and Barbuda, Saint 
Lucia, Grenada, Dominica, and Saint Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 

are found, you will be asked to surrender them to the officers. 


6. Departure tax for Antigua and Barbuda is $50.00 ECC (Eastern 
Caribbean Currency) or $19.00 USD. 

Departure tax for Barbados is BDS$60 or USD$30. Departure tax for 
Dominica is $60.00 XCD (Eastern Caribbean Currency) or $23.00 USD. 
Departure tax for Saint Lucia is $68.00 ECC (Eastern Caribbean 
Currency) or $24.00 USD. Departure tax for Saint Vincent and the 
Grenadines is $45.00 ECC (Eastern Caribbean Currency) or $17.00 USD 


7. ICASS TDY Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
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services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
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departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


8. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
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without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 
medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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SIPDIS 

SIPDIS 

STATE INR/R/MR; IIP/R/MR; WHA/PD 
DEPT PASS USTR 


USDOC 4322/MAC/OLAC/JAFEE 

E.O. 12958: N/A 

TAGS: KMDR, OPRG, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: WESTERN HEMISPHERE: US-CUBA DIALOGUE; 
VENEZUELA, CHAVEZ\'S POLICY; SAO PAULO 


1. \"From Havana To Washington!" 


Foreign affairs analyst Newton Carlos commented in liberal, largest 
national circulation daily Folha de S. Paulo (7/28): \"The idea of a 
possible dialogue between Cuba and the United States seems to be in 
Ral Castro\'s mind with who knows, maybe a slight ray of hope. There 
have already been three proposals based perhaps on an important 
development - the recent visit of ten US congressmen to Cuba. 
Republicans and Democrats joined the initiative, and some of them 
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decided to break the silence by showing themselves favorable to a 
\'softening\' of sanctions imposed on Cuba in the early 60\'s. The most 
recent proposal for dialogue brings a difference. It was not 

addressed to the Bush administration, but to the one that will 

replace it. An inter American relations expert says that the current 
White House and DOS tenants \'do not understand anything of what is 
going on in Latin America, and the lack of understanding causes 
disinterestV.... The expectation is that the future American 

president, especially if it is a Democrat, will behave in a \'more 
understanding, more negotiating\' way.\" 


2. \"Effects Of Chvez\'s Socialism\" 


Center-right national circulation daily O Estado de S. Paulo (7/29) 
editorialized: \"Venezuela is marching towards socialism, but its 
private sector is moving to other nations.... In the past three 

years, four major oil companies either left Venezuela or are 
dismounting their business in that nation because they will not 
accept the conditions Chvez has imposed.... Oil production in 
Venezuela has declined for two years.... It is with state owned 
PDVSA\'s resources that Chvez conducts social projects in Venezuela 
and finances overseas his plans to become the world leader of 
anti-globalization and anti-American movements.... As long as the 
price of oil remains high, the caudillo will always be able to use 
PDVSA\'s resources to finance his project of power.... The Bolivarian 
policies have already destroyed 50% of the national industry, 
according to business associations.... In order to eliminate free 
enterprise, Chvez will lead Venezuela to bankruptcy. What remains 
to be seen is what the political effect will be.\" 

Helling 


117180 

RR RUEHPB 

DE RUEHSV #0378/01 2112018 

ZNY CCCCC ZZH 

R 302018Z JUL 07 

FM AMEMBASSY SUVA 

TO RUEHC/SECSTATE WASHDC 0204 

INFO RUEHBY/AMEMBASSY CANBERRA 1743 
RUEHPB/AMEMBASSY PORT MORESBY 1315 
RUEHWL/AMEMBASSY WELLINGTON 1513 
RUEHNZ/AMCONSUL AUCKLAND 0477 
RUEHDN/AMCONSUL SYDNEY 0884 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHHJJAA/JICPAC HONOLULU HI" "CONFIDENTIAL SECTION 01 OF 03 SUVA 000378 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/31/2017 
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TAGS: ECON, EINV, ETRD, PGOV, FJ 

SUBJECT: AS FIJI'S ECONOMY CONTINUES TO NOSE-DIVE, IS 
DEVALUATION OF THE FIJI DOLLAR INEVITABLE? 


REF: SUVA 127 
Classified By: DCM Ted Mann, per 1.4 (B,D) 


Summary 

1. (SBU) Lack of export competitiveness and a drop in 
tourism earnings since the December 2006 military coup have 
led to a difficult balance of payments situation for Fiji and 

a serious foreign reserve shortage. While a number of 
economists have suggested that a devaluation of the Fiji 
dollar is the best way to cope with Fiji\'s balance of 
payments problems, the interim government (IG) and the 
Reserve Bank of Fiji (RBF) are adamant that no devaluation 
will take place, apparently based on concern that the price 
hikes resulting from such an action would spur a strong 
public backlash against the IG. Instead of devaluing the 
currency, the RBF has greatly tightened credit and instituted 
new, stringent requirements for foreign investors. So far, 
that strategy seems to be working, but at a potentially great 
loss in terms of investment and long-term economic growth. 
End summary. 


Trends in Fiji Macroeconomics 

2. (SBU) Over the past few years, Fiji has faced a 
dramatically increased trade deficit and a decrease in the 
inflow of capital, with a resulting strong negative impact on 
the country\'s foreign reserves. From 1998, exports have 
remained virtually flat while imports have increased 11% 
annually, on average. Earnings from tourism, Fiji\'s top 
foreign exchange earner, have dropped substantially in 2007 
due to the late December military coup. As a result, Fiji\'s 
foreign reserves have fallen from enough to cover 8 months of 
imports in 2000 to about 3.4 months of import coverage at 
present. Even that figure, as low as it is, is subject to 
debate. Fiji\'s reserve level is buttressed from proceeds of 

a USD 150 million bond offering the Qarase government floated 
in Singapore last year. In addition, in 2005 the IMF agreed 
to include offshore assets of Fiji\'s social security system 

in Fiji's reserves (see reftel). If those two elements were 
deducted, Fiji\'s \"core\" level of reserves would be less than 
two months of imports. Given Fiji's low reserve level, the 
drop in tourism earnings and a very low level of new foreign 
investment in the wake of the coup, the Reserve Bank of Fiji 
has been forced to take strong actions to forestall a 
reserves crisis. These include higher interest rates, credit 
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ceilings, and new overseas borrowing requirements for 
non-resident investment in Fiji. Some of the steps taken by 
the RBF have been criticized, as has one action not taken - 
devaluation of Fiji\'s currency. 


Arguments for a Devaluation 

3. (SBU) Ata late-June international economic conference 
in Suva, Professor Satish Chand from Australia National 
University asserted that the Fiji dollar is overvalued by at 
least 12%. Chand believes this is a direct result of RBF 
policy which, he said, intentionally maintains an 
overvaluation, a policy which goes well beyond the bank\'s 
statutory functions. The appreciation of the currency, said 
Chand, has discouraged exports and encouraged imports. Chand 
believes the RBF should be addressing the value of the 
currency to ensure a healthy external balance. The longer 
the RBF maintains its policy practices, Chand concluded, the 
harder the ultimate devaluation shock will be. 


4. (C) Angian Huang, Fijian country economist for the ADB, 
told Emboffs he agrees with Chand\'s main point - a 
devaluation is needed to correct Fiji,s balance of payments 
problems. Tourism, said Huang, is Fiji's main economic 
driver, but tourists find Fiji more expensive than other 
comparative locations. A devaluation would have an immediate 
positive impact on the industry, he said. Similarly, 

devaluation would benefit farmers and the agriculture 

industry, as a more suitable environment for an increase in 
exports would be created. 


5. (C) Huang and others we spoke with acknowledge that a 
weakening of the Fijian dollar would reduce the purchasing 
power of the average Fiji citizen immediately. Combined with 
the recent increase in costs of consumer goods and fuel 
(inflation is now running at about an annual rate of 7% and 
rising), this would be a substantial shock. Current life 

style and consumption patterns in Fiji, said Huang, have been 
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artificially created through government financial policy, and 
a devaluation would bring a much needed reality check. A 
devaluation is a long-term solution, said Huang, with 
inevitable short-term pain. 


Interim Government Position 


6. (SBU) The IG has staunchly maintained policies that 
attempt to address Fiji\'s precarious financial situation 
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without a devaluation. In a press statement on March 2, 

interim Finance Minister Chaudhry stated that Wwe have to at 
any cost avoid devaluation.\" This policy has been supported 
by interim PM Bainimarama who stressed to reporters on July 6 
that a devaluation would definitely not take place. 


7. (SBU) The IG appears to have staked its reputation on 
being able to improve Fiji's economy and reduce the level of 
poverty. In his acceptance speech upon assuming the position 
of interim Prime Minister on January 4, Bainimarama dedicated 
his administration to, among other goals, reducing poverty 

and levels of destitution in Fiji. Another goal is to 

\"steady the economy through sustained economic growth.\" Upon 
announcing the revised 2007 budget in March and in several 
subsequent statements, Chaudhry has insisted that the IG will 
be able to stabilize the economy and significantly reduce 
poverty after what he calls 6 years of poor economic 
performance and management under Qarase. 


8. (SBU) Politically, a devaluation could exacerbate the 
IGVs already precarious position in public opinion, even 
among some coup supporters. With urban drift, rising 
unemployment and inflation, poverty in Fiji is growing. A 
devaluation could slide segments of the population into 
overnight poverty and undermine the stated objectives of 
regime. Chaudhry appears especially sensitive to how the 
regime\'s economic policies play in the public arena and has 
continuously tried to put the best face on Fiji's economic 
situation. On July 17 Chaudhry asserted that \"as a direct 
result of the interim Government\'s fiscal policies and 
prudent management of State finances and the economy, 
interest rates have come down, imports are falling while 
exports have risen - easing the critical balance of payments 
situation that prevailed under the Qarase-led government.\" 


9. (SBU) Comment: These remarks by Chaudhry were made in 
response to Australian Foreign Minister Downer\'s widely 
published July 15 statement \"...the outlook for the Fiji 

economy is bleak with employment, construction activity, and 
tourism trending downwards, and foreign currency reserves at 
a record low.\" While Downer\'s statement about foreign 
reserves might be arguable, Chaudhry\'s comments are flat out 
misleading. While it is true that imports are currently 

trending downward, exports are also falling. According to 

the June 2007 RBF financial update, exports have fallen 5.6% 
in the first 5 months of 2007 compared to the same period 

last year. Exports did, indeed grow in the months of January 
and February (the numbers Chaudhry chose to quote) but as the 
RBF pointed out at the time, the numbers were strong \"mainly 
due to the volatile nature of the monthly data,\" and did not 
reflect a positive trend. One RBF staffer told us Chaudhry 
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made his statement after having been informed by the Bank 
that export numbers in March and April had dropped 
precipitously. On July 29, Chaudhry again proclaimed that 
Fiji's economy was recovering, despite RBF data issued July 
27 indicating the economy would decline by 3.1% in 2007, down 
from the 2.5% drop earlier predicted. 


RBF Position 

10. (C) Ever since the coup, the Reserve Bank of Fiji has 
never wavered from its anti-devaluation stance. Most 
recently on July 6, RBF Governor Narube told reporters that 
\"devaluation is not the solution to Fiji\'s economic woes and 
the RBF will not devalue the Fijian dollar.\" Ina meeting 

with Emboffs in mid-July, Jitendra Singh and Frazine Dutta of 
the RBF Economics Department disputed allegations that the 
Fiji currency is overvalued. They asserted the recent 

relative strength of the Fiji currency against the U.S. 

dollar is due almost entirely to the weakening of the U.S. 
dollar in global markets. (Note: The Fiji dollar is tied to 

a basket of currencies, with the Australian and New Zealand 
dollars accorded the most weight. When those two currencies 
appreciate against the U.S. dollar, as has happened recently 
in global markets, the Fiji dollar necessarily appreciates 
against the U.S. dollar. End note.) 
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11. (C) Singh and Dutta maintain that a devaluation would not 
curb imports significantly and would not necessarily help 
grow exports. Imports, they told us, are made up of roughly 
1/3 consumer goods, 1/3 investment goods, and 1/3 
intermediates. The intermediates, which include fuel and 
other items, have shown big price increases recently and are 
not particularly susceptible to the economic pressures a 
devaluation would bring about. Imports of consumer goods 
would be reduced if the value of Fiji\'s currency dropped, but 
not enough to counteract the increased price of intermediate 
goods, they said. Singh and Dutta also believe a devaluation 
would not necessarily make Fiji a cheaper destination for 
tourists. Most tourist consumables in Fiji are imported, 

they noted, and the lower cost of lodging would be balanced 
by higher food and fuel costs. 


Fiji's US $150 Million Albatross 

12. (C) As Singh and Dutta\'s comments indicate, concern about 
import price hikes appears to be the main driver of RBF 

policies. At a media forum on July 10, the Permanent 
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Secretary to the Finance Ministry Peceli Vocea said that a 


SIPDIS 

devaluation could increase inflation by 10% over the current 

7% rate. It is therefore not a realistic option, he 

concluded. The ADB\'s Huang told us the \"cheap\" US$150 bond 
offering from last September may also be a key factor in the 
Bank\'s decision-making process. A devaluation would drive up 
the cost of repaying that 5-year loan by up to US$30 million. 
Effectively, he said, the bond is a financial obligation 

that must be repaid before the possible long-term financial 
benefits of a devaluation occur. 


If Devaluation Isn\'t the Answer, What Is? 

13. (U) In numerous press releases and speeches, the RBF 
has asserted that it has the wherewithal to stabilize foreign 
reserves without devaluing the Fiji currency. The RBF has 
significantly tightened exchange controls, raised interest 
rates and imposed credit ceilings on banks (no borrowing over 
2006 levels). The Bank has announced that, beginning next 
year, foreign investors will have to source all capital 
expenditures from offshore. Working capital may continue to 
be funded through local borrowing. The Bank has also told 
foreign investors that they will have to refinance 50% of 
domestic debt for capital expenditure offshore by the end of 
2008. 


14. (C) Several bankers and investors have told us these new 
investment rules will have a strong negative impact on 

foreign investment. An RBF staffer told us she thinks the 
rules \"will kill foreign investment in Fiji.\" At the 

international economic conference noted in paragraph 3 above, 
Prof. Satish Chand cited the planned borrowing restrictions 
as an example of how, in their desire to avoid devaluation, 
the RBF was instituting policies which could have powerful 
negative long-term impacts on the Fiji economy. The RBF\'s 
Singh and Dutta recently told us, however, that the Bank is 
reevaluating some of the planned borrowing restrictions, 
especially the 50% refinancing requirement noted above. 


Comment 

15. (C) The interim government has been forced to address 
Fiji's economic problems without a public mandate and with 
little external resources at its disposal. This spells 

trouble for Fiji's economy in both the short- and long-term. 
Short-term fixes that could potentially damage hopes for an 
influx of much needed foreign investment appear to be the 
most expedient and politically viable options. Most parties 
agree that the only way out of Fiji's economic mess is growth 
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in the export and tourism sectors. Unfortunately, an 
overvalued Fiji dollar is hurting exports and, without a 
clear horizon for any political breakthroughs in Fiji, 
prospects for growth in tourism remain anemic, at best. 


DINGER 
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SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, GG, UNSC 

SUBJECT: US STRONGLY DEFENDS GEORGIAN RIGHT TO PARTICIPATE 
IN UNOMIG MEETING 


REF: STATE 99397 


1. (SBU) SUMMARY: During Security Council consultations on 
July 25, Georgia\'s request to speak in the July 26 meeting on 
the UN Observer Mission in Georgia (UNOMIG) was the subject 
of intense debate. Russia insisted that Georgia should not 
participate in the UNOMIG meeting unless Abkhaz de facto 
Foreign Minister Shamba was also given a Council meeting. 
The UK, France, Belgium and Slovakia supported the US 
position of Georgia\'s right to participate in the UNOMIG 
meeting, with the UK adding that the Shamba issue should be 
viewed separately. The final decision came in the form of a 
compromise, proposed by the Chinese presidency and agreed to 
by all Council members, calling for a private meeting in 

which Georgia could speak to be followed by closed 
consultations and agreement to seriously consider a Shamba 
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appearance in an Arria-style meeting at a later date. 


2. (SBU) At the Security Council private meeting on UNOMIG on 
July 26, Hedi Annabi, Assistant Secretary General at DPKO, 
briefed the Council on the recent report of the SYG on UNOMIG 
and also touched extensively on the SYG\'s report on the March 
attacks in the Kodori valley. Annabi called on the Council 

to support the recent recommendations for strengthening 
UNOMIG preventative capability in the Kodori Valley. 

Georgian PR Alasania used his comments to strongly condemn 
the March 11 attack on his country\'s sovereign territory in 

the Kodori Valley. He also expressed Georgian reluctance to 
allow Russian involvement in further mediation until the 
investigation into the March attacks yielded more conclusive 
results. Russia charge Konstantin Dolgov responded by 

calling the Kodori incident \"an act of provocation planned by 
Georgia specialists.\" U.S. Ambassador Sanders strongly 
defended Georgia\'s presence in Kodori and noted that Georgia 
had fully cooperated with the investigation into the March 11 
incident and had satisfied investigators that its helicopters 

were not involved. In closed consultations following the 
meeting, Russia stated its intention to call for an 

Arria-style meeting with Shamba. South Africa, Panama, and 
China expressed their support for such a meeting, saying it 
should happen as soon as possible. Nearly all countries 
present called for the resumption of dialogue and 

Quadripartite meetings, agreed that investigation of the 

March incident should continue, and supported the recent SYG 
recommendations for strengthening UNOMIG. End Summary. 


July 25 Consultations On UNOMIG Meeting Format: Fierce Debate 
Over Shamba Meeting 


3. (SBU) During Security Council consultations on July 25, 
the Chinese Presidency raised the issue of Georgia\'s request 
to speak and Germany\'s request to appear in the July 26 
meeting on the UN Observer Mission in Georgia (UNOMIG). 
Ambassador Sanders spoke vigorously defending the right of 
the Georgian delegation to speak and stressing that the 
quarterly UNOMIG briefing should not be further delayed. 
(Note: The U.S. had informed the Russians and Chinese 
Presidency before consultations that we would push the issue 
to a procedural vote if necessary.) 


4. (SBU) Speaking for Russia, charge Konstantin Dolgov 
claimed that Georgia should not participate in the UNOMIG 
meeting unless both parties to the conflict could express 

their viewpoints. He emphasized that Russia was requesting 
only an Arria-style meeting for Abkhaz de facto Foreign 
Minister Shamba because it understood that a normal Security 
Council meeting carried with it \"political implications\" and 
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that Russia was conscious of its role as a mediator to the 
conflict. Dolgov charged, however, that Russia did not 

accept that the Friends of the SYG should decide when Shamba 
could participate in a UNSC meeting. Russia needed to be 

able to give Moscow clear assurances that a meeting with 
Shamba would take place. \"It does not have to be tomorrow 
and we will give clear advance notice and will hope for 

adequate participation from the Security Council,\" Dolgov 
added. 


5. (SBU) The UK responded that Georgia\'s right to participate 
in the July 26 UNOMIG meeting seemed obvious and should be 
viewed separately. The UK did not oppose in principle a 
meeting for Shamba in New York, which could be an Arria or 
even Geneva-style meeting, but it could not be \"a gift.\" At 

a time when the Abkhaz were blocking resumption of dialogue 
and there was no progress on confidence building measures, 
circumstances did not permit such a meeting. 
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6. (SBU) Speaking again, Dolgov asserted that there were many 
cases where a UN member state was shut out of Security 
Council meetings by one or two members. Georgia continued to 
seriously violate the cease-fire agreement, continued Dolgov, 
adding that he knew of \"no impediments to the political 

process from the other side.\" We should not establish a 
principle that listening to one party to a conflict is a 

reward, he asserted. 


7. (SBU) Supporting the UK\'s argument, France\'s political 
coordinator supported Georgia\'s right to speak. We would 
need to continue work in the Friends to make sure all 
conditions are met before there can be an Arria-style meeting 
for Shamba. Belgium stated that the issue of Abkhaz 
participation in a meeting should be kept separate and we 
should approve Georgia\'s request to participate because 
recent discussions on Security Council on working methods 
argued for this. Slovakia supported Georgia\'s right to 
participate in a meeting. Apparently speaking in defense of 
Russia\'s position, Indonesia stated that the discussion of 
substance in the meeting on Georgia would be more important 
than format and it was true that sometimes the Security 
Council declined some requests for participation, which was 
nothing new. 


8. (SBU) China brought the disagreement to a close, 
proposing a compromise of a private meeting in which Georgia 
could speak and Germany would be present, followed by closed 
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consultations of the Security Council. China, in its 

national capacity, backed up Russia\'s contention that a 
Council appearance should not be a reward for good behavior 
and urged members to agree in principle now that Shamba 
should be invited to New York. Ambassador Sanders replied 
that the Friends of Georgia group was involved in delicate 
discussions with the parties and that the US would be 
strongly influenced by its recommendation regarding Shamba. 
Italy and South Africa spoke out in favor of the private 
meeting/closed consultations format, which in the end was 
agreed to by Russia and all present. 


July 26 Private Meeting On UNOMIG: Pyrotechnics Over Kodori 
Attack 


9. (SBU) Delivering a briefing on the SYG\'s latest report on 
UNOMIG, U/SYG Annabi said the SYG\'s report reaffirmed 
recommendations allowing for greater international 
observation that could hopefully prevent a similar incident 

in the future. Annabi stated that UNOMIG has made temporary 
posts in the lower Kodori region and has activated the Adjara 
patrol base. However, the Abkhaz side refuses to discuss 
further implementations until Georgia withdraws. UNOMIG is 
still talking with the Abkhaz and hopes that with Council 
support, more progress will be made soon. Annabi ended by 
repeating UNOMIG\'s request for unmanned aerial vehicles, 
saying that they would have significantly contributed to the 
investigation into the March attack. 


10. (SBU) Georgia PR Alasania began his remarks by affirming 
Georgia\'s commitment to direct dialogue between sides in 
spite of the refusal of the Abkhaz leader to meet without 
preconditions. He condemned the March 11 bombardment of Upper 
Abkhazia, reminding the Council of Georgia\'s full cooperation 
with the investigation by the Joint Fact Finding Group 

(JFFG). Alasania also expressed disappointment that the 
report was inconclusive, as crucial information was withheld 
from the investigation. He called for implementation of the 
recommendations of the JFFG for strengthening UNOMIG. 
Finally, Alasania declared that Georgia \"assumes as 
impossible the participation of the Russian side in the 
negotiations conducted in the format of the Group of Friends 
and of the Secretary General or any other formats where it 
bears the capacity of special facilitator, before the 
comprehensive investigation is concluded. \" 


11. (SBU) Dolgov, indicating that he had not intended to 
speak until closed consultations but was compelled to do so, 
argued that ongoing tension in Kodori is not from the March 
11 incident, but started in July 2006 when Georgia decided to 
regain control of the territory. There were clear violations 
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of the Moscow Ceasefire Agreement that had worsened the 
situation. Dolgov also alleged that the Georgian version of 
the bombardment was not in keeping with the facts. The 
Russian air force press reported that Russian air force was 
not and could not be responsible for the March incident 
because they did not have the technological capability to 
have caused the attacks. Russian shards are not sufficient 
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proof of Russian involvement, as all former USSR territories 
are familiar with materials used by Russia. 


12. (SBU) Dolgov blamed Georgia for the incident, saying that 
it was likely \"an act of provocation planned by Georgian 
specialists.\" To support this claim, Dolgov pointed out that 
only administrative buildings were harmed in the attack. He 
said that Georgians warned civilians before the attack and 
helped them to hide in nearby forests. The Georgian Ministry 
of Defense also owns a helicopter of the same type that was 
used in the attack. 


13. (SBU) Dolgov expressed concern over the Georgian 
statement that the Georgians reject Russian participation in 
the negotiations. Russia, Dolgov claimed, had participated 
actively in the investigation and its role in peacekeeping in 
the region has been commended many times by the UN. 


14. (SBU) Ambassador Sanders, speaking for the United States, 
responded that the Georgian armed-police presence in Kodori 
led to control of criminal elements there and Georgia has the 
obligation and the right to police its territory. No 

intentional violations of the Moscow Agreement were involved. 
Georgia also accounted for the location of all of its 

helicopters during the March incident and turned over radar 
records willingly. 


Closed Consultations Following Private UNOMIG Meeting 


15. (SBU) In the closed session, Dolgov said that though 
Georgia has proclaimed a willingness to unblock talks, its 
actions indicate otherwise. He criticized the \"many new 
violations\" of the Moscow Agreement by Georgia, specifically 
citing the \"Young Patriot Camp\" near the ceasefire line. 
Dolgov called for a full implementation of Resolution 1752 
and the measures discussed in Bonn to unblock the 
Quadripartite process. He also stated Russia\'s intention to 
arrange an Arria-style meeting with Shamba in due course. 


16. (SBU) The United States, Slovakia, Italy, Belgium, 
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France, and the United Kingdom each called for the 
implementation of Resolution 1752 and the agreements made at 
Bonn, specifically the resumption of dialogue and 

Quadripartite meetings. They also agreed that investigation 

of the March incident should continue, which would allow the 
Council to gain a greater understanding of what occurred and 
thereby prevent similar incidents. They all supported the 

recent recommendations in the SYG report for strengthening 
UNOMIG. 


17. (SBU) South Africa, Panama and China expressed support 
for Russia\'s decision to arrange an Arria-style meeting with 
the Abkhaz and hoped that it takes place soon. Panama 
emphasized the importance of hearing all parties involved in 
the matter, calling on the president to make sure that each 
side in the conflict would be heard. After praising UNOMIG 

and CIS cooperation and the involvement of the Friends, China 
stated they would like the Arria-style meeting proposed by 
Russia to be held as soon as possible. 


18. (SBU) Comment: While our arguments and careful 
coordination behind the scenes carried the day this time 
around in consultations on the format of the UNOMIG meeting, 
we narrowly avoided an almost unprecedented procedural vote 
on this issue and likely succeeded only because we threatened 
such a vote. We also note that the French, who, like the UK, 
were represented at the Political Coordinator-level, asserted 

to us privately that they were \"disgusted with our visa 

policy.\" We replied that the U.S. is happy with any result 

that gets Georgia in the room and defers consideration of the 
Shamba issue in accord with the Friends\' majority view. 
However, it is clear that the gap between the positions of 
Western Friends\' capitals and their New York missions is wide 
and perhaps even growing wider. In the July 26 

consultations, China, South Africa and Panama spoke in favor 
of a meeting for Shamba soon. The controversy surrounding 
this issue is almost certain to become more intense at the 

time of the mandate renewal in October if there is not 
sufficient progress in the political process to warrant a 
first-time meeting for de facto Abkaz Foreign Minister Shamba 
in New York. This will likely lead to allegations by Russia 

and others that the US is not living up to its host-country 
responsibilities and that we are using visa policy to stymie 

free debate. If Abkhaz cooperation in the political process 
does not improve and we do not find a way to shore up support 
and understanding for our position more broadly in the 
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Council--and not just among our increasingly skittish EU 
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friends--then we will likely find ourselves in an 
increasingly defensive posture. End Comment. 
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SUBJECT: COUNTRY CLEARANCE FOR ARMBRISTER O/A AUGUST 13-18, 2007 


REF: A SAN JOSE 01416 


1. Embassy Bridgetown grants country clearance to Beryl Armbrister, 
Consultant, to travel to St. Kitts and Nevis O/A August 13-18, 2007. 

The purpose of the visit is to facilitate technical assistance in 

damage assessment and needs analysis development and conduct initial 
damage assessment training. 


2. Embassy point of contact is James Goggin, USAID Representative, 
tel. 1-246-227-4118, cell. 1-246-243-1172, fax. 1-246-228-8589. 


3. No Mission support is requested. 


4. Post\'s resources do not allow us the flexibility to meet and 
assist visitors at the airport. The exchange rate is approximately 
2.70 Eastern Caribbean Dollars for 1 U.S. Dollar. You should bring 
enough U.S. Dollar bills to pay the taxi. U.S. currency, traveler\'s 
checks, and credit cards are routinely and widely accepted here. 


5. Entry requirements: A valid U.S. passport is required to enter 

St. Kitts and Nevis. No visa is required if your stay is under six 

months, including those travelers arriving with diplomatic or 

official passports. For further information, travelers may contact 

the Embassy of St Kitts and Nevis, 3216 New Mexico Avenue, NW 20016, 
Tel 202-686-2636 Fax 202-686-5740. 
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6. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; if items of restriction 
are found, you will be asked to surrender them to the officers. 


7. Departure tax for St. Kitts and Nevis is xcd $30 or USD $11. 


8. ICASS TYD Policy: Each visitor, regardless of length of stay, 
must bring/forward fiscal data to pay for direct costs of the visit. 
Each agency, organization or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY. 


9. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 

tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
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amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 

Throughout the Eastern Caribbean, the most likely threat to a 

visitor\'s health is sunburn. It takes several weeks to become 
accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 
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RHEHNSC/NSC WASHINGTON DC 
RHMFISS/HQ USSOUTHCOM MIAMI FL 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/30/2017 
TAGS: EMIN, EINV, BL 
SUBJECT: MUTUN IRON MINE DEAL: JACKPOT OR JINXED? 


REF: A. LA PAZ 1740 
B. LA PAZ 1840 


Classified By: Ambassador Philip Goldberg, reasons 1.4b,d 


1. (C) On July 18 President Morales announced a contract with 
Jindal Steel and Power Ltd (India\'s third largest stainless 
steel producer) to develop the massive Mutun iron deposit, 
which straddles the border with Brazil. (Note: reportedly 

the contract allows Jindal to develop 50 percent of the 

Bolivian reserves, while keeping the other 50 percent \"for 

the Bolivian people.\" End note.) The contact comes after 
more than a year of negotiations with Jindal and must still 

be submitted to Congress: President Morales and his 
administration are lobbying hard for accelerated 
congressional approval. The Morales administration is 

hailing this contract as a victory for Bolivia, focusing on 

the claimed USD2.1 billion dollar investment promise made by 
Jindal (which would make the project more than twice as 
expensive as Bolivia\'s largest current mining project, Apex 
Silver\'s USD800 million San Cristobal mine.) President 
Morales is also trumpeting the project\'s expected employment 
creation: 4,000 direct and over 12,000 indirect jobs. 

However, details of the contract are scarce and, depending on 
which minister is speaking, occasionally contradictory. 

Despite jubilant press releases, available information casts 
some doubts on the project. 


2. (C) Mutun is reportedly the world\'s largest iron ore 

deposit. Located in Santa Cruz Department near Puerto 
Suarez, it extends across the border into Brazil. It has 
estimated reserves of about 40 billion tons of iron. (Note: 
Mutun\'s ore is medium-grade and reserves are only estimated, 
not proven. The U.S. Geological Survey estimates the total 
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world reserves of iron at 230 billion. End note.) There has 
been little construction at the site, mostly because of its 
remoteness and lack of infrastructure. EBX, a Brazilian 
company, briefly had a project which was blocked by President 
Morales soon after he took office, supposedly due to 
environmental and licensing concerns. Bidding for the mine 
originally included Jindal Steel and Power Ltd, 
Rotterdam-based Mittal Steel, China\'s Shandong Luneng 
Hengyuan Trading Group Co Ltd, an Argentine joint venture, 
and the Brazil-based EBX Group. 


3. (C) Most of the delays during the last year of 

negotiations between the Morales administration and Jindal 
have centered around the provision and price of natural gas 
for the project. The contract reportedly guarantees Jindal 
eight million cubic meters of natural gas per day at a fixed 
price of USD3.91 per million BTU (part of Jindal\'s USD2.1 
billion investment in the project is a 450 MW electrical 

plant.) President Morales claims that the gas deal is 

positive for Bolivia because \"Jindal will lose more than 
USD80 million a year on the deal.\" (Comment: An interesting 
insight into President Morales\' view of win-win business 
deals. End comment.) However, there is an opportunity cost 
inherent in selling natural gas at USD3.91 per million BTU, 
when the gas could be sold to Brazil, for example, at the 
current estimated average contract price of USD4.1 per 
million BTU. Initial calculations suggest that the GOB has 
basically accepted an opportunity cost of USD55,000 per day 
under this agreement. More worrisome is the fact that the 
agreed quantity of gas constitutes one third of Bolivia\'s 
current gas exports to Brazil and a fifth of Bolivia\'s total 

gas production in 2005. Bolivia has recently faced 

difficulties fulfilling its natural gas contracts, and 

industry observers question whether the national production 
capacity is able to support a project of this size. 


4. (C) Most of the celebrations surrounding the signing of 
the contract have focused on employment creation: Mutun is 
located in one of the poorest areas of the country, and in 
2006 local villagers took government officials hostage in an 
attempt to force the GOB to allow industrialization of the 
project (the Bolivian army later freed the captured 

officials.) President Morales\' government has been under 
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significant local pressure to obtain a contract with Jindal, 
which may explain the generous gas subsidies. Press reports 
have focused less on the other major source of GOB funding 
which will subsidize the project: rail and road 

infrastructure at an estimated cost of USD150 million. 


5.(C) Ina conversation with Emboff on July 26, a number of 
Bolivian mining experts discussed their doubts about the 
project, listing the following potential problems: 


(a) There has been no rigorous study of the reserves at 

Mutun and therefore Jindal may have bid without full 
knowledge of what they were getting. Additionally, an 

observer who had previously passed up developing the project 
wondered if Jindal was aware of the presence of phosphorus in 
the ore, something that he suggested could be very difficult 

to deal with in the concentration and smelting phases. 


(b) There has been no Environmental Impact Study 
(ironically, since an earlier project was blocked by 
President Morales for its supposed potential for 
environmental damage.) 


(c) There has been no feasibility study for natural gas 
provision. The assembled observers all expressed strong 
doubts as to whether the GOB could manage to produce the 
natural gas and provide it to Jindal with the necessary 
consistency. 


(d) There has been no economic study for the marketing of 
the final product. Considering the location\'s isolation and 
infrastructure limitations, getting the product to market 
could be difficult. A number of press reports have noted 
that Jindal does not have potential buyers lined up yet. 


(e) With the GOB drafting a new mining code and proposing 
higher taxes, the assembled observers also questioned why 
Jindal would want to sign an agreement with the legal 

situation still so uncertain. Although President Morales has 
declared that the GOB will offer Jindal \"judicial security\", 

the tone of a July 26th Amcham meeting on competitiveness in 
the Bolivian mining sector (excepting the GOB speaker) was 
grim. The proposed draft mining code would require all 
companies to enter into joint ventures with the Bolivian 

Mining Corporation (COMIBOL) with COMIBOL having at least a 
51 percent presence. In addition, the Bolivian Mining 
Association estimates that the new tax proposals could raise 
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the effective tax rate in Bolivia to over 70 percent, and 
President Morales and his ministers have made statements 
about nationalizing various mining projects (refs A and B.) 


6. (C) Although the contract between the GOB and Jindal may 
in fact be the windfall for Bolivia that President Morales 
claims, a number of aspects of the situation raise questions. 
However, even if the contract is weak, it is likely to be 
approved since Congress will look like the bad guy if they do 
not allow the project, with its popular creation of jobs, to 

go forward. End comment. 
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E.O. 12958: DECL: 07/30/2017 

TAGS: KNNP, PARM, PREL, MNUC, KN, JA 

SUBJECT: RESPONSE TO JAPANESE REQUEST FOR INFORMATION ON 
DPRK PROCUREMENT OF CURRENCY PRODUCTION EQUIPMENT 


REF: A. SECSTATE 98429 
B. TOKYO 002852 
C. TOKYO 002787 
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F. BERLIN 000963 
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G. BERN 00543 


Classified By: Ambassador J.T. Schieffer for reasons 1.4 b/d 


1. (S) Summary: Post delivered ref A non-paper to Japan,s 
Ministry of Foreign Affairs (MOFA), Ministry of Finance 
(MOF), Ministry of Economy, Trade and Industry (METI), and 
National Police Agency (NPA). While the meetings revealed 
ongoing efforts by the Government of Japan to prevent 
Japan,s Komori company from selling banknote production 
machinery to the central bank of North Korea, some troubling 
possibilities remain regarding the re-sale of equipment. End 
summary. 


2. (S) Poloff delivered non-paper on DPRK procurement of 
currency production equipment to MOFA Northeast Asia Division 
Desk Officer Yasunori Yamamoto on July 19. Yamamoto stated 
that he appreciated the information and would study it 

carefully. He added that he would share the non-paper with 
appropriate offices within MOFA and follow up with us given 

any questions or concerns. 


3. (S) FINATT met with MOF Financial Bureau Director for 
Currency System and Cash Management Yasumasa Tahara on July 
20. Tahara has recently assumed this newly created position 

and invited his predecessor Shunsuke Shirakawa, former head 

of MOF,s Currency Policy. 


4. (S) Prior to the meeting MOF,s Shirakawa shared the 
following Customs and Tariff Bureau information regarding 
Komori,s recent exports: in the calendar year ending in May 
2007, Komori exported printing machines to China, South 
Korea, Taiwan, and Thailand; there was no record of direct 
exports by Komori to North Korea. Overall, Komori exported 

13 billion yen ($108 million) worth of equipment, 60% of 

which was sent to China. Of the total exported, 20 percent 

was \"offset printing machinery\" and 80 percent was considered 
\"other printing machinery\", which MOF speculates was intaglio 
printing machinery. According to MOF, the Customs and Tariff 
Bureau confirmed that Komori,s banknote production equipment 
was not designated under export control regulations 

stipulated by the foreign exchange and foreign trade control 

law. 


5. (S) MOF further disclosed ongoing discussions with the 
NPA,s Second Investigation Division, Criminal Investigation 
Bureau, including the parties, agreement to \"continue close 
contact on this case with heightened vigilance against (the) 
export of high-tech printing machines, including discarded 
ones.\" 
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6. (S) Econoff and FINATT met with METI Industrial Section 
Deputy Director Eigo Nomura and Industrial Section Precision 
Machinery Section Chief Harumitsu Suzuki, along with members 
of METI,s Trade Control Policy Division on July 24. Nomura 
was very interested in the non-paper,s description of how 
German authorities dealt with North Korea,s attempts to 

procure an offset/intaglio web-press from German firm Drent 
Goebel. Nomura asked which statute in German law was used to 
justify blocking the sale of the press to North Korea; Japan 

has no legal provision that would explicitly control the 

export of currency production equipment. FINATT encouraged 
METI to consider the utility of a principles-based approach 

to export control, given Econoff,s examples of how 

technology frequently outpaces a rules-based standard, and 
how seemingly anodyne products like fertilizer could be 

misused in the wrong hands. 


7. (S) METI explained that they had recently met with 
officials from Komori to register their concerns. According 
to METI, Komori has no plans to export to North Korea, and 
reported that they had never done so. Komori further 
reported that it had never exported to Iran, Iraq, and 
Afghanistan. Komori also noted that it subjected its buyers 
to \"careful screening\", and that the risk of front-company 
buyers was mitigated by the extensive machinery servicing 


needs that Komori equipment required; the vendor remains in 
close contact with purchasers well after the point of sale. 


8. (S) METI concluded that they had taken much the same 
steps with Komori that the German authorities had taken with 
Drent Goebel, and evinced satisfaction that there was no 
possibility that any sale would transpire. 


9. (S) FINATT, LEGATT, and ICE/DHS met with National Police 
Agency (NPA), Foreign Affairs and Intelligence Department, 
Assistant Director and Police Superintendent Tomoaki Onizuka 
July 26 to share the non-paper. Onizuka disclosed that NPA 
has been investigating Komori, including background checks on 
employees and business partners, and assessing the firm,s 
export records. NPA has also undertaken efforts to 

strengthen relations between Komori,s executives and local 
police, given what NPA considers the company,s \"long history 
and achievements.\" 


10. (S) Komori,s CEO, President, and Representative 

Director Toshiharu Komori (DOB 27 June 1939, PPT TG6722160) 
and Chief Operating Officer Satoshi Mochida (DOB 7 August 
1950 PPT TF5193048) apparently travel overseas frequently; 
Komori has been exporting its machinery since 1988, generates 
60 percent of its sales in overseas markets, and has sold 
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presses in 54 countries through at least a dozen overseas 
branches and selling agents. While METI appeared satisfied 
that Komori equipment,s servicing needs provided a barrier 
to re-sale and re-export, Onizuka surmised that Komori sales 
in places like Russia and Nigeria made it difficult to track 

all users of any such equipment through the entire term of 
useful service. NPA pledged to share any further information 
as it became available, and work closely with Komori to 
prevent any potential sale of currency production equipment 
to North Korea. 


11. (S) Comment: The Government of Japan,s response to our 
initial request to prevent the export of Komori presses to 
North Korea is measurable, but falls short of an explicit 

ban. Approaches by METI and NPA to the firm itself should 
raise awareness within Komori,s senior ranks, but it remains 
uncertain if the firm,s various branch offices overseas have 
the capacity to effectively determine which clients are 
legitimate or not. The inability to effectively track the 
secondary market of Komori goods is also cause for concern. 
Post will continue to monitor this matter. 

SCHIEFFER 
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E.O. 12958: N/A 

TAGS: PGOV, KDEM, KJUS, PREL, KCRM, SOCI, GT 

SUBJECT: ELECTIONS: COLOM RETAINS LEAD IN FINAL STRETCH AMID VOTER 
INDECISION 


REF: GUATEMALA 1429 AND PREVIOUS 


1. Summary: As the election campaign enters its final 45 days, 

voter tendencies remain unchanged; Alvaro Colom (UNE) and Otto Perez 
Molina (PP) continue to maintain a significant lead in the polls 

over second-tier candidates, and there remains a large undecided 
segment of the electorate. A recent Vox Latina poll on the second 

round shows only a slight three-point lead for Colom, while a Borge 
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y Asociados poll shows a much wider spread between the top two 
contenders. While it is too soon to predict the dynamics of the 

second round, the polls show Colom to be the favorite. End summary. 


The Top Five 

2. Two recent polls show that candidates\' positions have remained 
relatively stable over the past few months. In a July 30 Borge y 
Asociados poll, Alvaro Colom of center-left National Unity for Hope 
(UNE) ranked first, with 33 percent intention of vote (up from 28 
percent in June), Otto Perez Molina of center-right Partido 

Partriota (PP) ranked second, with 23.1 percent (up from 13 percent 
in June), while governing party GANA candidate Alejandro Giammattei 
got 8.9 percent (up from 6 percent in June) and Nobel laureate 
Rigoberta Menchu got 5.5 percent (down from 7 percent in June). 


3. Results of a recent Vox Latina poll, conducted by simulated 
ballot and published July 25, generally coincide with the Borge 

poll, although it puts Menchu in fifth place, behind Eduardo Suger 

of Center of Social Action. The poll shows Colom retaining his lead 
with 21.33 percent (up from 20.75 percent in June) intention of 

vote, and widest support among the indigenous population, rural 
areas, and among those who earn less than Q1,500 (USD 197) per 
month. Perez Molina continues in second place with 14.42 percent 
(up from 12.25 percent), with most of his support in urban areas and 
the central region and among those who earn more than Q1,500 per 
month. 


4. Giammattei is in third with 8.17 percent, while Eduardo Suger, 
trailing with 2.50 percent, has moved up to fourth from seventh 
place. Menchu is in fifth place with 2.42 percent, up from 1.50 
percent last month. Giammattei\'s supporters are largely college 
students and professionals with incomes of more than Q3,000 (USD 
395) per month. Suger is popular among youth and university 
students, while Menchu is more popular among the indigenous than 
among ladinos. 


5. In rural areas, Colom has the largest percentage of intention of 
vote, with 22.2 percent. Among the indigenous population, Colom is 
also the favorite, with 23.1 percent, followed by Perez Molina with 

13.6 percent and Giammattei with 7.4 percent. Among the 
college-educated, Giammattei is the preferred candidate, with 16.9 
percent, compared to Colom and Perez Molina, each with 15.7 percent. 


The Second Round 

6. According to the Vox Latina poll, Colom would only have a slight 
lead in the second round, with 51.5 percent of the votes, over Perez 
Molina, with 48.5 percent. The Borge poll shows a greater margin 
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between Colom and Perez Molina, with Colom getting 52.2 percent and 
Perez Molina getting 38 percent. 


7. Colom continues to have weak support in the capital, and his 
campaign has been beset by crises: a recent vote in a congressional 
committee against the International Commission for Impunity in 
Guatemala (CICIG), reflecting division within his own party on a 
critical security measure; an investigation against a high-profile 

party official for alleged ties to organized crime; and allegations 

of a smear campaign against Perez Molina for suggesting that his 
party intentionally masterminded attacks against bus drivers to 
bolster support for his \"mano dura\" campaign. 


The Undecided 

8. According to the latest Vox Latina poll, 37.92 percent remain 
undecided (down from 40.42 percent in the last poll in June). 
Analysts commented that the drop in the percentage of undecided 
voters signaled a positive development, with a move toward 
consolidation of the top two candidates, although it was too early 

to predict who would capture the votes of supporters of former 
presidential candidate Harold Caballeros, who withdrew from the race 
after failing to register his party in time. 


Comment 

9. Voter tendencies have not changed over the course of the past 
few months. Colom, with widespread name recognition from his two 
prior bids for the presidency, and first-time candidate Perez 

Molina, with his \"mano dura\" campaign, remain the top two 
contenders. They present distinctly different personalities and 


appeal to different sectors of the population. While polls show 
conflicting point spread in the November run-off, it is too soon to 
predict the dynamics of a second round. 
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SENSITIVE 
SIPDIS 


STATE FOR A/S SHANNON 

STATE FOR WHA/MEX, WHA/EPSC, EB/IFD/OMA 

STATE FOR WHA GSPROW 

STATE FOR EB/ESC MCMANUS AND IZZO 

USDOC FOR 4320/ITA/MAC/WH/ONAFTA/GWORD 
USDOC FOR ITS/TD/ENERGY DIVISION 

TREASURY FOR IA (ALICE FAIBISHENKO) 

DOE FOR INTERNATIONAL AFFAIRS KDEUTSCH AND ALOCKWOOD 
STATE PASS TO USTR (EISSENSTAT/MELLE) 

STATE PASS TO FEDERAL RESERVE (CARLOS ARTETA) 
NSC FOR DAN FISK 


E.O. 12958: N/A 
TAGS: ECON, ECPS, EFIN, ELAB, MX, PGOV, PREL 
SUBJECT: MEXICO ECONOMIC NOTES, JULY 14 - JULY 27 


Summary 


1. (SBU) Senior Mexican officials told Commerce Assistant 
Secretary Bohigian they wanted more participation from U.S. 


SIPDIS 

Cabinet level officials to push the prosperity agenda at the 
upcoming North America SPP Summit. While the Confederation 
of Mexican Workers (CTM) publicly announced its support for 
President Calderon\'s fiscal reform initiative, other CTM 
members do not support it. Pemex reported that Mexico has 
less than seven years of oil production remaining at current 
rates. The USG trained more than 50 Mexican officials in IPR 
enforcement. Consumer price inflation rose 0.25% in the 

first half of July. 


Need More Ministerial Senior Participation 


2. (SBU) Representatives from the Economy Secretariat used a 
meeting with Commerce A/S David Bohigian to again express 
their desire for the upcoming Leader\'s meeting in Canada to 

be under the auspices of the Security and Prosperity 
Partnership (SPP). Undersecretary for Trade, Beatriz 
Leycegui, and Chief Advisor to the Minister of Economy 

Alberto Ortega both said that the SPP is the proper forum for 
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the meeting and asked for U.S. support in making sure the SPP 
agenda is advanced. They further said that the current 

agenda is too focused on security without a proper balance of 
prosperity issues. They requested that there be more 
participation from Cabinet level officials to push the 

prosperity agenda and requested Commerce Secretary 
Guittierrez\'s participation as a complement to Economy 
Secretary Sojo, who will be attending. 


SIPDIS 


CTM Supports Fiscal Reform, but members differ 


3. (SBU) Joaquin Gamboa Pascoe, the national leader for the 
Confederation of Mexican Workers (CTM), the largest labor 
federation in Mexico has publicly announced his 
organization\'s support for President Calderon\'s fiscal reform 
initiative. According to Gamboa, the reform is a necessary 
measure and, in his view, does not negatively affect the 
interests of Mexico\'s workers. Inthe same public statement 
Gamboa indicated that he had met with Mexico\'s Treasury 
Secretary, Agustin Carstens, to discuss the reform and 


SIPDIS 

received assurances from him that the proposed reform would 
protect the current legal rights of workers. Gamboa\'s public 
position on the GOM\'s fiscal reform initiative is at odds 

with the private positions of some members of the CTM 
National Executive Committee. One member of the Committee in 
particular, who is also a federal deputy who will vote on the 
initiative, is reportedly very much opposed to the reform. 

At this point it is not clear whether the federal deputy has 
changed his view, is going to quietly oppose his union\'s 
national leader, or will follow Gamboa\'s orders in this 

matter despite his own reservations on the issue. 


Embassy Trains Mexican Customs Officials 


4. (SBU) The Embassy, together with the Departments of 
Justice and Homeland Security, and supported by the World 
Customs Organization, held a five-day training course on 
detecting and detaining imports of pirated and counterfeit 
goods for more than 50 Mexican customs and law enforcement 
officials at the Port of Veracruz July 23-27. See septel for 

a detailed read-out. 


Pemex: Only Seven Years of Oil Left 


Column 3 
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5. (U) In an SEC filing, Pemex reported developed proven 

oil reserves of 8.978 billion barrels and annual production 

of 1.332 billion barrels implying that Mexico has less than 

seven years of production remaining at current rates. 
Previously, Pemex had reported 9.3 years of reserves 
remaining at current production rates. A Pemex spokesman 
noted that the SEC filing did not include 3.92 billion 

barrels of reserves \"under development,\" which would add an 
additional 2.9 years to Pemex\'s remaining production. 
Meanwhile Mexican private sector organizations called for 
changes in the country\'s restrictive energy policy. The 
Businessmen\'s Coordinating Council (CCE) called on the 
government and congress to open hydrocarbon development to 
the private sector, making it a \"real platform for 

development.\" The Mexican Businessman\'s Council proposed 
changing Pemex\'s legal framework to permit the company access 
to new technologies, financial resources, and specialized 
personnel. 


Inflation Up 


6. (U) Consumer price inflation rose 0.25% in the first half 
of July, resulting in increased annual inflation rate of 

4.08%. A Bank of Mexico (BOM) report said the prices of 
dairy, tomatoes, and other food products rose and thus 
resulted in overall higher consumer prices. Analysts believe 
that the BOM will face continued pressure to raise interest 
rates by a quarter percentage point to 7.5%. The BOM has 
stated that it will resist the urge to hike interest rates, 

as their predictions see inflation rates dropping below 4% by 
mid-August. Core inflation rose 0.20% in the first half of 
the month of July. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www. intelink.gov/communities/state/nap / 
GARZA 
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DEPT FOR S/WCI AMBASSADOR CLINT WILLIAMSON AND WHA/PPC 
JAMES BENSON 


E.O. 12958: DECL: 07/30/2017 
TAGS: PGOV, PHUM, PINR, PTER, ES 
SUBJECT: SALVADORAN RESPONSE TO UIGHUR RESETTLEMENT REQUEST 


REF: A. STATE 89997 
B. STATE 89994 


Classified By: Ambassador Charles L. Glazer, Reasons 1.4 (b) and (d) 


(C) Ambassador raised reftel request for El Salvador to 
assist in resettlement of Chinese Uighur detainees currently 
held at Guantanamo during a July 12 meeting met with Acting 
Foreign Minister Eduardo Calix. DCM raised the issue in a 
separate encounter later that day with MFA Director of 
Foreign Policy Ambassador Guillermo Melendez, the MFA,s 
third-ranking official. DCM then met with both Calix and 
Melendez on July 17 for a more detailed discussion. During 
that meeting, Calix said that he would circulate the US 
request to other Salvadoran authorities, but added that he 
doubted that El Salvador would be able to resettle any of the 
Uighur currently in Guantanamo. 

Glazer 
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SUBJECT: PARTIDO PATRIOTA\S PLAN OF GOVERNMENT AIMS TO RESTORE 
SECURITY AND HOPE 


REF: GUATEMALA 1468 
Sensitive but unclassified. Protect accordingly. 


1. (U) Summary: Presidential candidate Otto Perez Molina of 
center-right Partido Patriota (PP) presented his plan of government 
July 26, focusing on five priority areas: democratic security and 
justice, economic development, rural development, health and food 
security, and education. He pledged to reallocate the national 
budget to ensure funding for these priorities, and described his 
hard-line (mano dura\") campaign slogan as symbolic of discipline 
and decisiveness. End summary. 


2. (U) Presidential candidate Otto Perez Molina (PP), currently 
running second in the polls behind Alvaro Colom (UNE), introduced 
his four-year plan of government to a packed audience July 26. 
\"Plan Guatemala Segura\" was the culmination of collaboration with 
over 400 professionals, including international consultants, over a 
period of twenty months. Perez Molina, who noted lack of 
opportunity and lack of security as the primary causes of suffering 

in Guatemala, said that the plan represented his commitment to a 
better, more prosperous and secure Guatemala. 


3. (U) A budget of Q40 billion (USD 5 billion) would be needed to 
implement the plan, which in the first year would focus on security, 
education, and health. Perez Molina would reallocate the national 
budget, providing additional funding to the Ministries of 
Government, Education, and Health. The Ministry of Health would 
receive Q300 million (approximately USD 39 million), specifically to 
strengthen the hospital system. He anticipated that Q1,300 million 
(USD 171 million) would be available upon implementation of 
austerity measures in the Executive, and that an additional Q400 
million (USD 53 million) would be available if the Program of Urban 
and Rural Community Support was eliminated. 


4. (U) Perez Molina characterized the plan as \"a realistic, 

realizable plan, not an illusion\" that would frustrate expectations. 
The plan is comprised of five core programmatic areas: democratic 
security and justice, economic development, rural development, 
health and food security, and education. 


5. (U) In the area of democratic security and justice, Perez Molina 
would enforce the death penalty and launch an offensive to 
neutralize the proliferation of illegal armed groups and youth 
gangs. He would create a national system of security that would 
focus on citizen security, with particular attention to the five 
departments and two municipalities where 70 percent of crime 
currently occurs. A pilot plan to improve security would be 
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launched in the high-crime municipalities of Guatemala City and 
Mixco. 


6. (U) In the area of economic development, the focus would be on 
simplifying the process for establishing and registering new 
businesses, improving infrastructure, increasing foreign investment, 
and channeling remittances into productive projects. The aim would 
be to improve Guatemala\'s ranking for business climate and to 
increase the country\'s economic growth rate to 6 percent annually. 


7. (U) Perez Molina estimated that 60 percent of the population 

lives in rural areas, of which 72 percent lives in poverty, 

including 31 percent in extreme poverty. He would focus on reducing 
poverty by combating inequality, providing greater access to 
micro-credit for small and medium-sized rural businesses, and 
developing a land management program. 


8. (U) On education, Perez Molina pledged universal primary 
education and underscored the need for secondary education to create 
greater employment opportunities and a better standard of living. 

He noted that almost 80 percent of secondary school-aged children 
currently do not attend school and that on average Guatemalans 
between 25 and 65 years of age received only four years of formal 
education. He proposed regionalizing administration of the 
educational system and regularizing quality control and supervision 

in private educational institutions. 


9. (U) The area of health would focus on greater access, especially 
by the neediest populations, to health care, and more equipment, 
personnel, and hospitals to attend to patients. On food security, 

the government would work with municipalities to improve nutrition 
and to develop community sanitary projects for sustainable access to 
potable water. 


10. (U) In closing, Perez Molina emphasized that mano dura\" 
symbolized character, decisiveness, discipline, and strength, and 
shared his vision of Guatemala as a country free of corruption, 
impunity, insecurity, and inequality. He promised honest and 
reliable leadership, drawing an analogy of a captain of a ship, 
navigating a new and better course for the future of Guatemala. 


11. (SBU) Comment: Perez Molina, like Alvaro Colom, did not expound 
on the proposed actions in his plan of government. However, this 
presentation, like other public foro, showcased Perez Molina\'s 

strength as a public speaker and the contrast in style between him 

and the more academic, reserved Colom. 
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DEPT FORT, S/CT, ANDL 


E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, NU 

SUBJECT: NUCLEAR TERRORISM CONVENTION DEMARCHE DELIVERED: 
NICARAGUA 


REF: SECSTATE 102149 


On July 26, POLOFF met with Orlando Gomez, Director General 
of the Americas Division at the Ministry of Foreign Affairs 
(MINREX), to deliver points, as directed, on the adoption and 
ratification of the UN\'s International Convention for the 
Suppression of Acts of Nuclear Terrorism. Gomez agreed that 
the issue of preventing nuclear tourism was of mutual 

concern. He indicated that he would review the text of the 
Convention and refer the question of the adequacy of current 
Nicaraguan law to the appropriate ministries. 

TRIVELLI 
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NSC FOR K. MCDONALD 

USUN NEW YORK FOR MCBRIDE 


Column 3 

E.O. 12958: N/A 

TAGS: KSEP, PREL, OVIP, UNGA, SOCI, TSPL, NU 

SUBJECT: 62ND UNGA GENERAL ASSEMBLY: NO DETAILS YET FROM 
NICARAGUA 


REF: A. SECSTATE 104172 
B. SECSTATE 101170 


1. (U) On July 26, POLOFF met with Orlando Gomez, Director 
General of the America\'s Division at the Ministry of Foreign 
Relations (MINREX) to deliver points as directed in REFTELs. 
Gomez responded that while the Foreign Minister had recently 
raised the issue of whether to attend UNGA with President 
Ortega, no decisions had yet been made. Gomez added that 
earlier this week, FM Santos had meet with UNSYG Ban Ki-moon 
in New York and had presented Ban with a proposal regarding 
how to reform development assistance. Gomez noted that 
Nicaragua had been in touch with Spain and Brazil about the 
possibility of a thematically-related event attended by 
President Ortega, Brazilian President Lula and the Spanish 
PM. Gomez said his office would provide additional details 
about the GON delegation as they became available. 


2. (U) COMMENT (for IO/T and S/CPR): Post notes that while 
the GON has apparently only engaged in preliminary internal 
discussion about a delegation to UNGA, if President Ortega 
were to attend, First Lady Rosario Murillo would almost 
certainly accompany him, though she would be unlikely to have 
a schedule separate from that of the President. 

TRIVELLI 
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E.O. 12958: N/A 

TAGS: KJUS, PGOV, PREL, PTER, CO 

SUBJECT: COLOMBIAN SUPREME COURT RULING THREATENS LEGAL 
FRAMEWORK OF PARAMILITARY DEMOBILIZATION 


1. Summary: On July 25, President Uribe announced the GOC 
would introduce a bill in Congress to reverse a July 11 
Supreme Court (SC) decision that removes the legal basis for 
pardoning 18,000 demobilized paramilitaries for their 
membership in the United Self-defense Forces of Colombia 
(AUC) and related minor crimes, and undermines the legal 
framework of the paramilitary peace process. The bill would 
clarify the status of the affected paramilitaries, but would 
exclude paramilitary leaders who committed serious human 
rights crimes or legislators who cooperated with the AUC. 
The ruling has triggered sharp political debate, including 
verbal clashes between Uribe and members of the Supreme 
Court. Uribe is expected to introduce the bill in Congress 

as soon as August 8. End Summary. 


2. A July 11 Supreme Court ruling stating that crimes of 
former paramilitary members were common crimes--not political 
crimes--threatens the legal framework of the paramilitary 

peace process and triggered fireworks between President Uribe 
and the Court. The SC\'s decision reflects the stance that 

the paramilitary was a criminal, not political group, and 

leaves 18,000 demobilized rank and file paramilitaries who 
have not yet been pardoned for their membership in the AUC 
and related minor crimes exposed to prosecution. The GOC 
argues sedition charges should apply to paramilitary members 
who have not committed serious crimes, thereby enabling the 
GOC to pardon them. The Court\'s ruling does not affect 
paramilitary leaders charged with serious human rights 
violations or politicians charged for colluding with 

paramilitaries. The ruling leaves open the question of 

whether it will be retroactively applied to the 12,000 
paramilitaries who have already been pardoned through the 
peace process. 


3. The Justice and Peace Law (Law 975), in conjunction with 
Law 782, set up the legal framework for the demobilization of 
the AUC, offering rank and file paramilitaries pardons for 
their membership in the AUC and for minor crimes while 
providing reduced sentences to paramilitaries guilty of 
serious human rights violations in exchange for full 
confessions and reparations. Under the Court\'s ruling, the 
National Prosecutor\'s Office (Fiscalia) would face 
prosecuting up to as many as 30,000 demobilized 
paramilitaries. The GOC argues this would encourage the 
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demobilized to return to crime and would overwhelm the 
Fiscalia. 


4. A meeting between Minister of Justice and Interior 
Holguin and SC magistrates on July 27 to discuss the issue 
was Called off after President Uribe accused the Court of 
having an \"ideological slant\" and threatening the peace 
process. Uribe said the peace process has been openly 
debated by all sectors of society and should not be 
overturned by one branch of government. The President 
announced he will send a bill to Congress making sedition 
applicable to all members of illegal armed groups who have 
not committed serious human rights abuses. He argued that 
guerrilla fighters and paramilitaries should be treated 

equally under the law and that all parties, including the 
various branches of government, must do their part to advance 
the peace process. 


5. SC President Cesar Julio Valencia quickly denounced the 
President,s \"interference\" in judicial matters and said the 
SC is not obstructing the peace process in any way. He 
called the President,s statements about the Court and his 
proposed bill a \"grave and dangerous\" form of censorship. The 
president of the SC,s Penal Court, Alfredo Gomez Quintero, 
said pardons are reserved explicitly for political crimes. 

The heart of the problem lies in the inherent weakness of the 
JPL. Paramilitary spokesman Antonio Lopez said the 
organization would protest the Supreme Court ruling by 
halting participation in confessions (version libres) of 

former paramilitaries in Bogota, Medellin and Barranquilla. 
The paramilitaries later resumed participation after Uribe\'s 
announcement that he would seek legislation reversing the 
Court\'s ruling. 


6. An editorial in the Bogota daily El Tiempo on July 30 
urged de-escalation of the confrontation on all sides, but 
supported Uribe,s call for legislation to fix the problem. 

It said the SC,s ruling was appropriate for legal norms, but 
did not reflect the current reality of a country at war. El 


Tiempo further warned the ruling places the demobilization 
process at grave risk. The GOC has posted its proposed bill 
on the Presidential website, soliciting public comment, and 
is expected to formally present the bill to Congress on 
August 8. 

Drucker 
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DEPT. FOR SCA/PB ATTN: BRENT CHRISTENSEN 
DEPT FOR SCA/RA ATTN: JOSEPH BRENNIG 
DEPT FOR DRL ATTN: ROD MORGAN OR LEROY POTTS 


E.O. 12958: N/A 

TAGS: PHUM, MASS, MARR, PREL, KCRM, BG 

SUBJECT: HUMAN RIGHTS VETTING FOR 18TH APCSS SENIOR 
EXECUTIVE COURSE, AUGUST 27-31, 2007 


1. This is an action request. See para three. 


2. The following candidate has been selected for 

participation for the 18th APCSS Senior Executive Course 
course to be held in Honolulu, Hawaii from August 27-31, 
2007. Post vetting was completed on July 30, 2007. Post 
requests that vetting be completed by August 15, 2007, to 
provide sufficient time for processing. Post requests the 
department conduct Leahy vetting for the following candidate: 


Name: Md Rafiqul Islam 

Rank: Major General 

Unit: 55th Infantry Division 

Unit Location: Jessore, Bangladesh 
Personal Number: BA-1678 

Date of Birth: 25 July 1956 

Place of Birth: Barisal, Bangladesh 


3. Post requests that the Department of State authorize post 
to make the following statement to the relevant DOD units: 
\"Embassy verifies that the Department of State possesses no 
credible information of gross violations of human rights by 

the above named individual or unit.\" 


4. Post Human Rights Officer is Luke Zahner, unclass 
e-mail:zahnerlv@state.gov. 


5. COMMENT: Embassy has no information to indicate this 
individual or any unit he has served in has been involved in 
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gross violations of human rights. 
PASI 
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E.O. 12958: N/A 

TAGS: PGOV, ECON, JA 

SUBJECT: UPPER HOUSE ELECTIONS: A VOTER REVOLT IN 
WESTERN JAPAN 


1. (SBU) SUMMARY: Voters in western Japan lashed out 
at the ruling LDP coalition in last weekend\'s Upper 
House elections. This anger stems from several factors, 
including resentment of the LDP\'s tax policies, especially 
a number of governmental blunders that increased the 
tax burden of traditional LDP supporters prior to the 
elections. The LDP was also hurt by Prime Minister 
Shinzo Abe\'s inadequate explanation of his economic 
reform agenda. Seeking change, conservative voters 
turned to young opposition candidates who often lacked 
negative political baggage. Several politicians who 

were expelled from the LDP for opposing former PM 
Koizumi\'s postal reforms staged their revenge on the 
coalition, greatly diminishing the influence of several 
party heavyweights in the district. Finally, the 

opposition ran a smart campaign that drove deep into 
traditionally solid LDP territory. END SUMMARY 


IT'S THE ECONOMY, STUPID 
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2. (SBU) In both rural and urban areas of our district, 
it was economics, largely tax issues, that caused such 
fury among voters and did in the Liberal Democratic 
Party (LDP) in Upper House elections on July 29. 
Elderly farmers, always reliable LDP voters, were 
already angry over encroachments on their protected 
status after former PM Koizumi\'s economic 
liberalization programs. But SMEs and merchant 
associations also reported to us in Osaka, Nara and 
Okayama that they were fed up with LDP tax policies, so 
they did not vote for the LDP. Importantly, they 
stated that they may continue to withhold support for 
the LDP, depending on the party\'s future tax policies. 
It was the end of popular tax breaks, the increase in 
local taxes, the rise in pension premiums and, lastly, 
the infamous pension payment fiasco, most of it 
unfortunately occurring close to the elections, 

that created the perfect storm of a taxpayer\'s revolt 
against the ruling party. 


3. (SBU) According to local media reports and 
conversations with econoff after the elections, Osakan 
corporations and large business organizations have 
begun asking politicians from the LDP and the DPJ to 
work together in a cooperative and practical manner so 
that important economic reforms are not derailed. 
Priority issues for these organizations are structural 
reform, tax reform, a reduction in government spending, 
public pension reform, and a restoration of the 

public\'s trust by stamping out political money scandals. 
Although large companies are disappointed by the LDP\'s 
historic defeat, executives were not exactly surprised. 
According to one interlocutor, PM Abe\'s economic 
policies have been unclear from the beginning, and thus 
difficult for the general public to support. 


YOUNG NEOPHYTES TRIUMPHED IN CONSERVATIVE DISTRICTS 


4. (SBU) Six out of our thirteen single seat district 

races were won by young political neophytes from the 
opposition Democratic Party of Japan (DPJ) and People\'s 
New Party (PNP) in Kagawa, Kochi, Okayama, Shimane, 
Ehime, and Toyama. These are among the most 
historically solid conservative regions of our district. 
Kochi was a toss-up until the end, but it was still 
surprising to see the LDP completely lose the island of 
Shikoku for the first time in the party\'s 

existence. In addition, 32-year old Satoshi Umemura, 

a political newcomer running on the DPJ ticket in Osaka, 
was the top vote-getter in the entire country. The 
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single seat matchups were inevitably between a very 

old LDP incumbent and a youthful opposition contender - 
- not exactly good optics for the ruling coalition. 
Conservative and elderly voters sought change in 
western Japan. Although this backlash and search for 
policy change could be a statistical blip, it could 

also turn out to be the beginning of the end of the so- 
called rural \"conservative kingdoms\" of western Japan. 


5. (SBU) Traditionally, the Communist or Socialist 
parties have been the beneficiaries of voter backlash 
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against the ruling party in the Kansai. This time, our 
interlocutors tell us the DPJ positioned itself to 

capture those disenchanted voters, both unaffiliated 

voters and card-carrying LDP members. Compounding the 
difficulty of the LDP to carry the smaller towns and 
agricultural centers, its junior partner Komeito party 

is weaker in these areas, which made it difficult for 
Komeito to bring out its support network to offset this 
disenchantment. 


POSTAL REVENGE 


6. (SBU) Victorious candidates Yoshihiro Kawakami in 
Tottori, Akiko Kamei in Shimane, and Yumiko Himei in 
Okayama all were part of the latest act in the postal 

rebel drama of the 2005 Lower House elections. None of 
their victories would have been conceivable without the 
LDP status quo being stirred up by Koizumi\'s postal 
privatization campaign two years ago. Kawakami was a 
former postal rebel, expelled from the LDP for opposing 
PM Koizumi\'s postal reforms. He used his extensive 
experience and networks to overtake the stalled LDP 
incumbent as a newly minted DPJ politician. Kamei is 
the daughter of the Secretary General of the PNP, which 
was founded by prominent postal rebels. Supporters of 
former METI Minister and postal rebel Takeo Hiranuma 
defected to the DPJ\'s Himei despite Hiranumal's stated 
support for the LDP candidate, Toranosuke Katayama, the 
number two LDP officer in the Upper House. Shockingly, 
the veteran Katayama lost his seat in the biggest upset 
of the elections. 


DONS DIMINISHED 
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7. (SBU) Mikio Aoki of Shimane (the leader of the LDP 
caucus in the Upper House) and LDP Secretary General 
Hidenao Nakagawa of Hiroshima have announced they will 
step down from their party posts in order to take 
responsibility for the LDP blowout. Taken together 

with Katayama\'s sudden departure from the political 
scene, these elections diminished the influence of 

several of western Japan\'s most powerful LDP 

politicians. 


THE OPPOSITIONVS VIRAL MARKETING 


8. (SBU) DPJ Chief Ozawa started on the campaign trail 

in support of DPJ candidates not in trendy Tokyo, like 

PM Abe, but in an economically blighted rural community 
in Okayama. The voters there felt as though they had 
been ignored by Katayama, according to one local 
observer. Those voters remembered Ozawa\'s gesture, and 
they came through for him in supporting his candidate, 

the young Himei. Another DPJ leader in Okayama, Satsuki 
Eda, made clever use of the candidates\' names (\"Himei\" 
includes the Chinese character for \"princess\" and 
Katayama\'s first name includes the character for 

\"tiger\") in order to create an election battle between 

a princess and a tiger that sounded more like Chinese 
mythology than a calculated campaign. The DPJ grabbed 
the voters\' attention and created buzz in rural Okayama. 
(Note: The princess appellation even spread north to 
neighboring Shimane, where Kamei capitalized on her own 
\"royal\" lineage as a direct descendent of local feudal 
lords. End note) Katayama apparently seldom campaigned 
in his own prefecture and was caught by surprise at his 
poor polling numbers too late to counteract this 

insurgency. 


COMMENT 


9. (SBU) Farming communities and small cities in western 
Japan are traditional bastions of LDP strength. However, 
the LDP\'s overconfidence, as witnessed by Katayama\'s 
campaign, its numerous gaffes, money scandals 

and its missed opportunities to explain the need for 

painful change in order to reform rural Japan\'s moribund 
economy, worked to hand victory to the opposition in the 
Japanese hinterland. The DPJ discovered and exploited the 
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weak underbelly of a governing party that had grown 
complacent. It may have been a fortuitous combination of 
strategy and serendipity, but the DPJ and PNP found 
themselves well-positioned to capitalize on growing voter 
angst. 


KINGMAN 
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E.O. 12958: DECL: 07/08/2017 

TAGS: PGOV, PREL, ETRD, MARR, TH 

SUBJECT: SENATOR WEBB MEETS WITH THAI PRIME MINISTER 
SURAYUD CHULANONT 


Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) and (d). 


1.(C) SUMMARY Senator James Webb underscored his support 
for strong U.S.-Thai relations in a meeting with Prime 

Minister Surayud Chulanont on July 6. He expressed his 
confidence that the Thai people would solve the problems the 
country was facing and would return to democratic, elected 
government. Webb emphasized the importance of continued U.S. 
engagement in the region as a force for stability, especially 

in the light of the growing role of China. The Prime 

Minister repeatedly pledged to hold elections before the end 

of the year. The PM noted that the reduction of Thailand\'s 

GSP benefits were seen by some as a \"tit for tat\" response to 
the RTG\'s announcement of compulsory licensing for some 
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drugs; some believed that the US had given in to pressure 

from the pharmaceutical lobby. Surayud said that that he had 
taken office with the goal of solving the political crisis 

and working on the problems in the South, but had been drawn 

into many troublesome issues. Senator Webb was accompanied by 
Ambassador Boyce, Senior advisor Jennifer Park Stout and 
embassy notetaker. END SUMMARY. 


2. (C) Meeting with Prime Minister Surayud Chulanont on July 
6, Senator Webb emphasized his support for strong U.S.-Thai 
relations, saying that these were good for the both our 
countries, as well as for the region. He expressed hope that 
Thailand could move forward again politically after the bump 
in the road it had run into last year. Surayud agreed that 
Thailand had hit \"a big pothole on our path to democracy.\" 
He assured the Senator, saying \"We are trying our best to 
return to the democratic path.\" Surayud noted recent 
progress, including the approval of the new constitution 

draft. Thailand was proceeding according to the schedule it 
had laid out, with the constitution referendum scheduled for 
August 19, a little earlier than previously planned. Surayud 
said that they also hoped to hold the elections earlier than 
planned, if possible. The earliest possible date, he said, 
would be November 25, although \"various sectors\" are 
concerned that this was too soon. Other dates under 
consideration were December 16 or December 23. Surayud said 
that he did not want the elections delayed until next year. 

He said that the RTG had polling data which showed that the 
people wanted elections as soon as possible. 


3. (C) Senator Webb expressed his confidence, as someone 
familiar with Thai history, that the Thai people would 

resolve this problem, and find a good solution. Looking at 
larger regional issues, Webb put particular emphasis on the 
growing role of China, noting that the U.S. had to stay 
engaged in Asia, and that doing so would promote regional 
stability. If the U.S. recedes, he said, turbulence will 
increase. Webb wanted Thailand to know that we value our 
relations with the countries in this region, including our 
military relations. He had come to the region to listen to 

the views of people here, as well as to underscore the 
strength of our ties. Webb noted that Thailand was always 
very adept at balancing its international relations, and we 
wanted to be sure that the U.S. was always part of Thailand\'s 
considerations. 


4. (C) Prime Minister Surayud replied that Thailand was also 
concerned about China. He said that other leaders in the 
region he had spoken to agreed. \"We have China on the other 
side of us. We don\'t want to be on our own,\" he said. He 
saw this as a crucial time for Thailand, as it adapted to the 
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developments in the region. 


5. (C) The Prime Minister raised concerns about the US 
decision to cut some GSP benefits for Thailand. He said that 
his country was trying to overcome the lack of investor 
confidence, to create understanding and trust. He said that 
sometimes it could appear that the US was following a short 
term policy based on \"tit for tat.\" Many people here, for 
example, thought that the decision to cut some of Thailand\'s 
GSP benefits was a response to the RTG move on compulsory 
licensing on some drugs. It would be helpful for the U.S. to 
make it clearer that this was not the case. Many people also 
believe that pressure from the pharmaceutical lobby was 
responsible for the U.S. decision. He said that it would be 
helpful if the U.S. could reconsider the GSP decision. 
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6. (C) Senator Webb agreed that both sides should reaffirm 
the strength of the relationship, If we relied on a \"tit for 

tat\" approach, it meant that we were \"not looking at the 
larger relationship.\" That said, he noted that it was very 
positive that the Thai had advanced the date of the 
referendum, thus addressing key U.S. concerns. 


7.(C) Senator Webb and PM Surayud briefly discussed the 
challenges of international terrorism and the war in Iraq, 
noting the importance of drawing on diplomatic means to 
resolve the conflicts in the Middle East and other areas. 


8. (C) Prime Minister Surayud acknowledged somewhat ruefully 
that it was difficult to convince the U.S. Congress that his 
predecessor (former PM Thaksin Shinawatra) had not set a 
\"good example.\" Surayud said that he had come under a lot of 
pressure to accelerate the anti-corruption investigations 

into Thaksin, but he believed that the government should not 
interfere in the courts and that it should respect the rule 

of law. He believed that his critics now understood better 

that he had proceeded correctly. Surayud said that he had 
taken office with two main goals: to resolve the political 

crisis, and to address the problems in the South. But he had 
been faced with many other issues that he hadn\'t expected 
(such disputes over the creation of a public TV channel). 
Surayud joked that he was personally looking forward to 

ending his term as PM, and he concluded the meeting by 
assuring the Senator again that Thailand was moving forward 
on the road to democracy. 


9. (U) Codel Webb cleared this cable. 
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ENTWISTLE 
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ISN FOR MARK FELIPE 


E.O. 12958: DECL: 07/31/2017 
TAGS: KNNP, PARM, PREL, MNUC, ETTC, IR, SN 
SUBJECT: INTEL LEAK IRKS GOS 


REF: A. SINGAPORE 1258 
B. SINGAPORE 1242 
C. SINGAPORE 1003 
D. SINGAPORE 852 
E. STATE 57239 


Classified By: A/DCM Karen Stanton for reasons 1.4(b) and (d) 


(S) MFA\'s Americas Director Ng Teck Hean met A/DCM on July 30 
to express displeasure over a press leak related to a cargo 

of missile propellant precursor Singapore seized at USG 
request in April (reftels). (Note: A July 27 Wall Street 

Journal article referenced the seizure, which it called a 
\"classified incident.\" End note.) Ng described the leak as 
\"very unhelpful,\" especially as the GOS had been 
\"accommodating\" U.S. requests in this case. Singapore 
preferred to handle the matter out of public view, and press 
reports such as this one could hinder its ability to assist 

with future interdictions, he said. Ng told us that when 
end-users have proof that Singapore acted on U.S. 
intelligence, it curtails Singapore\'s ability to maneuver. 
A/DCM said she regretted the leak and assured Ng she would 
convey his message to Washington. 


Visit Embassy Singapore\'s Classified website: 
http://www.state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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SIPDIS 


STATE FOR EAP/CM AND EEB 

STATE PASS FEDERAL RESERVE BOARD FOR JOHNSON/SCHINDLER; SAN 
FRANCISCO FRB FOR CURRAN; NEW YORK FRB FOR CLARK/CRYSTAL/MOSELEY 
CEA FOR BLOCK 

STATE PASS USTR FOR STRATFORD/WINTER/MCCARTIN/ALTBACH/READE 
USDOC FOR ITA/MAC DAS KASOFF, MELCHER AND MCQUEEN 

TREASURY FOR ADAMS, AND OASIA - DOHNER/BAKER/CUSHMAN 

TREASURY FOR WRIGHT AND AMB HOLMER 

TREASURY FOR FDIC/BAIR, GRUENBERG, VILLARREAL AND CARNS 

NSC FOR WILDER AND TONG 


E.O. 12958: N/A 
TAGS: ECON, EFIN, EINV, CH 
SUBJECT: SHANGHAI STOCK MARKET: UNCOMFORTABLY GOOD 


REF: A. SHANGHAI 25 


B. SHANGHAI 370 
C. SHANGHAI 133 
D. SHANGHAI 332 
E. SHANGHAI 251 


(U) This cable is sensitive but unclassified and for official 
use only. Not for distribution outside of USG channels or via 
the internet. 


1. (SBU) Summary: According to Shanghai Stock Exchange (SSE) 
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Executive Vice President James Liu, Shanghai\'s stock market is 
\"on a rocket\" with 60 percent gains so far in 2007. Huge 
numbers of new retail investors who most likely lack an 
understanding of the risks inherent in the market have been 
overwhelming China\'s stock brokerage firms. Price to earnings 
(P/E) ratios are high and profits for most listed companies have 
been inflated by earnings the companies have made investing in 
the market. This creates the possibility for an even heavier 
crash should it come. Financial service sector companies 
account for almost 80 percent of the SSE\'s market capitalization 
while retail traders account for almost 90 percent of all 

trades. Given the non-convertibility of the renminbi (RMB), 
China\'s stock markets are insulated from other global stock 
markets. When to launch the China Financial Futures Exchange\'s 
first product (a stock market futures fund) has become a 

political question that must be decided at the State Council 

level. End Summary. 


2. (SBU) Federal Deposit Insurance Corporation (FDIC) Chairman 
Sheila Bair met with Shanghai Stock Exchange (SSE) Executive 
Vice President James Liu during her July 26-27 visit to 

Shanghai. Chairman Bair was joined by FDIC Vice Chairman Martin 
Gruenberg, FDIC Director of International Affairs Fred Carns and 
FDIC Chief of Staff Jesse Villarreal. Chairman Bair\'s other 
meetings will be reported septel. 


3. (SBU) SSE Liu told Chairman Bair that in the past 18 months 
the SSE had been \"on a rocket\" with share values \"skyrocketing\" 
up 61 percent since the beginning of 2007. Average daily 

trading volume has been roughly 20 billion USD per day, he said. 
(Note: The SSE Composite Index climbed 130 percent during the 
last six months of 2006. Ref A). 


4. (SBU) Liu said \"business has been very good,\" and while the 
SSE \"felt very good about the enormous gains,\" the nature of 
these gains was causing immense discomfort for both the stock 
exchange\'s management and Chinese government officials. The 
main cause of concern for the SSE was the market\'s very high 
trading volume and the \"unprecedented\" numbers of new and 
inexperienced retail traders jumping into the market. Liu was 
concerned that China\'s brokerage firms did not have the 
\"capability to handle this type of trading and were not prepared 
to deal with the numbers of new investors. (Note: More than 
350,000 new trading accounts were opened in June 2007, alone. 
There are more than 100 million open stock trading accounts. 
Ref B.) According to Liu, there was no way that brokerage firms 
could \"know their customers\" or educate them about the risks. 
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5. (SBU) Liu noted that while China has regulations mandating 
that brokerage firms question the \"suitability\" of customers 
opening trading accounts, these were not being applied. 
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Brokerage firms were hiring staff at unprecedented levels in an 
attempt to keep up with demand. These new hires were 
inexperienced, overwhelmed and unable to adequately judge a new 
investor\'s suitability to sustain risk. Most of these new 

investors were entering the market in order to make the same 
gains they have heard about from friends and neighbors. \"Only 

in a country like China would we see such a phenomenon, and we 
will see it for a long time to come since there are lots of 

people left who have never traded,\" said Liu. 


6. (SBU) Liu said that this wave of new investors into China\'s 
stock market boom differed from those in the United States who 
began investing during the Dot.Com boom. U.S. investors at 
least had access to some information about companies from 
\"reading the Wall Street Journal\" or watching business shows on 
television. Chinese investors, especially these new ones, were 
not doing any research at all. According to Liu, they were 

basing their stock picks based on which companies their friends 
were buying. 


7. (SBU) Price/Earning (P/E) ratios were also a major concern. 
Liu estimated that companies listed on the SSE currently 
averaged P/E ratio between 35 and 45, though this was lower than 
previous highs of 75. Most problematic for Liu was the fact 

that \"the majority of listed companies are themselves investing 
in the stock market.\" This meant that their profits were tied 

to the overall health of their investments in the market and 
created a \"double-jeopardy\" situation. If the market continued 
to rise, their P/E ratios would continue to look healthy; if the 
market \"tumbled, then this would further cause the market to go 
down,\" he said. 
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8. (SBU) In terms of market capitalization, the SSE has become 
increasingly dominated by financial service sector companies. 

With the listings of the Bank of China, China Construction Bank, 
the Industrial and Commercial Bank of China (ICBC), insurance 
companies and brokerage companies, over the past year, 80 
percent of SSE was now made up of financial services sector 
companies. \"We are now the Shanghai Financial Stock Exchange 
and dependent on the performance of the financial sector,\" said 
Liu. \"This is bad,\" he said, \"ICBC alone represents almost 15 
percent of the entire market.\" 


9. (SBU) Liu speculated that over time the dynamics of the 

market would even out and become more balanced. He noted that 
the future listing of China Mobile, a telecommunication company, 
would be a good thing for the market. 


10. (SBU) Liu did not believe that China\'s stock markets would 
be impacted by gains or losses in the U.S. equities markets. 
While there was \"some correlation\" with the Hong Kong stock 
exchange, Chinese investors were largely unable to move money 
out of China and therefore forced to keep their money in Chinese 
stocks. He \"did not believe for one single minute\" that the 
February 2007 correction (Ref C) was related to declines on 
other international stock markets. Given the non-convertibility 

of the Chinese Yuan, \"though we might affect the outside world, 
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the outside world does not affect us.\" 


11. According to Liu, retail traders account for 90 percent of 

all trades on the Shanghai exchange. (Note: This figure 
measures mutual funds as \"retail traders.\" End note.) At their 
peak, institutional traders such as insurance and pension funds 
accounted for as much as 30 percent of market share and 40 
percent of trade volume. With the entry of so many new retail 
investors, however, institutional influence on the market has 
declined markedly. Recently, 97 percent of USD 30 billion in a 
single day\'s trade was done by retail investors, said Liu. This 
has had the effect that institutional investors and fund 
managers no longer looked at a company\'s fundamentals; they now 
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followed what the retail investors were doing. This was \"a 
tremendously bad situation,\" he added. Ref D. 


12. (SBU) In response to a question about the long-expected 
launch of the stock index futures product by the China Financial 
Futures Exchange (CFFEX) (Ref E), Liu expressed some 
exasperation at the delays. According to Liu, CFFEX had been 
ready to launch its first product for some time, and, from a 
business point of view the stock index futures product should 
have been launched \"a long time ago.\" But the timing of the 
launch had become a political issue. \"The head of CFFEX can\'t 
pull the trigger, the China Securities Regulatory Commission 
(CSRC) can\'t pull the trigger, no one can pull the trigger. 

Only the top can pull the trigger, he said.\" From his 
perspective, since the decision to launch had become entangled 
with politics, it would be \"some time\" before it would take 
place. 


13. (U) This report has been cleared by the FDIC delegation. 
SCHUCHAT 
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SUBJECT: TURKISH ENERGY MINISTER ON GAS TRANSIT AND 
IRAN-TURKEY GAS MOU 

REF: A. A) SECSTATE 99411 
B. B) ATHENS 1464 

C. C) BAKU 0917 

D. D) ASHGABAT 0729 

E. E) ANKARA 1850 

Classified By: Classified by Ambassador Ross Wilson for reasons 1.4(b) 
and (d). 


1. (C) Summary: On July 24, Energy Minister Hilmi Guler met 
with Ambassador to discuss gas transit, energy security, and 
the preliminary Iran-Turkey gas memorandum of understanding 
(MOU). Guler expressed frustration with negotiations with 
Azerbaijan about gas purchase and transit. Guler defended 
the Turkey-Iran MOU as supporting Turkish and EU energy 
security. The Ambassador expressed U.S. concerns and 
explained the potential damage of Turkey\'s supposed 
cooperation with Iran. Ambassador pressed Guler to build on 
the success of TGI and complete the Azeri gas deal as the key 
next step in Caspian gas strategy. End summary. 


2. (SBU) Energy Minister Hilmi Guler confirmed that the TGI 
agreement signed with Greece and Italy stipulates the 
\"net-back\" pricing on 15 per percent transit volume that 
Turkey sought. Guler believes the TGI gas agreement will 
serve as a model for future Turkey transit agreements. 
Regarding the changing dates for the first gas ceremony at 
the Turkey-Greece border, Guler said Turkey and Greece are 
now looking at September 15. 


3. (C) Guler said that Azeri gas deliveries, which began this 
month, had stopped \"for a couple of days\" because of pipeline 
problems on the Azeri side. Turkey\'s measuring unit, 

pipelines, and compressors are ready to receive gas. Guler 
expressed frustration over the first gas commencement date 
issue and his disagreement with the Azeri proposal for a 

March 2007 start date. \"If we can not agree on commencement 
date, how can we ever reach agreements on the necessary 
amendments for gas volumes and price after the initial 

period? We want to see this issue resolved.\" Guler noted 
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appreciation for USG efforts to move the gas transit 

negotiation forward. Ambassador said the U.S. understands 
Azerbaijan is ready to meet and that a letter of invitation 

was sent from FonMin Mammedyarov to Turkish FonMin Gul. Guler 
was unaware of this letter and asked why the letter was not 

sent to him. Guler agreed the U.S. could tell Baku of 

Turkey\'s readiness to start negotiations. 


4. (C) In a separate meeting on July 23, Energy 
Undersecretary Sami Demirbilek told us he hoped the Azeris 
would recognize that without Turkey\'s purchase commitments, 
Shah Deniz investments would never have been made. 
Demirbilek explained that the original intention of the 

supply contract was delivery of 3.3 bcm of gas to Turkey at 
discounted prices. With the Azeri-proposed commencement date 
of March 2007, Turkey will likely receive 2 bcm or less. 
Demirbilek said that the Azeris should reconsider their 

position on the commencement date so that Turkey can receive 
the intended volume of discounted gas. 


5. (C) The Ambassador briefed Guler on the messages PDAS Mann 
and others had delivered to Turkmenistan (ref D), regarding 

the need to create attractive commercial conditions for 

investment, near-term opportunities to pipe PETRONAS gas 
westward, and promising discussions beginning on a TCP to be 
filled from new Turkmen production. The Ambassador 

downplayed the significance of the May 12 

Russo-Turkmen-Kazakh deal. The Ambassador explained the need 
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to engage Turkmenistan at an appropriate pace. Recognizing 
the progress in Turkmenistan, the Ambassador asked pointedly, 
\"How do we get a TCP finalized if there is an Iranian 

pipeline for Turkmen gas?\" 


6. (C) Guler explained the Iran-Turkey MOU was signed to meet 
the energy security needs of Turkey and Europe. EU countries 
and companies are in continuous negotiation with Iran. 

Turkey is about to lose its comparative advantage for Turkmen 
gas because of recent agreements with Russia and China. 
Guler noted that the U.S. doesn\'t support Blue Stream II 
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expansion, and there is no clarity on Azeri gas volumes or on 
the time frame for Iraqi gas. \"Where do we buy gas?\" Guler 
emphasized that he does not view Iranian gas as a \"Turkey 
issue\" but rather as an EU and U.S. issue. Guler also said 
the investment envisioned in the Iran MOU would require \"at 
least 3 to 10 years\" to realize. 


7. (C) In the separate meeting, Demirbilek characterized the 
Iran-Turkey MOU as \"good PR\" just prior to the election. He 
said the MOU lacked important details such as transit terms. 
Demirbilek believes long and challenging negotiations and \"at 
least 5 to 6 years\" would be required. 


8. (C) The Ambassador conveyed serious USG concerns to Guler 
as stated in ref. A. The sudden announcement of the possible 
transit of Turkmen gas across Iran sends the wrong message to 
Ashgabat. The Ambassador urged Guler to restate Turkey\'s 
priority for TCP to Berdimuhammedov. Iranian control over 
Turkmen gas will be no more helpful to Turkey than Russian 
control of Turkey\'s supply. The Ambassador brought up UNSC 
resolutions 1737 and 1747, and the likelihood of additional 
sanctions, and he questioned Turkey\'s possible investment in 
Iran\'s energy sector. Since the Iran nuclear crisis began, 

not a single MOU by a foreign country or company has been 
realized because companies recognize the risks. The 
Ambassador also raised the Iran Sanctions Act (ISA). The 
Ambassador said the U.S. has not had a big problem with 
Turkey\'s limited volume purchases of Iranian gas but has many 
concerns about investment in Iran, large-scale energy 

reliance on Iran, and Turkmen gas transit through Iran that 
could render TCP unviable. 


9. (C) Guler recounted several meetings with Ambassador, 
Secretary Bodman and others where he had explained Turkey\'s 
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gas needs. The U.S. has given Turkey few alternatives: the 
USG is against Blue Stream Il; by 2011, the first Russian 
Westward contract expires; Azerbaijan is without clarity; 
Iran is risky and unreliable; and there has been no progress 
in either Turkmenistan or Iraq. \"How do | do my job?\" 


10. (C) The Ambassador explained that Blue Stream expansion 
increases Turkey\'s reliance on Russia and bottles up Caspian 
gas. Iran is unreliable and high risk. We recognize and 
sympathize with Turkey\'s situation but the answer for Turkey 
and for Europe is to work together and \"make the Caspian 
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Energy Strategy work.\" The key next step is to complete 
Turkey\'s purchase and transit agreement with Azerbaijan 
thereby countering those who doubt Azeri gas will ever reach 
Turkey and Europe. Turkey will send a strong signal to 
Turkmenistan, Kazakhstan, and others that there exists a 
working route to market for Caspian gas. Building on 
Turkey\'s success with Greece and Italy, this agreement will 
get the East-West Energy Strategy back on track. 


11. (C) Guler reiterated Turkish support for TCP which he 

said he had conveyed to President Berdimuhammedov. Guler 
explained, however, that concrete steps for TCP must be taken 
quickly. Guler repeated that energy supply security is vital 

for Turkey. Turkmenistan has signed a deal with China, but 
the U.S. has not responded. The U.S. also had no reaction 
when Russia took a majority share of the 
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Bourgas-Alexandroupolis (BA) oil bypass. Shell, Total, and 
PETRONAS are doing business in Iran. What if Russia builds 
the South Stream pipeline? Winter is coming; there\'s not 
enough water to make electricity for our dams. Turkey has no 
agreement on the commencement date with the Azeris. The U.S. 
ISA legislation matters, and Turkey understands U.S. 

sensitivities about Iran. But the U.S. needs to consider 

Turkey\'s energy needs which are time-dependent. 


12. (C) Comment: Although TCP remains a priority for Turkey, 
Guler also views Turkey\'s transit country aspirations being 
preempted by Russia\'s recent gas transit announcements and 
the prospects that some European countries will make 
premature and long-term contracts with Gazprom. The key to 
breaking through Guler\'s laments is to get progress on the 
Caspian and perhaps also Iraqi pieces of our regional energy 
efforts. Ambassador recognized that all these are legitimate 
issues. The key to overcoming Turkey\'s and the region\'s 
energy problems is to realize progress on the pieces we have 
worked--without sufficient success--for over a year. He 
expressed frustration that both the Azeris and the Turks have 
expressed readiness for a month or more to hold talks ona 
transit agreement, but nothing has happened. This isn\'t what 
countries that need to sell and buy gas should do. An equally 
frustrated Guler concluded that he is ready to cancel all his 
appointments and meet immediately with the Azeris and any 
others to get matters moving. End comment. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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STATE FOR V/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: TOKYO MEDIA REACTION - US MILITARY AID TO 
MIDDLE EAST 


LEAD STORIES: Most Tuesday morning papers front-paged 
Monday\'s press conference by Prime Minister Abe, during 
which he called for public understanding for his 

decision to hold on to power and expressed his 
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readiness to consider another revision to the Political 
Funds Control Law in order to increase transparency in 
political expenses. 


1. VUS to Offer Large-Scale Military Aid to Middle 
East\" Washington correspondent Hideo Kato of the 
business-oriented Nihon Keizai reported (7/31): \"The 
USG will likely offer large-scale military aid to the 
pro-US Arab nations of Egypt and Saudi Arabia, as well 
as Israel. Washington has announced that military aid 
to Israel and Egypt over the coming 10 years will 
amount to about 43 billion USD, with decisions 
concerning similar aid to Saudi Arabia and other Gulf 
states being made this fall. These US military aid 
plans are intended to strengthen the militaries of the 
nations neighboring Iran. Military aid to Israel over 

the next 10 years will total about 30 billion USD, much 
larger than the 10-year, 24 billion USD package the 
Clinton administration agreed to in 1998. The USG is 
considering offering economic aid on top of the 13 
billion USD military package it plans to give to Egypt. 
Under Secretary of State Burns will likely travel to 

the region next month and reach agreements on military 
aid with these countries.... Last autumn, the Bush 
administration began strengthening relations with 
moderate Arab states in order to isolate Hamas and 
Hezbollah, as well as their state sponsors, Iran and 
Syria. A senior DOD official clarified that the US is 
offering military aid so as to deal with a possible 
strategic nuclear threat from Iran. It is inevitable 

that this military assistance will draw a strong 
backlash from Iran. Criticism is also likely to emerge 
over the large amount of aid to Egypt and Saudi Arabia, 
both of which have been criticized for human-rights 
violations and restrictions on religious freedom.\" 


SCHIEFFER 
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E.O. 12958: DECL: 07/31/2022 

TAGS: PREL, PTER, MOPS, KCRM, IZ, TU 

SUBJECT: TURKEY/IRAQ: DOD GENERAL COUNSEL HAYNES BRIEFS 
TURKISH OFFICIALS ON IRAQ ARMS INVESTIGATION 


REF: A. ANKARA 1866 
B. 06 ANKARA 6720 AND PREVIOUS 


Classified By: AMBASSADOR ROSS WILSON FOR REASONS 1.4 (b,d). 


1. (U) This cable contains sensitive law enforcement 
information regarding ongoing investigations. 


Summary 


2. (S/NF) Summary: Department of Defense General Counsel 
Haynes briefed Turkish officials July 25 on the ongoing DOD 
investigation into corruption relating to the procurement and 
provision of materiel, including weapons, to Iraqi Security 
Forces and their possible diversion (ref a). Haynes also 

briefed on the formation under the DOD Inspector General of a 
special team charged to assess and improve procedures to 
ensure accountability of weapons provided to the ISF. 

Turkish officials expressed appreciation for the USG\'s 
commitment to cooperate on arms leakage from Iraq. MFA U/S 
Apakan stated that Turkey had seized 1283 weapons of 
suspected U.S. origin and said that associates of KRG 
President Barzani provide weapons to the PKK, which derives 
revenue from arms smuggling that may be provided to terrorist 
groups throughout the region. DCHOD GEN Saygun questioned 
U.S. plans to deliver hundreds of millions of rounds of rifle 
ammunition to Iraq, and he complained about alleged U.S. 
contacts with, and arms supplies to, the PKK. Ambassador 
rejected these allegations. End Summary 


GC Haynes: DOD Criminal Investigation and IG Team 


3. (S/NF) Haynes told Turkish officials that Defense 
Secretary Gates had asked him to brief them on DOD\'s ongoing 
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DCIS investigation into malfeasance with regard to 
procurement and delivery of materiel, including weapons and 
ammunition, to Iraq over the past several years. Information 
developed thus far, including that provided by Turkey, 

suggest that poor accountability procedures resulted in some 
arms meant for Iraqi Security Forces being illegally 

diverted. Haynes described the formation of a team under the 
DOD Inspector General charged with assessing deficiencies in 
past and present practices with regard to accountability for 
arms provided to Iraq, fixing identified problems and making 
recommendations for the future. Some improved accountability 
procedures are already in place. Haynes cautioned his 
interlocutors that it is unrealistic to expect that 

corruption and leakage of materiel to the black market can be 
completely eliminated, but assured them that the USG is 
committed to improving procedures to reduce the risk. He 
also reported that the U.S. has decided not to provide Iraq 
with some 50 tons of C-4 explosive listed on a procurement 
that appeared on the DSCA website that GEN Saygun had queried 
us about previously (ref b). 


MFA U/S Apakan: We Want to Solve This Bilaterally 


4. (S/NF) U/S Apakan, accompanied by D/US for Security 
Akgunay and Director General Guven, told Haynes that Iraq 
arms leakage is a \"serious and vehement\" issue for Turkey. 
Authorities have seized 1283 Irag-origin weapons during 
anti-smuggling and counter-terrorism operations. Such 
weapons were used in the murder of a High Court judge in 
Ankara in May 2006 and a Catholic priest in Trabzon earlier 
the same year. He asserted that the PKK traffics in these 
weapons for revenue. Turkish authorities have information 
that Masood Barzani and the KDP have a hand in this trade. 
Seizures continue, he stated, complaining that Turkish 
authorities had provided 12 written reports to the U.S. since 
January 2005, so far without any response. He added that 
Turkey could bring up the matter at the UN Conference on the 
Illicit Trade in Small Arms and Light Weapons in All Its 
Aspects, but prefers to resolve it bilaterally with the U.S. 
Given the public uproar over alleged weapons transfers to the 
PKK, it is important that Turkey and the U.S. continue to 
cooperate. Apakan and D/US Akgunay stressed that weapons 
from Iraq could also go to other terrorist groups in the 

region, making the problem much broader than the PKK. 


5. (S/NF) DG Guven said that the government had not publicly 
revealed the use of U.S.-origin firearms in the murders of 
the judge and priest. However, it will be hard to keep the 


weapons connection confidential in the event of further such 
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crimes. Officials believe as many as 9,000 U.S.-origin 
weapons remain in circulation in Turkey out of over 400,000 
weapons reportedly unaccounted for from Iraqi stocks. The 
U.S. should demonstrate that improved accountability and 
registration procedures are in place. Turkey would like 
details of our new procedures. 


6. (S/NF) Apakan said he understood the enormous challenges 
faced by the U.S. in Iraq and stated that \"your difficulties 

are our difficulties,\" as our countries share the same goals 

for Iraq. Turkey will continue to help ensure Iraqi unity 

and stability. These common efforts are impeded, however, as 
long as the public continues to focus on the arms issue. 
Haynes reiterated the seriousness of the USGYs commitment to 
work on the problem, but warned that there are no magic 
solutions, corruption and the black market cannot be 
completely eliminated, and remediation efforts may take time 
to bear fruit. He emphasized that the principal focus of the 
DOD criminal investigation has been corruption, not arms 
smuggling. The IG\'s effort will address accountability 
practices. He thanked Turkey for its cooperation so far and 
hoped it would continue. DCM noted that the 12 reports 
mentioned by Apakan have been provided to investigators and 
are being acted on, even if we are not yet prepared to 

provide a comprehensive response. 


7. (S/NF) Apakan promised Turkey\'s continued support and DCM 
suggested that the issue could be revisited during Apakan\'s 

late August visit to Washington, should there be further 
information to share at that time. 


DCHOD Saygun: PKK Receiving U.S. Arms 


8. (S/NF) D/CHOD GEN Saygun expressed appreciation for the 
information and assurances Haynes provided. Drawing a 
connection between U.S.-origin weapons and the PKK terrorist 
organization, he outlined Turkish military concerns about the 
reported breadth and scope of planned U.S. weapons deliveries 
to the ISF, ranging from bullets to reconnaissance aircraft. 
Saygun asked why the U.S. planned to provide 250 million 
rounds of 5.56 mm rifle ammunition, where the ISF could 

safely store the 250 thousand cases the ammunition would come 
in, and who would use it. In the same vein, he inquired 

about reported plans to provide the ISF with 3 million 

gallons of aviation fuel. Acknowledging that some corruption 
and misuse would be inevitable, he stated that Turkey\'s 
concerns were bigger. He cited Turkish intelligence 

purporting to show PKK operatives discussing how to obtain 
more \"very useful U.S. (origin) portable devices.\" He also 
noted testimony of captured PKK fighters who had publicly 
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stated that U.S. troops in armored vehicles provided M-16 
rifles directly to PKK fighters in the Kandil mountains of 
northern Iraq. 


9. (S/NF) Saygun stated that the Turkish General Staff (TGS) 
believes the U.S. is talking to the PKK \"at some level\" and 
has reports that U.S. officials met with PKK terrorists in 

the \"Marado\" region of the Kandil mountains and elsewhere as 
many as 38 times so far in 2007. The Turkish military is 
concerned about apparent U.S. contact with the PKK and the 
possible provision by the U.S. of weapons to the PKK. 

Turkish authorities are convinced that Kurdish leader Masood 
Barzani and his Kurdish Democratic Party are facilitating the 
transfer of U.S.-provided arms to the PKK. Saygun also cited 
reported comments by Iraqi PM Maliki as well as alleged 
statements by U.S. military officers in Iraq that the U.S. is 
providing weapons to Sunni militias in order to counter 
Iran-backed ShiVa groups. Saygun suggested that arms being 
given to militias could easily end up in the hands of 

terrorist groups. Saygun said that Turkish authorities would 
continue to discuss these concerns in an open fashion with 
the U.S. and would share any information they obtain. 


10. (S/NF) Haynes and Ambassador expressed appreciation for 
Turkey\'s willingness to continue its cooperation in this 

matter and noted that information provided by Turkish 
authorities on weapons seizures had already been helpful to 

the DOD investigation. Haynes noted that information 
uncovered in the course of the investigation so far had not 

led to a connection between U.S.-provided arms and the PKK. 
Ambassador stated clearly to Saygun that the U.S. does not 
provide arms, either directly or indirectly, to the PKK, and 

has no contact with the PKK as a matter of policy. 


11. (S/NF) Haynes and his team also briefed Turkish National 
Police Director General Oguz Koksal and his investigators on 
the status of the DCIS investigation. Both sides pledged to 
continue close cooperation. 


Comment 


12. (S/NF) GC Haynes\' briefings demonstrated to Turkish 
authorities our commitment to tackle the difficult issue of 
arms leakage from Iraq, while not giving them any illusion 
that this problem can be solved completely or instantly. It 
will be important to brief the Turks on results of the DOD IG 
survey and to give them details on how we are ensuring 
weapons accountability in Iraq as soon as they are available. 
End Comment 
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SUBJECT: SITUATION REPORT #2 - CYCLONE YEMYIN 
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1. (U) SUMMARY: A USAID Office of Foreign Disaster 
Assistance (OFDA) Regional Advisor (RA) visited 

Pakistan from July 10 through 17 to assess additional 
needs following Cyclone Yemyin in Pakistan. To date 

362 people have died in flooding and up to 2.5 million 
people have been affected. In addition to the 

USD 390,000 provided through the AmbassadorQs Emergency 
Fund and OFDA to Mercy Corps for emergency response, 
the RA recommends that OFDA provide an additional USD 
1.6 million for emergency shelter, water and 

sanitation, and disease surveillance in Pakistan. 
USAID/OFDA will continue to monitor needs of affected 
communities and will make further recommendations on 
needs for livelihoods and IDP returns. 


2. (U) Four days of drenching rains brought on by 
Cyclone Yemyin that began June 26, 2007 triggered a 
severe weather system that caused widespread flooding 
in the Pakistan provinces of Sindh and Balochistan. 

An estimated 2.5 million people have been affected by 
the flooding with 362 people dead, 195 missing and 
over 377,000 people displaced. According to the 
National Disaster Management Authority (NDMA), 2,855 
schools, 292 health facilities and 5,197 kilometers of 
roads have been damaged. In Balochistan, 23 of 29 
districts have been affected while in Sindh 5 of 25 
districts are affected. 


3. (U) Many of the affected areas are in arid 

districts where infrastructure has focused on water 
retention rather than water drainage. These 

structures have contributed to flooding problems with 
many damaged levees preventing a rapid recession of 
flood waters. This is particularly troubling as the 
Monsoon season is just beginning. It is estimated 

that some communities will need emergency assistance 
for up to 60 days. 


4. (U) Thus far, UNICEF and WHO are reporting no 
outbreaks of epidemic disease. There are reports that 
skin problems and eye infections are common. The 
potential for diarrhea outbreaks exists due to hygiene 
issues and lack of potable water. The UN Health 
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Cluster reports that there is a potential for malaria 

as mosquito larva mature over the next few weeks in 
flooded areas. Plans are being made for mosquito 
fogging, and the Government of Pakistan (GoP) has 
distributed 60,000 bed nets. Pakistan appears to have 
enough medicine in-country to handle medical needs. 
WHO is setting up a disease monitoring and warning 
system to locate and respond to any disease outbreaks 
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in the flood-affected areas. 


5. (U) NGOs report that the already poor nutritional 
status of the rural populations in the flood-affected 
areas will be further exacerbated by anything less 

than a robust response to food needs following the 
floods. (NOTE: The GoP has taken responsibility for 
providing and distributing food assistance and offers 

of support by WFP have so far not been accepted. END 
NOTE) 


6. (U) Every assessment conducted thus far has listed 
shelter, along with water and sanitation, as the 

primary needs of flood affected people. IFRC 

estimates that a total of 167,500 houses have been 
damaged in Sindh and Balochistan. The GoP has 
distributed thousands of tents and originally had 

plans to distribute up to 100,000 tents. This seems 

to have been based on the fact that most flood 

affected people requested tents, but because of the 
extreme heat in the area at this time of the year, few 
people are sheltering in them. Along with the UN 
Shelter Cluster, the GoP is now prioritizing tarps and 
framing materials over tents for distribution to the 
flood-affected people. Most people live in self- 
constructed houses of mud and wood materials and 
should be able to rebuild their own homes once the 
flood waters recede. A compensation package of 15,000 
Rupees (approximately USD 250) has been promised to 
families who have lost their houses to assist with 

their immediate needs, and an additional 75,000 Rupees 
(approximately USD 1,250) will be given to each 
household for the reconstruction of their home. 
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Water/Sanitation 


7. (U) Water and sanitation are the other main 
emergency need areas. People are often stranded along 
dykes or on high areas surrounded by water. Most 

water points have been inundated and many people have 
been drinking turbid flood water. Without proper 
sanitation the surrounding water will become, if it is 

not already, full of pathogens. A first priority of 

the GoP response was to get clean drinking water to 
people by providing bottled water and/or re-mediating 
tube wells and water points. 


8. (U) Sanitation is a critical problem but cannot be 
solved merely by providing latrines. As was the case 

in the earthquake response, local people are more used 
to open defecation, and training/awareness raising 

will likely be required to persuade them to use pit 
latrines. There are also issues pertaining to women 
and their sanitation needs as discussed further under 
the Protection Issues section. 
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Protection Issues 


9. (U) Many of the flood-affected communities have 
very particular traditions concerning the treatment of 
women. It will therefore be necessary for all 
responders to understand these complexities in order 
not to put women at unnecessary risk. Nowhere is this 
more true that in the provision of sanitation 

facilities for women. All NGOs responding in the 
sanitation sector will need to develop a strategy for 
addressing protection issues for women. 


10. (U) Initially the GOP was reluctant to accept 
international and NGO assistance. This delayed non- 
government response for several days. However, the 
GoP dedicated over 15,000 military personnel, 24 
helicopters, and several C-130 aircraft to the relief 
operation. The GoP has flown over 116 C-130 sorties 
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providing over 13,000 tons of relief items. Mobile 
medical teams have also been dispatched to address 
health needs. NDMA said that 31 relief camps are 
established in Dadu, and 73 in Qamber-Shahdadkot 
districts where a total of 56,268 patients have been 
treated so far. A GoP official has stated that 29,690 
people are living in relief camps in Sindh and 13,000 
in 20 camps in Balochistan. 


11. (U) The GoP has allocated 1.131 billion Rupees 
(approximately USD 18.8 million) to compensate losses 
incurred by the flood-affected people near Mirani Dam, 
in the Kech District, Balochistan. This sum is in 
addition to the 300 million Rupees (approximately USD 
5 million) which the Provincial Government of 
Balochistan has allocated to compensate the affected 
population. 


12. (U) Due to the timely warning by the NDMA on June 
23, following reports by the Pakistan Meteorological 
Office, hundreds of lives of fishermen were saved as 
the local and district governments prevented fishermen 
from proceeding to the open seas. Having provided 

this warning is a credit to PakistanQs fledgling 

disaster management system. NDMA said it is fully co- 
coordinating relief activities in flood-hit areas of 

Sindh and Balochistan. NDMA states that all 
allocations are being handled through the Provincial 
Disaster Management Authorities, and that NDMA is only 
a coordinating authority. 


13. (U) The GoP has taken on full responsibility for 
supplying and distributing food and has declined 
offers of assistance from WFP. While Pakistan 
certainly has the capability to respond to these 
needs, many in the disaster response community are 
concerned that food is still showing up as an urgent 
need in several district assessments. 
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International Community Response 


14. (U) Though perplexed by GoPQs initial hesitation 

to allow international assistance in response to 

Cyclone Yemyin, the UN moved rapidly once permission 
was granted. The Cluster System piloted by the UN 
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during the Pakistan Earthquake response was quickly 
put into place and supported the development of the UN 
Flash Appeal. An UNDAC Team was also quickly deployed 
to Pakistan. The UN is to be congratulated for 

working with the GoP to deploy a joint rapid 
assessment teams made up of GoP, International 
Organizations, and International NGO personnel. This 
contributed to a more informed Flash Appeal and saved 
significant resources and duplication by avoiding an 
endless series of individual agency assessments. It 

will be important to make additional joint assessments 
to better understand the changing needs of the 

affected community and any gaps in assistance. 


15. (U) While an effective tool for coordination, 

there are some in the donor community who question the 
Cluster System as a process in its ability to 

distinguish the most urgent emergency needs from less 
urgent needs. Not doing so can lead to inordinately 
large appeals. While donors can pick and choose which 
programs to fund under the Flash Appeal, as was seen 
in the earthquake response, the Flash Appeal can come 
to be seen as the single indicator of the size and 
robustness of the international response; although a 
significant portion of international funding is 

provided outside the Flash Appeal process. 


16. (U) In addition to the USD 390,000 in emergency 
assistance provided by the AmbassadorQs Emergency fund 
and USAID/OFDA to Pakistan through Mercy Corps, the 
Regional Advisor recommends that an additional USD 1.6 
million be provided for shelter, water and sanitation, 

and disease surveillance. Particularly in the 

provision of assistance for water and sanitation, OFDA 
should ensure that grantees provide a protection plan 

for addressing womenQs needs. 


17. (U) USAID/OFDA will continue to monitor the needs 
of the flood-affected population and will make further 
recommendations on livelinood and IDP return issues 
when more detailed assessments are completed. 
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E.O. 12958: DECL: 07/26/2017 

TAGS: KNNP, PARM, PREL, ETTC, EFIN, IR, CE 

SUBJECT: SRI LANKA: LITTLE PROGRESS ON COMPLIANCE WITH 
UNSCR 1747 


REF: A. STATE 101574 


B. STATE 038701 
C. STATE 014071 
D. 06 STATE 231829 
E. COLOMBO 515 
F. COLOMBO 508 


Classified By: Charge d\'Affaires James R. Moore, for reasons 1.4(b,d). 


1.(C) On July 26, Acting DCM and Econ Chief called on 

Ministry of Foreign Affairs Additional Secretary for UN and 
Multilateral Affairs Sarala Fernando to follow up on earlier 
demarches (refs E and F) urging Sri Lanka to comply with 
UNSCR 1747. EmbOffs specifically emphasized the requirement 
to freeze accounts owned or controlled by Bank Sepah and Bank 
Sepah International. Econ Chief stated that the state-owned 
Bank of Ceylon still maintains a correspondent relationship 

with Bank Sepah which Sri Lanka needs to terminate in order 

to comply with UNSCR 1747. Econ Chief further noted that the 
Central Bank officials had told him that they were ready to 
instruct all Sri Lankan banks to sever any links they have 

with Bank Sepah, but that the Central Bank had not yet 

received instructions from the Ministry of Finance regarding 
UNSCR 1747\'s sanctions on Bank Sepah. Fernando claimed a lack 
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of familiarity with the details of the resolution and asked 

if Bank Sepah was specifically mentioned in the UN 
resolution. Econ Chief claimed that it was. Fernando 
undertook to further review the situation and follow up with 
the Embassy. 


2. (C) Econ Chief reminded Fernando that the Government of 
Sri Lanka (GSL) has yet to submit an implementation report on 
compliance with either UNSCR 1737 or 1747. Fernando inquired 
how many countries had complied with the reporting 
requirements. Econ Chief replied that roughly 20, including 

India and Bangladesh, have complied only with the mandatory 
reporting under UNSCR 1737, and that over 50 more have 
submitted reports on compliance with both resolutions. 


3. (S) Econ Chief observed that Sri Lanka had purchased 
arms from Iran within the past five years, and noted that any 
further purchases would be in contravention of the GSL\'s 
obligations under the UN Charter, which commit it to 
enforcing Security Council-mandated sanctions. Fernando 
suggested that ongoing contractual obligations might pose 
some problems for implementation. 


4. (C) A/DCM, noting that Fernando had only recently assumed 
her functions, requested that that she personally look into 

the implementation of UNSC resolutions 1737 and 1747 and take 
necessary action to bring Sri Lanka into compliance. He 

advised her that Embassy, as per ref A, will continue to 

raise the issue of implementing the Security Council 

resolutions at more senior levels, including in future 

meetings with the Foreign Secretary or Foreign Minister. Post 
will report results of future demarches septel. 

MOORE 
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E.O. 12958: DECL: 07/30/2017 

TAGS: PGOV, PREL, PTER, TU 

SUBJECT: AKP MP VAHIT ERDEM ON BILATERAL RELATIONS, 
PRESIDENTIAL POLITICS 


Classified By: Classified by Acting Principal Officer Sandra Oudkirk 


1.(C) Summary. Justice and Development Party (AKP) MP 
Vahit Erdem argued that the U.S. offers the only viable 
strategic partnership for Turkey, but noted that U.S. Iraq 
policy is an enormous problem and cautioned that only 
concrete U.S. action against the PKK in Northern Iraq could 
ease the pressure for a cross border operation. He expects 
that AKP will nominate Abdullah Gul for the presidency unless 
Gul withdraws, a step Erdem hopes Gul will take. Erdem 
believes the symbolic effect of a headscarf-wearing Turkish 
president\'s wife would be negative and should be avoided. 
End Summary. 


Strategic Vision 


2. (C) Recently re-elected Kirikkale MP Vahit Erdem described 
AKP\'s vision for a second term as an extension of former 
President Turgut Ozal\'s goal of a strategic relationship with 
the United States based on defense, economic and regional 
cooperation. He agreed that Turkey needs to have good 
relations with neighboring countries but asserted that only 
the U.S. offered a truly \"strategic\" relationship. 
Turkish-Russian, Turkish-Chinese and even Turkish-EU 
relations are fraught with historical tension and competing 
national goals and would never be as close or as mutually 
beneficial as the U.S. - Turkish relationship. 


3. (C) He described his role within AKP as an advocate in 

favor of the March 1, 2003 resolution, and noted that much 
work needed to be done to restore public faith in the 

bilateral relationship. He argued that Turkish leaders must 

do more to describe to the public how the U.S. supports 

Turkey and cited three areas where U.S political support had 
been vital for Turkey\'s national interests: the 
Baku-Tbilisi-Ceyhan pipeline; the events surrounding the 
capture of Abdullah Ocalan; and the now almost concluded IMF 
program. PKK activities in Northern Iraq and the appearance 
that the U.S. is \"not doing enough to support Turkey\" are an 
enormous problem for the government. Erdem said he realized 
Turkish military action in Northern lraq would adversely 

affect both Northern Iraq and Southeastern Turkey, but he 
argued that without \"concrete action\", such as the hand-over 
of a senior PKK official within the next one to two months, 
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the pressure for a cross border operation would become 
irresistible. 


4. (C) Erdem claimed that he intends to reach out to the 
newly-elected pro-Kurdish Democratic Society Party (DTP) 
members of parliament. He hopes recent public comments are 
true and they will act in a constructive manner while in 
parliament. He adhered to the standard line on Kurdish 
aspirations noting that Kurds are Turks and there is no limit 

to advancement within the Turkish state for Kurdish citizens. 
He argued that terrorism is a result of isolation, poverty, 
tribalism and the lack of readily available government 

services. The strong AKP showing in the Southeast is proof, 
he argued, that people in the Southeast are looking for 
\"normal politics.\" Outreach to DTP can help make this happen 
if DTP will avoid provocation and work with the new 
government to set achievable goals. 


Presidential Politics 


5. (C) Erdem argued that previous coups have eaten away at 
Turkish democracy. The current party list system, giving 

party leaders much more control than regular party members, 
dates to the 1980 elections which were organized quickly and 
led to party leaders selecting candidates without input from 
the membership as a whole. This gave the party leaders much 
more control and is still reflected in the current system. 
Control is not absolute, however. Erdem noted that AKP party 
leader PM Erdogan and FM Gul appear to be working at cros 
purposes with regard to the presidential electons, with Gul 

all but declaring his candidacy jut days after Erdogan 

claimed to be looking for aconsensus candidate. 


6. (C) With the National Moement Party\'s (MHP) agreement to 
attend the presdential elections, AKP will be able to select 

th next president on the third round of voting, and rdem 
indicated that the AKP is unlikely to abandn Gul. Erdem 

said he \"doesn\'t want Gul as presidnt\" and believes PM 
Erdogan would prefer to avoi the controversy that a Gul 
candidacy is sure to cause. He personally hoped the AKP was 
able to select a candidate with an uncovered wife. Turkey 

has been a \"symbol of modernity\" in the Islamic world since 
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Ataturk\'s time. Having a Turkish president\'s wife who wears 
an Islamic headscarf when the wives of the senior leaders in 
Jordan, Syria and Egypt do not, would convey an incorrect, 
unrepresentative image, he argued. Erdem underscored the 
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need to select a strong president, who would play a 
statesmanlike role for the next seven years. He indicated 
that whoever is selected as president will serve a full term 
irrespective of the results of the October referendum on the 
direct election of the president. 


7. (C) Comment. Erdem is a technocrat and was believed to 
be a candidate for Defense Minister in the previous 
government. He is an internationalist and a strong supporter 
of close ties with the U.S. both within the NATO framework 

and bilaterally. His views on the PKK in Northern Iraq and 

the Kurdish question break no new ground. However, his vocal 
and unsolicited take on the \'headscarf in Cankaya\' issue 
demonstrate that the AKP is not a monolith on social issues. 
End Comment. 


Bio Notes 


8. (U) Vahit Erdem is a second term AKP MP from Kirikkale 
Province. Before entering political life he was a career 
bureaucrat in the State Planning Organization. He founded the 
Undersecretariat for Military Industries (SSM) and served as 
undersecretary for eight years. He also served as general 
secretary of the Grand National Assembly, Prime Ministry 


SIPDIS 

Senior Advisor and Presidential Deputy Secretary General. 
During his first term as an MP he headed the Turkish 
delegation to the NATO Parliamentary Assembly, where he 
served as one of four vice presidents. He has an 
undergraduate degree from Istanbul Technical University and a 
masters degree from Bradford University (UK). He is married 
and has three adult children, all of wnom were educated in 

the United States. 
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DEPT FOR AF/E, DRL/PHD, PM/RSAT AND L/PM 


E.O. 12958: N/A 
TAGS: MARR, MASS, PHUM, PREL, RW 
SUBJECT: HUMAN RIGHTS VETTING FOR ACOTA TRAINING 


1. (U) This is an action request, see paragraph 2. 


2. (SBU) Per Leahy Amendment human rights vetting 
requirements, please screen the following Rwandan Defense 
Force (RDF) commander scheduled to receive staff training 
(CPX) as part of ACOTA Peace Support Training. 


Last Name First Name Rank DOB Training Date 
Ngoga Alexis Kayumba Lt.Col. 6 Feb 67 06 August 
07 


3. (SBU) Please also screen the 35th Infantry Battalion of 
the 301st Infantry Brigade as a unit, for training from 06 
August to 21 September 07. 


4. (SBU) Post has discovered no derogatory information on the 
nominees from its own files or reputable sources. 


5.(U) The RDF, using its own resources, commenced training 
on 23 July 07. ACOTA funds would support MPRI oversight of 
RDF training as well as direct staff training scheduled to 

begin on 06 August 07. 


6. (U) Post point of contact is PolOff Jennifer Orrico. 
MANSFIELD 
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E.O. 12958: DECL: 7/31/2017 
TAGS: PGOV, ECON, KDEM, TT 
SUBJECT: PRESIDENT TO ASK GUSMAO-LED COALITION TO FORM COALITION 


DILI 00000274 001.2 OF 002 


CLASSIFIED BY: Hans Klemm, Ambassador, EXEC, State. 
REASON: 1.4 (d) 


CLASSIFIED BY: Hans Klemm, Ambassador, U.S. Embassy, Dili, East 
Timor, Department of State. REASON: 1.4 (b), (d) 


1.(C) Summary. President Jose Ramos Horta told the ambassador 
on July 31 that he will ask this afternoon the CNRT-led 

coalition to select a prime minister as the initial step towards 
forming a new government. The widespread expectation is former 
president Xanana Gusmao will be the new prime minister. Ramos 
Horta decided to ask the coalition to form a government based on 
yesterday\'s solid vote for its candidate for president of 

parliament, thereby abandoning his quest for an \"all-inclusive\" 
government. The president\'s policy priority is poverty 

reduction and he will urge this on the new government, including 
stimulating investment and establishing property rights. First 
steps for the new government are to select a cabinet and pass a 
policy program through parliament. The president will speak to 
the nation tomorrow to urge all parties to accept the new 
government peacefully. We will engage the new government 
quickly as it develops policy priorities. End summary. 


2. (C) During a meeting on July 31, President Jose Ramos Horta 
told me that later today he will formally ask the Alliance for a 
Parliamentary Majority (AMP) coalition to select a prime 

minister and form a government. The AMP includes the CNRT, PD 
and ASDT-PSD parties, with former president Xanana Gusmao the 
all-but-certain coalition designee to be prime minister. 


3. (C) Ramos Horta stated that yesterday\'s election of PD leader 
Lasama as president of the new parliament made two points clear. 
The solid majority of 41 votes for Lasama and 24 votes for 
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FRETILIN\'s candidate Guterres indicated that the AMP coalition 
remained solid despite a relentless FRETILIN campaign over the 
past month to tempt defections or otherwise impose its vision of 
a FRETILIN-led new government. Further, yesterday\'s solid vote 
in parliament against the FRETILIN candidate established that 
FRETILIN could not form a parliamentary majority or pass a 
government program. The president said he could not predict 
that the AMP coalition will remain forever unified, but 
yesterday\'s coherence and discipline convinced him that it 
deserved the opportunity to govern. 


4. (C) The president said he will instruct the AMP coalition to 
quickly designate a prime minister, establish a cabinet and 
propose a government program, all within this week. He asserted 
no disappointment that his vision of an all-inclusive government 
failed to take root. To overcome CNRT\'s electoral weakness in 
the eastern districts of Baucau, Viqueque and Lautem, JRH will 
urge the coalition to develop programs specific to the 
development needs of those areas and to invite a couple of 
FRETILIN representatives (\"those that are skilled and 
experienced\") to join the new government. On August 1, Ramos 
Horta will give a speech to the nation, with the commanders of 
the national police force (PNTL) and military (F-FDTL) present, 
to urge Timorese citizens to accept the new government 
peacefully and support it. 


5. (C) On policy priorities, the president will recommend that 

the new government focus on poverty reduction and economic 
growth, including his proposal to create an open, low tax 
economy ala Hong Kong. | offered continued U.S. assistance. 
Further, | urged that if investment and business opportunities 
are to be created in Timor Leste, a land law must be passed and 
clear property rights established. The president agreed, 

stating that clarifying property rights is included among his 

\"top ten list\" of policy priorities, along with reform of the 

justice sector. He suggested the creation of an arbitration 
commission to resolve land disputes. | noted that we have 
already begun work on such mechanisms and would be eager to 
assist the new government. Ramos Horta stated that he would 
have the new government contact us quickly to develop a full 
policy response to the question of property rights. 


6. (C) In a quick press spray after the meeting, | again urged 

all parties to accept and support the new government peacefully. 
As aclose friend of Timor Leste, | said the United States 

hopes to work effectively with the new government to secure 
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stability, better governance and economic prosperity for Timor 
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Leste. 


7.(C) Comment. A new, non-FRETILIN coalition government will 
provide the government of Timor Leste the opportunity to 

vitalize efforts to stimulate the economy, strengthen its 
institutions of governance and reform the justice and security 
sectors. Several challenges remain, including the creation of 

a coherent cabinet, a smooth transfer of power (including the 
retention of skilled, experienced but typically FRETILIN public 
servants in an otherwise capacity poor government), and the 
selection and execution of meaningful policy priorities. The 
embassy actively will engage the leaders of the new government 
towards the goals of economic prosperity and strengthening Timor 
Leste\'s democratic institutions in concert with the UN and other 
international donors. End comment. 
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E.O. 12958: DECL: 07/30/2017 

TAGS: ECON, ETRD, EFIN, PGOV, IZ 

SUBJECT: PRIVATE INVESTMENT IN REFINERIES - OPPORTUNITIES 
AND CHALLENGES 


REF: A. BAGHDAD 2443 
B. BAGHDAD 770 


Classified By: Economic Minister Charles Ries for reasons 1.4 (b) and ( 
d). 


1. (SBU) Summary: The Council of Representatives (CoR) 
passed the Private Sector Investment in Oil Refineries law on 
July 24. As is part of the Iraqi process, this law requires 
approval from the Presidency Council and then publication in 
the Official Gazette in order to become law. This law is 
separate from the four-part hydrocarbon legislative package 
(the framework Hydrocarbon law, the Revenue-Sharing law, the 
Iraq National Oil Company law, and the reorganization of the 
Ministry of Oil law). Nonetheless, it is an important 

indication that the Iraqi government is able to pass 
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necessary reforms in the oil sector while balancing the 
demands of the central and regional governments. 


2. (SBU) In line with the Investment Law approved by the CoR 
in October 2006 and published in the Official Gazette on 
January 17, which specifically did not cover the oil and gas 
sector, this law provides opportunities for both domestic and 
foreign investors, with limited restrictions. As continues 

to be an issue of dispute in negotiations about the framework 
Hydrocarbon Law, the final negotiations resolved the relative 
rights and roles of the central and regional governments. In 
many ways this law legalizes what has already begun in the 
Kurdistan Region. If passed by the Presidency Council, as is 
likely, the next challenge will be to develop and distribute 
useful implementing regulations. End summary. 


3. (U) The first article of the Private Sector Investment in 

Oil Refineries law explains the legislation\'s purpose as \"to 
encourage the private sector to participate in the economic 
development process and to contribute to building the oil 
industry by participating in refining crude oil.\" The law 
actively encourages both foreign and domestic investment. It 
stipulates that the Ministry of Oil would provide oil for 

such investments at prices set at 1% less than international 
rates, and that investors are responsible for much of the 
necessary infrastructure, particularly extra pipelines and 
electricity generation. Investors will be able to use 

storage facilities, ports, and Iraqi pipelines for export as 
determined in their contracts with the Iraqi government. The 
law requires that Heavy Fuel Oil (HFO) production in new 
refineries not exceed 20%. Iraq now has simple, single-stage 
refineries which produce HFO at a rate of 50%. USG expert 
advisors have encouraged the Ministry of Oil to move towards 
better technology, arguing that any new project should 
include a cracking unit, bringing the rate of HFO production 
to 20% or lower. The most sophisticated refineries produce 
almost no HFO. 


4. (U) In general, the law tracks with the level of openness 
found in the Investment Law published in the Official Gazette 
in January (ref B) - both foreign and domestic private sector 
investment is encouraged, with the most significant 
restrictions relating to land ownership and an Iraqi 

workforce. The Refineries Law allows for 40-year renewable 
leases, compared to the Investment Law\'s 50-year renewable 
leases. The other major restriction relates to Iraqi 

employees; the Refineries Law requires that 75% of a 
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projects employees be Iraqi. Similar language was proposed 
for the Investment Law, but resulted in just a \'priority for 

Iraqi workers rather than a numerical requirement. Projects 
also benefit from incentives allowed for investments within 
free trade zones in lraq. 


5. (C) This law legalizes activity already on-going in the 
Kurdistan Region. The KRG has licensed small oil companies 
to build refineries. As with the framework Hydrocarbon Law, 
the Kurds carefully negotiated the provisions related to the 
relative powers of the regions and the central government. 

In the approved Refineries Law, regions and provinces have 
the right to participate in the ministerial-level committee 

on investment in oil refineries when the proposed projects 

fall within their borders. Regions and provinces also have 

the right to grant licenses \"in coordination with\" this 
ministerial committee. During the final stages of 

negotiations on July 23, CoR Oil and Gas Committee Chair Ali 
Belu told EMin that the final point of disagreement was 
whether to use the phrase \"in coordination with\" or \"with the 
agreement of\" the ministerial committee (ref A). In general, 
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we have heard positive feedback from our contacts about this 
law, and the CoR\'s approval shows that the GOI was 
successfully able to balance the demands of both the central 
and regional authorities. 


6. (C) Minister of Oil Hussayn al Shahristani told EMin on 
July 25 that he thought many companies would be interested in 
investing in refineries in Iraq; so far he has only been 
contacted by Nippon Oil. The company wanted to invest in a 
refinery near Nassiriya, with the stipulation that it also 

would have exploration rights. Minister Shahristani said 

that linking projects would not be allowed, even after the 
new hydrocarbon legislative package is in place. 
Nonetheless, he said that when oil fields are open to bidders 
for development, the company could indicate that it also 
wanted to build a refinery in its bid. 


7. (C) Other MinOil officials have expressed skepticism to 
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Emboffs about the implementation plans for the law. Events 
over the past year indicate that this step is as difficult, 

if not more so, than passing the initial law. The Fuel 

Import Liberalization Law, passed by the CoR last fall, still 
does not have implementing regulations sufficiently rigorous 
to attract international investment, although it has served 

as a basis for the issuance of 12 import licenses to 
companies in the KRG. The GOI also has been slow to 
implement the Investment Law, which awaits the formation of a 
National Investment Commission. Implementation is likely to 
be further complicated by the security situation, increasing 
the costs of investing the large amounts required for a 
modern refinery. Still, this law is an important step 

forward in modernizing the oil sector, and ending centralized 
control over this major Iraqi industry. Minister Shahristani 
told the UPI news service on July 26 that the GOI plans to 
maintain the government-owned and operated refineries until 
the private sector can meet market demand. \"As the private 
sector takes over this activity,\" Shahristani said, \"the 
government will be stepping down.\" 


8. (C) Comment: Compared to the negotiations on the 
four-part hydrocarbon legislative package the Private Sector 
Investment in Oil Refineries Law sailed through both the 
Council of Ministers and the Council of Representatives. One 
reason is that it is a much less complicated law dealing with 
a specific area within the oil sector; another is that the 
refining of oil products may simply be less controversial an 
issue for Iraqis than the ownership of the rights to crude 

oil. Also, Iraq continues to suffer from a severe shortage 

of refined oil products, a shortage felt on a daily basis by 
most Iraqis, and this law speaks directly to resolving that 
shortage. Language saying as much is included in the law\'s 
Vexplanatory note\'. This law has also had much less outside 
attention, allowing for lower-profile negotiations without 
intense scrutiny and criticism from the media. Many Iraqis 
continue to believe that U.S. policy is driven by the demand 
for oil, and our attention to the four-part hydrocarbon 
legislation can be misunderstood as further evidence of this 
underlying motive for our activities in Iraq. 


9. (C) This law is reasonably sound and should succeed at 
promoting private sector investment in what has been under 
the complete purview of a centralized government. The law 
resonates with other investment related legislation approved 
over the past year, with clear, though cautious, steps 
towards a free market economy. While the challenge of 
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implementation remains, this law also shows that the lraqi 
government is able to balance the demands of the central and 
regional authorities while developing the legal framework 
needed for modernizing the oil sector. 

CROCKER 
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PLEASE PASS TO DRL/AE AND EUR/CARC 


E.O. 12958: N/A 
TAGS: AJ, EUN, KDEM, OSCE, PGOV, PHUM, PREL, KS 
SUBJECT: MOFAT WILL RELAY AZERBAIJAN HR CONCERNS 


REF: SECSTATE 99391 


1. (SBU) On July 31, poloff delivered reftel points about 
recent human rights issues in Azerbaijan to Kim Pil-woo, 
First Secretary in the Ministry of Foreign Affairs and Trade 
Human Rights and Social Affairs Division. Poloff requested 
that MOFAT encourage its mission in Baku to actively 
coordinate with the U.S. and other embassies on joint 
approaches to the GOAu. 


2. (SBU) Kim expressed appreciation for the reftel message 
and agreed to pass our concerns and request for embassy-level 
coordination on these issues to the relevant regional bureaus 
covering Azerbaijan. Kim stated that he would also alert 
MOFAT\'s UN and Human Rights Council missions, and asked 
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whether the USG had plans to raise these issues at either the 
UN or HRC. 
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E.O 12958: N/A 

TAGS: ECON, EINV, CE 

SUBJECT: SRI LANKA: CENTRAL BANK GOVERNOR SAYS ECONOMY IS BETTER 
THAN EVERYONE THINKS 


1. (SBU) SUMMARY: In a recent presentation trumpeting the health of 
the Sri Lankan economy, Central Bank governor Cabraal told heads of 
missions and donor agencies that return to civil war was not ruining 
growth or busting the government\'s budget. The governor predicted 
that GDP growth would exceed last year\'s strong 7.4% showing, and 
that inflation would come down to single digits by the end of the 

year. The governor ran through a series of \"perceptions/claims\" and 
realities -- the former, he said, perpetuated by terrorists, 

political opponents, and an overly critical media and the latter 

justified by actual statistics. 


2. (SBU) COMMENT: While the nearly two-hour presentation was 
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generally accurate, its tone sounded more like marketing spin than 
Central Bank commentary. Its forecasts assumed fundamentals would 
continue to resemble the relatively healthy 2002-2006 statistics 
produced by the ceasefire years. First quarter 2007 numbers don\'t 
support these projections, and current negative business sentiment 
suggests that this year and next could prove far weaker than the 
government expects. It is this negative business sentiment that the 
governor would like to turn around, but the business people are 
reacting to government policies and market trends that are hurting 
them, not to the governor\'s slide shows. While the governor is 
correct that the economy is not on the verge of a crash, he should 
listen more to his business community than to last year\'s 

statistics. End summary and comment. 


CENTRAL BANK TELLS DIPLOMATS AND PRESS 
THE ECONOMY IS STRONGER THAN IT LOOKS 


3. (SBU) Sri Lankan Central Bank Governor Nivard Cabraal invited 
ambassadors and donor agency heads to a July 23 presentation 
entitled \"The Sri Lankan Economy: Perceptions/Claims vs. Realities.\" 
The governor, his two deputies, one assistant governor, and Finance 
Secretary PB Jayasundera each presented slides covering fiscal and 
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monetary policy, debt management, banking and finance, 
infrastructure investment, and donor assistance. The Central Bank 
organized a similar presentation for the media later in the week. 


4. (SBU) The one hour forty-five minute presentation was designed to 
dispel impressions that the economy was suffering badly as a result 
of renewed fighting against the ethnic separatist Liberation Tigers 

of Tamil Eelam. After his colleagues described the full range of 
economic fundamentals in considerable detail, Governor Cabraal 
presented a wrap-up, which set \"perceptions\" and \"claims\" against 
\"realities.\" He attributed the negative perceptions and claims to 

four factors: \"Lack of awareness; deliberate misinformation and 
negative publicity campaigns conducted by interested parties, 
including terrorist groups and sympathizers; promotion of various 
economic and political agendas; and organized efforts to cripple Sri 
Lanka\'s economy and weaken the State\'s capacity and ability to take 
counterterrorist measures.\" 


CLAIMS AND REALITIES: TRUTH SOMEWHERE IN BETWEEN 


5. (SBU) The governor\'s overarching message was that Sri Lanka\'s 
economic growth was resilient and sustainable, and that the economy 
had in fact performed well in the face of a series of economic 

shocks, including the 2004 tsunami, the worsening security 

situation, high oil prices, and unfavorable weather. The following 
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are a sampling of the perceptions and realities the governor 
outlined, with Embassy comments on each. 


- Critics\' claim: \"The worsening security situation will erode 

investor confidence and cripple the economy." 

- Governor\'s reality: \"Investor sentiment remains strong.\" 

- Governor\'s evidence: Colombo Stock Exchange rose from 1400 to 2400 
between 2004 and 2006; foreign direct investment increased from $181 
million in 2002 to $480 million in 2006. 

(Comment: The stock exchange was doing very well, but has fallen 
16% since peaking at 3000 in February 2007. FDI figures are for 
commitments only, some of which are likely to evaporate as a result 

of the resumed fighting. A local business journal\'s monthly survey 

of business confidence dipped to the lowest it has been since 
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October 2004, with four-fifths of business people surveyed saying 
they expect the economy to get worse in the coming twelve months.) 


- Critics\' claim: \"Rising cost of living will hamper growth and 

stability.\" 

- Governor\'s reality: \"GDP growth has been very strong despite 

rising cost of living.\" 

- Governor\'s evidence: GDP growth was 7.4% in 2006 and will reach 
7.5% in 2007. 

(Comment: GDP growth slowed to 6.1% in the first quarter of 2007 and 
is unlikely to exceed that rate for the year.) 


- Critics\' claim: \"Government debt is out of control and an 
overwhelming portion of the deficit is being financed by the Central 
Bank.\" 

- Governor\'s reality: \"Debt has declined significantly - 13 
percentage points of GDP in three years.\" 

- Governor\'s evidence: Public debt as a share of GDP declined from 
around 106% in 2003 to 93% in 2006. 

(Comment: 93% is far higher than the comparable figures for the 
Philippines, about 60%, or Colombia, about 45%. A growing portion 
of Sri Lanka\'s debt is at commercial rather than concessionary rates 
and in foreign currencies, against which the rupee is declining, so 
servicing the debt is actually getting more expensive.) 


- Critics\' claim: \"Violence will lead to the economy collapsing and 
defense expenses soaring.\" 

- Governor\'s reality: \"Security situation has not deteriorated 
materially.\" 

- Governor\'s evidence: A comparison chart showing 2006 military 
spending as a percent of GDP for thirteen countries, showing Saudi 
Arabia at 10%, Pakistan at 4.4%, Sri Lanka at 3.8%, and Indonesia at 
3.0%. 
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(Comment: The Governor\'s chart cited the CIA World Factbook as its 
source. But the Central Bank\'s own figure for 2006 military 

spending as a percent of GDP is actually 4.0%, and the 2007 budget 
figure is 4.3%. The actual figure for 2007 is likely to be even 

higher, after supplemental budgets are included.) 

MOORE 
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ARTICLES: 


(1) Prime Minister Abe expresses \"regret\" about passed House 
resolution 


MAINICHI (Page 1) (Full) 
Eve., July 31, 2007 


Prime Minister Abe this morning made this statement to the press 
corps at his official residence about the US House of 
Representatives having passed a resolution on the so-called 
\"comfort-women\" issue: \"With regard to this issue, | explained my 
thinking and the government\'s responses until now at the time of my 
visit to the United States in April. | regret the passage of the 
resolution. | think it is important for us to continue to explain 
ourselves from now on. The twentieth century was an era when human 
rights were violated. | would like to work so that the twenty-first 
century will be a time when human rights will no longer be 

violated.\" 
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(2) In response to US House approval for comfort-women resolution, 
Prime Minister Abe: \"I\'ll continue efforts to explain\" 


ASAHI ONLINE NEWS 
July 31, 2007, at 13:56 p.m. 


At noon today, when asked about the US House of Representatives 
having approved a resolution on the wartime \"comfort women,\" Prime 
Minister Abe said: \"When | visited the United States in April, | 

gave an account of my views and the government\'s response (to the 
\"comfort women\" issue). It\'s regrettable to see this sort of 

resolution approved.\" He continued, \"I think it is important to 

explain fully to the US side about the issue from now on as well,\" 
indicating his intention to continue his efforts to do so. Abe was 
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replying to reporters at his official residence (Kantei). 


(3) DPJ President Ozawa comes out against the amendment to the 
Anti-terror Law in appearance at meeting of party officials 


ASAHI.COM (Full) 
July 31, 2007 


Democratic Party of Japan (DPJ or Minshuto) President Ozawa today 
expressed his opposition to the government bill amending the 
Anti-Terrorism Special Measures Law, which allows the Self-Defense 
Forces (SDF) to provide logistical support for US warships deployed 
to the Indian Ocean. The bill will be the focus of attention in the 
extraordinary Diet session this fall. Ozawa said: \"Our views are the 
same as before. Since we have been opposed to it, there is no reason 
for us to now approve it.\" Ozawa\'s strategy is to press the Abe 
administration for an early dissolution of the Lower House and the 
holding of a general election by shaking up the government and 
parties by steering the Upper House of the Diet toward an early 
dissolution. 


He was speaking to reporters at the party headquarters. 


Ozawa, who had been resting at home due to fatigue from his 
campaigning for the election, today appeared at the party officials 
meeting and at a standing secretaries\' general meeting. This was the 
first time he has been seen since the Upper House election on July 
29. At the start of the standing secretaries\' general meeting, he 
expressed his view about carrying out a change in administration 
through dissolution of the Lower House and a general election: \"We 
have achieved the first goal in our drive to bring about a trading 

of places between the ruling and opposition camps. However, the real 
contest begins now. We will make the Upper House into a real 
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battleground in the Diet starting this fall. | would all of you to 
do your best to reach that final goal.\" 


Referring to Prime Minister Abe\'s announcement that he would stay on 
in office, Ozawa stressed: \"For the cabinet to stay on even after 

losing the majority (in the Upper House) is absolutely absurd. He 

will never be able to obtain the nation\'s support for such a willful 

and preposterous act. \"Since a trading of places of ruling and 
opposition camps is now possible, that nuisance will only be with us 

in the Nagata-cho capitol district a little while longer.\" 


(4) It will be extremely difficult for ruling, opposition parties to 

reach agreement on pension system reform; Pension policy could bog 
down; Three barriers to clear before setting up consultative 

council 


MAINICHI (Page 2) (Full) 
July 31, 2007 


Voters\' distrust in the government over the pension fiasco brought 
about a crushing defeat for the ruling parties in the Upper House 
election. Prime Minister Shinzo Abe after the election indicated his 
readiness to take the Democratic Party of Japan\'s (DPJ or Minshuto) 
view into consideration in setting policies. However, it will be 

extremely difficult for the ruling parties and the DPJ to find 

common ground, because they are at odds over fundamental aspects of 
the issue. A senior ruling party member during the election campaign 
proposed setting up a consultative council involving both the 

opposition and ruling parties. However, given the present situation, 
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it is doubtful they will be able to realize such an initiative. If 

the proposal ends up as a mere gesture aimed at the electorate, the 
pension policy could continue to meander, despite the will of the 
people shown in the election. This newspaper has identified three 
barriers to settling the pension issue. 


Unification of public pension plans 


Appearing on a TV program right after all votes were counted, Abe on 
July 29 said, \"I will lend an ear to the views of opposition parties 

as well.\" During a press conference on July 30, he cited the name of 
bills that he wanted to see enacted in the extraordinary Diet 

session in the fall, but he did not include the legislation for 

unifying the public pension programs that was carried over from the 
regular Diet session to the next session. 


The pension legislation is aimed at combining part of employees\' 
pension plan and part of the mutual aid pension. The idea is 
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incompatible with the DPJ\'s plan, which features the integration of 
all pension programs, including the national pension plan. It will, 
therefore, be difficult to enter deliberations based on their draft 
plans. 


The ruling parties have scathingly attacked the DPJ plan as pie in 

the sky. That is because it is difficult to determine the income of 
contributors to the national pension plan, a process necessary to 
work out pension premiums, because contributors to this pension plan 
are mainly self-employed individuals. In order to settle this issue, 

it is necessary to make their income transparent as is the case of 
salaried workers, adopting such systems as a taxpayer identification 
number system. However, since self-employed workers are the ruling 
parties\' power base, they cannot easily agree to adopt such a 
system. 


The government plan includes a proposal for unifying the premium 
rates of the employees\' pension plan and the mutual aid pension 
starting in 2010. Deliberations will fall behind the schedule, if 

they are stalled. 


Source of revenue to finance basic pension 


A set of bills to reform the pension system, enacted in 2004, 
stipulate that the ratio of state contribution to the basic pension 

is to be raised from the current one-third to 50% in fiscal 2009. 
There is tacit understanding between the government and the ruling 
parties that the increased portion of contribution is to be covered 
with a hike in the consumption tax, though the bills do not mention 
funding resources amounting to 5 trillion yen. However, the DPJVs 
policy is to freeze the tax rate. Conditions have yet to be met in 
order for the government to come up with a tax hike plan. 


The current system is based on the premise that state contribution 
is to be increased in fiscal 2009. The further the time to raise the 
contribution ratio to 50% is delayed, the nearer the pension 
finances will approach collapse. As such, if it is not possible to 
hike the consumption tax, ruling parties will have to find another 
source of revenue. 


Social Insurance Agency reform bill 


The DPJ is determined to introduce a bill that bans the use of 
collected funds for purposes other than pension benefit payouts. A 
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related to reform the Social Insurance Agency (SIA) reform, which 
allow the allocation of 100 billion yen in insurance money to 
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administrative expenses, necessitating revising a proposal for 
making the SIA staff non-government employees. This bill reflects 
the will of the Finance Ministry, which hopes to constrain the tax 
burden. As such, if the issue develops into a revision argument, the 
ministry is bound to oppose such a proposal. 


To begin with, the ruling parties and the DPJ are at loggerheads 
over the basic principle of whether to use insurance funds to 
finance the basic portion of the national pension plan or to cover 
the full amount with tax money. Regarding the establishment of a 
consultative council with the ruling parties, the DPJ makes it a 
precondition that its proposals be accepted. However, the ruling 
parties do not appear to be ready to accept the DPu\'s proposal at 
the moment. 


(5) Governing coalition\'s crushing defeat in Upper House election 
(Part 1): Political mission is to implement reform for growth 


NIHON KEIZAI (Page 1) (Abridged) 
July 3, 2007 


Naoaki Okabe 


Why did the administration led by Prime Minister Shinzo Abe stumble 
so badly? The public\'s distrust of the administration grew stronger 

over the question of missing records of pension premium payments and 
a string of cabinet-minister scandals. There was more. The Abe 
administration apparently gave an impression that it had flinched 

and turned reluctant to carry out the reforms it was supposed to. | 

think the Upper House election posed this question: What is Japan 
expected to do in the drastically changing global society? 


Not match for \"Koizumi\" 


Abe was beaten by Ichiro Ozawa, head of the major opposition 
Democratic Party of Japan (DPJ or Minshuto), and he also proved that 
he certainly was no Junichiro Koizumi. 


Abe emerged as the successor to lead Koizumi\'s structural reform 
drive. In the post-Cold War era of global competition, Japan is 
falling behind other countries. Still worse, Japan has the worst 
budget deficit among the industrialized countries, as it suffers 

from a rapidly aging society and a declining birthrate. Under these 
circumstances, Abe had been charged with the historic mission of 
accelerating reforms. 


Despite that situation, the Abe administration has remained 
ambivalent in its attitude when it came to reform, lacking a 
strategic challenge like the privatization of postal services that 
Koizumi promoted. It lacked a strong determination to implement 
reform. 
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The Abe administration\'s ambiguous attitude has incurred the 
mistrust of voters in both rural and urban areas. Abe is suspected 
to be backpedaling on his reform drive. On the other hand, his 
\"reform policy\" is cited as the cause of an expanding regional 
income disparity. Abe\'s stinging defeat in Sunday\'s Upper House 
election was essentially attributable to a lack of perseverance in 
his economic policy. 
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There is concern that economic policy management will not go 
smoothly with the reverse of the standings in the Upper House 
between the ruling and opposition parties. But no matter what party 
is in control of the government, Japan has no choice but to live in 

a world of interdependence as globalization is advancing. Policy 
options for Japan are therefore limited. 


What is Japan expected to do now is to implement the so-called 
\"trinity reform\": the pension system, the tax and financial systems, 
and the growth strategy. Cross-party debate on these reforms is 
essential. 


On the reform of the tax and financial systems, the Abe 
administration has prioritized cutting annual expenditures. This 
stance is correct, but in order to keep the pension and social 
welfare system going, reform of the tax system is indispensable. 


The reason why the so-called Koizumi reform did not make a dramatic 
progress is because the reform of the tax system was put on the 
back-burner. The past historic reform-oriented administrations in 

the world like the one led by British Prime Minister Thatcher and 

the one by US President Reagan put the reform of the tax system at 
the center of their reform drives. Considering the current situation 

in Japan, where the population is aging and the birthrate is 

declining, hiking the consumption tax is an unavoidable choice and 
lowering the corporate tax will also be necessary in terms of global 
mega-competition. 


Likewise, it is important how to link the growth strategy to global 

mega competition. The key is how well to adapt the Japanese economy 
to the rapidly growing global economy. The core of this strategy is 

to integrate the East Asian economies and attract foreign firms to 
Japan. Japan should continue efforts to turn the Tokyo market into 

an international financial center. \"No growth without opening the 
doors\" is common knowledge about global economy. 


Regional economies at home have faced a number of difficult 
problems. But Japan should not revert to pork-barrel spending for 
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public works projects. And protecting farmers in an easy-going 
manner could only spoil agricultural reform. Japan should promote 
the decentralization of power even further, for instance, by 
transferring tax resources to local governments. Getting out of 
dependence on the central government and bolstered by the 
decentralization of power, local governments should work on 
attracting firms and create jobs. This would be the shortest way for 
revitalizing regional economies. 


Inward-looking Japan 


One aspect of the aftermath of the Upper House election would be 
that Japan has become an inward-looking country without realizing 
it. 


In a multipolar world, Japan, the second largest economy in the 
world, is expected to undertake a significant role. In the area of 
preventing global warming, Japan, along with the European Union 
(EU), should lead the rest of the world. Under the World Trade 
Organization (WTO), Japan must contribute to the multilateral trade 
talks (Doha Round). Japan needs to move in tandem with the US and 
Europe in addressing nuclear nonproliferation involving North Korea 
and Iran. As the only country that has suffered nuclear attacks in 


TOKYO 00003490 006 OF 010 


the world, Japan, regardless of its ruling and opposition parties, 
is responsible to the international community for calling on the 
rest of the world to abandon nuclear weapons. 


It is unacceptable to let political disputes endanger the Japanese 
economy, particularly at a time when slumping stock prices and the 
weakening yen are continuing. There is even the possibility that 
excessive fluidity caused by Japan\'s ultra-low interest rates will 
trigger a crisis. 


What is dangerous is the case where the ruling and opposition 
parties begin a competition to capture votes with their respective 
policies. The DPJ is now required to have the consciousness of being 
a responsible opposition party. In order for Japan to survive in the 
global economy, both sides need to compete for better reform 
policies. Japan is in this sense being tested as to whether it is 

worthy of international trust. 


(6) Editorial: People dumbfounded by prime minister's announcement 
on remaining in power 


ASAHI (Page 3) (Full) 
July 31, 2007 


Column 3 

Shinzo Abe officially announced that he will stay on as prime 
minister yesterday, the day after the House of Councillors election 
on July 29. In a Liberal Democratic Party executive meeting anda 
meeting with New Komeito President Ota, Abe obtained their 
concurrences for his remaining in office. But what about the \"no\" 
clearly expressed by the voters to him? In a press conference 
yesterday, the prime minister said: \"| take the people\'s severe 
judgment with gravity and sincerity. While reflecting on what | 
should reflect on, | will perform my responsibility in a modest 
manner by pushing ahead with reform and state-building plans.\" 


Has the prime minister interpreted the outcome of the election not 
as a no-confidence motion against him but as a scolding by the 
public? If so, the prime minister does not correctly understand the 
weight of the LDP\'s historic major defeat in the election. 


In the election, the LDP won only 37 seats, while the Democratic 
Party of Japan (DPJ or Minshuto) garnered 60 seats. In addition, an 
exit poll carried out by the Asahi Shimbun found 56% called for the 
prime minister\'s resignation. Even among supporters of the LDP, one 
out of four voted for the DPJ in the proportional representation 
segment. 


The prime minister himself had regarded the latest election as an 
occasion to \"ask the voters which are more qualified to be prime 
minister - | or Ozawa.\" 


When asked about this point in the press conference, the prime 
minister dodged the question. Instead, he revealed plans to change 
the lineup of party executives and cabinet members, saying: \"I think 
the election result represents a public call for us to change our 
minds.\" That is a quite convenient way of thinking for him. 


Politicians should take responsibility for negative results by 
resigning from their posts. The people must be disappointed at the 
leader\'s stance of avoiding responsibility for the crushing 

electoral defeat. It is unlikely that people will easily dismiss 

their doubt and distrust of the prime minister\'s stance of holding 
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on to power. 


Regarding the future course of the prime minister, LDP influential 
members have made unexpected responses. In such a case in the past, 
many LDP members called for the prime minister\'s resignation. In the 
Upper House election in 1989, in which the LDP won only 36 seats, 

the Prime Minister Uno stepped down. In the 1998 election, in which 
only 44 seats went to the LDP, Prime Minister Hashimoto resigned. 


Column 3 

Such responses are to reflect a tense atmosphere in the party, which 
has assumed the reins of government over the past 50 years, and that 
was indisputably the source of vitality for the party. This case, 

though, the following passive views are heard among influential LDP 
members: \"There is no able personnel;\" \"The prime minister himself 
should make a decision;\" and \"he should stay on for the time 

being.\" 


It is hard to understand that the New Komeito easily approved Abe\'s 
staying in power. The party, which experienced a major defeat as a 
result of being affected by the headwind against the LDP, should 
consider whether responsibility lies, including future options for 

the current coalition arrangement with the LDP. 


The prime minister spoke of tasks his cabinet will tackle now, such 
as expansion-oriented economic policy, correction of social 
disparities, and new measures to deal with politics-and-money 
problems. But the prime minister has yet to ask for public 
confidence, a factor indispensable for him to promote such policy 
measures. 


If he is willing to remain in office, he should dissolve the House 
of Representatives for a snap election as soon as possible to seek 
the voters\' judgment. 


(7) Interview with University of Tokyo Professor Ikuo Kabashima on 
results of July 29 House of Councillors election - a vote of no 
confidence in Abe 


ASAHI (Page 4) (Abridged slightly) 
July 31, 2007 


-- What made the Liberal Democratic Party suffer such a huge 
setback? 


Kabashima: Single-seat constituencies held the key. Former Prime 
Minister Koizumi had destroyed the LDP\'s traditional system of 
distributing to rural areas the fruits of economic development in 

the form of public works projects and the protection of farm 
produce, and the voters handed down their negative evaluation of it 
to Prime Minister Abe through this election. Changes to the LDP 
system led to its defeats in single-seat constituencies, which have 
been supportive of the party. 


Abe had tilted toward the traditional LDP system rather than toward 
market principles, but now that he has become Koizumi\'s successor, 
he needed to advocate reform and seek support in urban areas. In the 
eyes of urban voters, Abe\'s reform drive was insufficient as 
compared to Koizumi\'s, and to the rural areas it seemed the same as 
Koizumi\'s. Abe has thus lost the support of both sides. In addition 

to these developments, the LDP was directly hit by the pension 
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fiasco, the question of money and politics, and other scandals. 
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-- What is the cause of the overwhelming victory by the Democratic 
Party of Japan? 


Kabashima: The DPu\'s victory owes much to party head Ichiro Ozawa\'s 
strategy of putting high priority on single-seat constituencies and 

of sending a direct message that the party will introduce an 
income-subsidy system for farmers. He has wrestled the farm votes 
from Abe. Ozawa used to be as reform-minded as Koizumi was, but he 
has thrown that away in order to become a true DPJ president. 
Furthermore, the DPJ now has many competent individuals, like Akira 
Nagatsuma, who scrutinized the pension fiasco, enabling the party to 
fulfill its role to closely check problems associated with the 

ruling parties. That has resulted in a nationwide trend to break 

away from the LDP. 


-- Do you see any change in voter behavior? 


Kabashima: Voter turnout did not drop, which was significant. Voter 
turnout has in the past been low in the year of the boar (in the 
Chinese zodiac), but that didn\'t happen in this election partly 
because swing voters in cities came out in force. 


As a result, the New Komeito and LDP\'s organizational votes were 
diluted. What was interesting was the case of Masako Okawara, who 
ran in the Tokyo constituency on the DPJ ticket. Various opinion 

polls had indicated that she was on the borderline, but she 

eventually claimed the top place in the race. This indicates voters\' 
strategic behavior to get the two DPJ candidates elected. The same 
behavior was observed in other constituencies, as well. In addition 

to unaffiliated voters, some JCP and SDP supporters also showed the 
same pattern. 


-- Does that mean many voters acted in a way distinct from the 
past? 


Kabashima: An increasing number of swing voters are paying attention 
to situational surveys without being bound by traditional 

organizations. During the LDP vs. Japan Socialist Party era, voters\' 
psychology not to allow the JSP to take power worked. Okawara\'s case 
clearly depicted the voters\' logic that in order for the DPJ to 

switch place with the LDP, the opposition party needed to have more 
than a small margin. The results mirror the voters\' desire to see 

the LDP\'s defeat. 


-- How should the political parties take this public opinion? 
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Kabashima: An Upper House election tends to reflect voters\' 
assessment of the administration\'s achievements. The voter-candidate 
relationship in the Upper House is weaker than that in the Lower 
House, as well. That is why Upper House election results tend to 
directly mirror votersY assessments of party heads and parties. That 
being said, the outcome of this election is nothing but a 

no-confidence vote against Abe. 


-- But Prime Minister Abe has indicated that he will stay in 
office. 


Kabashima: Based on his views on the Constitution and the abduction 
issue, many people had regarded Abe as a \"politician with 
conviction.\" But his announcement has generated an image of clinging 
to power. The images of party heads have greatly affected the 

results of national elections in recent years. Abe had been picked 
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as the LDP\'s \"election face\" at relatively young age, but he failed 
to fulfill that role. The LDP that has endorsed Abe\'s decision 
clearly lacks vigor. 


The results exposed the New Komeito\'s weakness of sinking into 
insignificance with high voter turnout. The outcome also raised the 
question of how long the New Komeito is going to remain as the LDP\'s 
coalition partner with no ability to have a deciding vote. 


-- How should the DPJ act? 


Kabashima: Turning public opinion expressed in this election into 
support for the DPJ depends on whether or not it can wisely run the 
Upper House. In other words, it depends on whether or not the DPJ 
can translate its campaign pledges, including fiscal promises, into 
concrete bills in the Upper House to present them to the Lower 
House. A culmination of such efforts would prompt voters to decide 
to allow the DPJ to take power through the next Lower House 
election. 


(8) Editorial: Prime Minister Abe has misunderstood public will 


MAINICHI (Page 5) (Full) 
July 31, 2007 


In the July 29 House of Councillors election, the Liberal Democratic 
Party (LDP) suffered a crushing defeat. In a press conference held 
the day after the election, Prime Minister Shinzo Abe revealed his 
intention to stay on as prime minister. 
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The prime minister repeatedly said, \"The responsibility rests with 
me,\" but he emphasized: \"Many people appreciate the government\'s 
basic policy line, which is on the right track.\" If he really has 

such a perception, he apparently misunderstands the will of the 
people. 


As the points he should reflect on, he listed the government\'s 
responses to the pension problem and the politics-and-money issue. 
On the pension mess, he said: \"Our efforts to eliminate public 
distrust of the pension system were insufficient.\" The prime 

minister had been ignorant of the seriousness of the problem until 
he saw his cabinet support rate sharply plummet, despite repeated 
indications by the Democratic Party of Japan (DPJ or Minshuto). The 
prime minister must modestly reflect on this fact; otherwise, he 

will never be able to regain public confidence. 


In connection with a series of politics-and-money scandals, as well, 
although the prime minister said he instructed the LDP to revise the 
Political Funds Control Law, a number of people had criticized the 
revised version enacted in the latest Diet session as a law full of 
loopholes. People must be feeling that the prime minister\'s 
reference now is late. 


The prime minister also said that the people are supportive of his 
basic policy, that is, his economic expansion policy. Asked why he 
believes the policy has been supported, Abe replied: \"I felt 
audiences\' positive reactions (when delivering street-corner 
speeches).\" We wonder if he really understands what an election is. 


Further, the prime minister did not refer to whether the public 
supported his \"beautiful country\" concept, including his important 
task of revising the Constitution, as well as the slogan of 
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\"emerging from the postwar regime,\" only saying: \"There was no time 
to speak of constitutional issues in detail in the election 

campaign.\" This is a very convenient way to interpret it, we must 

say. 


The prime minister labels constitutional revision as the challenge 
his cabinet should address on a top priority basis. He must find it 
more difficult to amend the Constitution after experiencing the 
devastating defeat in the latest election. If he continues to refuse 

to recognize the current severe situation, he will not be able to 

push ahead with Diet business even if he proposes cooperation with 
the DPJ. 


Prime Minister Abe has also revealed plans to significantly 
reshuffle his cabinet, saying: \"The election outcome represents a 
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public call for us to change our minds.\" But as long as the prime 
minister maintains his current perception and stance, the public 
will never stop calling on the prime minister and others to change 
their mentality. 


Despite such circumstances, the LDP in its board meeting yesterday 
decided to have the prime minister stay in power. In the meeting, 
many members of various factions remained quiet, with few calling on 
the prime minister to take responsibility. Even if the prime 

minister is replaced, the state of the reversal of strengths between 
the ruling and opposition parties will not change. It is also 

difficult to find a successor who can be expected to turn the 

tables. 


The LDP has done little about developing potential candidates for 
the party presidency. The LDP is now forced with the bill for that. 
The current situation is quite serious. 
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1. (SBU) Summary. Prime Minister Abe told the press that 
his near term agenda includes a short session of the Diet, a 
reshuffle of senior party positions, and a cabinet change. 
End summary. 


2. (SBU) Prime Minister Abe appeared before the press on 
July 30, minutes after receiving an endorsement of his 
continued party leadership by the Liberal Democratic Party 
(LDP) Executive Board and announced that the Diet would meet 
from August 7-10 in an extraordinary session devoted entirely 
to housekeeping duties. In the Upper House new members 
chosen in the July 29 elections will be sworn in, and 
committee assignments made. Other than a few minor 
committees, however, the task of naming Upper House committee 
chairmen will be deferred until the fall Diet session. This 
results from the unique situation created by the election in 
which the governing LDP-Komeito coalition, which maintains 
its commanding majority in the Lower House, no longer 
controls the Upper House. The appointment of committee 
chairmen will require more extensive negotiations between the 
coalition and the now-majority Upper House opposition than 
the short extraordinary session allows. The Diet\'s Lower 
House will also convene during August 7-10, but will have 
virtually no business to consider other than possibly 

disaster relief coordination in the wake of the Niigata 
earthquake. 


3. (SBU) In addition, the Upper House President and Vice 
President will be selected. The Democratic Party of Japan 
(DPJ) and LDP appear to have agreed to follow the custom in 
which the new Upper House president comes from the leading 
party in the house and the Vice President from the second 
strongest. So far two DPJ names have emerged for the Upper 
House presidency: Satsuki Eda and Azuma Koshiishi. Eda (66) 
hails from Okayama Prefecture and has been a Diet member for 
30 years. First elected to the Upper House in 1977, he went 

on to serve four terms in the Lower House. He then left the 
Diet to run for governor of Okayama before returning for two 
more terms in the Upper House. Koshiishi (71) has served two 
terms in each house representing Yamanashi Prefecture. His 
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political career began in 1990 when he ran for election in 

the Lower House. He lost in the 1996 poll but ran for an 

Upper House seat in 1998 as an independent; he joined the DPJ 
after that election. LDP vice presidential candidates 

include Hirofumi Nakasone, oldest son of former Prime 

Minister Nakasone, and Akiko Santo, a former actress. 


4. (SBU) Abe also told the press on July 30 that he 

intended to reshuffle the party leadership. Complicating the 
process of selecting a new LDP leadership and cabinet, 
however, is the absence of several members of the current 
cabinet. Foreign Minister Aso, whose name has been floated 
to replace the resigning Hidenao Nakagawa as LDP Secretary 
General, departed on July 31 for the ASEAN Regional Forum in 
the Philippines; he also is planning to travel to the Middle 

East and South America during August 12-25. Agriculture 
Minister Akagi departed Tokyo Monday for meetings in 
Washington, DC, and Defense Minister Koike has plans to 
travel to Washington next week. In addition, Prime Minister 
Abe plans to travel to India, Indonesia and Malaysia during 
August 19-25. Speculation has already begun over whether Abe 
again fills the cabinet with friends. To date most of the 

LDP faction heads have come out in support of Abe continuing 
in office, perhaps in hopes of securing an important party or 
cabinet position for their faction members. 
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5. (SBU) As for the LDP districts, some continue to withhold 
support for the Abe administration in anger over their 
drubbing in the polls. Of the 47 prefectures, 25 have voiced 
support for the Abe administration but 20 have yet to commit. 
The remaining two have called for Abe\'s resignation. Even 
those who expressed support of Abe criticized his decision to 
remain Prime Minister. The head of the Yamanashi chapter, 
for example, said he thought Abe should resign but because 
Abe chose not to do so the chapter would support him. The 
influential business lobby Keidanren also has renewed its 
support for the Abe administration. Keidanren Chairman 
Mitarai called for continuing the reforms the Abe government 
has begun to implement, noting that positive effects from 
these reforms are already in evidence. 


6. (C) Comment: Abe is taking hits from all sides but has 

so far steadfastly refused to step down. In meetings today 

at LDP headquarters, staff members revealed that they 
privately had nicknamed the Prime Minister \"Abe Fu-Shinzo,\" a 
play on the first half of his name which sounds like the 
Japanese for \"trust\" and the prefix \"fu\" which means \"no.\" 
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Former Defense Minister Ishiba pointed out the difficulty in 
explaining to voters Abe\'s refusal to step down when Abe had 
called the Upper House election a choice between the DPu\'s 
Ozawa and himself. State Minister for Regulatory Reform 
Watanabe described the election as one of \"do or die\" for the 
cabinet, and they had essentially \"died.\" DPJ President 
Ichiro Ozawa criticized Abe\'s decision to remain Prime 
Minister as demonstrating a \"lack of common sense.\" 
Meanwhile, a Fuji-TV on-line poll showed that 62.5 percent of 
respondents want Abe to resign but were unclear who should 
replace him. LDP headquarters officials told Embassy 
officers on July 31 that the party lacks a clear successor 

and so has opted to keep Abe for the time being. It remains 
unclear, however, how long this will remain tenable in the 

face of public and media pressure as well as regional 
disgruntlement. 
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1.(C) Summary: President Basescu is back in charge 
with a new, stronger presidential mandate, and he has 
reasserted himself into almost all aspects of day-to-day 
foreign policy formulation. Consequently, Prime Minister 
Tariceanu and his new cabinet have been marginalized by 
Basescu on key foreign affairs and security matters, a 
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marginalization accelerated by the lack of leadership depth 

in key ministries. An inexperienced Foreign Minister gets 

poor marks across the board, including from Tariceanu 
himself. Defense Minister Melescanu--who has the most 
experience among Tariceanu\'s ministers--has also been 
gaffe-prone, but has recently walked back his remarks in time 
to manage what appeared to be signs of growing unhappiness 
among the uniformed services and professional bureaucrats at 
the MOD. However, the political turmoil surrounding the 
suspension and return of President Basescu may have, 
ironically, strengthened the domestic consensus on a shared 
foreign policy vision. All mainstream parties now seem to 

have accepted the need for a clear firewall between the 
domestic and international audiences. Russia\'s harsh 
rhetoric on CFE and other issues has also contributed to 
strengthening that consensus in Bucharest. After initial 
hiccups in the first half of 2007, the way ahead is as clear 

now as it had been on the road to NATO and EU memberships: 
maintain the firewall, recognize President Basescu\'s primacy 
over foreign and national security policy; and prepare for 
growing Romanian assertiveness in critical national security 
areas like the Black Sea, Kosovo and the Western Balkans, and 
on Middle East/energy security matters. End Summary. 


2.(C) President Basescu returned to office May 19 with a 
decisive three-quarters majority vote rejecting his removal 
from office. Basescu\'s return heralded a weakening of the 
domestic forces that had aligned themselves against him. 
Prime Minister Tariceanu\'s April purge of pro-Basescu cabinet 
ministers was followed by the installation of a considerably 
weaker national security team. Tariceanu now is saddled with 
an inexperienced Foreign Minister who is pilloried regularly 

in the press and a gaffe-prone Defense Minister who has had 
to reverse himself on a number of issues including on 
Romania\'s overseas military commitments, the stationing of US 
military forces in Romania, and the prospects of joint 
exercises with Russia. However, the overall consensus in the 
three mainstream political parties (PNL, PD, and the PSD) on 
the broad outlines of Romania\'s foreign policy has been 
Romania\'s saving grace. This consensus includes, inter alia: 
a focus on stability on the eastern and western borders; 
deepening Romania\'s relationships within multinational 
institutions; and energy security. However, with all 

political actors positioning themselves for the upcoming 
European Parliamentary elections (and four more back-to-back 
elections ending with a Presidential election in the winter 

of 2009), there will remain enormous temptations for rival 
politicians to toy with sacrificing political continuity in 

the hopes of achieving a short-term political gain, similar 

to last summer\'s flap over PM Tariceanu\'s abrupt call to 
withdraw all Romanian forces from Iraq. The challenge for us 
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will be to continue to stress the need for Romanian leaders 
to strengthen the firewall between heated political discourse 
and our bilateral and trans-atlantic equities. 


3.(C) Having now achieved its quest for EU and NATO 
entry, the GOR must now grapple with the devil in the 
details, whether it be in making NATO-rational defense 
procurement decisions or bringing Romanian taxation policy in 
line with EU interests. Meanwhile there are hints that the 
learning curve for a more mature conduct of foreign policy 
may be beginning to flatten. The GOR foreign policy agenda 
seems to have settled on five basic themes: (1) focus on 
immediate national security interests including stability on 
the eastern (e.g., \"Greater\" Black Sea Policy) and western 
borders (Balkan/Serbian integration into Euro-Atlantic 
structures); (2) broaden and deepen relationships within 
multinational institutions including staking out Romania\'s 
\"space\" in the UN, OSCE, NATO and EU; (3) greater 
concentration on economic development, including in energy 
security and enhancing relations in the Middle East, 
especially Iran; (4) a new out-reach to Latin America and 
Asia. (5) Relations with Moldova remain a special case and 
does not fit neatly in Romania\'s foreign policy agenda 
because of national and cultural baggage. 


Dysfunctionality 


4.(C) | Between February and April 2007, and with the 
imminent prospect of suspending President Basescu, Prime 
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Minister Tariceanu declared that he would begin reorienting 
Romania\'s foreign policy eastward, arguing for \"more balance\" 
in the relationship with the EU versus the more 

transatlanticist instincts of President Basescu. The 
Liberal-Democrat DA Alliance that led Bucharest into the EU 
was replaced with Tariceanu\'s \"ultra-minority\" government 
(encompassing roughly 22% of parliament) in April 2007. The 
new cabinet, by then purged of Basescu\'s Democratic Party 
(PD) allies, also had replaced several key experienced 

Liberal Party ministers, including those in the defense, 

justice, interior and foreign affairs ministries. This 

changed the composition and character of the Supreme National 
Defense Council, the deciding body for all important foreign 
policy and national security issues. 


5.(C)  TariceanuWs removal of Foreign Minister Ungureanu 
in February under the pretext of a scandal involving Romanian 
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contract workers arrested in Baghdad for taking pictures 
inside a coalition facility in Iraq was seen as a first major 

step at cleaning house of those seen as too close to Basescu 
(and inadvertently too close to the U.S.). The MFA saw 
several reassignments of officials over the next few weeks 
which negatively affected our closest contacts. The list of 
qualified and experienced officials within the government 
became increasingly shallow, leaving few strong candidates to 
fill important positions including the ambassadorships to the 
U.S. and the UK. When Foreign Minister Ungureanu was 
replaced by the inexperienced Cioroianu--over Basescu\'s 
objections--Cioroianu\'s missteps underscored his status as a 
novice. In the wake of Cioroianu\'s famously mediocre 
engagements with his European counterparts, an obsession with 
his media image, and his now infamous micromanagement 
tendencies within the Foreign Ministry, even the Prime 
Minister has admitted privately that he made a mistake 
nominating Cioroianu to office. 


6.(C) Another major personnel change was replacing the 
U.S.-friendly Defense Minister Sorin Frunzaverde with the 

less predictable Theodor Melescanu. Melescanu, a former 
foreign minister, is the only \"seasoned\" professional in the 
group of new Liberal ministers, but since his April 

appointment he has contributed his share to the Tariceanu 
government\'s public gaffes. In the short time that he has 
been in office, Melescanu has recommended legislation that 
placed a troop cap on the presence of US forces for Joint 
Task Force-East both outside the parameters of our Defense 
Cooperation Agreement and without consultation with the U.S. 
Melescanu also has walked back the GOR from approving F-16s 
to replace Romania\'s aging MiG-21 fleet, in what many 
Romanian national security experts here (including one former 
defense minister and two experts in academia) see as a 
blatant attempt to increase the chances of more lucrative 
offers from European-based aerospace industries like Gripen 
and Eurofighter. The Defense Minister recently put the 
Dassault Rafale on the table during the last (June) CSAT 
meeting, catching everyone by surprise on an issue that 
already had been studied for two years. It is generally 
assumed within the uniformed services that Melescanu will 
recommend the Gripen over the CHOD\'s and President Basescu\'s 
stated preference to lease F-16s on the path to purchasing 
the JSF. 


7.(C) When MFA officials were asked if they had 
comments about Defense Minister Melescanu\'s off-hand 
suggestion that Romania, Bulgaria and Russia conduct joint 
military exercises in the Black Sea within the PfP framework, 
they consistently argued that Melescanu more than any other 
official in the GOR is an experienced diplomat who knows what 


Column 3 

he is doing. Within Melescanu\'s own PNL party, our contacts 
insisted that he has a reason for everything that he does. 
However, the following day the front pages of several 
newspapers ran stories of Russia\'s extremely negative 

reaction to the Melescanu offer, including an acerbic comment 
by Russia\'s senior Defense advisor General Samanov comparing 
the Melescanu comment to the Molotov-Ribbentrop pact. While 
Melescanu has softened his rhetoric about scaling back 
Romania\'s international military commitments in lraq, he 
continued to raise eyebrows at the June NATO Defense 
Ministerial when it appeared Romania was walking away from 
the Alliance\'s long-standing position on Kosovo. Again, 
Melescanu corrected Romania\'s position at the last minute to 
join the consensus, but still left an aftertaste for Allies 

to ponder about Romania\'s reliability. 


Consensus 


8.(C) Despite the various dysfunctional aspects of the 
government--some of it is institutional and some rooted in 
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personalities--there remains a deep consensus across party 
lines on Romania\'s strategic interests; foremost of which is 
the U.S.-Romanian partnership. Even though there have been 
occasional missteps and misstatements, there remains enormous 
continuity and consistency in Romanian foreign and security 
policy decisions at the end of the day. Romania always seems 
to find its way back to the fold. Nevertheless, we cannot 

always assume that some common views held by the USG and 
Romania (especially on NATO/EU frontier issues, multinational 
institutions, and economic development) reflect shared 
interests. TThe decade-old strategic partnership between the 
U.S. and Romania (since President Clinton\'s 1997 visit to 
Bucharest following the NATO Summit in Madrid) is strong, 
even if there is room for more maturity in the relationship. 
There are few countries willing to go the extra mile to work 

with us, which Romania will do provided they do not perceive 
that their immediate interests are being taken for granted. 

In the larger context of trying to assert Romania\'s interests 
when they diverge somewhat either within NATO, the EU or even 
with the U.S., the GOR (and especially President Basescu) 
wants to make sure those allies and partners must not assume 
everything or take Romania for granted. The GOR has its own 
interests to promote; fortunately those interests tend to be 
consonant with ours even if they are for different reasons. 

But as evidenced by the Kosovo issue, Romania\'s are not 
always identical to our own. 
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9. (C) | One impediment to consistency in Romanian 
policymaking is the lack of a clearcut national security 
strategy. The last version from 2006 is more sermon than 
strategy. Our MFA contacts who contributed to the draft 
described a process through which the interagency turned the 
strategy into a \"Christmas Tree\" with every ornament any 
government agency and ministry could hang on it. The final 
product was then wholly rewritten in a rambling style (even 

in Romanian) that made the strategy essentially 

unintelligible. As a result, there is no framework document 

to keep the sundry foreign affairs actors from wandering off 

a task. Some issues, like Romanian deployments to Iraq, have 
national importance but are not fixed within a strategic 
context and are easily overshadowed by the internecine 
conflicts among the political leaders--again raising 

questions about Romania\'s reliability. 


10. (C) Recognizing some of the problems Romania has with 
the partners\' and allies\' shaky confidence in Romania\'s 
consistency, Cioroianu announced on July 11 that he intends 
to present a 10-year foreign policy strategy in September. 
Though Cioroianu has initiated an MFA \"Consultative Council\" 
made up of former heads of state and foreign ministers 
(including, among others, former presidents Illiescu and 
Constantinescu, and former foreign ministers Geoana and 
Ungureanu), we do not expect the results to differ much from 
the current general consensus on the GOR\'s strategic 
interests. The results, in fact, will likely parallel the 

process that developed the last national security strategy; 

that is to be all things for all people. This situation is 

unlikely to change until the political dynamics between the 
President and the government does, and this will not occur 
until there are new parliamentary elections to rebalance the 
relationship between the President, government, legislators 
and the voters. 


11. (C) Meanwhile, a resurgent President Basescu is again 
presiding as Commander-in-Chief over the 12-member Supreme 
Council for National Defense (CSAT). The first CSAT meeting 
following Basescu\'s return reaffirmed on June 28 that Romania 
would maintain its international commitments, including its 
troop numbers in Iraq and Afghanistan. That decision thus 
ended any debate over whether Romania would drawdown from 
Iraq, an issue that Tariceanu kept trying to force since 

spring 2006. It goes to show that--domestic politics 
aside--Romania continues to be a faithful partner in the 

Global War on Terrorism. In fact, the Prime Minister may 

have learned his lesson--not to challenge the most popular 
political figure in Romania--and we expect that the Prime 
Minister will now work to build upon the path that President 
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Basescu set out in the first place, at least until the next 
opportunity to gain a domestic political advantage comes 
available. 
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1. (U) This message is Sensitive but Unclassified. Please 
handle accordingly. 


2. (SBU) Mission provides the following suggested background 
for inclusion in the briefing materials for Deputy Secretary 
Negroponte. They are for reference for his planned bilateral 
meeting with Indonesian Foreign Minister Hasan Wirajuda at 
5:15 p.m. on August 1 on the margins of the ASEAN/ARF 
meetings in Manila. Mission will also email the text in its 
original format to EAP/MTS and to Embassy Manila, with the 
understanding its use is contingent upon the Department\'s 
approval. 


3. (SBU) BEGIN TEXT OF PAPER: 


BACKGROUND AND GOALS 

FOR DEPUTY SECRETARY NEGROPONTE\'S MEETING 
WITH INDONESIAN FM HASAN WIRAJUDA 

ON MARGINS OF ASEAN/ARF MEETINGS IN MANILA, 
5:15 PM ON AUGUST 1, 2007 


BACKGROUND 


During his visit to Washington in March, FM Wirajuda and the 
Secretary discussed the then-upcoming UNSCR 1747 on Iran\'s 
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nuclear program and Indonesian initiatives to move the Middle 
East process forward. Defense Minister Sudarsono visited 
Washington in April to press for continued normalization of 
military-to-military cooperation. The Indonesians have made 
clear their intention to continue their peacekeeping role in 
Lebanon with the sending of a new battalion late this year to 
replace the one currently there. 


SUGGESTED MEETING THEMES 


-- lran: President Yudhoyono weathered heavy public criticism 
for Indonesia\'s vote in favor of UNSCR 1747, including calls 
for his impeachment, and FM Wirajuda provided lengthy 
testimony in Parliament. The experience has likely made the 
GOI far more cautious regarding supporting further UNSC 
resolutions on Iran. While acknowledging the steps they have 
already taken, the Deputy should brief them on our current 
thinking and press for their continued support. 


-- Avian Influenza/Sample Sharing: Indonesia is withholding 
human virus samples from the WHO over concerns about 
equitable access to Al vaccines and capacity here to respond 
to a pandemic outbreak. The WHO is hosting a meeting in 
Singapore from July 31-August 3 to discuss sample sharing 
with the broader international community. U.S. goals in this 
meeting are (1) to establish a predictable, reliable, and 
efficient system for the sharing of human influenza virus 
samples, both seasonal and pandemic; (2) to ensure broad 
access to samples and sample sequence data by the academic 
and private sector; and (3) to provide health benefits to all 
members in good standing of the system. The Deputy should 
press Indonesia to finalize its agreement with the WHO so 
that sample sharing on this critical disease can resume. 


-- New Middle East Initiative: Wirajuda would be keenly 
interested in hearing about the President\'s new Middle East 
initiative and the Secretary\'s travels. Indonesia has sought 
to provide a voice of moderation on Middle East issues and 
promote Sunni-Shia reconciliation. 


-- Military Assistance/Accountability: Indonesia continues to 
make progress to reform its military (TNI) and should be 
encouraged to move further on budget planning and 
transparency, divestiture of business interests and a 
strategic defense review. However, the TNI continues to lag 
on accountability for past human-rights violations, 
particularly in East Timor in 1999. The Truth and Friendship 
Commission has not delivered a satisfactory Indonesian 
accounting for such violations in East Timor. The Deputy 
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should note that we are pleased with resumption of normal 
military-to-military ties but warn that lack of 

accountability remains an impediment. 


-- Climate Change: The Indonesian government and 
environmental leaders are receptive to President Bush\'s new 
climate change framework proposal but have emphasized that 
deforestation must be a component of the new framework, that 
Indonesia will need financial and technical assistance to 
implement cleaner technologies and that any new framework 
must fit with ongoing international negotiations on climate 
change. The Deputy might point out that: 


- President Bush\'s proposal includes plans for addressing 
deforestation and raising the priority of clean energy 
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technologies in the international banks. 

- His proposal will complement ongoing UN negotiations on 
climate change, including the upcoming Conference of Parties 
(COP) meeting in Bali in December. 


President Bush has proposed a meeting of the world\'s top 
13-15 emitters of greenhouse gases at a planned conference in 
Washington in late fall to further define his proposed 
framework. The Indonesian government has been invited to 
this meeting but not yet confirmed whether it will send 
representatives. White House Chair of the President\'s 

Council on Environmental Quality James Connaughton will be in 
Jakarta August 15-16 to explain the President\'s policy and 
encourage Indonesia\'s participation. The Deputy may wish to 
reinforce this message. 


END TEXT OF PAPER. 
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SUBJECT: ANKARA MEDIA REACTION REPORT 


MONDAY, JULY 30, 2007 
In Today\'s Papers 


Bagis Warns Turkey will Move against the PKK 

All papers report Egemen Bagis, a Member of Parliament and advisor 
to Prime Minister Erdogan, said in an interview with The Sunday 
Telegraph that Turkey was prepared to launch unilateral operations 
against the PKK threatening Turkey from northern Iraq unless its 
allies \"start doing something.\" \"Our allies should help us with the 
threat, which is clear and present. If an ally is not helping you, 

you either question their integrity or their ability,\" Bagis said. 
Papers also cite the British daily as noting that Turkey\'s newly 
elected government is \"prepared to turn its back on its 
long-standing alliance with the United States to counter the threat 
of Kurdish terrorism.\" 


Independent Kurdish MPs to Establish DTP Party Group in Parliament 
All papers report that on Sunday, independent candidates elected as 
members of parliament with the support of the Kurdish DTP, have 
joined together as members of the party. Ahmet Turk, independent MP 
from Mardin, said the DTP was \"aware of its responsibilities,\" 

adding it would work to strengthen democracy as well as seek a 
peaceful solution to the Kurdish issue. Turk said they were in the 
parliament for reconciliation and dialogue, and added they will not 

take their oath in Kurdish. Sirri Sakik, independent MP from Mus, 

said just like the [nationalist] MHP, the DTP was a \"fact\" of this 
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country. \"We will not engage in a fight with the MHP,\" Sakik 
stressed, and added, \"MHP chairman Devlet Bahceli is actually much 
more sensible compared to CHP\'s Deniz Baykal.\" Sakik also said no 
amnesty for the PKK would be possible without establishing the 
necessary grounds first. Mainstream Milliyet reports that some 
Kurdish deputies entered \"Turkish\" in the space marked \"foreign 
language\" on their application forms. Akin Birdal, independent MP 
from Diyarbakir and the former head of Human Rights Organization 
(IHD,) has also joined the DTP on the invitation of the party\'s 

former chairman Ahmet Turk. On Monday, the 20 DTP lawmakers are 
expected to petition the national assembly to form a party group in 

the parliament. 


Meanwhile, papers reported over the weekend that according to a new 
regulation prepared by the Justice Ministry, members of parliament 

will not be free to visit inmates convicted or tried for terrorism 

charges. Only members of related parliamentary commissions will be 
allowed to conduct such visits after informing the head of their 
commission. Papers say the new regulation is intended to block DTP 
lawmakers from visiting the PKK\'s imprisoned leader Abdullah Ocalan. 


Election Analysis 

Mainstream Vatan reports on research it conducted to find out what 
motivated the voters in last week\'s Parliamentary election. Vatan 
spoke with people from every level of society for three days and 
came to the conclusion that the rich people in Turkey voted for the 
AKP for stability in the country, intellectuals for democracy and 

the poor people for job opportunities. Vatan points out that this is 

in sharp contrast to the analysis of the western press who concluded 
that votes for the AKP were votes for \"moderate Islam\" and the 
conclusions drawn by Turkish pundits who said the AKP votes were a 
\"message to the military\" from the people. 


Editorial Commentary on Turkish Election Results 

Okay Gonensin comments in the mainstream Vatan: \"People have voted 
for peace and stability. Certain rhetoric by other parties such as 

having problems with the outside world, making a strong argument for 
cross-border operations in Northern Iraq and talking about \'hanging 

a terrorist\ were not seen as acceptable. Given the anti-EU 

sentiment within the two other parties in the new parliament, the 

election victory for AKP should also be seen as strong support for 

the EU integration process. At this point, the AKP has an important 
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role to play especially in the new period ahead. It will be wrong 


to say the reason for the election victory was the military\'s 
intervention and the presidential election process. If the AKP acts 
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based on this argument, it may be misreading the popular votes. 
Such a victory is a clear manifestation of the people\'s search for 
reconciliation and a peaceful atmosphere. There are three tasks in 
the coming days which will indicate clearly whether AKP has read the 
messages correctly: electing a parliament speaker, forming of the 
new government and electing the president. These are the major 
events that will show the AKP\'s general approach to the issues 
during its second term.\" 


Reaction to AKP Deputy\'s Comments on Constitutional Changes 
Sabah, Milliyet, Vatan, Cumhuriyet and others: Newly elected AKP 
Istanbul Deputy Prof. Zafer Uskul proposed that provisions related 
with Kemalism be removed from the constitution. Opposition party 
CHP leader Deniz Baykal reacted to this proposal by saying that \"AKP 
scored a goal in the first minute of the game...AKP acted right 

after the elections to amend the constitution in the direction of 

their own beliefs.\" Meanwhile, the Ataturk Thought Association also 
criticized Uskul and stressed on its web page that \"being against 
Kemalism, means being against the secular social order.\" 


TV News: 
(NTV, 6 A.M.) 
Domestic News 


- One Turkish soldier was killed and two others were wounded in a 
fight between security forces and PKK militants in the southeastern 
province of Mardin. 


- DSP leader Zeki Sezer said the general elections should not be 
seen as a referendum for the presidency of Gul, urging AKP not to 
press on. 


- On August 1-4, Turkey\'s Supreme Military Council will hold its 
annual meeting to be chaired by Prime Minister Erdogan. 


International News 


- The US Administration is to ask Congress to approve an arms sale 
package for Saudi Arabia and five other Gulf countries that is 
expected to total USD 20 billion over the next decade. 


- Insurgents dressed as women have attacked an Iraqi army checkpoint 
west of the northern oil hub of Kirkuk, killing at least three 
soldiers. 


- Prime Minister Olmert said the US is committed to ensuring 
Israel\'s military supremacy over Arab countries. 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, EINV, EPET, MY 

SUBJECT: Iran outdoes U.S. in FDI; Foreign Bank to Open in KL. 
Malaysia Economic Update July 2007 


1. (U) Summary: Malaysia\'s top investor for the first five months 

of 2007 is Iran, due to a joint venture by the National Iranian Oil 
Company (NIOC) and SKS Ventures Sdn. Bhd. to build a refinery in the 
northern region of peninsular Malaysia. The Central Bank approved 
another joint venture for Bank of Baroda and two other Indian banks, 
marking the first new foreign conventional bank to be approved in 
many years. Other developments include increased tourism, a flap 
over pricing of the new Harry Potter book, and a slightly increased 
forecast for economic growth. End Summary. 


Malaysia\'s Top Investor Year-to-Date: IRAN 


2. (U) Iran has emerged as the leading foreign investor in the 

country for the period January through May 2007, at least in terms 

of approved projects. Iran\'s new status is the result of a single 

large refinery in which the National Iranian Oil Company (NIOC) has 

a large stake. The refinery, which will be built in the northern 

state of Kedah, is a joint venture with Malaysian company SKS 
Development Sdn. Bhd., a sister-company to SKS Ventures which made 
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press earlier this year when it announced plans to develop the 

Ferdows and Golshan gas fields in Iran. Both SKS Development and 
SKS Ventures are owned by Malaysian tycoon Syed Mokhtar al-Bukhari. 
The NIOC stake in the new refinery is reported to be less than 50%. 


U.S. investment approvals drop to fifth place 


3. (U) U.S. investment approvals are running in fifth place this 

year, after a decade or more of the U.S. being Malaysia\'s top 
foreign investor. According to the government investment approval 
agency, Malaysian Industrial Development Authority (MIDA), Iran\'s 
investment of USD 874 million, or 19% of total approved foreign 
investment, is ahead of Netherlands (USD 653 million), Japan (USD 
518 million), Singapore (USD 378 million) and the U.S. (USD 299 
million). Average monthly approvals are up slightly for investment 
from the U.S. and Japan and significantly for investment from the 
Netherlands and Singapore. Total approved foreign investments were 
USD 3.6 billion for the first five months of the year and USD 5.5 
billion in 2006. 


Comment 


4. (SBU) It is too soon to tell whether the year-to-date project 
approvals will lead to a significant increase in actual foreign 

direct investment. Comparing the YTD monthly average for January 
through May 2007 to the monthly average for 2006 shows a 57% 
increase. This is hardly realistic. It is more likely that, with 

national elections around the corner, the GOM is approving 
everything that comes across the desk in an effort to boost the 
figures. How many of these proposals ever break ground is yet to be 
seen. However, the one large refinery jointly financed by NIOC and 
SKS Ventures is expected to break ground within the next month or 
two. 


Foreign Conventional Bank Approved 


5. (U) According to the GOM\'s \"Financial Sector Master Plan,\" 
developed in 2001, this year was supposed to be the year that the 
financial sector would be liberalized, after a series of 
government-imposed clampdowns in the beginning of the 2001-2010 
period covered by the plan. A series of gradual liberalizations 

have been evident since January, and according to press reports, the 
GOM recently approved the application of a new foreign conventional 
bank - the first in many years. Bank of Baroda, India\'s fifth 

largest lender, has been granted approval to set up a joint venture 
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with two other conventional Indian banks, Punjab National Bank and 
Andhra Bank, in early 2008. Bank of Baroda currently has a 
representative office in Kuala Lumpur which it opened in August 
2004. Earlier press reports alluded to a long, complex series of 
negotiations between Malaysia\'s central bank and Bank of Baroda. 
This will be the first Indian bank permitted to open a branch in the 
country, albeit a year later than planned. (Note: as part of 
Malaysia\'s drive to become a global hub for Islamic finance, several 
Middle East-based Islamic banks opened their doors in Malaysia 
earlier this year.) 


KUALA LUMP 00001224 002 OF 003 


Visit Malaysia Year 2007 and 50th Independence Day Celebrations 


6. (U) The Visit Malaysia Year 2007 tourism campaign was launched 
nationwide this year to celebrate Malaysia\'s 50 years of 

independence from the British, which culminates with the Merdeka 
National Day on August 31. Many activities and programs such as 
cultural performances and street shows have been lined up to promote 
Malaysia as a tourist destination both domestically and 

internationally. 


7. (U) The tourism industry continues to see increasing arrivals and 
to contribute higher earnings to the Malaysian economy. A total of 
17.55 million international tourists visited Malaysia in 2006 and 

this year Malaysia is targeting 20.1 million tourists who are 
expected to spend RM40.5 billion (approximately USD 11.8 billion). 
As of March this year, Malaysia recorded 1.7 million visitors, an 
increase of 10.9 percent compared to the same period last year. 
Tourists from elsewhere in Southeast Asia usually make up the bulk 
of arrivals to the country, including a large number of Singaporeans 
who come for day trips. Double digit growth was recorded for 
visitor arrivals from Singapore, Indonesia, China, Japan, Saudi 
Arabia, Canada, Australia, Russia and others. According to the 
Tourism Board website there has been a drop in arrivals from 
Thailand for the past three months caused by violence in southern 
Thailand. 


New Approach to Promoting Tourism 


8. (U) According to Zulkipli of Malaysia\'s Tourism Board, the 
government is \"very interested\" in attracting more tourists from the 
Middle East, North Africa and Russia, all of which are believed to 
have high growth potential and high average expenditure per tourist, 
though their tourists travel only in limited seasons. He noted that 
Middle Eastern tourists in particular are attracted to Malaysia for 
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cultural, religious and dietary reasons, with the largest numbers of 
tourists coming during the summer. In addition, he surmised that 
many Arab tourists have avoided visiting the United States and 
Western Europe, where they may face visa difficulties and could feel 
\"less welcome.\" 


9. (U) In the past, Malaysia marketed itself as a holiday 

destination, and is now promoting itself as a shopping haven in a 
move to increase the flow of tourists\' receipts. The board is 

hoping to attract more U.S. tourists, which tend not to travel much 

to Malaysia given its great distance from the U.S. While in New York 
recently, the tourism board also aggressively promoted Malaysia\'s 
attractiveness for medical tourists and for the MICE (meetings, 
incentives, conferences and exhibitions) market. 


Issues affecting tourism growth 


10. (U) Malaysia\'s poor maintenance of public toilets, unscrupulous 
taxi drivers, the prevalence of itinerant beggars in tourist zones, 
and general lack of cleanliness have been hot issues for the 
government as it seeks to attract more tourists from abroad, 
according to tourism board officials. Last year the government 
installed high-tech toilets in several key shopping areas, and local 
authorities and the Housing and Local Government Ministry are 
pressuring restaurants and hotels to ensure that toilets are kept 
clean. 


Hotels Try to Conserve Energy 


11. (U) Econ FSN spoke with Shaha of the Hotel Association, who said 
he is optimistic that Malaysia will achieve the predicted number of 
tourists, provided no unforeseen global events such as a bird flu 
outbreak or a tsunami occurs. He said electricity is the second 
largest cost to hotels after salary, which is why his group has 
asked Malaysia\'s power company and the trade ministry (MITI) to 
provide appropriate incentives to ease the burden on hotels. The 
hotel industry is in operation 24 hours a day, and cannot adjust its 
operations to off-peak hours like the industrial and manufacturing 
sector. Hotels have made efforts to increase energy efficiency to 
mitigate the increased cost of power, according to Shaha, but older 
hotels have found this difficult. The hotel industry also has asked 
MITI for incentives to cover new equipment for hotels undergoing 
renovations and upgrading. 
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Pricing Flap Over Harry Potter 
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12. (U) Malaysia\'s biggest book chains (MPH, Popular, Harris, and 
Times) briefly launched a boycott of the new Harry Potter book to 
highlight how their business is threatened by two hypermarkets, 
Tesco and Carrefour. The two hypermarkets initially marketed \"Harry 
Potter and the Deathly Hallows\" at the discounted price of RM69.60 
(approximately USD 20), far below its recommended retail price of 
RM109.90 (approximately USD 32). Minister of Domestic Trade and 
Consumer Affairs (MDTCA) Shafie Apdal defended the hypermarkets, 
saying such discounts benefit the public. Shafie\'s move was 
somewhat unusual in that the MDTCA is often called upon to support 
smaller scale Malaysian retailers; at the same time, the ministry 
expends considerable resources to ensure that Malaysian consumers 
are not overcharged for the large number of staple products subject 
to government price controls. 


MIER Raises Its Economic Growth Forecast 


13. (U) The Malaysian Institute of Economic Research (MIER) has 
revised Malaysia\'s economic growth upwards to 5.7% year-on-year in 
2007 from 5.6% forecast a month ago. Despite the revision, the 
growth projection is still below the official estimate of 6%. MIER 
executive director Mohamed Ariff said the Malaysian economy is 
underperforming as it is capable of 6.5% growth. He blamed the 
relatively slow growth to weak domestic investment. He also 
commented that although FDI inflows to Malaysia have increased in 
2006 after bottoming out in 2005, they are still below pre-crisis 

levels and lag behind Singapore and Thailand. 


Call to Hasten Mergers of Malaysian Banks 


14. (U) Nazir Razak, CEO of CIMB Group, Malaysia\'s second-largest 
banking conglomerate, announced at a conference on the banking 
sector that, in his view, the Central Bank should intervene to force 

the acceleration of mergers of domestic banks. This would make them 
more competitive and better able to withstand the forces of 
liberalization, he said. After the Asian financial crisis in 1998, 

the Central Bank directed the mergers of many local banks, resulting 
in only ten domestic banks by 2000 down from 54 banks just two years 
earlier. In 2006 CIMB bought Southern Bank, bringing the number to 
nine. Nazir said the merger process is lengthy, and it can take two 

to three years for the new bank to become competitive. 

Alternatively, he suggested that the Central Bank should raise the 
minimum shareholder asset level from its current RM 2 billion (USD 
588 million) to RM 10 billion (USD 2.9 billion) to force out the 

smaller players. (Note: only two Malaysian banks currently have 
assets over RM 10 billion: Nazir\'s own CIMB Group and Maybank.) 
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Government To Leave It to Market Forces 


15.(U) Responding to Nazir Razak\'s call for government intervention 
to force further bank mergers, Second Finance Minister Nor Mohamed 
Yakcop said the government has no objection to further consolidation 
in the banking sector. However, the minister said Malaysia is not 
planning to introduce new measures to speed up the process. 
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E.O. 12958: N/A 

TAGS: EINV, EFIN, ECON, PINR, TW 
SUBJECT: Taipei Economic Brief for July 2007 


1. This cable summarizes selected July 2007 economic events in 
Taiwan: 


--Standard Chartered Raises Taiwan\'s GDP Growth 
--Improved Economic Performance, Inflationary Threat 
--Penalty on UMC for Investment in China Overruled 
--Medical Tourism 

--Fubon Intends to Acquire PRC Bank 

--Taiwan Ranks Sixth in World IT competitiveness 
--Taiwan DRAM Manufacturers Top World Market 
--Bayer Acquires Taiwan Resins and Films Producer 
--Double Taxation in EPZs Removed 

--Science Park to Allow Industry Services 


Standard Chartered Raises Taiwan\'s GDP Growth 


2. Standard Chartered (Taiwan) raised its 2007 real GDP growth 
forecast for Taiwan from 4.1% to 4.5%, attributing the rise mainly 

to accelerated private consumption growth. Expansion of private 
consumption, stimulated partly by a rise in stock prices and partly 
by resolution of credit/cash card debt problems, also prompted the 
Taiwan Institute of Economic Research (TIER) to increase Taiwan\'s 
estimated growth to 4.21% from April's 4.09% projection. Goldman 
Sachs is more optimistic than other forecasters, projecting the 
growth rate will further rise from 4.5% in 2007 to 5.5% in 2008. 

All of these groups anticipate that increases in the prices of 
imported grain and crude oil will drive up inflation from below one 
percent in the first half (H1) of this year to over two percent in 

H2, with TIER\'s forecast rate reaching a 13-year quarterly high of 
3.8% in the last quarter (Q4) of this year. 


Improved Economic Performance, Inflationary Threat 


3. All economic indicators in H1 showed improvement in Taiwan\'s 
economic performance. Growth in export orders accelerated to a 
double-digit rate in H1 from a single-digit level in Q4 of last 

year. Imports of capital goods in the second quarter (Q2) shifted 

to growth, signaling an increase in domestic investment. Approved 
foreign direct investment in Q2 also shifted to growth, while 
manufacturing production reported accelerated growth. Prices 
remained stable in H1, but increases in imported grain and crude oil 
prices will become an inflationary threat. In response, the Central 
Bank of China (Taiwan) (CBT) raised its benchmark rates and 
increased required reserves for some deposits in June. The CBT has 
also increased its open market operations in an attempt to sop up 
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excess liquidity. 


Penalty on UMC for Investment in China Overruled 


4. The Taiwan Administrative High Court (TAHC) overruled a fine of 
NT$5 million (US$151,510) imposed by the Ministry of Economic 
Affairs (MOEA) on United Microelectronics Company (UMC) for its 
unregistered investment in He Jian Technology in China. The TAHC 
said that the MOEA did not have sufficient evidence for UMC\'s 2001 
investment in He Jian. The MOEA will appeal. 


Medical Tourism 


5. Taiwan announced it will allow entry of mainland Chinese for 
medical treatment, beginning August 1, 2007. Treatment may be in 
any of the medical specialties in which Taiwan offers world-class 
care: liver transplants, facial surgery, heart surgery, artificial 
insemination and joint replacement surgery. The newly-approved 
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measures would both circumvent the apparently stalled tourism talks 
with China and be a money-maker for Taiwan\'s medical industry. 
Estimates are the ambitious plan could attract as many as 100,000 
customers, generate NT$7 billion (US$212 million) in 3 years, and 
create 3,500 jobs in Taiwan. 


Fubon Intends to Acquire PRC Bank 


6. Taiwan\'s Fubon Financial Holdings (FFH), the third-largest 
financial holding Company in Taiwan, intends to acquire 20% the 
PRC\'s Xiamen City Commercial Bank (XCCB) through its Hong Kong 
subsidiary Fubon Bank (Hong Kong). FFH will cooperate with its 
strategic partners to control 51% ownership and ultimately 

participate in the operation of XCCB. Senior FFH executives have 
discussed the project with Taiwan\'s Financial Supervisory Commission 
(FSC) although Fubon has not yet submitted a formal application for 
regulatory approval, however. 


Taiwan Ranks Sixth in World IT competitiveness 


7. The Economist Intelligence Unit (EIU) recently gave Taiwan a 
world ranking of sixth in terms of information technology (IT) 
competitiveness, behind the United States, Japan, South Korea, the 
United Kingdom and Australia. Taiwan\'s ranking was ahead of Hong 
Kong\'s 21st and China\'s 64th among the 64 rated economies. The 
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rating was the first of its kind issued by the EIU. In an interview 

with Taiwan\'s Central News Agency, EIU Chief Researcher Macquarie 
said that Taiwan\'s strengths are in hardware, semiconductors, and 
personal computers, all of which are at a world-class standard. He 
noted that Taiwan still has room for further development in the 

areas of software and technology services, however. 


Taiwan DRAM Manufacturers Top World Market 


8. In 2006, Taiwan DRAM (dynamic random access memory) 
manufacturers took a 37% global market share, and are expected to 
increase their share in 2007. DRAMeXchange, a market intelligence 
group, reports that Taiwan companies comprise nine of the top 20 
memory manufacturers in the world. On average, one of every three 
computers worldwide uses DRAMs made by Taiwan companies. A-Data 
Technology, which ranks at the top of Taiwan\'s DRAM industry, is the 
second-largest memory module vendor in the world. Transcend, number 
four in the world and specializing in flash memory, is projected to 

replace A-Data as Taiwan\'s largest memory vendor, as the flash 
memory market is likely to overtake the DRAM market. Acer ranks 

sixth in the world, and its own brand Apacer has seen strong sales 

for server memory. 


Bayer Acquires Taiwan Resins and Films Producer 


9. Bayer, a German pharmaceuticals company, recently completed its 
acquisition of Ure-Tech Group, the Asia-Pacific region\'s largest 
producer of thermoplastic polyurethanes (TPU). This acquisition, 
Bayer\'s first investment in Taiwan over the past ten years, will 

make Bayer the world\'s largest supplier of TPU resins and films. 

With the addition of Ure-Tech\'s facilities, Bayer Material Science 

will have a total of eight TPU resin and film plants, with one each 

in Taiwan, China, India, and Japan. The remaining four are in the 
United States and Germany. 


Double Taxation in EPZs Removed 
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10. In July, the Ministry of Finance (MOF) revised its regulations 

to eliminate double taxation on companies moving goods between two 
Taiwan locations, i.e., into and out of Export Processing Zones 

(EPZs). The revised regulations exempt customs duties for 

\"non-bonded goods\" moving from EPZs to tax zones. Non-bonded goods 
entering tax zones will only be subject to a 5% business transaction 

tax. The revised regulations will also apply to bonded factories 
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and manufacturing firms located in science industrial parks. The 
double taxation issue arose in April when Taiwan relaxed 

restrictions to allow manufacturing firms in the tax-free EPZs to 
produce non-bonded goods which were, therefore, subject to customs 
duties twice, i.e., on both entering and leaving EPZs. 


Science Park to Allow Industry Services 


11. The Executive Yuan has submitted planned amendments to the 
\"Management Statute for the Establishment of Science Parks\" to the 
Legislative Yuan (LY) for review. The bill is designed to build a 
comprehensive business community within science industrial parks 
where industry services can be offered and unused factories can be 
rebuilt through title transfers, without resorting to forced sales. 
(Note: Land in science industrial parks is owned by the government. 
End Note.) The bill would allow companies serving industries to 
enter science industrial parks, including R&D organizations, 
incubation centers, banks, guesthouses, and conference centers. 
Land occupied by these service firms is subject to a ceiling of 5% 

of the park\'s total area. The legislation will encourage transfer 

of unused rent-free factories for a maximum of six months so the 
buyer can engage in construction, renovation and/or installation of 
new equipment. 


YOUNG 
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E.O. 12598: N/A 

TAGS: CASC, EINV, KIDE, ECON, OPIC, PGOV, ID 

SUBJECT: INDONESIA\'S 2007 SUBMISSION FOR 527 REPORT ON INVESTMENT 
DISPUTES AND EXPROPRIATION CLAIMS 


1. (SBU) Below please find Post\'s 2007 submission pursuant to the 
requirements of Section 527 of the FY 94-95 Foreign Relations 
Authorization Act (FRAA). 


2. (SBU) The United States Government is aware of one (1) claim of 
United States citizens against the Government of Indonesia (GOI). 
This case occurred in the power industry and was the direct result 

of the 1997-1998 Asian financial crisis. 


(A) Claimants: A, B and C 
(B) September 1997 and January 1998 


(C) Case History: 

(i) Claimants A, B and C are joint investors in a project 
company (Claimant A). Claimant A entered into contracts with 
Government of Indonesia-owned (GOI) companies Claimant B and 
Claimant C, to construct, and provide electricity from, a geothermal 
power plant. After the GOI cancelled the power plant project, 
Claimant A filed for international arbitration against Claimant B. 
In December 2000, an international arbitration panel in Geneva, 
Switzerland awarded Claimant A $261 million plus interest for the 
lost investment and potential future profits. Between December 2000 
and June 2003, Claimant A succeeded in freezing approximately $600 
million of liquefied natural gas (LNG) revenues deposited in 
Claimant B and GOI trust accounts in New York. Claimant B 
appealed. 


(ii) In January 2004, the US District Court for the Southern 
District of New York defined which funds Claimant A was entitled to 
receive out of Claimant B\'s frozen bank accounts. The Court also 
denied the release of other frozen funds belonging to the GOI. In 
March 2004, the Fifth Circuit denied Claimant B\'s request to nullify 
the original arbitration award, which had grown to approximately 
$294 million including interest. Claimant B indicated publicly in 
April 2004 that it would pay the award, but began talks with the GOI 
to share in that payment. 


(iii) In May 2004, the Indonesian police began to summon and 
question former Claimant A employees and ex- Claimant B officials 
involved with the project. Investigators from the anti-corruption 
squad of the national police suggested corruption was suspected in 
the business dealings between Claimant B and Claimant A. Two former 
Claimant A employees (one US citizen and one Indonesian national) 
complained to Post of police intimidation. The US citizen and 
family departed Indonesia as a result of a police summons. The 
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police have not made any arrests in connection with the 
investigation. 


(iv) In March, 2006, the U.S. Court of Appeals for the Second 
Circuit issued an order affirming the District Court\'s November 19, 
2004 judgment against Claimant B. The Court of Appeals said that 
because the presumption that Claimant B owns the refinery funds 
situated in Bank of America is unrebutted, the District Court 
correctly held that those funds belonged to Claimant B, rather than 
to the GOI, and ordered the Bank of America to turn over the balance 
of the underlying money judgment to Claimant A. 


(v) On March 16, 2007, Claimant B abandoned its attempt to 
have a Cayman Islands court intervene in the dispute. Claimant B\'s 
Managing Director told reporters after the verdict that the company 
will respect the court\'s decision. With accrued interest, Claimant 
B currently owes Claimant A $319 million. 


3. (SBU) Claimant A: Karaha Bodas Company (KBC); Claimant B: 
Pertamina; Claimant C: PLN Persero. 


HUME 
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E.O. 12958: N/A 

TAGS: PREL, SOCI, TSPL, UNGA, LH, HT8 

SUBJECT: LITHUANIA: FIRST LADY ADAMKIENE WILL ATTEND UNGA, 
NOTIFIED OF LITERACY AND HEALTH EVENT 


REF: A. SECSTATE 104172 
B. VILNIUS 529 


Lithuania\'s First Lady, Alma Adamkiene, will accompany her 
husband, President Valdas Adamkus, to New York to attend UNGA 
(ref B). On July 31st, the Ambassador sent the First Lady a 

letter notifying her about the Literacy and Health event. 
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E.O. 12958: DECL: 07/26/2017 

TAGS: ECON, EFIN, PREL, PGOV, SY 

SUBJECT: DESPITE ASAD\'S DENIAL, RUMORS OF SUBSIDIES BEING 
LIFTED CONTINUE 


REF: A. DAMASCUS 755 
B. DAMASCUS 501 


Classified By: CDA Michael H. Corbin for reasons 1.4 b/d 


1. (C) SUMMARY: President Asad rejected public rumors of the 
lifting of subsidies in his July 17 inauguration address (ref 

A). In spite of this populist message, SARG officials 

continue to publicly discuss the burden of subsidies and 

their future plans to restructure the subsidy system. The 

SARG efforts so far have focused on restricting subsidy 
benefits for foreigners. This includes a June 2007 decision 

that requires foreign entities in Syria - including the U.S. 
Mission - to purchase diesel at the international price rate 

of USD 54 cents per liter instead of the previously 

subsidized price of USD 14 cents per liter. Nevertheless, 
members of the business community and regime insiders argue 
that the SARG is working on a broader plan to restrict 
subsidies and that the private sector will be the next 

target. Contacts also argue that a widespread rumor of an 
upcoming SARG-mandated salary increase is an effort to build 
public goodwill prior to future subsidy reductions. END 
SUMMARY. 


2. (C) The Syrian public generally responded positively to 
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President Asad,s July 17 inauguration speech that rejected 
public rumors of the lifting of subsidies - especially as 

local rumors circulating prior to the speech speculated that 
Asad might speak of partially lifting subsidies. Over the 

past week, SARG officials have also denied that there will be 
a lifting of subsidies, however, they continue to publicly 
acknowledge the burden of subsidies to the Syrian economy and 
speak of vague future plans for subsidy restructuring. The 
Syrian Deputy Prime Minister for Economic Affairs Abdullah 
al-Dardari, for example, recently admitted that the cost of 
subsidies will increase to USD 7 billion in 2008. 


3. (C) SARG officials are also asserting that envisioned 
changes to the subsidy system are designed to limit benefits 
for foreigners. (Note: The SARG reports that 30 percent of 
imported oil products go to non-Syrians here, although much 
of this is actually due to cross-border smuggling. End 

Note.). Business contacts argue that the SARG efforts to 
cut-off foreigners resonates well with Syrians who are 
frustrated over public benefits going to Iraqi refugees which 
the SARG claims currently number 1.4 million. They further 
argue that the SARG is planning to develop a coupon system 
for items such as diesel that would in theory limit subsidy 
benefits solely to Syrians. The SARG has already taken some 
action to exclude foreigners. In June 2007 the Syrian 
Company for Storing and Distribution of Petroleum issued a 
decision approved by the Syrian Prime Minister that all 
embassies and their premises, private universities and 
schools, and all foreign organizations and companies in Syria 
must purchase diesel at international prices. As a result, 
Post is now paying for diesel at a rate of USD 54 cents per 
liter - as opposed to the previously subsidized price of USD 
14 cents per liter. 


4. (C) Nevertheless, business contacts also believe that the 
emphasis on excluding foreigners from subsidy benefits is 

only a first step, and that the SARG will ultimately reduce 
subsidies more broadly. They note that the Ministry of 
Electricity has already announced pricing changes that will 
reduce electricity subsidies for residential areas - to the 

dismay of the Syrian public. There are also widespread 

rumors prompting concern among the business community that 
the SARG will shortly move to restrict subsidies for the 

private sector. At the same time, contacts point to Asad\'s 

July 17 inauguration speech and subsequent comments by Prime 
Minister Otri that allude to a SARG-mandated salary increase 
in the near-term. Business contacts argue that this is a 

SARG attempt to build public goodwill prior to further 

subsidy restrictions. 


5. (C) COMMENT: The continuing discussion of subsidies in 
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the press and rumors circulating in the business community 
likely reflect a common SARG tactic of sending out \"trial 
balloons\" to gauge public reaction and condition the public 
into accepting potentially painful policy changes. Real 
subsidy reform, however, is likely to be halting and 

dependent on the regime\'s assessment of its security position 
which always takes precedence over implementation of reforms 
necessary for economic growth. Still, the budgetary strain of 
continuing subsidies in their current form is real and 

growing, compelling further SARG action over the short and 
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medium term (ref B). 
CORBIN 
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E.O. 12958: N/A 
TAGS: PREL, OTRA, OVIP, UNGA, MA, CN 
SUBJECT: MALAGASY AND COMORAN ATTENDEES PENDING FOR 62ND UNGA 


REF: STATE 101170 


1. As requested in reftel, the Government of Madagascar (GOM) will 
be unable to provide any information on the attendance of GOM 
officials at the 62nd UN General Assembly (UNGA) before the 
beginning of September. President Marc Ravalomanana and Foreign 
Minister Marcel Ranjeva are likely to attend again this year pending 
the outcome of the Malagasy National Assembly elections scheduled 
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for September 23. The Prime Minister generally does not attend the 
UNGA. 


2. The Government of the Union of the Comoros was also unable to 
provide any information on the attendance of Comoran government 
officials at the 62nd UNGA. 


3. Post will notify the Department with any updates. 
SIBLEY 
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DEPT FOR AF/E 

DEPT PLEASE PASS TO IO/EDIA FOR SKOTOK 
DEPT PLEASE PASS TO PROTOCOL FOR ALITTLE 
PARIS FOR DVELIA 


E.O. 12958: N/A 
TAGS: PREL, SOCI, TSPL, UNGA, MA, CN 
SUBJECT: MALAGASY AND COMORAN ATTENDEES PENDING FOR 62ND UNGA 


REF: STATE 104172 


1. Per reftel, the Government of Madagascar (GOM) will be unable to 
provide any information on the attendance of GOM officials or their 
spouses at the 62nd UN General Assembly (UNGA) before the beginning 
of September. President Marc Ravalomanana is likely to attend again 
this year pending the outcome of the Malagasy National Assembly 
elections scheduled for September 23; it is not certain whether his 
spouse Lalao Ravalomanana would travel with him. Neither the Prime 
Minister nor his wife normally attends the UNGA. 


2. The Government of the Union of the Comoros was also unable to 
provide any information on the attendance of Comoran government 


officials or their spouses at the 62nd UNGA. 


3. Post will notify the Department with any updates. 
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E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: DPP PRESIDENTIAL CANDIDATE FRANK HSIEH\'S 
U.S. TRIP, TAIWAN'S UN BID 


1. Summary: As DPP presidential candidate Frank Hsieh\'s U.S. trip 
and Taiwan\'s bid to join the United Nations remain in the spotlight 

of the Taiwan media, news coverage on July 31 focused on the rising 
oil prices and on the 2008 presidential poll. The pro-independence 
\"Liberty Times,\" Taiwan\'s largest-circulation daily, ran an 

exclusive banner headline on page two that said \"The [UN 
Secretariat\'s] Statement That Taiwan Is Part of China Is 
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Inconsistent with the U.S. Policy and Position; the United States 

Will Negotiate with UN [over the Matter].\" The mass-circulation 
\"Apple Daily,\" in the meantime, ran a banner headline on page eight 
that read \"Frank Hsieh: the United States Opposes [Taiwan\'s] UN 
Referendum, and the Consequences [of Taiwan\'s Holding such a 
Referendum] Is Imaginable.\" The sub-headline added \"[Hsieh] Meets 
with Bian Immediately after He Returns; [Both] Infer Possible 

Punitive Measures from the United States.\" 


2. In terms of editorials and commentaries, a \"Liberty Times\" op-ed 
said DPP presidential candidate Frank Hsieh should not have promised 
the United States that he will not hold any referendum on 
independence. A \"Liberty Times\" column said the United States has 
helped Taiwan so much in the past, but the article questioned why 
Washington is restraining Taiwan now. An editorial in the centrist, 
KMT-leaning \"China Times\" questioned which Frank Hsieh is real, the 
one that calls for \"reconciliation and co-existence\" in Taiwan, or 
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the one who spoke in a \"cunning and caustic\" manner in the United 
States? An editorial in the pro-unification \"United Daily News\" 
described the current relations between Hsieh and President Chen 
Shui-bian as both having a \"two-stage struggle,\" with the 
presidential election in March, 2008 as a dividing line. An 

editorial in the conservative, pro-unification, English-language 
\"China Post\" said, despite Hsieh\'s good humor and eloquence, there 
is no evidence showing the Hsieh has resolved the two \"fundamental 
U.S. concerns about the DPP\'s pursuit of \'Taiwan identity\' and 
Vinternational space.\\" With regard to Taiwan\'s UN bid, an \"Apple 
Daily\" editorial said that Foreign Minister James Huang was lying 
when he said Taiwan\'s UN referendum will not violate President 
Chen\'s pledge not to change the island\'s national title. An 

editorial in the pro-independence, English-language \"Taiwan News,\" 
on the other hand, urged President Chen to hold a \"national security 
referendum\" to defend any attempts to negate Taiwan\'s sovereignty. 
End summary. 


3. DPP Presidential Candidate Frank Hsieh\'s U.S. Trip 
A) \"How will Frank Hsieh Amend the \'One China\' Constitution?\" 


Luo Chih-cheng, associate professor at Department of Political 
Science, Soochow University opined in the pro-independence \"Liberty 
Times\" [circulation: 720,000] (7/31): 


Y"... Our concern is that any promise that Taiwan leaders make to the 
United States, if not cautious and comprehensive, will be used to 
constrain Taiwan\'s external relations and internal reform. Simply 
put, who will define a Vreferendum on independence?\' Over the past 
seven years, it has been proven that, whenever Taiwan intends to 
carry out any internal or external reform or push for normalization, 
Washington almost always scrutinizes or even opposes these by 
alleging that Taiwan might violate the pledges of the \'Four Nos and 
One Without. Obviously, Taiwan has given the United States a ruler 
[as in \'twelve-inch piece of wood\' - Ed.] with which to shape or 

even punish Taiwan. 


\"Even if Mr. Hsieh considers that Taiwan is already a \'de facto\' 
country, the meaning of a \'de jure\' constitutional one China\' is 

that Taiwan is not a country; it is merely a part of China. 

Although Mr. Hsieh asserts that the unreasonableness of [Taiwan\'s] 
Vone China Constitution\’ should be amended, a referendum is needed 
to decide whether to adopt the procedure of constitutional reform or 
establishing a [new] constitution. 


\"But the problem is that if China views the \'referendum on joining 
the United Nations under the name of Taiwan\' as a variant of an 
independence referendum, and while the United States has warned 
continuously that the \'referendum on joining the UN\' violates one of 
the \'Four Noes\' pledges, [namely] no change of the national title, 
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then won\'t China and the United States assert that the referendum on 
constitutional reform that attempts to take out \'one China! [is] a 
referendum on independence? ...\" 


B) \"A Benefactor or a Valued Customer?\" 


The \"Free Talk\" column in the pro-independence \"Liberty Times\" 
[circulation: 720,000] wrote (7/31): 


\"What is the difference between a valued customer and a benefactor? 
The difference is that the former pays and gets the merchandise 
immediately, and gets rewards in accordance with the price. The 
latter donates and helps out based on moral courage; and the one who 
U.S. TRIP, TAIWAN\'S UN BID 


helps feels satisfied when the one who is helped expresses any word 
of appreciation. 


\"Then what is the United States to Taiwan, a valued customer or a 
benefactor? There is hardly an affirmative answer to this question. 
This is because the United States has been Taiwan\'s benefactor in 
an earlier period, sending forces without hesitation to help defend 
Taiwan and effectively constraining China from invading Taiwan when 
Taiwan was at its most difficult time, such as the Korean War, the 
1947 shelling [of Kinmen/Quemoy], and the 1996 crisis in the Taiwan 
Strait. 


\"However, the U.S. attitude towards Taiwan seems to have changed 
recently. After A-bian made the pledges of \'Four Nos and One 
Without the U.S. started to consider itself as a valued customer, 
and has started to use Chen\'s pledges as an inhibiting incantation 
[refers to the classic picaresque novel \"Journey to the West,\" in 
which the Buddhist monk Xuanzang kept the monkey king under control 
through a magic incantation that caused his crown to tighten on his 
head -- Ed.] or a chastity memorial archway [a \"pailou\" gate 
constructed to memorialize a faithful wife or mother] to demand that 
Taiwan not cross the line; otherwise, it will start reading the 
incantation and make Taiwan headache, roll on the ground, and obey. 


Y... Over the past few decades, the United States has helped Taiwan 
so much that Taiwan people have already carved the statue of this 
benefactor in their hearts. The most dreadful thing is if the 
benefactor becomes a valued customer and embarrasses the Taiwan 
people.\" 


C) \"Which Is the Real Frank Hsieh?\" 


The centrist, KMT-leaning \"China Times\" [circulation: 400,000] 
editorialized (7/31): 


\"... DPP presidential candidate Frank Hsieh, who has always 
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advocated reconciliation and co-existence, has recently concluded a 
trip to the United States and returned to Taiwan. Hsieh emphasized 
that his trip was highly successful. During his trip, Hsieh has 

tried every way he can, using all kinds of soothing tones, tactful 

and exquisite rhetoric [in communicating with Washington] in an 
attempt to win the United States\' trust in him. Hsieh stressed to 
Washington that Chen Shui-bian insisted on pushing for the UN 
referendum, and he can neither stop nor oppose it, but he added that 
such a big problem will Vend by March, 2008.\' In other words, 
[Hsieh is telling Washington that] he will not play the games Chen 

is playing now and, more importantly, he will not hold a referendum 
on unification or independence. Also, Hsieh [said he will] practice 
what he preaches. What Hsieh implied and did not point out directly 
was that Chen may not be able to practice what he preaches. ... 


\"Hsieh has tried the best he can to appear to be flexible and use 
precise rhetoric to please Uncle Sam, and evidently he cannot bother 
himself to care about the impact his posture and rhetoric have on 

[the politics] in Taiwan. Or, Hsieh is clearly aware of the 

positive and negative impacts his words and deeds in the United 
States would cause, so he chose to evade the important questions for 
the easy in an attempt to reduce the possible damage to the minimum. 
oa 


D) \"March as a Dividing Line: a \'Two-Stage Struggle\' between Frank 
Hsieh and Chen Shui-bian\" 


The pro-unification \"United Daily News\" [circulation: 400,000] 
editorialized (7/31): 


\"Frank Hsieh just returned from a trip to the United States. A 

general look into the relevant remarks he made there indicate very 
clearly that he and Chen Shui-bian are now engaged in a \'two-stage 
struggle,\' with March, 2008 marking a dividing line. Hsieh\'s story 
was as follows: First, the \UN referendum\' should be blamed on Chen 
because \foreign affairs are within the authority of the president.\' 
Second, he hopes Washington will distinguish him from Chen and will 
not let him lose the presidential election just because of its 

opposition to Chen. Third, the UN referendum is not aimed at 
reaching a real objective but at inciting the public; in other 

words, it is just a campaigning ploy. Fourth, the DPP is now under 
the control of Chen; Hsieh cannot stop the UN referendum, or else 
the DPP will fall apart. Fifth, all this confusion and trouble will 

come to an end in March, 2008 when Hsieh is elected and Chen loses 
his power to dictate the issues. \'Everything will remain boisterous 
until May, 2008.\ ... 


\"Hsieh divided the struggle [between himself and Chen] into \'two 
stages\' in the hope that the United States and middle-of-the-road 
voters could sympathize with him in his need to forbear and act 
involuntarily during the first stage of campaign season, and keep 
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hope on him regaining control in the second stage after the 
U.S. TRIP, TAIWANVS UN BID 


presidential election. Thus, Hsieh was telling the United States: 
Just let Chen cause trouble until next March, and | can domesticate 
him in March when | am elected! ... March is the dividing line 
drawn by Hsieh; it was drawn by neither the DPP, nor Chen.\" 


E) \"Chen Mars Hsieh\'s U.S. Trip\" 


The conservative, pro-unification, English-language \"China Post\" 
editorialized (7/31): 


\"... There is no evidence that despite his good humor and eloquence, 
Hsieh resolved the two fundamental U.S. concerns about the DPP\'s 
pursuit of \'Taiwan identity\' and Vinternational space. These 

topics are inherently provocative and therefore risky to peace in 

the Taiwan Strait, given the stated views and implicit threats of 

the PRC over the past 30 years. China is alarmed about the 
referendum and other steps that Chen might take in his final months 
in office that could challenge China\'s claim to sovereignty over 
Taiwan and compel a decision to use force against the island under 
Article 8 of its Anti-Secession Law.\" 


4. Taiwan\'s UN Bid 
A) \"Foreign Minister Telling a Lie\" 


The mass-circulation \"Apple Daily\" [circulation: 510,000] 
editorialized (7/31): 


\"... Any country attempting to join the United Nations must use its 
formal national name, because only sovereign states are allowed to 
join the world body. Why does A-Bian want to hold a referendum, 
since he is clearly aware that there is no hope for Taiwan to join 

the UN? This is because he intends to [show the public that] once 
the referendum on the island\'s UN bid under the name Taiwan gets 
passed, it would mean that the island has to give up the name of the 
Republic of China, since what says in the referendum is that Taiwan 
is the island\'s national name. Whether Taiwan can enter the UN 
really doesn\'t matter at all. But the United States has seen 

through his intention to change the island\'s national title via a 
referendum, so it expressed strong opposition to such a move. Asa 
result, logically speaking, [Foreign Minister] James Huang\'s remarks 
that the referendum will not violate [Taiwan\'s] pledge not to change 
its national title is nothing but a lie.\" 


B) \"Let Our Votes Show PRC Does Not Represent Taiwan\" 


The pro-independence, English-language \"Taiwan News\" [circulation: 
20,000] (7/31): 
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\"... In the wake of Ban\'s attempt to lend the U.N. credibility to 
Beijing\'s attempt to annex Taiwan, we believe President Chen had no 
choice whatsoever in issuing an official application to join the 

U.N. to reaffirm the fact that Taiwan is decidedly not represented 

by the PRC. If Ban and Beijing persist in the false claim the PRC 
represents the 23 million people of Taiwan, we believe that a public 
and decisive experiment to test this claim can be arranged together 
with the March 22 presidential election besides the DPP-sponsored 
referendum on whether we should join the U.N. under the name of 
VTaiwan.V ... 


\" Ban\'s statements mark a dangerous declaration by the leader of the 
world\'s international community that Taiwan\'s people are not 
represented by their own democratically elected government but by 
the authoritarian regime of a foreign power, a claim reminiscent of 
Nazi Germany dictator Adolf Hitler\'s claim to Austria and 
Czechoslovakia in the 1930s. Hence, we urge President Chen to 
consider calling for a \'national security\' referendum to ask all of 

the citizens of Taiwan to vote for or against the simple question of 

\'do you accept that Taiwan is part of the People\'s Republic of 
China?\' Such a referendum topic would not transgress any \'red line\' 
as it would not touch on the question of \'independence of 
unification,\' involve any \'declaration of independence,\' change our 
national moniker or flag nor alter Taiwan\'s current status in any 

way. ...\" 
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SIPDIS 
DEPT FOR SCA/INS, DRL 


E.O. 12958: DECL: 07/30/2017 
TAGS: PGOV, PHUM, PREL, PINR, IN 
SUBJECT: INDIA\'S LEFT FRONT (C-NE7-01274) 


REF: STATE 103124 
Classified By: PolCouns Ted Osius for reasons 1.4 (B,D) 


1. (C) Summary: In response to reftel\'s request for 
reporting on the Left Front in India, Post has compiled below 
a list of reporting out of Chennai, Kolkata, and New Delhi on 
the Left from the past year. There is a negligible Left 
presence in the Mumbai Consulate district. The cables below 
respond to some key questions raised in SecState 103124. 
Post will continue to meet with Left Front leaders and 

provide further analysis in response to reftel. End Summary. 


New Delhi Reporting 


2. (C) Since May 2006, Embassy New Delhi wrote numerous 
cables, often in conjunction with Consulate Kolkata and 
Chennai, highlighting the Left front. These cables covered a 
range of topics, including Left influence on the ruling UPA 
government, economic reform, and foreign policy. 


--Politics and Pipeline Set the Stage for 123 End Game in 
Washington 

New Delhi 3229 July 2007 

--Left Torpedoes Foreign University Bill 

New Delhi 3341 July 2007 

--A Third Front Gets off to a Shaky Start 

New Delhi 2678 June 2007 

--India on the Threshold of Electing its First Woman 
President 

New Delhi 2805 June 2007 

--Parliament Adjourns Amidst Chaos: US Lawmakers\' Letter 
Stokes the Ire of Parliamentarians 

New Delhi 2230 May 2007 

--New Delhi Weekly Econ Office Highlights 

New Delhi 2280 May 2007 

--The UPA at Three Years - Mired in Mediocrity 

New Delhi 2475 May 2007 

--Delhi Diary, May 24-30 

New Delhi 2563 May 2007 


Column 3 

--GOI Advancing Reforms Outside Parliament 

New Delhi 2065 April 2007 

--Samajwadi Party Pulls Support from UPA Government, but 
Election Commission Sets Uttar Pradesh Poll Dates 


New Delhi 871 February 2007 

--Ahluwalia Reviews Reforms with Staffdel Fite 

New Delhi 848 February 2007 

--Party Spokesmen Agree that Equitable Development Is a Top 
Priority 

New Delhi 94 January 2007 


--Ahluwahlia and Lavin Discuss Potential for Private Led 

Growth in India 

New Delhi 8200 Dec 2006 

--India\'s Communist Parties Debate How to Use Their Increased 
Power Even as they Face Losing It 

New Delhi 8003 November 2006 

--CPI-M Defends Left\'s Position on Economic Reforms 

New Delhi 7996 November 2006 

--Anti-American Groups use Saddam Verdict to Squeeze UPA Hard 
New Delhi 7618 November 2006 

--Cabinet Shuffle Generates Little Excitement in Political 

Circles 

New Delhi 7442 October 2006 

--Congress at the Half Way Mark - More Confident Than Ever 
New Delhi 7153 October 2006 

--Indian Muslim Resentment Smoldering Over Lebanon and Gaza 
New Delhi 5470 August 2006 

--PM Singh Draws Nuclear Redlines 

New Delhi 5802 August 2006 

--Privitaization Policy Leads to Prime Ministerial 

Resignation \"Crisis\" 

New Delhi 4819 July 2006 

--Left Parties Issue Unfavorable Report Card to UPA Partners 
New Delhi 4253 June 2006 

--The Communists are on a Roll and Loaded for Bear 


NEW DELHI 00003462 002 OF 002 


New Delhi 4062 June 2006 
--Rumors of A Third Front Yet Again Make the Rounds in Delhi 
New Delhi 4202 June 2006 


Chennai Reporting 


3.(C) Since May 2006, Chennai has drafted six focused reports 
on the Left providing insight into business and economic 
perspectives, local political dynamics, Muslim-Left relations 
and more. 


Column 3 

--Claims of CIA conspiracies abound in Kerala Communist 
Infighting 

Chennai 281 April 2007 

--After Closing Coke, Kerala Activists Target Pepsi 
Chennai 314 April 2007 

--India,s Security Concerns over Chinese Bidder Forces 
Kerala to Re-bid Port Project 

Chennai 187 March 2007 


--Divided and Ambivalent: Kerala,s New Leftist Government 
off to a Slow Start 

Chennai 1418 July 2006 

--Kerala Chief Minister Achuthanandan: Vintage Communist 
Takes Charge 

Chennai 1195 June 2006 

--Behind Kerala,s Leftist Sweep: Shift in Muslim Votes and 
Distaste for Congress Squabbling 

Chennai 960 May 2006 


Kolkata Reporting 


4. (C) Since November 2006, Kolkata did a series of reporting 
on the Left Front which has notable strength in the Eastern 
portion of the country. These cables covered local Left 
politics, economic issues, foreign policy perspectives, and 
land reform. 


--Renewed Violence in Nandigram Indicates a Political Battle 
for Rural Voters 

Kolkata 145 May 2007 

--USTR Ambassador Schwab Meets West Bengal Chief Minister and 
Local Farmers 

Kolkata 129 April 2007 

--What Does Nandigram Mean for the CPM? 

Kolkata 104 March 2007 

--Recent Deaths in Nandigram Highlight West Bengal\'s Violence 
Local Politics 

Kolkata 95 March 2007 

--West Bengal Faces Fallout From Nandigram Violence 
Kolkata 92 March 2007 

--Left Parties to Push Their Agenda and Challenge UPA During 
Budget Session 

Kolkata 68 February 2007 

--West Bengal\'s Land Battle Highlights Challenges of 
Transition from Agriculture to Industry 

Kolkata 41 February 2007 

--DCM Talks Agriculture in West Bengal 

Kolkata 31 January 2007 

--West Bengal: Mamata Starts Eating Again, but Pot Still 
Simmering on Agricultural Land for Industry 
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Calcutta 578 December 2006 

--Ambassador Mulford\'s Meeting with West Bengal Chief 
Minister Bhattacharjee 


Calcutta 539 December 2006 
--India\'s Communists Lobby for China 
Calcutta 495 November 2006 


5. (U) Further reporting on key questions in reftel will 
follow. 
WHITE 
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SIPDIS 
FOR GENERAL GEORGE W. CASEY JR., ARMY CHIEF OF STAFF 


E.O. 12958: DECL: 07/31/2027 

TAGS: MARR, MASS, MCAP, MOPS, PREL, PTER, OVIP, MY 
SUBJECT: MALAYSIA SCENESETTER FOR GENERAL CASEY\'S 
PARTICIPATION IN THE PACIFIC ARMIES CHIEFS CONFERENCE, 
SYDNEY, AUSTRALIA, AUGUST 5-10 


Classified By: Political Section Chief Mark D. Clark, reasons 1.4 (b, d 
). 


Summary 


1. (C) Malaysia is important to us because it is an 
economically successful, stable, predominantly Muslim country 
that, over the longer term, may be able to support us more 
strongly in places like the Middle East. It is strategically 
located on the Straits of Malacca, through which one quarter 
of the world\'s trade flows, and it borders five of the other 

nine ASEAN countries. Behind the scenes, Malaysia is also a 
good partner in the war on terror. It is our tenth largest 
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trading partner, and many major American companies have 
invested here. The overall tone in Malaysian-American 
relations has improved considerably since Abdullah Badawi 
became Prime Minister in late-2003, and we seek to translate 
this into substantive improvements. Bilateral relations 

eroded under Abdullah\'s vituperative predecessor Dr. Mahathir 
Mohamad, but Abdullah brought with him a friendlier style and 
an interest in projecting a more moderate image, both for 
himself and for his country. CT cooperation remains strong. 
We have increased senior-level exchanges since Abdullah came 
aboard, for example conducting our first ever Senior Dialogue 
with the Foreign Ministry at the Assistant Secretary level in 

May 2005. Malaysia has acceded to the IAEA Additional 
Protocol, begun drafting export control legislation, and 
participated as an observer in PSI exercises. Malaysia has 
played a positive role in helping to stabilize Aceh, 

Mindanao, and East Timor. 


2. (C) Military-to-military cooperation is improving, with 23 
US Navy ship visits to Malaysian ports in 2006, up from three 
in 2003. Malaysia\'s traditional approach to global issues, 
which Abdullah has continued albeit at a lower decibel level, 
remains an impediment to closer bilateral cooperation. 
Malaysia actively participates in the NAM and the OIC, often 
adopting distinctly third-world positions on issues of 
importance to us. Our public affairs environment is also 
challenging. The Malaysian public is strongly opposed to our 
policies in the Middle East and the Persian Gulf. A strong 
\"post-colonial overhang\" also colors Malaysian attitudes 
toward the U.S. role in Southeast Asia. With Abdullah we 
have nevertheless been able to pursue a set of broad common 
interests, and pragmatism generally rules in bilateral 

security relations. End Summary. 


Political/Economic Landscape 


3. (C) Malaysia has been a difficult political partner in 

the past. Malaysians nurse strong anti-colonial sentiments. 
They are fiercely protective of their sovereignty and (among 
the Muslim Malay majority) resent perceived ill treatment of 
Islam by the West. Malaysian intellectuals tend to hold a 
\"Euroskeptic\" view of U.S. foreign policy in general and like 
to cast themselves as defenders of \"third world\" interests. 
Former Prime Minister Mahathir played on these sentiments to 
generate political support for himself and his ambitious 
economic agenda. When he relinquished his post in 2003, he 
left behind a modernized economy but also strained relations 
with much of the West. Today, however, Malaysia presents us 
with important transformational opportunities. In terms of 

its economic development, educational achievement, public 
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welfare, and political stability, Malaysia stands out among 
Muslim-majority nations. The Malaysians project a version of 
Islam that emphasizes modern learning and economic 
development, and, over the longer term, could lend additional 
support to progressive forces in the Middle East and Iraq. 
We also share strong common East Asian regional interests in 
stability and prosperity. Malaysian counter-terrorism 
cooperation is indispensable in defeating Jemaah Islamiyah 
(Jl) in the region. Malaysia\'s economy is one of the most 
open, diverse and well-developed economies in the Islamic 
world and in ASEAN. Malaysia is our tenth largest trading 
partner, we are Malaysia\'s number one foreign investor. 


Bilateral Ties--Improving the Substance 


4. (S) In our bilateral relations, the GOM has begun 

matching improvements in tone with improvements in substance. 
PM Abdullah has openly espoused improved relations with the 
U.S., and values the good rapport he established in his 


meetings with the President. Last summer, Secretary Rice met 

with PM Abdullah and FM Hamid at the ASEAN Regional Forum and 
President Bush met with PM Abdullah on the sidelines of the 

UNGA in September. Last year the GOM acceded to our 
long-standing urging and signed the IAEA Additional Protocol; 

the Malaysians have also started sending observers to recent 

PSI exercises; and the GOM is preparing to implement an 

export control regime. 


5. (C) Although they keep the details closely held, the GOM 
has been a key partner on counterterrorism. Early round-ups 
in 2001-2002 of scores of Jemaah Islamiyah (Jl) suspects 
helped ensure there have been no terrorist attacks here. 
However, Malaysian extremists, as illustrated by a series of 
arrests in Malaysia\'s Borneo states last year, still have the 
capability to support JI operations elsewhere. Two 

Malaysian citizens were among the 14 high value U.S. 
detainees transferred to Guantanamo last year. In 2003, 
Malaysia established the Southeast Asia Regional Center for 
Counterterrorism (SEARCCT), which runs a full schedule of 
multilateral training courses, many conducted with U.S. 
support. We and our colleagues in Manila, Jakarta and other 
Southeast Asian posts have embarked on a regional effort to 
strengthen these countries\' border controls. In cooperation 
with GOM, we undertook a Border Control Assessment Initiative 
(BCAI) in eastern Sabah with participants from the Department 
of State, Homeland Security, USCG and JIATF West. 


Security Cooperation 
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6. (C) The strong state of U.S.-Malaysia bilateral defense 

ties finds expression in numerous high level visits. The 
Chairman of the Joint Chiefs of Staff, General Peter Pace, 
recently concluded in May a very successful visit to Malaysia 
which included calls on both the Prime Minister and the 
Deputy Prime Minister. General Pace\'s visit came on the 
heels of former Malaysian Armed Forces (MAF) Chief Admiral 
Anwar\'s visit to the U.S. in October 2006; the Mid Year 
BITACG review in November 2006; and the Chiefs of Defense 
Conference in November 2006 that was hosted jointly for the 
first time by PACOM-MAF. Anwar retired in March and was 
replaced by General Abdul Aziz bin Hj Zainal. Changes in the 
military leadership have not adversely impacted mil-mil 
cooperation between the United States and Malaysia which grew 
in recent years under Anwar\'s leadership. Ship visits have 
significantly increased and received greater visibility and 
security-related training sponsored by the United States for 
military and law enforcement participants has also been on 
the rise. Although the possibility of a terrorist threat to 

the Malacca Strait has received the bulk of international 
attention, the fact is that although pirate attacks 

illustrate vulnerabilities, we have never identified any 

terrorist activities in the Straits. Conversely, terrorists 

operate regularly in the Sulu/Sulawesi Sea corridor and we 
are focusing increasingly on this theater. 


7. (C) Malaysia has had limited success in initiating the 

\"Eyes in the Sky\" program, a regional aerial monitoring of 

the Straits of Malacca. However, a reduction in incidents of 
piracy and improved risk assessment by Lloyds of London have 
lowered the program\'s priority in the GOM and it moves 
cautiously forward in its multilateral efforts in this area. 
Malaysia concluded a new 505 agreement last year that will 
allow us to utilize 1206 funds to put CT equipment into the 
vulnerable Sulu and Sulawesi Seas border areas of Sabah where 
terrorists are known to transit. We are awaiting final 
Congressional approval of the 1206 proposals made in 
conjunction with regional embassies. Malaysia has not signed 
either a PSI or Article 98 agreement. In general, Malaysia 
remains open to bilateral cooperation that strengthens its 

own defense capacity, but the GOM will quickly raise the 
principles of sovereignty and territorial integrity when 
discussing international security regimes and coordination, 
such as for the Straits of Malacca. Malaysia\'s only 

multilateral defense arrangement is the Five Power Defense 
Pact with the UK, Singapore, Australia and New Zealand. 


8. (S) We have been pleased by the overwhelmingly positive 
media coverage our ship visits have received, in contrast to 
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the quiet arrivals of past years. The flip side to this is 

that our visits could attract increased attention from 
ideological foes on the Islamic right, and from some 
mainstream politicians pandering to the conservative Islamic 
vote. Deputy Prime Minister Najib has stoutly defended our 


cooperation before Parliament, and we do not see that our 
engagement is under threat. However, we do need to be 
cognizant of our increased military visibility and sensitive 

to GOM concerns, particularly with high tensions in the 
Middle East. The GOM cited concerns about the growing 
visibility of training in eastern Sabah when it recently 
decided to review on a case by case basis proposed training 
events involving foreign military forces in that region. 


9. (C) Malaysia has an excellent record in UN Peacekeeping 
Operations. They have committed forces to various UN 
operations since the early 1960s. Currently, 360 Malaysian 
troops are participating in UNIFIL (Lebanon) and the GOM has 
offered a contingent of up to 1000 soldiers. Malaysia is 
inclined to contribute forces to a Sudan mission, but awaits 

a formal UN proposal. Malaysia has developed a Peacekeeping 
Training Center and updated the facility in recent years to 
provide specialized training for the troops it sends into the 

field as well as personnel from foreign militaries. The USG 
has obligated almost 1.1 million dollars for GPOI funds that 
will focus on a developing a multilateral peacekeeping 
operations exercise in 2009. 


10. (C) Malaysia maintains friendly relations with Iran, 
including a growing commercial relationship. Malaysia has 
lent rhetorical support to Iran\'s right to develop \"peaceful\" 
nuclear technology but has also consistently maintained that 

it will implement UN decisions on Iran, including sanctions 
regimes. After the latest UNSC resolution, Prime Minister 
Abdullah called clearly and publicly for Iran to respect UNSC 
resolutions on its nuclear program. Recent actions by 
Malaysian firms have generated concerns of violations of U.S. 
laws and the Wassenaar Arrangement and a Malaysian company 
was among those recently sanctioned under the Iran Syria 
Non-proliferation Act (ISNA) for its role in shipping 

proscribed materials to Iran. The activities of local firms 
doing business with Iran need to be closely monitored, and we 
continue to request Malaysia\'s assistance in investigating 
suspicious activity. One Malaysian firm has signed an 
agreement for a multi-billion dollar investment to develop 
enormous natural gas fields in Iran, a deal which has drawn 
condemnation from U.S. congressional voices in light of the 
Iran Sanctions Act. 
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Recent Mil-Mil Talks 


11. (C) In May 2007, Malaysia hosted the annual Bilateral 
Training and Consultative Group (BITACG) meeting in Port 
Dickson. BITAGG is a forum used to promote and strengthen 
mil-mil relations through discussions of bilateral exercises, 
intelligence exchanges, C4 issues, logistics engagement, and 
defense cooperation. Malaysia has agreed to co-host an 
annual conference for military intelligence chiefs in the 
Asia-Pacific region to be held in September. 


12. (SBU) Malaysia has put forth a regional Humanitarian 
Assistance/Disaster Relief (HA/DR) Center initiative that is 
promising, and has wide support in the government. The MAF 
has identified Subang Airfield as a likely choice for the 

center which would be administered under UN auspices. Subang, 
the former international airport, served as the focal point 

for Malaysia\'s tsunami and Yogyakarta relief efforts. The 
facilities are modern and are available. Malaysia is an 

ideal location for a regional HA/DR center-centrally located, 
modern, stable, and Islamic. Malaysia is no further than two 
hours by air to almost any country in the region. Avian 

influenza preparedness is another promising area of bilateral 
cooperation. Last September, PACAF conducted a successful Al 
SMEE with the Ministry of Health. The U.S. team recommended 
changing Malaysia\'s Al preparedness rating from High Risk to 
Partner Nation. Building upon this success, the ODC will 

host a regional workshop on Bio-terrorism Defense and an 
assessment by Marine Forces Pacific as part of overall 

pandemic influenza preparedness. - USPACOM recently provided 
personal protection gear and laboratory analysis equipment to 
the Malaysian government. Malaysia will co-host this 
multilateral/regional event as it has demonstrated capacity 

as a regional partner in preparing for the threat of 
avian/pandemic influenza. PACOM\'s efforts in furthering 
Malaysia\'s capacity as a regional responder are critical to 

the country teams in this regard. 


Malaysian Foreign Policy and U.S. -- A Mixed Bag 


13. (S) Abdullah champions his development-focused vision of 
Islam -- albeit with limited impact to date -- within the 
Organization of the Islamic Conference (OIC), which Malaysia 
will continue to chair through early 2008. Malaysia supports 
Abbas, Fatah, the MEPP roadmap, and Iraqi reconstruction. 
However, the Malaysian public remains highly critical of our 
Middle East policies, and the GOM is consistently critical of 
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Israel, with which it has no diplomatic relations. 


14. (S) Malaysia surrendered the chairmanship of the 
Non-Aligned Movement in September last year, but as past 
chair remains a member of the leadership troika. During 
Malaysia\'s tenure it supported NAM positions on the Iranian 
nuclear program, and engaged with such problematic 
international players as Zimbabwe, Cuba and Venezuela. The 
GOM nevertheless tells us that they argued for moderate 
approaches with then the NAM on such issues as Iran. Abdullah 
hosted Hugo Chavez for a visit to Malaysia last August, and 
assured Chavez of his support for Venezuela\'s election to the 
Latin American chair on the UN Security Council. This was 
followed by a well publicized visit to Venezuela by Abdullah 

in December to explore stronger commercial ties. 


15. (C) The GOM issued a public condemnation of North 
Korea\'s nuclear test and publicly supports UNSCR 1718, 
although it has no enthusiasm for sanctions. In the past, 
Malaysia supported the return to the six-party DPRK nuclear 
talks and criticized North Korea\'s truculence. The Malaysian 
government is publicly supportive of China\'s \"peaceful rise\", 
welcoming in particular China\'s growing imports of Malaysian 
products, despite lingering suspicions among some officials 
of China\'s long-term intentions. 


16. (C) Malaysia has played an increasingly prominent role 

in addressing conflicts facing its Southeast Asian neighbors. 
Last year Malaysia completed its earlier peacekeeping 

mission to East Timor following the armed uprising that led 

to deployment of Australian, Malaysian and Portuguese forces, 
while a new deployment of Malaysian police personnel is in 

East Timor now. The GOM has also taken a leading role as the 
facilitator for the southern Philippines peace process. 
Malaysia\'s sympathies for the Muslim Moro population and 
geopolitical calculations vis-a-vis the Philippines do not 

make it a neutral broker, but Malaysia has nonetheless hosted 
negotiations and contributed observers to the International 
Monitoring Team in the southern Philippines. Geography and 
cross-border ethnic bonds make Malaysia a de facto safe haven 
for southern Thai insurgents, though the GOM has not 
supported or encouraged this. The Malaysians have urged the 
Thai government to resolve peacefully the unrest in Southern 
Thailand, with its ethnic Malay Muslim population, and 

Malaysia and Thailand are cooperating on new border security 
measures. Malaysia is especially chagrined by Burma\'s 
intransigence because it championed Burma\'s entry into ASEAN. 
Having publicly criticized the Burmese regime, however, FM 
Hamid appears to be at a loss as to what to do next. 

Malaysia spoke out against the UNSC draft resolution on 
Burma, which we championed before the UN Security Council in 
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January, and firmly backed the ASEAN argument that Burma was 
not a threat to international peace and security. 


Malaysia\'s \"Civilizational Islam\" 


17. (C) Malaysia, with its entrenched majority coalition, is 
hardly an ideal democracy, but it can still serve as a 

reference point for evolving Islamic societies elsewhere. 

The Malay people, long known for their social tolerance, have 
become more religiously conservative in recent years, but 
Prime Minister Abdullah has enshrined the Malay political 
elite\'s continued preference for moderation in his \"Islam 
Hadhari\" or \"Civilizational Islam\" policy. Abdullah\'s key 
message is that Islam can become a leading world civilization 
again only if it embraces economic development, education, 
innovation and tolerance. Observers are wary of a 
longer-term trend toward greater divisions between the Muslim 
Malay majority and other ethnic groups, and religious 
minorities increasingly complain of growing Islamization, as 
highlighted by the controversy surrounding Deputy Prime 
Minister Najib\'s recent comments that Malaysia is an \"Islamic 
state.\" Nevertheless, Malaysia has kept inter-ethnic 

tensions well under control by regional and world standards 
for almost 40 years. 


Trafficking in Persons creates a setback 


18. (C) In June, the State Department determined that 
Malaysia had not undertaken sufficient efforts to meet the 
minimum standards for combating trafficking in persons, 
resulting in a Tier 3 ranking in the annual report to 
Congress. Malaysia has been given 60 days to show 
significant efforts to come into compliance with the U.S. 
Trafficking Victims Protection Act or face possible sanctions 
for non-trade related and non-humanitarian assistance. We 
are working diligently with the GOM to address these issues, 
but there remains the possibility of sanctions which could 
potentially affect our mil-mil exchanges and training 
assistance. 
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SUBJECT: TAIWAN'S INTERNATIONAL AIRLINES THRIVE, BUT LOCAL 
AIRLINES SUFFER 


REF: TAIPEI 01095 
SUMMARY 


1. (SBU) Faced with rising fuel costs, some of Taiwan\'s 
airlines are struggling to stay in business. The two 
international carriers, China Airlines and EVA Airways, are 
expanding routes in Asia as a central component of their 
future growth, and the Taiwan to Hong Kong and Macau routes 
are extremely profitable. At the same time, Taiwan\'s four 
domestic airlines continue to lose money and customers, due 
in part to the impact of Taiwan\'s new high-speed rail (HSR) 
system. A combination of political and domestic economic 
factors makes future prospects for these carriers uncertain, 
perhaps hinging on an agreement with China to allow direct 
cross-Strait flights. End Summary. 


INTERNATIONAL AIRLINES DOING WELL 


2. (SBU) Business continues to be good for Taiwan\'s two 
international airlines, China Airlines (CAL), which is 
majority-controlled by the Ministry of Transportation and 
Communication (MOTC), and privately-owned EVA Airways (EVA). 
In 2006, CAL revenue grew 8 percent, and the company plans to 
purchase up to NTD 40 billion (USD 1.2 million) in new 

aircraft to expand its passenger fleet. (Note: Boeing\'s 787 

is the leading contender. A CAL source told us it is the 
preferred aircraft, based solely on commercial criteria, but 
acknowledged Vother factors\' in the decision process. CAL 

has made its recommendation to MOTC, but no final decision 
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has been made. End Note.) EVA, although unwilling to 
provide specific figures, confirmed continued growth in 
revenue from passenger service. For both carriers, passenger 
load factors (PLF), the indicator of how full flights are, 

remain high. CAL claims average PLF on all passenger flights 
is among the top four in the Asia-Pacific Airline 

Association. For EVA, PLF in June and July were up to 90 
percent. 


3. (SBU) Both airlines consider regional passenger service 
generally more profitable than long-haul routes. This year 
CAL is opening new routes from Taipei to Osaka and Sapporo 
and from Kaohsiung to Nagoya, as well as from Taipei to 
Vietnam and Cambodia. Similarly, flights between Taiwan and 
Japan are a major profit source for EVA, although a contact 
there predicted Taiwan\'s domestic carriers may seek Civil 
Aeronautics Administration (CAA) approval to begin running 
charter flights to Japan by late 2007, increasing competition 
for that share of the market. 


4. (SBU) Flights between Taiwan and Hong Kong and Macau, 
however, are a much more significant portion of both 

carriers\' passenger business. CAL operates more than 120 
flights per week between Taipei and Hong Kong. EVA\'s flights 
to Hong Kong and Macau are very profitable, with PLF for 
those routes averaging 95 percent on weekends (and over 75 
percent on weekdays). Both airlines market surveys show the 
majority of passengers are Taiwan residents doing business in 
China. 


DOMESTIC CARRIERS CONTINUE TO SUFFER 


5. (SBU) In contrast to Taiwan\'s international airlines, the 

four small domestic airlines continue to see declining 

revenue and PLF. Far Eastern Air, TransAsia, UNI Air and 
Mandarin Airways have small fleets, each between 13 and 20 
aircraft. Their profitability has been reduced by the 

increasing price of aviation fuel. Between January 2005 and 
May 2007, for example, fuel prices have increased 49 percent. 
One airline sources estimates that with oil prices over USD 
70 per barrel, fuel comprises over 40 percent of airlines\' 
operational costs. 


6. (SBU) The negative impact of rising fuel prices is 
compounded by the continued decline in demand for local 
flights. Taiwan\'s domestic carriers are authorized to 

operate only a limited number of routes. On the island\'s 

main west coast routes, which account for 50 percent of 
revenue for domestic carriers, PLF were down to 49 percent of 
total capacity by May of this year. Flights between Taipei 

and Taichung have been cancelled because of the steep drop in 
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demand. 
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VARIOUS REASONS WHY 


7. (SBU) The divergence between Taiwan\'s international and 
domestic airlines is due to several factors, including 
improvements in road and rail infrastructure, shifts in 
domestic travel patterns, and slower growth of average 
household disposable income over the last seven years. 


8. (SBU) Industry observers and airline executives all agree 
that Taiwan\'s HSR system has hurt the domestic carriers 
(Reftel). The impact will likely worsen in September when 
HSR service will increase to 60 roundtrips per day. 


9. (SBU) According to MOTC data, the volume of domestic 
travel has steadily declined, from 580 million travelers in 
1996 to 431 million travelers in 2005. In that period, the 
number of people traveling by train increased by 11 million. 
Train travel represented 7 percent of total travel in 2005, 
versus 1.6 percent for airtravel. The data also indicate a 
decrease in the number of motor vehicle trips around Taiwan. 
Apparently, people are traveling less domestically, and when 
they do they are increasingly likely to take the train. 


10. (SBU) Some airline industry observers contend the decline 

in demand for domestic flights is related to slow growth of 
household disposable income. Between 2000 and 2005, average 
disposable income per household increased overall by less 

than 1 percent. Compared with the approximately 10 percent 
overall growth in the 1980s and 6 percent overall growth in 

the 1990s, recent growth seems trifling in Taiwan. Since a 
higher proportion of international travel is 

business-related, Taiwan\'s lackluster household income growth 
may disproportionately affect local flights. 


CAN THE SMALL AIRLINES BE RESCUED? 


11. (SBU) On June 26, Taiwan\'s CAA announced it will extend 
for another year measures adopted in 2006 to support Taiwan\'s 
struggling local airlines. These measures consist of 

reductions in landing fees and rent for airport space. CAA 
estimates these measures will save the airlines NTD 230 (USD 
7 million). Even with these savings, it is unclear how long 

the unprofitable domestic carriers can continue to operate. 

In the medium term, Taiwan\'s small airlines want to expand 
into providing regional service. However, a CAA source told 
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us that the agency is now not willing to allow domestic 
carriers to open regional routes. This may be due to 
President Chen Shui-bian\'s reluctance to expand cross-Strait 
ties lest political opponents claim he has lessened the DPP\'s 
commitment to establishing Taiwan\'s \identity\’. 


12 (SBU) In the long term, Taiwan\'s local airlines are 
pinning their hopes on getting a piece of the market if or 
when direct cross-Strait flights become a reality. The high 
level of demand for seats on cross-Strait charter flights 
during the four major Chinese holidays suggests that the 
market for regular cross-Strait passenger flights could be 
large enough to support many competing airlines. There has 
not, though, been any breakthrough in talks on cross-Strait 
charter flights between the Taiwan Airline Association and 
China\'s Civil Aviation Association to signal regular direct 
flights could begin. 


COMMENT 


13. (SBU) Airline industry contacts hope that an agreement on 
cross-Strait flights could be negotiated quickly after Chen 
Shui-bian has left office. Such an agreement might be the 
only means to sustain Taiwan\'s struggling local carriers. 

End Comment. 
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E.O. 12958: N/A 

TAGS: PREL, ITRA, OVIP, KSEP, UNGA, EN 

SUBJECT: ESTONIAN PRESIDENT TO ATTEND 62ND UNGA 
REF: A) STATE 101170 B) TALLINN 482 


(SBU) In follow up to our earlier demarche (Ref B), on 
July 30, Veikko Kala, MFA UN Desk Officer, informed us 
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that President Toomas Hendrik Ilves will head the 
Estonian delegation to the 62nd United Nations General 
Assembly (UNGA). Prime Minister Andrus Ansip will not 
attend the UNGA, but Foreign Minister Urmas Paet will 
accompany President Ilves. The MFA also provided the 
following details on the Estonian delegation to the 
UNGA: 


ESTONIAN DELEGATION 


NAME: Mr. Toomas Hendrik Ilves, President of the 

Republic of Estonia. 

ARRIVAL: September 20. 

DEPARTURE: September 26. 

STATEMENT AT UN: The afternoon session of September 25. 
SPOUSE: Mrs. Evelin Ilves will accompany. 
INTERPRETATION: None required. 


NAME: Mr. Urmas Paet, Foreign Minister of the Republic 
of Estonia. 

ARRIVAL: September 24. 

DEPARTURE: September 28. 

SPOUSE: Not accompanying. 

INTERPRETATION: None required. 


NAME: Mr. Paul Teesalu, MFA Director for International 
Organizations. 

ARRIVAL: September 24. 

DEPARTURE: September 28. 

SPOUSE: Not accompanying. 

INTERPRETATION: None required. 


PHILLIPS 


117225 

RR RUEHAG RUEHDF RUEHIK RUEHLZ RUEHROV 

DE RUEHTL #0503 2120951 

ZNR UUUUU ZZH 

R 310951Z JUL 07 

FM AMEMBASSY TALLINN 

TO RUEHC/SECSTATE WASHDC 0047 

INFO RUCNMEM/EU MEMBER STATES COLLECTIVE 

RUEHBS/USEU BRUSSELS 

RUCNDT/USMISSION USUN NEW YORK 0316","UNCLAS TALLINN 000503 


SIPDIS 


FOR EUR/NB - KATHERINE GARRY, IO/EDA - SHARON KOTOK, AND 
PROTOCOL - AMY LITTLE 


Column 3 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, ITRA, OVIP, KSEP, UNGA, EN 
SUBJECT: Mrs. Bush\'s Literacy Campaign 


REF: A) STATE 104172 B) TALLINN 502 


(SBU) On July 30, we delivered Ref A points to Veikko 
Kala, MFA UN Desk Officer, on Mrs. Bush?s Literacy and 
Health event of September 24 in New York City. Kala 
informed us that Mrs. Evelin llves, wife of President 
Toomas Hendrik Ilves, will accompany her husband to the 
62nd United Nations General Assembly (UNGA) and is 
available to attend the Literacy and Health event. The 
President and Mrs. Ilves plan to be in the U.S. from 
September 20-26 (Ref B). 
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SUBJECT: BERRI READY TO START DEALING ON PRESIDENCY 
Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 
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1. (C) Yanking the Ambassador into a private room on the 
margins of a larger 7/30 meeting (septel), Parliament Speaker 
Nabih Berri, his voice lowered to a whisper, urged that the 
USG help to select acceptable candidates for Lebanon\'s 
presidential elections. On/about August 20, Berri will start 
working with Maronite Patriarch Sfeir on potential 

presidential candidates. By then, he wants to know who is 

and who is not acceptable to the USG. He envisions a process 
of elimination through which a field of candidates emerges 

that is acceptable to the USG, Syria, Saudi Arabia, and, 

inside Lebanon, both March 8 and March 14 blocs. Parliament 
-- most likely a new centrist bloc that emerges with parts of 
both March 8 and March 14 -- will then elect from that 
consensus list. That is the only way to ensure the 

two-thirds quorum Berri argues is required. Told by the 
Ambassador that the U.S. wants to support Lebanon\'s 
constitutional process but not engage in approving specific 
candidates, Berri scoffed: the USG will be accused of 
interference anyway, so the USG should at least promote its 
interests. Berri was scornful of Michel Aoun (\"no way\") but 
mentioned MP Robert Ghanem, MP Boutros Harb and LAF Commander 
Michel Sleiman as the sorts of names he thought would emerge 
from the back-room politicking in which the clever Berri has 
long outfoxed more principled rivals. End summary. 


TALKING PRESIDENCY: BERRI BELIEVES 
THIRD BLOC WILL EMERGE TO ELECT 


2. (C) Well into a meeting with the Ambassador that 

included aides (septel), Parliament Speaker Berri, asking for 

a one-on-one conversation, bounded from his chair to pull the 
Ambassador into a curious conference-cum-storage room, filled 
by Nabih Berri memorabilia including portraits in mosaic, 

brass, mother-of-pearl, etc. (Our favorite: an unmistakable 
canny likeness of Berri rendered in dried beans and pasta. 

\"A gift,\" Berri sighed. We noted that the talented legume 

artist had captured his good side.) It is time, Berri 

whispered, to talk seriously about the presidency. 


3. (C) Berri argued that, neither the March 8 nor the March 

14 bloc will be the decisive factor in electing Lebanon\'s 
president when parliament meets. Instead, a third bloc, 

looking for reconciliation, will emerge larger than the other 

two. That third bloc will consist of Berri himself and most 

of his bloc, a large number of March 14 MPs (Mohammed Safadi 
and his group, Boutros Harb, most of the Christians from 
Jumblatt and Hariri\'s list), parts of Aoun\'s bloc (lly Skaff 

and his Zahle MPs, Michel Murr and the Armenian Tashnaq, 
etc.). Most MPs want to be on the side of the winner, Berri 
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explained; few MPs want to be seen as obstacles. As it is 
clear that March 14 MPs cannot unilaterally elect one of 
their own (\"and which one would they pick?\") and equally 
clear that Michel Aoun has no chance, MPs will flock to a 
reasonable conciliatory candidate. It is the promise of a 
reasonable conciliatory president, in fact, that ensures 
enough MPs will show up to vote to achieve the two-thirds 
quorum Berri insists is constitutionally required (and that 
most March 14 leaders accept is preferable politically, if 
not legally). 


BERRI SAYS PLAN ALREADY IN PLACE 
FOR HIM TO WORK WITH PATRIARCH ON NAMES 


4. (C) Berri argued that, with Emile Lahoud\'s presidential 

term expiring on November 24, it is important to work now to 
develop the list of potential conciliatory candidates, so 

that the MPs have acceptable choices when they convene as an 
electoral body on September 25. Berri said that he and 
Maronite Patriarch Sfeir have exchanged messages, and the two 
of them will begin to work in earnest on August 20 toward 

this end. (Note: Al-Nahar chairman Ghassan Tueni, usually 
well plugged in, told the Ambassador and DCM over a 7/30 
lunch the same thing, that the Patriarch and Berri would work 
together to develop a list of candidates starting in August. 

End note.) While he will meet Sfeir in person only rarely, 
trusted messengers will shuttle between Bkirki and Ain 

al-Tineh. The Patriarch, Berri reported, does not want a 

single name but rather a choice, so that the parliament can 
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have a genuine elections. 


USG, OTHERS TO INDICATE LIST 
OF WHO\'S NAUGHTY AND WHOV\'S NICE 


5. (C) The USG must be involved in this process, Berri 
said. He said that he envisioned a process by which the U.S. 
has a list of acceptable candidates. Ditto for the Syrians 

and the Saudis. Inside Lebanon, March 8 and March 14 blocs 
will have their own lists. The Patriarch will have his 

ideas. Berri said that, in reviewing all of the lists 

together, he would be able to identify the overlap or the 
potential overlap. That overlap would form the genesis of 
the list the Patriarch would ultimately bless as people of 
sufficient Christian weight for presentation to the 

parliament. Therefore, he concluded, it is time for the U.S. 


Column 3 

to stop talking hypothetically (\"qualities of a president, 

his agenda, etc.\") but rather move into the real world of 
Lebanese politics by examining the candidates. Pointing his 
finger vaguely to the east, Berri emphasized that he was not 
asking the U.S. to talk to Syria. \"I wish you would, but | 
know you won\'t.\" But the U.S. should not be so naive as to 
assume that no one will talk to Syria. The Syrians cannot 
choose Lebanon\'s president, but \"they will have their say,\" 
particularly in vetoing certain names. 


6. (C) The Ambassador responded that the USG will not 
provide a list of names; the Lebanese should decide who is 
acceptable. \"Then tell me who you won\'t accept,\" Berri 
hissed. The Ambassador said that it should be clear where 

are our red lines: we oppose any candidate who would win 
because of intimidation, manipulation of the constitutional 
process, or solely because of links to Hizballah, Iran, and 

Syria. But within that framework, the USG supports a 
made-in-Lebanon president. Saying that it was \"time to stop 
playing games,\" Berri said that the USG will be accused of 
interfering in the process, \"no matter what you do.\" The USG 
might as well get some benefit out of the charges. The USG 
cannot allow the French, who are already musing about names, 
be the sole Western representative who is trying to tip the 

field toward some candidates and away from others. \"The 
French aren\'t serious; everyone\'s waiting for you.\" The 
Ambassador repeated that the USG is not indicating 
preferences for names or vetoes of others. \"Come see me in a 
week or so,\" Berri said. \"You\'ll have names.\" 


\"NO WAY\" FOR AOUN TO BECOME PRESIDENT; 
NASRALLAH \"STUPID\" FOR AOUN ALLIANCE 


7. (C) The Ambassador noted tat Michel Aoun must be 
Berri\'s candidate, given Berri\'s partnership with Hizballah, 
in turn cooperating with Aoun. \"No way!\" Berri said, at last 
raising his voice beyond the whispered rasp. Hizballah 
Secretary General Hassan Nasrallah \"is stupid\" for having 
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aligned himself so deeply with Aoun. Hizballah does not want 
Aoun to become president, but now Hizballah cannot figure out 
how to get out of its alliance gracefully and without giving 
March 14 a huge victory in the process. Berri vowed to 
personally bloc Michel Aoun\'s ascendency to the presidency, 
no matter what happens in the Metn parliamentary 
by-elections. 


SYRIA\'S CHOICES: OBEID NOT ON IT 
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8. (C) The Ambassador asked Berri\'s view of the rumor in 
Beirut that Syria has given the green light for five 

presidential candidates: Jean Obeid, Fares Bouez, Riad 
Salameh, Michel Sleiman, and Michel Edde. Berri said that 
Syria does not like Obeid, having determined that Obeid had 
accepted too many bribes from the Hariri family. Edde is too 
old and too verbose (\"we\'d need a 12-year presidency, as his 
first speech would take up the whole term\"). Sleiman will 
probably make the cut and appear on his list of conciliatory 
candidates, Berri said. Asked by the Ambassador who else 
might be on that list after the process of elimination he 
envisions, Berri mused that MP Boutros Harb and MP Robert 
Ghanem would likely remain. Both are aligned with March 14, 
the Ambassador noted. Berri responded that he did not say 
that March 8 and March 14 candidates would be tossed out 
automatically. \"If | can get a two-thirds quorum for any 
candidate, I\'ll be happy," he said. 
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FALL-BACK OPTION: CHRISTIAN PM 


9. (C) As they stood up to rejoin their aides in Berri\'s 

regular office, Berri, again whispering, said that, if 

presidential elections prove impossible, \"then we have to 
look for an acceptable Christian Prime Minister\" to assume 
the presidency until presidential elections occur. The 
Ambassador rejected the idea, noting that, in essence, Berri 
was hinting at a second cabinet after all. Not pursuing the 
subject, Berri asked the Ambassador if he thought Saad Hariri 
would expect to become PM after a new president takes office 
(which triggers a new cabinet). The Ambassador nodded. 
Berri sighed, noting that, despite his current boycott of 

Siniora because of the lack of Shia representation in the 
Siniora cabinet, \"Siniora is the best prime minister we\'ve 
had.\" Hariri should be encouraged to keep Siniora as PM, 
Berri urged. 


COMMENT 


10. (C) Berri (whose comments on the French initiative and 
other issues will be covered septel) was upbeat. He senses 
that back-room politicking on the presidency is soon to begin 
in earnest, and he tends to be a master at that game: 
patient, clever, opaque. He knows that March 8, his side, 
cannot on its own elect a president. Without the Aoun 
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deputies (who will eventually realize that their candidate 

has no chance), his parliamentary alliance becomes even 
weaker. But Berri also knows that the March 14 bloc, with 

its simple majority, will split if its leaders try to vote 

with only a simple majority rather than two-thirds quorum 

that even the Patriarch insists upon. Berri thus derives his 
bargaining power from the fact that March 14 needs sufficient 
March 8-Aoun MPs to get to the two-thirds quorum. 


11. (C) We believe, especially after hearing Ghassan 
Tueni\'s comments, that Patriarch Sfeir would find the 
proposal appealing to work quietly on a list of 

\"conciliatory\" candidates sufficiently acceptable to ensure 
that presidential elections indeed take place with the 
two-thirds quorum. More than anything else, the Patriarch 
fears a vacuum in the presidency, a fear that Berri can also 
exploit. As for us, even if we ultimately get dragged into 

the name-game that we are successfully avoiding thus far, it 
is far too early to do so. Berri, whose hatred of Aoun 
seemed sincere, probably hopes to divide the March 14 
alliance into those who, scared of a vacuum, are willing to 
back a compromise candidate and those who are willing to go 
all the way to the end in trying to push an authentic March 
14 candidate. We need to monitor very carefully the real 
allegiances of the candidates Berri would try to project as 
conciliatory figures. Of course, those who are primarily 
conciliatory to Syria are by definition not the proper 

material for a made-in-Lebanon president. 
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SUBJECT: ISRAEL MEDIA REACTION 
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Israel Radio quoted Secretary of State Rice as saying on her way to 
Egypt that providing arms to U.S. allies in the Middle East will not 
upset the balance of power in the region. Secretary Rice added that 
the arms deal is in response to threats from Syria, Iran, Hizballah 
and al-Qaida. 


Israel Radio quoted Jerusalem officials as saying that Secretary 

Rice will be told that Israel is trying to persuade PA Chairman 
Mahmoud Abbas not to reconcile with Hamas. Yediot reported that 
Secretary Rice is expected to pressure Prime Minister Ehud Olmert to 
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publically declare that Israel is willing to discuss the Saudi peace 
initiative with the hope that this will convince Saudi Arabia to 
participate in the international conference this fall.Israel Radio 
reported that Arab League Secretary-General Amr Moussa said on 
Monday following a meeting with Arab foreign ministers in Cairo that 
they will tell Secretary Rice in Sharm el-Sheikh that the proposed 
fall peace conference must address all issues relating to Israel 
including rlands captured from Syria. 


The Jerusalem Post, citing diplomatic officials in Israel, reported 

that restrictions on several components in the arms sale to Saudi 
Arabia could complicate matters when Secretary Rice visitsJeddah on 
Tuesday and tries to convince the Saudis to play a more public role 

in promoting the Palestinian-Israeli peace process. The newspaper 
also reported that the arms deal with Saudi Arabia would face stiff 
opposition in Congress as congressmen have pledged to block the 
deal. 


Maariv continued reporting on a planned economic peace conference. 
The paper wrote thatthe Israeli-Palestinian Business Council (IPBC) 
is behind the venture and that it may take place in late October. 

The paper speculated that Prime Minister Olmert, PA Chairman Abu 
Mazen and Quartet envoy Tony Blair will take part. 


Makor Rishon-Hatzofe reported that Palestinian Prime Minister Salam 
Fayad of Fatah said in a press conference on Sunday that: 


\"resistance is the legitimate right of the Palestinian people which 

is under occupation.\" Fayad noted that the recently presented 
platform for his new government is designed for the post occupation 
period. 


HaVaretz reported that a week ago the Ministry of Foreign Affairs 
published new guidelines allowing renewed diplomatic ties with 
Palestinian representatives around the world. 


Yediot reported that the Iranian regime is enhancing efforts to 
recruit Hebrew speakers for its intelligence service. Iranians have 
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been approaching Hebrew speaking Arabs, such as Palestinians, who 
are studying in third countries. According to the newspaper, this 

effort is being led by Hizbullah. 


All media reported that the US Congress last week voted to loosen 
restrictions for the Visa Waiver Program. The media noted that 
Israel could be one of the additional 12 countries that will meet 

the new criteria. The media also emphasized that even following a 
presidential OK, the program might take another year to implement. 


The Jerusalem Post reported that Hamas militiamen prevented the 
distribution of three Fatah newspapers in Gaza. 


Veteran senior columnist Yoel Marcus wrote in the independent, 
left-leaning HaVaretz: \"Bush is ending his failed career the only 
way America knows how: Here, take the money, and work it out 
yourselves.\" 


Columnist Anshel Pfeffer wrote in the conservative, independent 
Jerusalem Post: \"Tony Blair might have been an effective prime 
minister, but he\'s now on the path to being a has-been. Anyway, his 
American friends weren\'t prepared to entrust him with anything more 
than being an economic coordinator. Not that they\'re doing much 
better. What are the chances that the weakest and most discredited 
U.S. administration in living memory, whose rating is low especially 
in this region, will succeed where no one has before in resolving 

our conflict?\" 

Well-known novelist and journalist Amos Oz wrote in the 
mass-circulation, pluralist Yediot Aharonot: \"If [Olmert and Abu 
Mazen] muster the courage and reach a draft agreement, and if that 
draft agreement is put to a referendum in Israel and Palestine, it 

will become evident to everyone that the two peoples are willing to 
reach a compromise solution.... The two peoples already know what 


the bottom line is. And they are destined to accept that bottom 
line in a referendum -- even if they do so through gritted teeth.\" 


Columnist Caroline Glick wrote in the conservative, independent 
Jerusalem Post: \"If the US were willing to understand the clear 
lessons from its Cold War experience in the Middle East, it would 
not be pushing Israel to weaken itself still further through land 
giveaways to Iran\'s Palestinian proxies. It would not be actively 
undercutting Israel\'s national security by supplying sophisticated 
weapons to the Saudis.\" 
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Former Director General of the Prime Minister office Yossi Ben 
Aharon wrote in the popular, pluralist Maariv: \"The most dangerous 
possible outcome of this conference would be for the Olmert 
government to internalize the conflict.... Implementing this idea 

will turn Israel into a protge of the international community and 

hurt its sovereignty dearly. All this will be in exchange for an 
agreement that bears no resemblance to peace.\" 


Block Quotes: 


|. \"Work it Out Yourselves\" 


Veteran senior columnist Yoel Marcus wrote in the independent, 
left-leaning HaVaretz (07/31): \"The American decision to sell 

billions of dollars\' worth of cutting edge weapon technology to 

Saudi Arabia and other Gulf countries, and to compensate Israel by 
increasing military aid to $30 billion over the next decade, boils 
down to an admission by President George W. Bush that after two 
botched terms, he is leaving behind a lot of scorched earth. The 
situation in Iraq is gridlocked; Iran is still developing the bomb; 
al-Qaida continues to stalk the earth; and the two-state solution in 
our neck of the woods is still far from being implemented, if it 

ever will be. His push for democratic elections in the territories 

has produced Hamastan in Gaza. Bush is ending his failed career the 
only way America knows how: Here, take the money, and work it out 
yourselves.\" 


ll. \"From Winds of War to Seeds of Peace?" 


Columnist Anshel Pfeffer wrote in the conservative, independent 
Jerualem Post (07/31): \"Only a few weeks ago, just about everyone 
... Was predicting a war this summer. Now, they\'ve all disappeared 
and in their place we suddenly have a procession of peace-makers 
descending on Jerusalem.... Tony Blair might have been an effective 
prime minister, but he\'s now on the path to being a has-been. 
Anyway, his American friends weren\'t prepared to entrust him with 
anything more than being an economic coordinator. Not that they\'re 
doing much better. What are the chances that the weakest and most 
discredited US administration in living memory, whose rating is low 
especially in this region, will succeed where no one has before in 
resolving our conflict? Neither is this a particularly good period 

for the Arab League -- with Iraq in ruins, Lebanon tottering on the 
brink, and the rest of the members shaky and at each other\'s 
throats. Even if all these intermediaries were actually capable of 
brokering an agreement, could the most unpopular Israeli prime 
minister in history push it through the Knesset, let alone sell it 

to the Israeli public? As for Abbas, he isn\'t even in control of 


Column 3 

half his territory and people. Meanwhile, Hamas, which is really 
calling the shots, is out of the negotiations.... We might not be 
facing war in the next few weeks, but an outbreak of peace isn\'t in 
the cards either.\" 


IN. \"Good News\" 


Well-known novelist and journalist Amos Oz wrote in the 
mass-circulation, pluralist Yediot Aharonot (07/31): \"The separation 
between Gaza under Hamas rule and the West Bank that is controlled 
by the moderates serves us with an historic opportunity to make 
peace between Israel and the Mahmoud Abbas government. Both the 
Olmert government and the Abbas government accept the principle of 
two states for two peoples, the idea of land for peace and the 
approach that champions ending the Israeli occupation. The points 

in contention are plentiful, but over none are the parties separated 

by an unbridgeable gap. Intensive negotiations are likely to bridge 

the differences and produce a draft agreement... The Israeli 

gestures are liable to turn into nothing more than crumbs tossed to 
the poor ifthey are not followed by intensive and far-seeing 
negotiations for the resolution of all the issues that still remain 

in contention and to the establishment of Palestinian state on the 
West Bank.... Are the governments of Ehud Olmert and Mahmoud Abbas 
strong enough to persuade the two peoples to accept an agreement in 
which both are going to have to make painful concessions? ... if 

they both muster the courage and reach a draft agreement, and if 

that draft agreement is put to a referendum in Israel and Palestine, 

it will become evident to everyone that the two peoples are willing 

to reach a compromise solution.... The two peoples already know what 
the bottom line is. And they are destined to accept that bottom 

line in a referendum -- even if they do so through gritted teeth.\" 


IV. \"America\'s best friends\" 


Columnist Caroline Glick wrote in the conservative, independent 
Jerusalem Post (07/31): \"There are two principal causes of the US\'s 
coolness toward Israel and warm embrace of the Saudis. First, the 
administration\'s failure to achieve its goals in lraq strengthened 

the influence of the Saudi\'s Cold War proponents. These proponents, 
led by former secretary of state James Baker\'s disciples Secretary 
of State Condoleezza Rice and Secretary of Defense Robert Gates, 
advance their Saudi-centric agenda while paving the way for a US 
withdrawal from Iraq without victory.... The second cause of the 
administration\'s hostility toward Israel is the Olmert government\'s 
irresolute handling of the Second Lebanon War last year.... Last 
summer the Olmert government led Israel to defeat in Lebanon, it 
weakened the standing of administration officials who view Israel as 
a strategic ally and oppose the Saudis, while strengthening Israel\'s 
Baker-inspired foes who view Israel as a strategic liability. The 
Olmert government\'s enthusiastic embrace of capitulation as a 
national policy toward the Palestinians in Judea and Samaria merely 
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serves to strengthen the US view that Israel is a strategic 

liability rather than an asset. Yet the lessons of the Cold War, 
and those of the past 15 years remain clear. The Saudis remain at 
best fair-weather friends to the US, while Israel\'s strength or 
weakness directly impacts US national security and geopolitical 
interests... If the US were willing to understand the clear lessons 
from its Cold War experience in the Middle East, it would not be 
pushing Israel to weaken itself still further through land giveaways 
to Iran\'s Palestinian proxies. It would not be actively 
undercutting Israel\'s national security by supplying sophisticated 
weapons to the Saudis. It would be admonishing the Olmert 
government for its irresponsible behavior and exhorting Israel not 
to go wobbly because it is needed for the larger fight.\" 


V. \"No Resemblance to Peace\" 


Former Director General of the Prime Minister office Yossi Ben 
Aharon wrote in the popular, pluralist Maariv (07/31): \"The 
international conference scheduled for September is totally 

different from the one held in 1991 [the Madrid Peace Conference]. 
Back then all Arab elements ... deterred from holding direct 
negotiations with Israel.... Since then the situation has completely 
changed and we held negotiations with everyone. So why do we need 
this conference now? Olmert and his deputy do not miss a chance to 
declare on far-fetching concessions to the Palestinians.... The 

current American administration - perceived as more friendly then 

the one of Bush senior - puts Israel in face of done deals, it 

intervenes in the details of the negotiations and Olmert does not 
react. The most dangerous possible outcome of this conference would 
be for the Olmert government to internalize the conflict... 
Implementing this idea will turn Israel into a protge of the 

international community and hurt its sovereignty dearly. All this 

will be in exchange for an agreement that bears no resemblance to 
peace.\" 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, KPKO, SU, FR 

SUBJECT: DARFUR: FRENCH READY TO ADOPT UNSC RESOLUTION ON 
HYBRID AU-UN OPERATION 


REF: STATE 104844 


(SBU) MFA Sudan Desk Officer Frederic Bouvier said on July 
31 that France was prepared to vote for adoption of the \"in 
blue\" text of a UN Security Council Resolution on the hybrid 
AU-UN operation in Darfur, a text renegotiated on July 30 in 
New York. He reported that a final text apparently developed 
on July 28 was, at U.S. request, reconsidered on July 30, on 
the basis of U.S. concerns about the timing of the transition 
of the force from an AU operation to a UN operation. This 
involved re-negotiation of OP 5, which the U.S., UK, and 
French delegations succeeded in doing on July 30. Bouvier 
said that the French side did not anticipate a further need 

to re-examine the text and was ready to vote for the adoption 
of the text that had \"gone blue\" the evening of July 30 in 
New York. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 


PEKALA 


117229 

OO RUEHCHI RUEHDT RUEHHM 

DE RUEHJA #2065/01 2121013 

ZNR UUUUU ZZH 

O 311013Z JUL 07 

FM AMEMBASSY JAKARTA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 5603 
INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS 
RUEHBJ/AMEMBASSY BEIJING 4172 
RUEHBY/AMEMBASSY CANBERRA 0950 
RUEHPB/AMEMBASSY PORT MORESBY 3377 
RUEHKO/AMEMBASSY TOKYO 0616 
RUEHWL/AMEMBASSY WELLINGTON 1624 
RUEHHM/AMCONSUL HO CHI MINH CITY 0195 
RHEHNSC/NSC WASHDC 

RUEAIIA/CIA WASHDG 

RUEKJCS/SECDEF WASHDC 


Column 3 
RHHJJPI/USPACOM HONOLULU HI","UNCLAS SECTION 01 OF 02 JAKARTA 002065 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR EAP, EAP/MTS, EAP/MLS, INR/EAP, EAP/ANP 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, EAID, ID 
SUBJECT: PAPUAN CIVIL SOCIETY DISCUSSES SPECIAL AUTONOMY 


REF: A. JAKARTA 1925 
B. JAKARTA 1339 


JAKARTA 00002065 001.2 OF 002 


1. (U) This message is Sensitive but Unclassified. Please 
handle accordingly. 


2. (SBU) SUMMARY: A recent USAID-supported study of Papuan 
civil society demonstrates that opinion remains divided on 

the Special Autonomy Law. Papuan interlocutors agree that 

the GOI has not done an effective job implementing the law 

and that Papuans have yet to see the full benefits of Special 
Autonomy. For its part, the central government remains 

publicly committed to full implementation of the law. END 
SUMMARY 


3. (SBU) IMPLEMENTATION LAGGING: Although enacted six years 
ago, implementation of Papua\'s Special Autonomy Law has 
lagged. The GOI has yet to issue the regulations or create 

the institutions necessary to devolve powers from the central 

to the provincial government, as provided for in the Special 
Autonomy law. We understand that in June President Yudhoyono 
issued his Presidential Instruction on the Acceleration of 
Development in Papua, designed to advance implementation of 
the law. This \"New Deal for Papua\" was delayed earlier this 

year when the two Papuan governments requested changes in the 
draft. Also unresolved is the relationship between Special 
Autonomy and the legally questionable creation of two 

separate provinces: Papua and West Papua (Ref B). This has 

led to some discussion of revisions to the law. 


4. (SBU) LISTENING TO PAPUAN VIEWS: With support from 
USAID\'s Democratic Reform Support Program, the civil society 
umbrella organization Pokja Papua recently examined Papuan 
attitudes toward Special Autonomy. From November 2006 
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through January 2007, Pokja Papua conducted interviews and 
focus group discussions with a cross section of Papuan 
stakeholders and presented their findings at a July 27 
seminar in Jakarta. (Note: Because of GOI sensitivities 
concerning Pokja Papua, USAID did not widely publicize its 
support of this project.) 


5. (SBU) IMPLEMENT, DON\'T REVISE: While there was no clear 
consensus among Papuan government, religious, NGO and 
traditional leaders regarding the Special Autonomy Law and 
its application, there was agreement on a number of key 
points. Papuans are unsatisfied with the incomplete 
implementation of Special Autonomy and divided on any 
potential revisions to the law. Many Papuans point to a lack 
of political will on the part of Jakarta policy-makers, 

rather than problems with the legislation, as the reason 
implementation has stalled. Papuan suspicion of Jakarta\'s 
motives is increasing, largely because of what they see as a 
lack of transparency in the implementation process and a lack 
of communication between the central government, especially 
the Ministry of Home Affairs, and Papuan leaders. Persistent 
rumors that the central government plans to revise the 
Special Autonomy Law only serve to exacerbate these 
suspicions. Papuan leaders warn that revision of the law 
without an assessment of weaknesses in the current law and 
wide-ranging public consultation in Papua would generate 
greater tension between Papua and Jakarta. Most of Pokja 
Papua\'s interlocutors stressed that delivering on the 
economic promises of Special Autonomy, especially improving 
the standard of living in Papua, remains central to securing 
widespread support in the province. 


6. (SBU) RECENT SEMINAR: Pokja Papua\'s July 27 seminar 
provided a forum for Jakarta-based Papua watchers to comment 
on Special Autonomy. Chairman of the Regional Representative 
Council's Special Committee on Papua Edwin Kawilarang called 
for the law\'s revision. He emphasized the need to 
accommodate the division of Papua in the Special Autonomy 
framework and called for the creation of a commission on 

Papua responsible to the President to manage the 
implementation process. Ferry Mursyidan Baldan, a Golkar 
parliamentarian and key legislative player on both Aceh and 
Papua autonomy laws, dismissed the call for revisions. He 
acknowledged that implementation remained incomplete but 
stressed that the law should be implemented as written. 
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7. (SBU) MORE WORK NEEDED BY GOI: As emerged during CODEL 
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FaleomavaegaWs recent visit (Ref A), Papuans broadly agree 
that the autonomy law needs to be fully implemented. There 
is a significant degree of exasperation that the law has not 
been fully implemented, which continues to undermine the 
GOl\'s credibility in Papua. For its part, the central 
government remains publicly committed to full implementation 
of the law. 

HUME 
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1. (U) Summary: This week the ESTH office visited the Agra Bear 
Rescue Facility; hosted world-renowned climate scientist Dr. 
Jagadish Shukla; convened the Avian Influenza Working Group in 
response to the H5N1 outbreak in Manipur; attended the Rotavirus 
Vaccine Project Committee meeting in Hyderabad; and noted India\'s 
plans to launch a new military satellite and an Israeli 

reconnaissance satellite on the same launch vehicle. End Summary. 


2. (U) Scioffs visited the Agra Bear Rescue Facility run by 

Wildlife S.O.S., a NGO that specializes in the rescue and 
rehabilitation of the endangered Indian sloth bear which for 
centuries have been exploited as \"dancing bears\" by the Qalandar 
tribal community. Wildlife S.O.S. has eliminated dancing bears 
along the Delhi - Agra highway and is well on the way to solving the 
problem throughout India. They are set to expand their current Agra 
facility by 145 acres in 2009 which will provide enough space to 
house all of India\'s mistreated sloth bears. Wildlife S.O.S. 
employs a holistic approach which includes the rehabilitation of the 
Qalandar tribal community and is a model for successful and 
sustainable wildlife conservation. Further information is available 
on their website: www.wildlifesos.com. 


3. (U) The ESTH Office hosted Dr. Jagadish Shukla, Professor and 
Chair of the Climate Dynamics Program at George Mason University and 
President of the Institute of Global Environment and Society. Dr. 
Shukla is also the recipient of the 52nd International 

Meteorological Organization Prize awarded in 2007 by the Executive 
Council of the World Meteorological Organization. He informed us he 
has been tapped by S&T Minister Kapil Sibal to chair the 

International Advisory Panel on Weather Forecasting and Climate 
Change. Membership on the Panel will include representatives of 
NOAA and academia in the U.S. and U.K. as well as IIT Delhi, the 
Indian Institute of Science at Bangalore, and the Indian 

Meteorological Department. The panel will address concerns 
regarding the state of climate change science in India which has 

long been hampered by lack of adequate raw data as well as the GOI\'s 
unwillingness to share existing data with the scientific community. 


SCIENCE 


Column 3 


4. (U) Ina conversation with Dr. Harold McFarlane, President, 
American Nuclear Society (ANS), SciCouns learned that following the 
successful session at the ANS Annual Meeting in Boston in June, 2007 
on VUS-India Nuclear Cooperation\' which was attended by BARC 
Director Dr. Banerjee and Mr. Raghuraman of USIBC/CII, interactions 
between nuclear engineers and scientists from both countries will 
continue at the upcoming \"Global 2007- Advanced Nuclear Fuel Cycles 
and Systems\" in Boise, Idaho, in September 2007. Dr. Ravi Grover 
from DAE has informed ANS that a small group from BARC and the 
Indira Gandhi Center for Atomic Research (IGCAR) in Kalpakkam are 
planning to attend. 


5. (U) The Hindu (www.hindu.com) reports India is planning to 
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launch a dedicated military reconnaissance satellite, the 
CARTOSAT-2A, in mid-September or early October, 2007. The 
satellite is set to be launched together with an Israeli 
reconnaissance satellite on a Polar Satellite Launch Vehicle (PSLV). 
This will mark the third launch of a foreign satellite by the 

Indian Space Research Organization. 


6. (SBU) Confirmation of H5N1 Avian Influenza in poultry in 

Manipur, India. On July 25, 2007, India officially announced the 
outbreak of H5N1 Avian Influenza in poultry in Manipur. The HHS 
Office convened the Mission\'s Avian Influenza Working Group on July 
26 and FAS reported on the outbreak in Ref A. 


7. (SBU) In response to Ref B, the HHS Office has sent a demarche 
and non-paper to senior officials in the Ministry of Health, the 

Ministry of External Affairs and the Ministry of Commerce and 
Industry. Health Attach will follow up with meetings with key MOH 
Officials. 


8. (U) SciFSN attended a meeting of the Rotavirus Vaccine 
Development Project in Hyderabad July 27 and 28. The meeting was 
attended by representatives from Bharat Biotech International 
Limited (BBIL), the Society for Applied Studies (SAS), the 
Department of Biotechnology, Program for Appropriate Technology in 
Health, NIH/NIAD, Stanford University, and the National Institute of 
Immunology, New Delhi. SAS reported they had completed the first 
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dose level of the Phase 1b/lla study and is expecting an approval to 
evaluate the next dose level. BBIL presented the results of 
formulation experiments and is confident they can develop a liquid 
vaccine formulation with a shelf-life of 24 months at a storage 
temperature between 2 - 8 degrees C. BBIL is also designing a new 
manufacturing facility per WHO guidelines capable of producing at 
least 30 million doses per year. The new facility is expected to be 
completed by November, 2007. 


WHITE 
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FOR PM/PPA STEPHANIE AHERN 

E.O. 12958: DECL: 06/15/2016 

TAGS: PARM, PK, PM, PREL, MASS, CD 
SUBJECT: CHAD: SECTION 1206 FOR FY 07 


REF: A. SECSTATE 84596 
B. NDJAMENA 53 


Classified By: CLASSIFICATION DERIVED FROM REFTEL 


1. (S/NOFORN) Post has reviewed the FY 07 proposed 1206 
activity (reftel A) and declines the following program: 


Tactical Communications Interoperability (TCI) (USD 3.144) 
for Chad, Algeria, Mauritania and Nigeria 


Reason: At this time a number of training and equipment 
activities are underway with the Chadian armed forces. We 
are concerned about overloading the host government\'s ability 
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to effectively manage and utilize an additional program. 
Post would be willing to revisit the possibility of the TCI 
program in FY 2008. 


2. (S/NOFORN) Post notes that this proposed FY 07 activity 
is in addition to the following approved 1206 proposals: 


- MISI (reftel C) 

- Light Infantry Train and Equip (USD 6 million) 

- Tactical Airlift Capacity Equipment (USD 1.7 million) 

- Partner Nation Intelligence Capability (USD 1.1 million) 
(with Algeria, Chad, Mali, Mauritania, Morocco, Niger, 
Nigeria, Senegal) 


3. (S/NOFORN) Post reminds that reftel B requested that we 
be given an opportunity to review the details of the proposed 
training for Partner Nation Intelligence Capability 

prior to scheduling of the training and deployment to Chad. 
TAMLYN 


117232 

PP RUEHWEB 

DE RUEHAK #1956 2121022 

ZNR UUUUU ZZH 

P 311022Z JUL 07 

FM AMEMBASSY ANKARA 

TO SECSTATE WASHDC PRIORITY 3209","UNCLAS ANKARA 001956 


SIPDIS 


SENSITIVE 
SIPDIS 


FOR ISN/WMDT - THOMAS LOWE AND BRIAN LEWIS 


E.O. 12958: N/A 

TAGS: KTIA, OTRA, PTER, TU 

SUBJECT: WMD FOREIGN CONSEQUENCE MANAGEMENT MEMORANDUM OF 
UNDERSTANDING 


REF: A. STATE 99795 
B. ANKARA 0635 


1. (SBU) We presented proposed Consequence Management MOU 
text (ref a) to Bora Kerimoglu, Section Chief in the MFA Arms 
Control and Disarmament Department, on July 31. Kerimoglu 
promised to review the text and bring it to the attention of 

Deputy Director General Anmet Gun and other officials when 

they return from vacation. We stressed the voluntary nature 

of the MOU, which would provide a practical vehicle for 


Column 3 
ensuring smooth cooperation before and during a catastrophic 
WMD event. 


2. (U) We will follow up with DDG Gun and ascertain whether 
and when a visit from ISN/WMDT representatives would be 
useful. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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OO RUEHBI RUEHLMC 

DE RUEHLM #1057/01 2121022 

ZNR UUUUU ZZH 

O 311022Z JUL 07 

FM AMEMBASSY COLOMBO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6535 
INFO RUEHKA/AMEMBASSY DHAKA 0322 
RUEHIL/AMEMBASSY ISLAMABAD 7305 
RUEHKT/AMEMBASSY KATHMANDU 5419 
RUEHLO/AMEMBASSY LONDON 3942 
RUEHNE/AMEMBASSY NEW DELHI 1238 
RUEHNY/AMEMBASSY OSLO 4010 
RUEHKO/AMEMBASSY TOKYO 3096 
RUEHKP/AMCONSUL KARACHI 2223 
RUEHCG/AMCONSUL CHENNAI 7897 
RUEHBI/AMCONSUL MUMBAI 5546 

RUEHBS/USEU BRUSSELS 

RUCPDOC/DEPT OF COMMERCE WASHDC 
RHEFDIA/DIA WASHINGTON DC 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC 
RHHMUNA/HQ USPACOM HONOLULU HI 
RUEATRS/DEPT OF TREASURY WASHDC 
RUEHLMC/MILLENNIUM CHALLENGE CORPORATION","UNCLAS SECTION 01 OF 03 COLOMBO 001057 


SIPDIS 

SENSITIVE 

SIPDIS 

STATE FOR SCA/INS AND EEB/IFD/ODF 

MCC FOR S. GROFF, D. TETER, D. NASSIRY AND E. BURKE 
TREASURY FOR LESLIE HULL 


E.O 12958: N/A 
TAGS: EAID, EINV, PGOV, PHUM, CE 


SUBJECT: SRI LANKA: GOVERNMENT STILL WORKING ON PLANS FOR 
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DEVELOPMENT OF THE EAST 


REF: A) COLOMBO 971 B) COLOMBO 977 C) COLOMBO 1016 


1. (SBU) SUMMARY: The government of Sri Lanka announced soon after 
consolidating military control over the East (ref A) that it would 

ask donors to fund development of the area. The president has 
designated his brother Basil as the point man for the Eastern 
development push. Basil told UN officials July 17 that he would 

have a redevelopment plan ready by July 19, however that date has 
slipped to August 7. Donors will likely be cautious in responding 

to the government\'s appeal, wanting to see firm indications that the 
government\'s control over the area is truly solid, that the 

government will not attempt to marginalize Tamil and Muslim 

citizens, and that projects will be economically sustainable. In 
addition, the GSL\'s announcement that NGOs\' development activities 
in the East will fall under the supervision of security forces has 

raised concerns among the donor community. The government could 
take their hesitancy as reason to seek more help from 

non-traditional donors. End summary. 


2. (SBU) President Rajapaksa, in his July 19 address celebrating the 
government\'s July 11 defeat of the Liberation Tigers of Tamil Eelam 
in the East, promised to \"launch an all out development war, giving 
priority to agriculture\" in the East. He expressed confidence that 
international donors would support the effort, echoing an earlier 
appeal by Public Administration Minister Karu Jayasuriya for donors 
to support \"an accelerated program of redevelopment that will be 
completed in six months.\" Rajapaksa placed his brother and trusted 
advisor Basil in charge of the government\'s planning for development 
of the East. Basil, after initially stating that the government\'s 
redevelopment plan would be ready by July 19, and then by July 27, 
currently is scheduled to present the plan August 7 to the 
Consultative Committee on Humanitarian Assistance (CCHA), which 
consists of bilateral and multilateral donors, international 
organizations, and NGOs. Charge will attend for the U.S. Mission. 


3. (SBU) United Nations officials already working on the 
resettlement of internally displaced people in the East have had 
preliminary meetings with Basil to discuss the larger development 
challenge as well. According to Tom Hockley, of the UN Resident 
Coordinator\'s Office, Basil described three \"pillars\" required for 
the East to catch up with the rest of the country: first, security 

and stability (which Basil said has been achieved with the taking of 
Thoppigala); second, reconstruction and development; and third, 
political restructuring and stability (which would presumably be 
addressed by some form of local elections -- see refs B and C). To 
address the second pillar, the government is working on two guiding 
plans: a "Resettlement Plan for the East\" and a \"Sunrise Regional 
Plan for the East.\" 


Column 3 
NEAR-TERM PLAN FOCUSES ON BATTICALOA RESETTLEMENT 


4. (SBU) The Resettlement Plan for the East, coordinated by the 
Ministry of Resettlement and Disaster Relief Services, would cover 
the short-term process of resettling internally displaced persons. 
First priority would be those displaced by recent fighting, followed 
by those displaced by the 2004 tsunami, and finally those displaced 
by fighting over the past twenty years. It would address food and 
water supplies, housing, health and education, livelihoods, roads 
and transport, public services, and religious affairs for newly 
resettled citizens in Batticaloa district. This plan will call for 

donor funds of about $27 million. 


5. (SBU) Other steps planned for near-term recovery, according to 
Basil, are demining, reduction of limitations on coastal fishing 
hours, and creation of procedures for police to inspect and seal 
trucks to facilitate transportation of fish and produce from the 
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East and goods from Colombo to the East. 


LONGER-TERM DEVELOPMENT PLAN COMING SOON 


6. (SBU) The government intends to release its Sunrise Regional Plan 
for the East, composed of elements formulated by individual line 
ministries, on August 7. The long-term plan (through 2030) would be 
broken into ten-year increments, correlated to the development 
promises formulated in the President\'s \"Mahinda Chintana\" campaign 
manifesto. It appears this plan will be an update of a 2004 Eastern 
Province Development Plan that was shelved when the tsunami hit and 
fighting subsequently resumed in the East. This plan would include 
infrastructure development, to be accomplished using both government 
and donor funds. While no overall dollar figure has been cited for 

this plan, Basil noted to UN officials that development of the East 

was included in the 2007 budget, so each line ministry has funds for 
the job. For example, he said, the Ministry of Nation Building has 
about $11 million; another government source told the media this 

week that the government was ready to spend a total of about $55 
million. 


MILITARY TO OVERSEE NGOs\' DEVELOPMENT WORK 


7. (SBU) The government has decided that the army and police will 
play a supervisory role in the East development process. Military 
spokesman Brigadier Prasad Samarasinghe told the BBC that local 
military commanders would work with civil authorities to approve and 
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monitor NGO activities in the East. The Colombo Sunday Times quoted 
a directive issued by Eastern Security Forces Commander Parakrama 
Pannipitiya stating, \"rural development of areas liberated by the 

forces after the humanitarian operations, where there is a civil 
population must be done under the supervision of the police 

stationed in the areas as well as the armed forces.\" This memo 
stated that village level committees, composed of villagers and a 
member from the armed forces and the police, would be responsible to 
identify projects that NGOs could conduct. The Pannipitiya memo 
went on to say that \"NGOs should not be permitted to do as they 
please in these areas as before.\" 


COMMENT: COORDINATION AND PLANNING WONYT BE EASY 


8. (SBU) Of the 65 cabinet and non-cabinet ministries that have 
allocations in the 2007 budget, dozens have line responsibilities 
relevant to development in the East. Another handful (Finance and 
Planning, Plans and Implementation, Public Administration, Nation 
Building, etc.) have coordinating responsibilities, so this effort 

is bound to experience coordination problems. Further, the 
government\'s rush to get a plan out within weeks of retaking the 
East is symptomatic of its tendency to do hasty planning for 
complicated and sensitive challenges like this. Finally, the 
government\'s preference for top-down, non-market approaches to 
planning will raise questions about the viability and sustainability 

of its plans. 


9. (SBU) International donors and assistance agencies thus are 

likely to have divergent ideas from the government on what needs to 

be done to get the East back on its feet. Smaller donors will want 

to focus on sustainable grass roots level capacity building. (Note: 
USAID\'s new program for Sri Lanka focuses heavily on economic growth 
and democracy and governance in the East. Programs will involve a 
range of activities including grass roots livelihood development and 
support for small businesses, including connecting farmers with 

markets in the prosperous Western Province and abroad.) The 
government is supportive of these types of programs, but its recent 
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appeal appears focused on commitments to build infrastructure. It 
may ask large donors, like Japan, the Asian Development Bank, and 
the World Bank, to shift some of their planned investments to new 
projects in the East. These donors may not be eager to fund 
infrastructure in an area that the government controls only 
tenuously. 


10. (SBU) The government\'s decision to charge military and police 
with supervising NGO activities will also add to the divergence 
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between how the government and the donors see the development 
process going. This directive indicates that the government 
continues to believe that the LTTE is likely to try to infiltrate 

NGO staff and that many NGOs are biased toward the LTTE. From these 
beliefs, the government concludes that NGO resources, if not 
monitored, may be diverted to the LTTE. While there is some basis 
for this concern with respect to NGOs operating in the 
LTTE-controlled North, it appears contradictory for the government 
to retain this concern in the East, given the government\'s assertion 
that it controls the area. 


COMMENT, CONT\'D: WHICH DONORS WILL 
THE GOVERNMENT COURT? 


11. (SBU) With the government\'s interest in infrastructure and its 
tasking of security forces with supervising NGO activities, it will 

be interesting to watch the degree to which Sri Lanka seeks the 
assistance of non-traditional donors, especially China. With 
President Rajapaksa having recently said Sri Lanka could do without 
donors who attach conditions to their assistance, the development of 
the East could demonstrate whether the government is prepared to be 
flexible in order to retain the support of its oldest, most 

competent, and most generous donors, or whether it will want to do 
things its own way with less transparent help from a small handful 

of non-Western donors such as China. 

MOORE 
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OO RUEHBI RUEHCI 

DE RUEHLM #1058 2121023 

ZNR UUUUU ZZH 

O 311023Z JUL 07 

FM AMEMBASSY COLOMBO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6538 
INFO RUEHKA/AMEMBASSY DHAKA PRIORITY 0325 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 7308 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1241 
RUEHCG/AMCONSUL CHENNAI PRIORITY 7900 
RUEHKP/AMCONSUL KARACHI PRIORITY 2226 
RUEHCI/AMCONSUL KOLKATA PRIORITY 0355 
RUEHBI/AMCONSUL MUMBAI PRIORITY 5549 
RUEHGV/USMISSION GENEVA PRIORITY 2239 
RUEHNO/USMISSION USNATO PRIORITY 0007 
RUEHBS/USEU BRUSSELS PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 0592 
RUEHUNV/USMISSION UNVIE VIENNA PRIORITY","UNCLAS COLOMBO 001058 


SIPDIS 


SENSITIVE 


Column 3 
SIPDIS 


DEPARTMENT FOR SCA/INS, ISN, L, AND S/CT 


E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, CE 

SUBJECT: SRI LANKA TO CONSIDER ADOPTING CONVENTION FOR THE 
SUPPRESSION OF ACTS OF NUCLEAR TERRORISM 


REF: STATE 102149 


(SBU) On July 26, Acting DCM and Econ Chief met with MFA 
Additional Secretary for UN and Multilateral Affairs Sarala 
Fernando to urge the Government of Sri Lanka (GSL) to sign 
the Convention for the Suppression of Acts of Nuclear 
Terrorism. Fernando questioned whether the convention was 
relevant to Sri Lanka, which does not have any nuclear 
facilities. A/DCM explained that the convention covers the 
illicit trade in nuclear materials, which could be diverted 

for terrorist purposes, and argued that since Colombo is a 
significant transshipment port, Sri Lanka should adhere to 
the Convention. He pointed out that this would further 

require national legislation to implement these obligations. 
Fernando noted that Sri Lanka already participates in the 
U.S.-sponsored Container Security Initiative (CSI) and 
Megaports program. She emphasized that combating terrorism 
is a top priority for Sri Lanka, and undertook to study in 

depth the full text of the convention. Post will report any 
further developments septel. 

MOORE 
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RR RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHAK #1957/01 2121056 

ZNY CCCCC ZZH 

R 311056Z JUL 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC 3210 

INFO RUCNRAQ/IRAQ COLLECTIVE 

RUFPAAA/16AF ASEG AKINCI AB TU 

RUEAIIA/CIA WASHDC 

RHMFISS/HQ USEUCOM VAIHINGEN GE 

RHEFDIA/DIA WASHDC 

RUEKJCS/SECDEF WASHDC//USDP:PDUSDP/ISA:EUR/ISA:NESA/DSCA// 
RHEHAAA/NSC WASHDC 

RUEHAK/USDAO ANKARA TU 

RUEUITH/ODC ANKARA TU 

RUEHNO/USMISSION USNATO 5847 

RUEKJCS/JOINT STAFF WASHDG//J-3/J-5// 
RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK 
RHMFISS/HQ USCENTCOM MACDILL AFB FL 


Column 3 
RHMFISS/39ABG INCIRLIK AB TU","C ONFIDENTIAL SECTION 01 OF 02 ANKARA 001957 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/26/2017 
TAGS: PREL, MARR, PTER, OREP, IZ, TU 
SUBJECT: TURKISH GENERAL STAFF VIEWS ON IRAQ 


Classified By: CDA Nancy McEldowney, reasons 1.4 (b and d) 


1. (C) Summary: Turkish General Staff (TGS) J-3 Chief of 
Plans and Operations MG Kenan Kocak told a visiting Senate 
Appropriations Sucommittee on Foreign Operations (SACFO) 
staff delegation led by Paul Grove on July 26 that TGS is not 
optimistic about a decrease in the level of violence in Iraq 
and that its most important concern is the freedom of 
movement and logistic support allowed PKK terrorists in the 
north. He stated TGS is prepared to mount cross-border 
attacks against PKK terrorist camps in Iraq, but the decision 
to do so is a political one. The TGS does not relish the 
prospect of a cross-border operation. TGS hopes the U.S. 
will maintain troop levels in Iraq until stability can be 
achieved, but is against positioning more U.S. forces in the 
north. End summary. 


Turkish Military Goals for Iraq Clear 


2. (C) In a joint meeting with MG Serdar Savas, J-5, at TGS, 
MG Kocak told Staffdel Grove that the TGS views the current 
overall situation in Iraq as \"catastrophic,\" and said that 
TGS was not optimistic about a decrease in violence in the 
short term. Noting that it was easier to destroy than to 
rebuild, Kocak explained TGS must base its planning on 
long-term projections and believes that it might take as long 
as 10 to 20 years to achieve the stabilization of Iraq. 

While U.S. forces have made some progress in and around 
Baghdad and in Anbar Province recently, he stated, the 
positive results appear to TGS to be relatively limited in 
scope and of questionable durability. 


3. (C) Turkey has no hidden agenda regarding Iraq, Kocak 
said. The notion that Ankara has neo-Ottoman ambitions on 
Iraqi territory is baseless. From the TGS perspective, 

Turkey has three main objectives for Iraq: that it remain an 
integrated state, that stabilization be achieved, and that it 
have full control of activities on its soil. Meanwhile, TGS 
believes Turkey should strengthen it own border security, and 
that activities within Iraq should be contained. 
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PKK the Main Concern 


4. (C) The most important immediate concern for TGS is the 
safe haven being provided to PKK terrorists in northern Iraq. 
The PKK has freedom of movement and the logistic support it 
needs to be able to launch attacks on Turkey from camps 
inside Iraq. Kocak complained that requests from the USG for 
Turkey to engage the GOI on this problem constituted \"fuzzy 
thinking\" since the GOI has little power over local groups in 
northern Iraq. The U.S. appears to have adopted a double 
standard on terrorism, he claimed. The trilateral process 
involving GEN Ralston has resulted in no concrete steps or 
tangible action taken against PKK terrorists, he complained. 
Turkey long ago provided a detailed compilation of steps it 
hoped could be taken, beginning with a declaration by the 
government of Iraq that the PKK is a terrorist organization, 

the arrest of PKK leaders living openly in northern Iraq, and 
military action against PKK bases. To Turkey\'s frustration, 
the U.S. does not seem to take these fundamental requests 
seriously. 


5. (C) On the possibility of cross-border attacks against PKK 
terrorist targets within Iraq, Kocak told the Staffdel that 

TGS does not prefer this tactic. While TGS is prepared to 
mount strikes into northern Iraq, the decision to initiate a 
cross-boder operation would be a political one. Turkish 
public perception about the problem, and about the lack of 
U.S. action against PKK terrorists in Iraq, is having a 

critical effect on the political decision about whether to 
launch an attack, Kocak argued. If there are going to be 
changes in U.S. policy, they must be accompanied by actions, 
and not just pronouncements, otherwise they will have a 
negative effect. A sincere approach by the U.S. can change 
the current dynamic, Kocak stressed. He acknowledged 
appreciation for U.S. initiatives to combat PKK fund-raising 
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and propaganda efforts in Europe, but cited the recent 
decision by Austrian authorities to release from custody and 
return to Iraq senior PKK leader Riza Altun as the latest 
example of unhelpful actions taken by European governments. 


Oppose U.S. Troops in Northern Iraq 


6. (C) TGS is concerned about the effects of a U.S. 
withdrawal from Iraq and would prefer to see U.S. forces 
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remain until more significant stabilization is achieved, 
Kocak told the Staffdel. He outlined two perspectives on 
U.S. withdrawal: one view is that civil war will intensify 
when U.S. forces withdraw. The other view is that a U.S. 
pull-back could result in a decrease in violence since many 
of the attacks are directed at U.S. troops and facilities. 

In either case, TGS is against any concomitant increase in 
U.S. forces in northern Iraq. More U.S. troops in the north 
would draw increased terrorist violence to that region, and, 
in TGS\'s view, American forces could be exploited by local 
groups in the north. Kocak stated that TGS has difficulty 
assessing the loyalty of recently trained Iraqi security 
forces, questioning whether they are more loyal to the state 
or to militia or religious groups. 


7. (U) Staffdel Grove did not have an opportunity to clear 
this message. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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RR RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHPOD RUEHROV RUEHSR RUEHVK RUEHYG 

DE RUEHBW #1078 2121107 

ZNR UUUUU ZZH 

R 311107Z JUL 07 

FM AMEMBASSY BELGRADE 

TO RUEHC/SECSTATE WASHDC 1261 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE","UNCLAS BELGRADE 001078 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: UNGA, PREL, PGOV, ITRA, KSEP, OVIP 

SUBJECT: SERBIAN PLANS FOR HIGH-LEVEL ATTENDANCE AT 62ND UN GENERAL 
ASSEMBLY 


REF: State 101170 


1. (U) On July 31, 2007, poloff met with representative of the 
Serbian MFA to request information on Serbia\'s planned high-level 
attendance at the UNGA in fall 2007, per reftel. MFA said that 
President Boris Tadic and FonMin Vuk Jeremic will attend, but they 
have no additional travel details at this time. Any additional 
information received will be forwarded. 
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POLT 
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RR RUEHWEB 

DE RUEHBW #1079 2121107 

ZNR UUUUU ZZH 

R 311107Z JUL 07 

FM AMEMBASSY BELGRADE 

TO RUEHC/SECSTATE WASHDC 1262 
RUEHGV/USMISSION GENEVA 0194 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: AORC, EUN, PREF, PREL, PRM, PHUM, ICRC 
SUBJECT: SERBIA UNDECIDED ON CARR CANDIDACY 


REF: State 102873 


1. (U) On July 31, 2007, poloff met with representatives of the 
Serbian MFA to request Serbian support for the candidacy of Steve 
Carr to the Standing Commission of the International Red Cross and 
Red Crescent Movement, per reftel request. Serbia is unable to give 
an answer at this time, but will carefully consider Carr\'s 

candidacy. Before deciding Serbia will wait for other nominations 

to be announced. Any additional information received will be 
forwarded. 


POLT 
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PP RUEHGI RUEHRN 

DE RUEHNR #3118/01 2121109 

ZNR UUUUU ZZH 

P 311109Z JUL 07 

FM AMEMBASSY NAIROBI 

TO RUEHC/SECSTATE WASHDC PRIORITY 1447 

INFO RUEHXR/RWANDA COLLECTIVE PRIORITY 

RUEHGV/USMISSION GENEVA 4226","UNCLAS SECTION 01 OF 02 NAIROBI 003118 


SIPDIS 
SENSITIVE 
DEPT FOR AF/E, DRL, AND AF/EPS 


DEPT FOR G-TIP 
DEPT ALSO PASS TO DOL FOR ILAB 


Column 3 
SIPDIS 


E.O. 12958: N/A 

TAGS: ELAB, KCRM, ECON, KE 

SUBJECT: TRAFFICKING IN PERSONS: KENYA ESTABLISHES NATIONAL STEERING 
COMMITTEE 


SENSITIVE BUT UNCLASSIFIED 


1. (SBU) Summary: The Government of Kenya (GOK) is increasing its 
efforts to combat trafficking in persons (TIP) following a pivotal 

June 25 meeting of the National Steering Committee to Combat Human 
Trafficking. The Committee selected a task force of GOK agencies, 
NGOs and UN agencies to draft a National Plan of Action (NPA), anda 
smaller group to serve as the Secretariat for the task force. The 
initiative is partly the result of an International Organization for 
Migration (IOM) project, and IOM will take the lead in training and 
supporting the Committee and Task Force in preparing both the NPA 
and a National Strategy to fight TIP. The meeting was a welcome 

first step in what will likely be a long, slow process towards 

addressing TIP more effectively in Kenya. End Summary. 


TIP Problem Demands National Plan of Action 


2. (SBU) On July 25, Ministry of Home Affairs (MOHA) Permanent 
Secretary (PS) Nancy Kirui chaired the second meeting of the GOK\'s 


SIPDIS 

National Steering Committee to Combat Human Trafficking attended by 
13 GOK agencies, four UN agencies, 10 NGOs, and U.S. Embassy reps. 
(The much smaller May 22 meeting appears to have been a prelude that 
planned for the July 25 meeting.) The PS stated that TIP was a 

serious problem in Kenya, especially impacting children, who are 

used as domestics and commercial sex workers. The Attorney 
General\'s office, she said, is working on a bill to criminalize TIP. 
Without mentioning the State Department\'s TIP report, the PS noted 
that Kenya was a source, transit and destination country, with a 

tier two international ranking. She acknowledged the need to build 
awareness, and praised a recent TV program that documented the 
regional child trafficking problem. She called on her Ministry\'s 
Children\'s Services Department and the assembled agencies and 
organizations to prepare a National Plan of Action (NPA) to address 

this \"hidden crime.\" She also called for [donor] support for the 
initiative. 

3. (SBU) Embassy reps provided copies of the 2007 TIP report and 
offered to work within both the Committee and the Donors Working 
Group on TIP to support the initiative. 


Task Force Appointed to Draft Action Plan 


Column 3 


4. (SBU) The Committee agreed to meet every two months, and to 
appoint a smaller Task Force to draft the NPA, composed of the 
following agencies: 


-- GOK: Office of the Vice-President, MoHA Children\'s Services, 
Immigration, Police, Attorney General\'s Office, and Ministry of 
Labour. 

-- UN: IOM, UNICEF. 

-- NGOs: FIDA, CRADLE, SOLWODI, LSK, and ANPPCAN regional. 


5. (SBU) The Task Force agreed to an IOM-sponsored training session 
on TIP and NPAs, to draft the terms of reference for the Task Force, 
and to hold a series of drafting meetings to prepare a plan for 
submission to the Committee. They also agreed that IOM, Children\'s 
Services, and the CRADLE would serve as a Secretariat to arrange 
logistics for the meetings and develop curriculum for the training. 


Increased GOK Commitment 


6. (U) The GOKYs increased commitment to fighting TIP was also 
demonstrated by the recent high-profile activities of Vice President 
Awori, who heads the Ministry of Home Affairs. Besides leading the 
multi-city tour of the caravan for increased child protection, he 
officiated at the African Day of the Child ceremonies, whose theme 
was \"Combating Child Trafficking.\" 


IOM is Lead Donor 


7. (SBU) Working with other donors, the IOM has taken the lead in 
convincing the GOK to begin the process of addressing TIP, and in 
providing resources. The establishment of the Committee and the 
proposed NPA are part of an IOM project to help Kenya address its 
TIP problem. The IOM officer was pleased with the results of the 
meeting, and believes the GOK is becoming more committed to 
addressing the issue. 


Comment 
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8. (SBU) The presence of the PS, her deputy and senior staff and all 
the relevant GOK agencies, the acknowledgment and detailed 
discussion of the extent and seriousness of TIP in Kenya, and the 


Column 3 

agreement to proceed with drafting the NPA are all welcome evidence 
the GOK has really started the process of developing a national 
anti-TIP strategy. However, the process is likely to be long and 

slow. The inclusion of only one embassy on the Committee is 
acknowledgment of the U.S. Embassy\'s lead role on TIP within the 
donor community. 


Committee Members 


9. (U) The following organizations are on the Steering Committee. 


GOK: 

- Ministry of Provincial Administration and Internal Security 
- Office of the Cabinet 

- Kenya Police 

- National Security Intelligence 

- PS Ministry Home Affairs 

- Ministry Home Affairs Children\'s Department 
- Attorney General\'s Office 

- Education Ministry 

- Immigration Ministry 

- Information and Communications Ministry 

- Labor and Human Resources Ministry 

- Tourism Ministry 

- Health Ministry 


Civil Society and NGOs: 

- Law Society of Kenya 

- FIDA (Federation of Women Lawyers) 

- CRADLE Children\'s Foundation 

- Children\'s Legal Network (CLAN) 

- Association of Media Women in Kenya (AMWIK) 
- SOLWODI (Solidarity with Women in Distress) 

- Miji Kenda Girl Child Organization 

- National Council of Christian Churches (NCCK) 
- Supreme Council of Kenya Muslims (SUPKEM) 
- Hindu Council of Kenya 

- African Network for the Prevention and Protection of Child Abuse 
and Neglect (ANPPCAN) 


International Partners 

- IOM 

- UNICEF 

- UN Organization for Drugs and Crime (UNODC) 
- International Labor organization (ILO) 

- Embassy of the United States of America 


RANNEBERGER 


117239 


Column 3 

RR RUEHHM RUEHLN RUEHMA RUEHPB RUEHPOD 

DE RUEHMO #3732/01 2121113 

ZNR UUUUU ZZH 

R 311113Z JUL 07 

FM AMEMBASSY MOSCOW 

TO RUEHC/SECSTATE WASHDC 2504 

INFO RUCPDOC/USDOC WASHDC 

RUEHZN/EST COLLECTIVE","UNCLAS SECTION 01 OF 02 MOSCOW 003732 


SIPDIS 
SIPDIS 
DEPARTMENT FOR EUR/RUS 


E.O. 12958: N/A 
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SUBJECT: MOSCOW\'S SCIENCE MUSEUMS: EXPERIMENTING WITH SUCCESS 


1. SUMMARY: As Moscow increasingly becomes a tourist destination, 
science museums could play a role as second tier destinations, but 
funding and attracting visitors remain a challenge. END SUMMARY. 


2. Embassy EST intern recently visited many of Moscow\'s science 
museums. 


This Way to the Dinosaurs: Orlov Museum of Paleontology 


3. The Paleontology museum boasts the world\'s largest collection of 
Permian fossils which date from about 250-300 million years ago. 
Impressive in its size, the Paleontology museum is tucked away in 
the outer edges of Moscow. The design of the building is friendly, 
expansive, and striking. High ceilings echo the effect of giant 
skeletons of bygone animals. Bas-relief tile frescoes adorn the 

walls and ceiling providing patrons a glimpse of the animals in 

their full form. 


4. The deputy director spoke with us at length concerning the 
museum\'s future. According to his records, approximately 100,000 
visitors tour the institution per year. Every year the staff 

changes and reshapes some exhibits. The museum has staged traveling 
exhibits to the United States, Puerto Rico, Japan, Europe, 

Australia, and elsewhere. The museum is funded primarily (90%) 
through the Russian Academy of Sciences. The city of Moscow pays an 
additional 10% for utilities and other operating expenses. Ticket 

sales also contribute to the museum budget. Drawing on kids\' 

interest in dinosaurs and fossils, the museum sponsors lecture 

events, a Kids\' Paleontology Table, excavation exercises, and art 
contests. The number of visitors has increased over the past few 
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years. Many children visit the museum either with their parents or 
on a school field trip. 


Factories, Planes and Inventions: Polytechnical Museum 


5. The Moscow Polytechnical Museum gives visitors the opportunity 
to explore a variety of different scientific areas including space, 
photography, mining, flight, chemistry, electronics, robotics, and 
meteorology. Built in 1877, the building is an outstanding example 
of Russian Revival architecture. Scale models of factories, 

aircraft, and inventions adorn the museum\'s many rooms. The 
original basket of the air-balloon used by Mendeleyev (organizer of 
the modern Periodic Table of the Elements) is on display in the 
museum. The first nuclear bomb is represented. Important 
industries within Russia are also showcased including steel 
production, chemical enterprises, and hydroelectric power plants. A 
short summary of each item, in both Russian and English, is placed 
next to each exhibit. Exhibits range from alternative energy 
resources to space food. 


Eco-Consciousness at Timiryazev State Museum of Biology 


6. Nestled in a quaint section of town near the U.S. Embassy, the 
State Museum of Biology showcases nature, experimentation, and 
development. During the summer of 2007, the museum is focusing on 
the benefits of recycling. For this exhibit, the museum partnered 

with the ecological program sponsored by the government of Moscow, 
the U.S. Environmental Protection Agency (EPA), and Cornell 
University. On display are costumes that students have created from 
ordinary trash. Informational material posted on the wall provides 

the decomposition times of particular items and landfill usage 

across the world. Taxidermy animals are prominently displayed 
throughout the museum. Models of mushroom varieties provide a 
glimpse into the traditional Russian pastime of mushroom hunting. A 
disturbing but historically interesting exhibit includes details of 

the experiments done by Dr. Ivan Pavlov, the world-famous Nobel 
laureate and physiologist, on dogs. While the museum lacks the 
interactive feel of those in the United States, an area devoted to 
human development features a painted ceiling reminiscent of a 
prehistoric cave painting. Most of the museum\'s visitors are 

children on school outings. 


The Gems of the Moscow State University Geology Museum 


7. Moscow State University, located on the Vorobyov Hills, 

maintains its own collection of geological phenomena, which provide 
students unique opportunities to examine and complete research. An 
impressive display covering five floors of the immense university 
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includes samples from around the world. Boasting a large collection 
of soils from various terrains, the geology museum contributes 
toward a better understanding of environmental climate change, as 
many of the soil samples were taken decades ago. Rocks, ores, 
gemstones, and minerals from around the world sparkle in display 
cases. Depictions of geological activity explain volcanic activity, 
meteor impacts, and deep sea beds. Students studying geology and 
geography often attend lectures in a special auditorium within the 
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museum. The museum is not open to the public unless special 
arrangements are made. All university students may enter the museum 
free of charge with their student identification card. 


Is it All Happening at the Moscow City Zoo? 


8. Although not up to the standards of Western zoos, the Moscow 
City Zoo is wildly popular among Muscovite families with young 
children. A large pond with swans, ducks, and other aquatic fowl is 

in the center of each of the zoo\'s two sections, while pens with 

land animals surround these ponds. Compared with American zoos, the 
pens are smaller and less natural looking, though each animal\'s 
habitat appears sufficient. While guidebooks and expats warn that 

the zoo is shabby by Western standards, gradual improvements are 
being made. A special section for young children contains pens with 
farm animals, a playground, and a few small amusement park rides. A 
new \"exoterium\" building houses exotic reptiles, fish and insects, 

and can be entered for an additional fee on top of the general zoo 
admission. 


9. COMMENT: Moscow\'s scientific treasures are not as well known to 
tourists as the city\'s historical and art collections. Colorful and 

interactive displays to entertain and educate children have not yet 
penetrated the dour museum atmosphere. For Westerners accustomed to 
lights, sounds, and hands-on museum experiences, the quiet 

atmosphere of Moscow\'s science museums could feel subdued and 
old-fashioned. Despite their potential, these museums will likely 

remain underappreciated until they upgrade their displays and adopt 
coherent marketing strategies. 
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E.O. 12958: N/A 
TAGS: EAGR, EAID, ECON, ECPS, EFIS, EINV, ETRD, KIPR, SENV, TD 
SUBJECT: TRINIDAD & TOBAGO ECONOMIC HIGHLIGHTS - JULY PART 1 


The following were notable economic issues in Trinidad & Tobago 
during the first half of the month of July. 


1. Tsunami Warning training for Caribbean/Latin 
America 

2. Caribbean Airlines to be privatized 

3. More TV stations coming 

4. T&T/Barbados fishing agreement one step closer 

5. Tobago says \'All the fish/flying fish gone\' 

6. HBO announces new Caribbean Channel 

7. Stiff penalties for water polluters 


1. Tsunami Warning Training for Caribbean/Latin 
America 


The University of the West Indies (UWI) Seismic Research Unit (SRU) 
recently hosted a six-day Caribbean Training Course in Seismology 

and Tsunami Warning Workshop funded primarily through a US$249,680 
USAID Office of Disaster Assistance (OFDA) grant. This workshop at 
UWIVs St. Augustine campus aimed to help participants from the 
Caribbean and Latin America develop their understanding of the 

science of tsunamis, hazard and risk assessment, preparedness, 
education and outreach and the operational best practices to tsunami 
warning centers and tsunami emergency response agencies. The 
workshop was held in collaboration with the USAID Office of Disaster 
Assistance (OFDA), the United Nations Development Programme (UNDP), 
U.S. Geological Survey (USGS), the Puerto Rico Seismic Network 
(PRSN) and the USESCO Intergovernmental Oceanographic Commission 
(IOC) International Tsunami Information Center (TIC). 

Recommendations made by participants included calling on national 
governments to ensure that Tsunami Preparedness becomes a more 
significant part of their multi-hazard early warning and mitigation 

system, and establishing National Early Warning Systems Committees 
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inclusive of their Tsunami Warning Focal Point (TWFP) and Tsunami 
National Contact (TNC); developing end-to-end capabilities to 

rapidly deliver tsunami warning guidance to all those at risk, 

utilizing whatever medium is appropriate; and organizing and 
implementing public education, preparedness and sensitization 
activities for vulnerable communities 


2. Caribbean Airlines to be privatized 


At a news conference at the recently concluded 28th Meeting of the 
Caribbean Community Heads of Government Conference, Prime Minister 
Patrick Manning announced the GOTT\'s intention to privatize the 
state-owned carrier Caribbean Airlines (CAL) as soon as it becomes 
profitable. Manning said that the idea behind creating CAL to 
replace BWIA was for \"the government to get out of the air transport 
business.\" He said that at the appropriate time the airline\'s 

shares will be divested to the region, including the private sector. 
The government\'s vision is for an airline that is private 

sector-led rather than led by government, but \"there will be 
government involvement.\" CAL replaced BWIA effective January 1, 
2007, at a cost to the GOTT of US$350 million. 


3. More TV stations coming 


The Telecommunications Authority of T&T (TATT) announced the opening 
of the free-to-air television market to allow for seven new 

television stations, consisting of three additional national 

providers, two additional major territorial providers (Trinidad 

only) and two minor territorial providers (Tobago only). According 

to TATT\'s acting Executive Director Cris Seecheran, requests for 
proposals (RFP) will be issued by the end of August. Presently, 

there are six service providers. TATT will also open the market for 
broadband wireless services, the spectrum for which will be 

available through a competitive process. Successful bids will be 
selected through an auction process to be managed by 
PriceWatehouseCoopers. Sigma Communications Ltd., Green Dot Ltd., 
Telstar Cable System Ltd., Open Telecom Ltd. and Columbus 
Communications Trinidad Ltd. have pre-qualified to take part in the 
October auction. 


4. T&T/Barbados fishing agreement one step closer 


Following the 2006 ruling of the International Tribunal of the Law 

of the Sea with regard to the maritime boundaries between T&T, Prime 
Ministers of T&T and Barbados announced that a draft fishing 
agreement now exists. There are plans for a delegation from 
Barbados to travel to Tobago to meet and hold discussions with its 
fisherfolk before the agreement can be finalized. Barbados PM Owen 
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Arthur said that the draft agreement is going to insist that \"the 
Barbados fishing people can access the Trinidad waters at a specific 
time of the year, with a specific amount of flying fish to be caught 
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under prescribed conditions to ensure that the stocks be satisfied 
as being there and not being depleted.\" The countries have been 
negotiating a fishing rights agreement since 1978. 


5. Tobago says \"All the fish/flying fish gone\" 


The All Tobago Fisherfolk Association (ATFA) advised that the Tobago 
fishing industry experienced another poor fishing season this year, 
and that stock, particularly flying fish, was grossly insufficient 

to supply exporters and barely enough to supply local requirements. 
According to ATFA, everyone directly involved in the fishing 
industry has been seriously affected and companies will soon begin 
closing their doors. ATFA wants the relevant authorities to provide 
a scientific explanation for the cause of the depleted fish stock. 

The Association believes that over exploitation of the current 

fishing zones and off-shore oil drilling by Petro-Canada are major 
contributors to the problem and is calling on the Tobago House of 
Assembly (THA) to look into this matter. The Association is also 
waiting to be consulted on the fishing agreement between T&T and 
Barbados. 


6. HBO announces new Caribbean Channel 


HBO Latin America Group announced its new English-speaking channel 
tailored for the Caribbean. The new station, which is expected to 

begin airing this month, will feature 100 percent English content 

and will show international blockbusters and the most acclaimed U.S. 
and global series, as well as major boxing matches. HBO has sought 
for years to stop Columbus Communications and its brand Flow from 
pirating HBO\'s signal. According to John Reid, President and Chief 
Operating Officer of Flow, his company is pursuing a contractual 
agreement with HBO and he is confident that the issue will soon be 
resolved. 


7. Stiff penalties for water polluters 


The Trinidad and Tobago Environmental Management Authority (EMA) 
recently announced that companies in breach of the new Water 
Pollution Law can incur penalties up to US$1,600 a day and face 
closure. Registration as a \"Source of Water Pollutants\" is 

mandatory and applies to all persons and companies that release 
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wastewater containing water pollutants into the environment. Water 
Pollution Rules (WPR) can be viewed on the EMA\'s website at 
www.ema.co.tt. 
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E.O. 12958: N/A 
TAGS: KFLU, TBIO, SENV, EAGR, IN, BM, BG, PGOV 
SUBJECT: AVIAN INFLUENZA: MANIPUR SITREP JULY 31, 2007 


REF: KOLKATA 226 AND PREVIOUS 


1. (U) SUMMARY: As of July 31, culling operations continued in 
Manipur at over 34 locations in and around Imphal. Culling is 
scheduled to be completed by July 31 and an assessment taken on 
August 1. Although there is no news of the infection spreading, 
there are unconfirmed media reports of another episode of 

poultry deaths at a farm at Khurai. Even as the community in 
Manipur actively supports the state machinery in culling 

operations, the neighboring state of Nagaland continues to 

prepare itself for a possible outbreak. END SUMMARY 


2. (SBU) As of July 31, culling operations continued in over 34 
locations in and around Imphal. Rapid Response Teams (RRTs) 
culled more than 11,000 birds on July 30. According to Manipur 
Veterinary Department sources, the total number of birds culled 
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since July 26 is now 137,944 which included chickens, ducks and 
other domesticated birds. In addition, 20,249 eggs and 11,615 
kilograms of poultry feed have been destroyed. Culling is 
scheduled to be completed by July 31 and state officials will 
re-assess the situation with GOI agencies on August 1 to decide 
on next steps. 


3. (U) The media, quoting Manipur Veterinary Department sources, 
reported an episode of unusual poultry deaths at a farm at 

Khurai, which is adjacent to Chingmeirong. The deaths of the 
birds reportedly took place a few days back but went unreported 

at the time. Apparently, the farm at Khurai was located within 

the culling zone and some of the sick birds had in fact been 

culled unknowingly. After the farm owners reported the matter 

on July 30, veterinary teams collected fecal samples of the dead 
birds and sent them for testing. Post contacts, however, could 

not confirm the incident. 


4. (U) Contacts in Manipur told Post that the state 

government\'s drive to contain the spread of avian influenza has 
received widespread public support. Local NGOs and community 
organizations are cooperating in the culling drive by providing 
support services. However, people\'s initial tendency upon 
initiation of culling was to smuggle poultry out of the culling 

zone. Nearly 1,000 birds have been seized in the past three 

days by members of the public and police at various places after 
they were smuggled out of the infected zone. These birds were 
later culled. 


5. (U) In neighboring Nagaland, state officials have formed 99 
RRTs - with 15 people in each RRT -- and brought in hardware and 
personal protective equipment. A central government team 

visited Nagaland early last week to review preparedness 
measures. Fogging is being carried out on vehicles entering 
Nagaland from Manipur and Burma. The Nagaland Veterinary 
Department routinely collects samples according to GOI 
surveillance procedures, and has collected 700 poultry blood 
samples since January 2007. These samples have tested negative 
so far. 
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E.O. 12958: DECL: 05/08/2017 

TAGS: EAID, KDEM, PGOV, AF 

SUBJECT: KHOST GOVERNOR PRAISES COALITION/AFGHAN 
SECURITY COORDINATION AND ENCOURAGES MORE US INVESTMENT 


Classified By: Ambassador William B. Wood for reasons 1.4 (B) and (D). 


SUMMARY 


1. (C) The Ambassador met with Khost Governor Arsala Jamal 
in Kabul on July 19. Governor Jamal praised the strong 
coordination between Coalition Forces (CF) and Afghan 
National Security Forces (ANSF). He also positively 

assessed his partnership with the PRT. He 

encouraged more U.S. investment in the province, 
highlighting the completion of the Khost-Gardez road and 
reestablishing air service in the province as priorities. 

The Ambassador said more U.S. aid would be made available 
in the coming year (approximately USD 50 million). 

Governor Jamal said Khost-Kabul interaction could be 
strengthened and that the GoIRoA needs to focus more on 
rewarding merit. They also discussed cross-border tensions 
with Pakistan and Governor Jamal\'s perceptions of the 
destabilizing motives of other state actors in the region 

(such as Russia and Iran). END SUMMARY. 


SECURITY COOPERATION STRONG; WAZIRISTAN A PROBLEM 


2. (C) Khost Governor Arsala Jamal described a close 
partnership in the province with CF across security 
issues. He noted that the last civilian casualty incident 
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had taken place in October 2006. (COMMENT: A more recent 
incident occurred in April 2007, but cases have been rare. 

END COMMENT.) Continued focus on daytime \"soft knock\" 
operations and advance coordination with ANSF would help 
minimize tensions. The Governor\'s past concerns about the 
provincial police chief had subsided. Governor Jamal also 

said that local security officials estimated that 60 percent 

of IEDs were being reported by villagers, an upward trend. 


3. (C) The Governor stressed that the largest threat to 
security in Khost and eastern areas of Afghanistan stemmed 
from cross-border infiltration from Waziristan, noting 

that the provincial border was only 36 kilometers from 

Miram Shah (North Waziristan), home to extremist madrassas. 
He also stated that visitors traveling by bus to Peshawar 
could see \"three or four places of Taliban concentrations.\" 
He also asserted that the border remained porous, and that 
key Anti-Coalition Militant leaders were freely transiting 

the region. The Governor thought that establishing a 
\"magnet\" madrassa (Center of Educational Excellence) in 
Khost would help keep religious students in Afghanistan 

and thereby avoid exposing them to extremist 

religious instruction. 


KHOST AS AN ECONOMIC MAGNET; CIVIL SOCIETY ACTIVE 


5. (C) Governor Jamal said Khost residents welcomed the 
PRT\'s extensive construction activities, which included 
projects in remote districts. The Governor\'s top priorities 
in the coming year include construction of the 
Khost-Gardez road, set for completion in 2008, and 
establishing air service to the province (there are currently 
no plans to construct a new airport or civilian runway 
alongside FOB Salerno\'s military runway). The need for 
air service is acute due to the approximately 80,000 Khost 
residents who work in the Gulf States. 


6. (C) The Ambassador said that USD 50 million in new aid 
would be made available to Khost in the coming year, but 
that balancing needs in Afghanistan against resources 
presented a consistent challenge. Provincial Council 
members should also be involved in setting rebuilding 
priorities, and Khost\'s Provincial Development Plan (PDP) 
would be the basis for long-term investment. Governor Jamal 
stressed that Khost\'s strategic location and historic ties 

to Kabul positioned it well for economic growth, including 
outside investment from Gulf countries such as the UAE. 
Work on Khost\'s PDP was progressing well. 
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7. (C) Governor Jamal described Khost\'s population as 
comparatively well-educated (\"they are not sleeping\"), its 
civil society active (14 unions and other community 
groups), with Khost University playing a particularly 

positive role (1,900 students from across the region). 

While female education remained a challenge, PRT-funded 
schools would help bridge the gap. The Ambassador stressed 
the importance of ongoing efforts toward more educational 
equality. He added that Americans understood issues 
relating to personal and social values would be the hardest 
to change, but they remained important goals. 


DISCONNECT WITH KABUL; MERITOCRACY MISSING 


8. (C) The Ambassador inquired about relations between 

Khost officials and the central government. Governor Jamal 

said that there remained a significant lack of capacity in 

Kabul ministries and few resource commitments. He also said that 
government posts should be distributed on the basis of merit rather 
than tribal or ethnic connections. 


9. (C) Despite the persistent challenges, Governor Jamal 
remained optimistic about Afghanistan\'s future. In 

his view, the Taliban would never again be in a position to 
retake the government, remarking, \"if the Afghan people had 
two choices now, a return to the Taliban or President 
Karzai\'s government, most would support the government.\" 
Afghan expectations were nevertheless unrealistic, and 
international reconstruction efforts had been slow and 
under-resourced. The Ambassador noted that nation-building 
efforts in the U.S. had taken many years and that state 
institutions took time to strengthen. He suggested it 

might be useful for governors to meet regularly and compare 
perspectives and experiences. Governor Jamal welcomed the idea. 


A COMPLEX NEIGHBORHOOD 


10. (C) Governor Jamal stressed that Afghanistan faced many 
regional challenges, with outside governments playing a 

role in the country\'s instability. He stressed that 

Iran had played an unhelpful role since 1990, and Pakistan\'s 
motives have long been suspect. The influence of these countries in 
Afghanistan would require long-term attention from the U.S. 

and the international community. 


COMMENT 
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11. (C) Governor Jamal is effective and has traveled to 

even Khost\'s most remote districts. President Karzai has 
praised the province\'s progress on security and 
reconstruction in recent meetings with the governor and 
various Khost delegations. Jamal\'s previous work in the 
NGO community has prepared him well for reconstruction work 
in a front-line provincial environment. His ability to 

continue to navigate Khost\'s fractious local political 

scene -- there remains a divide between new officials and 
those who worked alongside the communist government -- will 
be a more long-term test of his endurance in Khost\'s slow 
movement forward. END COMMENT. 
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ONE ARREST 
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Classified By: CDA Lee Litzenberger, Reasons 1.4 (b) and (d). 


1. (SBU) SUMMARY: A small, unsanctioned demonstration took 
place in front of the Embassy the morning of July 30. 
Approximately 15-20 demonstrators carried signs in support of 
the U.S. airbase in Kyrgyzstan. After demonstration 

organizer Tursun Islamov presented two letters to the 
Embassy, the police requested that the demonstrators 
re-locate across the street from the Embassy compound. The 
police escorted the demonstrators across the street. 

Following a minor scuffle, the police detained Islamow's son, 
Alisher, who was subsequently convicted of minor 
administrative offenses, fined, and sentenced to five days in 
custody. END SUMMARY. 


2. (C) The Embassy first learned of a possible demonstration 
through an anonymous phone call on July 28. The caller 
claimed that there would be a demonstration in front of the 
Embassy at 11:00 am on July 30. The caller provided no 
information about the reason for the demonstration or who was 
organizing it. RSO contacted Kyrgyz law enforcement 
authorities, who had no information about a planned 
demonstration at the Embassy. On July 30 at approximately 
1:00 am, the Embassy received another anonymous call warning 
there would be a \"terrorist incident\" at the \"meeting\" on 
Monday. RSO alerted Kyrgyz law enforcement authorities about 
the threat and arranged for additional security measures at 

the Embassy for the morning of July 30 (reftel). 


3. (SBU) At 11:00 am on July 30, a group of 15-20 
demonstrators gathered in the parking area in front of the 
Embassy compound. Approximately 10 journalists also were 
present. The demonstrators carried a Kyrgyz flag and an 
upside down American flag. After several minutes, they put 
the American flag right side up. The demonstrators carried 
several signs in Russian and English supporting the presence 
of the U.S. airbase in Kyrgyzstan as a \"guarantor of security 
in Central Asia against terrorism.\" 


4. (C) The demonstrators informed local embassy guards that 
they wanted to present a letter to the Embassy. At 
approximately 11:15, RSO approached demonstration leader, 
Tursun Islamov. They were immediately surrounded by 
journalists asking questions, making it difficult for them to 
talk. RSO then invited Islamov briefly onto the Embassy 
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compound. Islamov delivered two letters, one from the human 
rights organization \"Democracy\" and the second on behalf of 
the Uyghur community in Kyrgyzstan, expressing support for 
the U.S. airbase. RSO then urged Islamov to move his group 
away from the Embassy compound for safety reasons. Islamov 
responded that the group would not move and they were not 
afraid for their safety. 


5. (SBU) At approximately 11:30, the police requested that 
the demonstrators re-locate to an open area across the street 
from the Embassy compound. The police then escorted them 
across the street, pushing and walking arm-in-arm with some 
of the demonstrators, but using hand control techniques only 
(there were no/no batons or any other use of force). There 
was a minor scuffle between the police and Islamov\'s son, 
Alisher. By 11:45, the group was across the street, and 
around 12:15, the crowd dispersed. 


6. (C) Following the demonstration, the police detained 
Alisher Islamov. Islamov was charged with \"minor 
hooliganism\" and ignoring the lawful demands of a police 
officer, both administrative (not criminal) offenses. 
According to police sources, Alisher was convicted of the 
offenses at a hearing late on July 30, fined, and sentenced 
to five days in custody. 
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7. (C) Tursun Islamov told us on July 31 that the police had 
provoked the scuffle with his son by insulting his wife, who 
was also present at the demonstration. Islamov said that 
Alisher had acted to defend his mother, but had used \"vile\" 
language. Islamov said he was considering retaining an 
attorney to represent his son. 


8. (U) Press coverage of the demonstration was limited. One 
local television station reported on the demonstration during 
its evening news broadcast, saying that it had been organized 
by the Uyghurs and showing film of the scuffle. In a short 
article, the state news agency reported that administrative 
charges were being pressed against one of the participants. 


9. (C) COMMENT: The July 30 pro-airbase demonstration was 
similar to the June 2 anti-base picket at the embassy: a 

small crowd, a few signs, and over in an hour or so without 
incident. While it was heartening that the demonstration 
turned out to be in support of the base, we wonder about the 
judgment of the organizer(s). We have had contact in the 

past with Tursun Islamov as a leader of the Uyghur community 
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in Kyrgyzstan, but we do not understand why he would decide 
to hold a demonstration at the embassy without getting 
official permission or informing the embassy ahead of time. 
We will follow up with Kyrgyz law enforcement authorities to 
check on the status of Alisher Islamov. END COMMENT. 
LITZENBERGER 
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SUBJECT: NORTHERN UGANDA: CURRENT TRENDS IN PEACE PROCESS 


Classified By: P/E Chief Kathleen FitzGibbon for reasons 1.4 (b) and (d 
). 


1.(C) Summary: The Juba Peace Talks are on recess while the 
Government of Uganda and Lord\'s Resistance Army (LRA) 
undertake consultations with various stakeholders. The break 
has provided many observers and the Government of Uganda an 
opportunity to take stock of the process and potential 

scenarios for its outcome. End Summary. 


2. (C) The Government of Uganda is reviewing potential 
scenarios for the peace process. These include: the talks 
succeed and the LRA sign and implement a peace deal; the LRA 
signs an agreement but fails to implement it; and finally, 

the talks fail. The consensus of civilian and military 

officials is that the LRA may sign an agreement one year from 
now and fail to implement it if the process does not fail 

before then. Their analysis is based on the assumption that 
the LRA entered into and is using the peace process to 
regroup, rearm, resupply, and rebrand itself. More 
importantly, the Government also views external patrons, 
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Khartoum and the Ugandan diaspora, as providing the necessary 
support to encourage the LRA not to give up. The 
Government\'s assessment of potential outcomes is shared by 
the International Criminal Court (ICC), major 

non-governmental and human rights organizations such as 
International Crisis Group and Human Rights Watch, and other 
diplomatic missions. 


3. (C) Many close observers argue that the peace process has 
given the LRA the time and space it needed to: 

A) get its commanders together at Garamba under the guise of 
the Cessation of Hostilities Agreement (CHA) (regroup); B) 
food and medical treatment for its combatants and 
non-combatants (resupply); C) a safehaven accessible for safe 
military resupply (rearm); and D) the opportunity to 

legitimize and \"cleanse its image\" for the international 
community (rebrand) at the peace table. The GOU believes 
that the LRA is being re-tooled by Khartoum to undermine the 
Government of Southern Sudan. Santa Okot, a member of the 
LRA\'s Juba delegation told us that the LRA believes it will 

take another year to conclude a peace agreement. That puts 
the process into July 2008, one year from elections in 

southern Sudan and three from the referendum on southern 
Sudan\'s independence called for in the Comprehensive Peace 
Agreement. 


4. (C) However, time is also on the Government of Uganda\'s 
side. At the beginning of the process, northern Ugandans 

living in squalid camps, wanted peace at any cost. At the 

time, the Governmenti\'s position on justice issues coincided 
with public opinion in the north that traditional 

reconciliation mechanisms would be enough to end the war. 
The Government was unable to build enough confidence between 
the LRA leadership and Museveni to get a deal in late 
December. Since then, outside influences, most notably 
Khartoum and the diaspora, have hardened the LRA\'s stance and 
led to many delays in the process. The GOU wants to conclude 
a deal quickly. In the meantime, northern Ugandans continue 
to return to or near their homes. One year without an LRA 
attack in northern Uganda could be changing northern public 
opinion more in favor of justice. In August 2006, it was 
common to hear that peace was the most important priority, 
even over justice. Now, with one year of a peaceful 

situation on the ground, northerners appear to be thinking 

more about justice. The consultation process will further 
illuminate current trends. Another factor working in the 
GovernmentV's favor is growing economic opportunities in the 
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north. With each growing season, internally-displaced 
persons are gaining more economic independence and are 
well-placed to stock Juba\'s markets, which are already 
dominated by Ugandan traders. 


5. (C) These trends also mean that time is not on the side 
of northern politicians, primarily from the opposition. 

Their popularity is based upon being anti-government. With 
the movement of IDPs back to or near their homes, northern 
politicians will hear more and more about the needs for 
services from their constituents. For now, the northern 
elected leaders have been able to blame the central 
government for lack of services. In time, however, these 
same elected leaders will need to show that they stand for 
something, not just against Museveni. Many astute northern 
politicians understand this, which is why they continue to 
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call for a U.S. Special Envoy on northern Uganda. They fear 
that changing trends will weaken their position in the north 
and view a national reconciliation conference to address the 
north\'s marginalization as an opportunity to extract 
concessions from Museveni. Without a national conference, it 
will become difficult to re-adjust changing trends in power. 


COMMENT 


6. (C) Despite our continued misgivings about the importance 
of the agreements reached at the peace talks at Juba, the 
process has resulted in an improved security situation in 
northern Uganda, and for now, southern Sudan. However, we 
still do not see indications that LRA leaders Joseph Kony and 
Vincent Otti, have decided what their end game is. Without 
continued pressure, particularly military pressure, the LRA 
leaders are growing more and more comfortable at Garamba 
National Park, making alliances with other groups, and 
enjoying food and medical support provided by international 
donors. One journalist argues that the fact that the LRA is 
getting more comfortable could actually sow the seeds of its 
own disintegration as fighters become complacent and lose 
their edge. While this may be happening, we would prefer to 
see Kony and Otti persuaded to put an end to the conflict 
before the LRA transforms itself and commits fully to being 
used by external patrons in the region. 

BROWNING 


117245 


Column 3 

PP RUEHWEB 

DE RUEHVI #2023/01 2121143 

ZNR UUUUU ZZH 

P 311143Z JUL 07 

FM AMEMBASSY VIENNA 

TO RUEHC/SECSTATE WASHDC PRIORITY 8200 
RUEKJCS/OSD WASHDC PRIORITY 
RHEHAAA/WHITEHOUSE WASHDC PRIORITY 


SIPDIS 
SIPDIS 


DEPT FOR EUR/AGS, INR/EU, AND EUR/PPD FOR YVETTE SAINT-ANDRE 


OSD FOR COMMANDER CHAFFEE 


WHITEHOUSE FOR NSC/WEUROPE 


E.O. 12958: N/A 
TAGS: OPRC, KPAO, AU 


SUBJECT: AUSTRIAN MEDIA HIGHLIGHTS: July 31, 2007 


BAWAG Trial Continues 


1. The ninth day of the BAWAG trial focused on the events 
immediately before the first massive losses of the bank through 
speculation deals. As before, the two antagonists of the trial, 

former BAWAG boss Helmut Elsner and investment banker Wolfgang 
Fittl, contradicted each other with regard to how much Helmut 

Elsner really knew about the investment strategy of Fittl and how 

far individual board members were informed about the course of 
events in the speculation deals. While Flttl claimed that Elsner 

knew about the overall strategy, the latter denied this with 

reference to his lack of expert knowledge in the field. 

According to ORF online, BAWAG transferred 89 million dollars to the 
Fttl company \"Narrow Investments\" very shortly before the latter\'s 
total loss of 639 million dollars in fall1998. Only one month later, 

the all of the money was gone as a consequence of the Fitt! deals. 
The money was allegedly invested in Japanese government bonds, which 
Elsner and another former BAWAG director claim not to have fully 
realized. \"For BAWAG, the yen was a bit far away,\" as Christian 
Bittner, former director of the board of BAWAG, expressed it. ORF 
online reports that Elsner decidedly contradicted FIttWs account 

of the proceedings - maintaining instead that he had always assumed 
Fitti would diversify his investments with BAWAG money. According 
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to FIttl, the heavy losses were attributable to the yen, which rose 
in fall 1998 instead of falling, as had been the general 
expectation. 


US Criticizes Austria after Escape of PKK Member 


2. The US supports Turkey against Austria in the diplomatic 
controversy about the escape of PKK co-founder Riza Altun. In an 
OSCE meeting, Turkish Representative Yusuf Buluc severely criticized 
Austria for undermining the fight against terror. The US delegation 
agreed and demanded support in the fight against the PKK. Altun 
succeeded in escaping from France to Iraq via Austria. Although he 
was detained in Korneuburg for nine days on account of a Turkish 
arrest warrant, he was set free after the Ministry of Justice 

apparently decided that the arrest warrant was politically 

motivated. [Der Standard, p. 5] 


Ambassador in Salzburg 


3. US Ambassador Susan McCaw attended an opera performance at the 
\"Salzburger Festpiele. 

Mass circulation daily \"Neue Kronenzeitung\" reports that US 
Ambassador Susan McCaw and her husband Craig attended the premiere 
of \"Eugen Onegin\" at the Salzburger Festspiele. Tchaikovsky\'s 
four-hour long opera attracted many prominent fans. 


US Wants to Contain Iran\'s Influence 


4. In view of the growing tensions with Tehran, the US is planning 
to give massive military assistance to the Arab neighbor states of 
Iran. The US strategy behind this move is to contain Iran\'s 

influence in the region by supporting pro-Western regimes. While 
Israel's Prime Minister Ehud Olmert showed understanding for the 
planned weapons deliveries, Iran predictably protested - claiming 
that the US wants to spread terror and fright in the Middle East. 
However, criticism also came from Germany, where leading Social and 
Christian Democrats said it was dangerous to further strain the 
already unstable situation in the region - like pouring dynamite 

into a tinderbox. 

Semi-official daily Wiener ZeitungW reports on the new US strategy 
to surround Iran with highly-armed, pro-American states - a 
long-term strategy that will bring Saudi Arabia and the other five 
members of the Gulf Cooperation Council (GCC) a military assistance 
package worth about 20 billion dollars. Israel will also receive 

thirty billion dollars to balance out the assistance given to the 

Arab states and alleviate possible Israeli security concerns. The 
daily referred to \"Washington Post\" reports, according to which the 
weapons systems, which will be delivered to the Arab states, are not 
all defensive in nature. Details with regard to the weapons 

deliveries will be announced in the wake of the Middle East visit of 
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US Secretary of State Rice and Secretary of Defense Gates. The 
weapons assistance package will be presented to Congress in the 
fall. In the meantime, Austrian commentators are in doubt about the 
wisdom of the US plans. Foreign affairs editor for mass circulation 
daily \"Kurier\" Livia Klingl has particularly strong reservations 

with regard to Saudi Arabia: \"After all, Saudi Arabia is an 

uncertain partner. If polls among Saudi Arabians are even half-way 
correct, 80 percent of its citizens, who despise their regime on 
moral grounds, would vote for the Osama bin Laden party - if free 
elections were held, which is unimaginable. The Saudi leadership is 
torn between the necessity for reforms and the fact that the vast 
majority of Saudis are extremely backward-oriented. ... Pakistan is 
the best example for the ease with which weapons can be turned 
against a US-supported government. But who ever wanted to learn from 
history?\" 


US-Russian Talks about Missile Defense 


5. Representatives from the US and Russia met in Washington on 
Monday in order to discuss the controversial American missile 
defense plans in Central Europe. The two-day talks are headed by 
Assistant Secretary of State for European Affairs Dan Fried on the 
US side and Deputy Foreign Minister Sergej Kislijak for the 
Russians. Russian President Vladimir Putin has offered the US the 
use of radar facilities in Azerbaijan and the US has agreed to look 
into this proposal, but has also already made clear that these 
facilities cannot replace the planned deployment in Central Europe, 
but would just be an additional option. [ORF online; Der Standard, 


p. 4] 


G.B. and G.B. Demonstrate Unity 


6. Although US President George W. Bush and British Prime Minister 
Gordon Brown do not have as much in common as did the US President 
and Brown\'s predecessor Blair, they demonstrated unity at their 

first meeting at Bush\'s country resort Camp David. The main focus of 
their talks was the future of the British Iraq mission. Brown 

assured Bush that Britain would fulfill its obligations, but wanted 

to gradually transfer the responsibility for the security of the 

country to the Iraqis. 

Brown was quoted by centrist daily \"Die Presse\" as stating that he, 
\"like Tony Blair, will work closely with the American 

administration.\" Brown and Bush agreed on a further tightening of 
sanctions against Iran. The two countries would push for a 

respective resolution in the Security Council in order to make the 
country abandon its nuclear program, Brown and Bush announced. The 
Briton also brought up the issue of Darfur, where more had to be 

done to end the \"biggest humanitarian catastrophe of our time.\" 

Brown advocated sending UN troops to step up pressure for an 
armistice. Summing up the meeting between the British Prime Minister 
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and the US President, \"Die Presse\" concludes that it is not to be 
expected that Brown will forge as close a friendship with Bush as 
his predecessor had done. The daily refers in this context to the 
strong public pressure Brown is under with regard to the lraq issue 
with even conservative editors demanding a British withdrawal. If 
Brown wants to profit from a total withdrawal, it has to come soon, 
\"Die Press\" sums up. 


Millions of Iraqis Live in Extreme Poverty 


7. Aid organizations have warned of a humanitarian catastrophe in 
Iraq - more than eight million people are in urgent need of food, 
housing, water and medication. The main sufferers are the children, 
almost one third of whom are malnourished, according to an NGO 
report. 

According to independent daily \"Der Standard,\" the report on the 
situation of the lraqi population, which was compiled by Oxfam, 80 
international NGOs and 200 Iraqi assistance groups, demanded that 
donor countries and the Iraqi government to do more to support the 
\"daily struggle for survival\" of the people in Iraq. There is also 
criticism from US Special Envoy Stuart Bowen that reconstruction 
efforts in Iraq are too slow and the government in Baghdad was not 
sufficiently forthcoming in assuming responsibility for respective 
projects. The Envoy, who was appointed by the US Congress, looked 
into various ways in which US financial assistance, worth 44 billion 
dollars, has been used in Iraq since 2003. In his report, he 
concluded that there was corruption and the transfer of 
responsibility for reconstruction projects to the lraqis does not 

work. 

Kilner 
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TAGS: PREF, PREL, PHUM, ICRC, NP 

SUBJECT: DEMARCHE ON PROMOTION OF STANDING COMMITTEE 
CANDIDATE DELIVERED IN NEPAL 


REF: SECSTATE 102873 


On July 30 Emboff informed Joint Secretary, Europe and 
America Division, and U.N., International Organization and 
International Law Division Dr. Dinesh Bhattarai of U.S. 
support for Steve Carr\'s candidacy to the International Red 
Cross and Red Crescent Movement\'s Standing Commission, and 
urged support for his election. Dr. Bhattarai was receptive, 
though noncommittal. He asked for a formal diplomatic note 
with Steve Carr\'s cv so that he could present the information 
to his superiors. Post has been in contact with the desk 
about the request. 

HUGINS 
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TUESDAY, JULY 31, 2007 
In Today\'s Papers 


Novak Article Draws Interest in Turkey 

Hurriyet, Milliyet, Sabah, Radikal, Cumhuriyet, Zaman and others 
cover the July 30 Robert Novak piece, \"Bush\'s Turkish Gamble,\" in 
which the Washington Post columnist claims US officials are working 
with their Turkish counterparts on a joint military operation to 
suppress PKK militants and capture their leaders in northern Iraq, 
which would avert a Turkish invasion of its neighbor. The 
Islamist-oriented Yeni Safak says on page one that following a 
statement from Deputy Assistant Secretary Matt Bryza that the US 
would move against the PKK, Undersecretary of Defense Eric Edelman 
briefed Congress on a joint operation plan. Hurriyet claims the 

plan was leaked to the press by those \"who don\'t want it to happen.\" 
Papers quote the US Embassy in Ankara and the Pentagon as saying 
that the US \"recognizes that the PKK is a serious problem for 
Turkey,\" and that the US is \"working closely with the Turkish and 
Iraqi governments to solve the problem.\" 


Editorial Commentary on Novak Column 

Calling the US administration \"shameful\" columnist Gungor Mengi 
blasts the US for not doing anything against the PKK. In mainstream 
daily Vatan he writes: \"The US continues to be shameful regarding 
the PKK. When it comes down to terrorism against itself, the US 
sees no harm in hitting targets across the ocean. But as far as the 
PKK is concerned, by its presence in Iraq, the US is a de facto host 
country for a terrorist organization which is harming its ally. It 

is now only nostalgia to think of the US as a country of justice and 
freedom -- neither of them exists any longer. The terrorist 
murderers are enjoying shelter in Northern Iraq, and they are 

directly or indirectly supported by American weapons as well as 
protected by the American and Barzani administrations. The 
Washington Post article, if true, will only help the White House 

take the possibility of an operation against the PKK off the agenda 
because the plan has been unleashed. And Turkish people will remain 
suspicious about a deliberate leak of this plan to the Washington 
Post.\" 


Sami Kohen writes in the mainstream Milliyet: \"Given the reliability 

of Robert Novak as a journalist, his column needs to be taken 
seriously. It does not really matter whether the plan was leaked by 
Congressional sources or by Pentagon/White House sources, the fact 
of the matter is that the US has finally thought of doing something 
concrete against the PKK following mounting pressure from Ankara. 
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In fact, the US was planning to take action against the PKK but did 
not move forward until the election process was over. The action 
plan demonstrates that the US has now taken an inarguably clear 
stance against the PKK and enhanced its cooperation with Turkey in 
this regard. By taking a lead on this issue, the Bush 

administration also prevents a possible unilateral action by Turkey. 
Now the question is whether Turkey will be satisfied with a limited 
operation against the PKK. Turkish military analysts are saying 
that a limited operation to capture PKK leadership can be useful, 
but does not mean a complete end to PKK terrorism. At this stage, 
knowing what Turkish government and military think on this issue is 
as important as the US plan.\" 


Military Breaks Silence 

All papers report the chief of Turkish General Staff (TGS) General 
Yasar Buyukanit on Monday reiterated at a reception that the 
military wanted the next president to uphold secular values. \"We 
are still behind what we said,\" Buyukanit told reporters when asked 
whether he stood behind his statement on April 12, in which the 
military chief had maintained that the new president must adhere to 
the principles of a secular democratic state -- not only in words 

but in essence. Papers point to the fact that these were the first 
comments from the Turkish military on the subject since Prime 
Minister Erdogan\'s AKP won a landslide victory in July 22 
parliamentary elections. 
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Meanwhile, the deputy chief of the TGS General Ergin Saygun told 
reporters that \"a legal counselor\" from the Pentagon has visited the 
Turkish General Staff recently to explain that the US did not supply 
weapons to the PKK. \"According to the Pentagon, some US weapons 
supplied to the Iraqi security forces might have been given to the 
PKK,\" said General Saygun. 


Official Election Results 

All papers and TV channels report that the Supreme Election Board 
announced the official results of the July 22 general elections. 

The board said that participation in the elections was 84.25 percent 
and the votes of 1,602,000 voters were ruled invalid. Based on the 
election results, AKP will have 341 seats in the parliament, CHP 112 
seats, MHP 70 and independents 26 seats. One seat will remain 
vacant due to the death of MHP deputy Mehmet Cihat Ozonder, and 
parliament will convene with 549 deputies. 

The Election Board announced that three parties and independents 
crossing the threshold resulted in 28.5 per cent of the people going 
unrepresented - a figure composed of those who voted for other 
parties and those who did not vote. After the 2002 elections 45 
percent of the people were not represented in the resulting 
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parliament. 


According to parliamentary regulations, the parliament will convene 
on Saturday, August 4 and the new members of parliament will be 
sworn in. The meeting will be chaired by the eldest member of the 
parliament, CHP deputy Sukru Elekdag. The next move in the 
parliament will be to elect a new speaker. Mainstream Hurriyet gives 
the parliamentary time-table and says that the government is 
expected to read its program in parliament on August 11 and the new 
government will face a vote of confidence on August 16. On August 
16 the parliament will start to accept the applications of the 
presidential candidates. 


Meanwhile, turmoil in the main opposition party CHP continues. 
Around 50 CHP mayors supporting Istanbul\'s Sisli district mayor 
Mustafa Sarigul urged Baykal yesterday to resign from the party 
chairmanship. 


TV Highlights 
NTV, 7.00 A.M. 


Domestic News 

- The Constitutional Court has ruled that government financial aid 

will be given to parties that are backed by a minimum of 7 percent 

of the voters or have a minimum of three seats in the parliament. 

- Two suspects arrested for raiding a church during a ceremony held 

to commemorate slain Armenian journalist Hrant Dink have been 
released by the court. 

- The lawyer of independent Kurdish MP Sebahat Tuncel has asked the 
court to suspend the trial of Tuncel for membership in an outlawed 


organization. 


- Turkish Airlines director Temel Kotil said a possible strike will 
lead to the contraction of the company. 


International News 
- British charity Oxfam said in a report hunger and disease are 


spreading in lraq as violence masks a deepening humanitarian crisis. 


- In his first talks with President Bush since becoming British 

Prime Minister, Gordon Brown said they are committed to confronting 
al-Qaeda in Afghanistan and stabilizing Iraq. 

- The US announced military aid packages worth more than USD 43 
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billion for Egypt, Israel, Saudi Arabia and other Gulf states in an 
effort to bolster Arab allies against Iran and others. 


- The European Commission has signed a contract worth Euro 4 million 
with the UN Development Program in order to complete the de-mining 
of the buffer zone in Cyprus. 


WILSON 
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SUBJECT: DEMARCHE ON INTERNATIONAL CONVENTION FOR THE 
SUPPRESSION OF ACTS OF NUCLEAR TERRORISM DELIVERED IN NEPAL 


REF: SECSTATE 102149 


On July 30 Emboff presented information to Joint Secretary, 
Europe and America Division, and U.N., International 
Organization and International Law Division, Dr. Dinesh 
Bhattarai about the International Convention for the 
Suppression of Acts of Nuclear Terrorism, also known as the 
Nuclear Terrorism Convention (NTC) and urged the government 
of Nepal to sign and ratify the treaty at its earliest 

convenience. Dr. Bhattarai was familiar with the treaty and 
stated that Nepal did intend to sign and ratify the treaty, 

though he was unable to say when that might occur. He stated 
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that Nepal had a clear position opposing terrorism and the 
misuse of nuclear, chemical, and biological weapons. Dr. 
Bhattarai conceded that Nepal probably did not have adequate 
domestic legislation to comply with the provisions of the 

NTC, but he expected domestic legislation to be enacted after 
ratification of the NTC. 


HUGINS 
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SIPDIS 
SIPDIS 
E.O. 12958: DECL: 07/31/2017 
TAGS: PTER, PREL, PGOV, TU, IZ 
SUBJECT: TURKEY-IRAQ-PKK: POST-ELECTION POSSIBILITIES 
REF: A. BAGHDAD 2474 
B. ANKARA 1892 
C. BAGHDAD 2422 
D. BAGHDAD 2419 
E. ANKARA 1055 


Classified By: Ambassador Ross Wilson for reasons 1.4 (b) and (d) 


1. (S) SUMMARY: The danger of a Turkish cross-border 
operation against the PKK in northern Iraq has receded 


Column 3 

slightly following the parliamentary election. Several 
factors will argue for Turkish caution, and key upcoming 
events give us opportunities to reinforce this. The danger 
remains of a large-scale terrorist attack blamed on the PKK 
that would put the government in a box. END SUMMARY. 


Electoral Result 


2. (S) The ruling Justice and Development Party\'s (AKP) 
electoral victory offers an opening to improve dialogue 
between the Turks and the Iraqis. It returns to power as a 
single-party government with a strong mandate. Military 
assertions of primacy are at least temporarily muted. The 
AKP\'s strong showing in the southeast positions the party 
well to push for reconciliation. Having 22 Kurdish 
nationalist deputies in parliament, the Democratic Society 
Party (DTP) figures who won election as independents, for 
the first time since 1994 could allow political discourse 

as an alternative to violence. However, their presence may 
also be polarizing both to far-right National Action Party 
(MHP) 

deputies and on the Turkish airwaves. 


3. (S) The PKK remains an armed force prepared to 

terrorize Turkey. PKK leader Murat Karayilan made clear in 

a July 22 AP interview that his fighters are ready for 

battle if the Turks launch a CBO into northern Iraq. He 
reiterated Massoud Barzani\'s claims that the PKK is not 
attacking Turkey from its camps in northern Iraq, which he 
called \"political indoctrination centers.\" The AP reporter 
noted that he saw PKK cadres in weapons training on his way 
to the interview. 


Engagement as a Further Constraint 


4. (S) With a cooler political atmosphere, reduced CBO 
threat, and a strengthened AKP government, we see several 
near-term opportunities to encourage engagement between 
Turks and Iraqis, including Iraqi Kurds. 


-- Prospects look promising for an early August visit by 
PM Maliki to Ankara. 


-- Discussions have started on holding a second Expanded 
Neighbors ministerial that will also bring Turks and Iraqis 
together soon, whether in Istanbul (as the Turks would 

like), elsewhere in the region, or in New York on the 
margins of UNGA. Any of these, but especially a meeting in 
Istanbul, could provide a forum for side meetings among 
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Turks, Iraqis, and Iraqi Kurds. While we recognize Iraqis 
will determine the venue, Istanbul could be very useful in 
addressing Turkish-Iragi relations in the period after 
political turmoil here has ended. 


-- Iraqi State Minister Shirwan WaVili, counterpart to 

special PKK envoys Gen. Ralston and Turkish MFA Deputy U/S 
Akgunay, has recently proposed a trilateral meeting on the 
PKK. Barzani\'s letter to President Bush also refers to 

dialogue (ref A). 


-- Press reports, including a July 30 Robert Novak op-ed, 
that spin up a possible U.S. operation against the PKK. 
Whether true or not, Turks will regard it as a sign the U.S. 
really wants to be helpful. 


-- Landing a UNSC seat is a top Turkish priority; the GOT 
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may be more receptive to the Iraqis and the U.S. in order to 
enhance their negotiating position on the UNSC seat. 


5. (S) In discussions with Ambassador July 24 and 30, 

Deputy U/S Akgunay agreed on the importance of engagement 
with the Iraqi Government. He said the GOT looks forward 

to Maliki\'s visit as well as to its continued involvement 

in the neighbors and expanded neighbors processes. 
However, he reiterated the GOT line that the Iraqis need to 
take steps to demonstrate clearly lraq\'s intent to end the 
PKK\'s terrorist presence in northern Iraq. 


6. (S) Asked about the Iragis\' proposal for a trilateral, 
Akgunay said instructions had been sent to Turkey\'s Baghdad 
Embassy. He predicted the response would be that Turkey 
has expectations of the Iraqis, that it sets no 

pre-conditions on a trilat meeting, but that a positive 
atmosphere should be established to make the effort 
productive. Akgunay\'s softer line was in notable contrast 

to the tough stance Hayati Guven took in May (ref E). 


7. (S) Ambassador recognized our countries\' mutual 
frustration with the PKK issue and observed that direct 
talks with Iraq and the KRG authorities will eventually 
have to occur in order to end the PKK threat in northern 
Iraq. He counseled Akgunay not to close off prospects for 
diplomacy by setting the bar so high for initial meetings 

on the PKK issue that the opportunity for further 
discussions is scuttled. 


Column 3 

8. (S) COMMENT: The post-election dynamics in Turkey 
create an opening we can capitalize on to build dialogue. 

We should encourage meetings on the margins of multilateral 
fora, such as the September Arab League meeting, UNGA, and 
the Iraq Energy working group. Turkey shares our goal of a 
stable, secure, unified Iraq; it is in our interest to break 

down the distrust between Turks and Iraqis by pressing for 
more engagement. END COMMENT 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SENSITIVE 
SIPDIS 


NSC STAFF FOR WATERS 


E.O. 12958: DECL: 07/31/2017 

TAGS: PGOV, PREL, PHUM, KDEM, KPAO 

SUBJECT: EGYPT: COURT REJECTS AYMAN NOUR REQUEST FOR 
HEALTH-BASED PAROLE 


REF: A. CAIRO 2036 
B. CAIRO 1949 


Classified by A/DCM William R. Stewart for reasons 1.4 (b) 
and (d). 


1. (SBU) Judge Mohamed El-Husseiny, of the State Council\'s 
Court of Administrative Justice, rejected Ayman Nour\'s 
health-based request to be paroled from prison, in a court 
session on July 31. Before the verdict was read, Nour\'s 
lawyer Amir Salem told poloff that if the verdict went 

against Nour, he would appeal to the Supreme Administrative 
Court. After Judge Husseiny issued his verdict, television 


Column 3 

crews crowded around Nour\'s wife Gameela Ismail for her 
reaction, while supporters from Nour\'s political party, 
El-Ghad, gathered in the lobby outside the courtroom to chant 
slogans in support of Nour and against President Mubarak. 
NourV's legal team confirmed that they would proceed with an 
appeal to the Supreme Administrative Court. 


2. (SBU) Approximately 300 people, including dozens of 
security personnel and journalists, and about 100 Nour 
supporters, waited for several hours on the morning of July 

31 for Judge Husseiny\'s verdict. The judge appeared at 12:30 
p.m. and after hurrying through the announcements of verdicts 
in approximately 20 other cases, ruled that he rejected 

Nour\'s request. In the parallel case of ailing convict Anmed 
Mazloum (reftels), the judge ruled that Mazloum, who is 
reportedly paralyzed and suffering from severe bed sores and 
infections, should be released, so that he can receive needed 
health care. 


3. (SBU) It is not clear when Nour\'s appeal to the Supreme 
Administrative Court will be heard. Egyptian courts are 

typically closed for an August recesss. The appeal is also 
dependent on a related September 2 jurisdictional ruling. As 
noted in Ref A, the GOE\'s State Lawsuits Authority filed suit 

on June 25 arguing that the State Council, which typically 
handles administrative lawsuits by citizens against the GOE, 
was not the proper venue for Nour\'s request for a 

health-based parole. The State Lawsuits Authority has argued 
that Nour must request a health-based release from the same 
court and judge, Adel Abdel-Salaam Gomaa, that sentenced him 
in 2005. (Note: Judge Gomaa of the New Cairo Felonies Court 
has gained notoriety in some circles as the judge who 
sentenced both Nour in 2005 and democracy activist Saad Eddin 
Ibrahim in 2001-2. End note.) 


4. (C) Comment: The legal question before Judge Husseiny 
was whether Nour, and convict Mazloum (in a separate but 
similar case), suffered from such serious health problems 
that their lives would be at risk if they remained in prison, 

and they should thus be paroled so they could obtain needed 
health care. While the judge agreed that Mazloum\'s poor 
health necessitated his release from prison, it appears that 
the judge also believed that Nour\'s health problems 
(including diabetes, hypertension, and heart disease) can be 
managed even if Nour remains in prison. Human rights 
activist Hossam Bahgat (protect), of the Egyptian Initiative 
for Personal Rights (EIPR), who attend today\'s hearing, told 
poloff that he believed that there is a qualitative 

difference between the ailments afflicting Mazloum and Nour. 
Bahgat, who is a staunch critic of the GOE\'s human rights 
record, said that he believes that Judge Husseiny made his 
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ruling independently, and on the merits of the cases. 

According to Bahgat and other observers, Husseiny is the same 
judge who had ruled against the GOE\'s current use of military 
tribunals to try the Muslim Brotherhood. Husseiny, said 

Bahgat, is not/not a judge who is seen to be under the sway 

of the GOE. 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR INR 


E.O. 12958: N/A 

TAGS: PGOV, ECON, EAGR, EIND, IN 

SUBJECT: LOCAL ELECTION RESULTS IN W. BENGAL MAY MEAN LEFT FRONT GRIP 
IS LOOSENING 


REF: KOLKATA 88, KOLKATA 92, KOLKATA 95, KOLKATA 104 


1. (SBU) Summary: Left Front leaders welcomed the July 22 
Haldia municipal election results as indicative of support for 

their policy of industrialization in W. Bengal. However, of the 

26 seats up for grabs, the Left won 19 and the opposition 7, 
compared to the 2002 elections when the Left won all the seats. 
Communist Party of India-Marxist (CPM) strongman Lakshman Seth 
has transformed Haldia into an urban industrialized hub, but 
adjacent to urban Haldia lies rural Nandigram, a politically 

turbulent zone resisting the state\'s policy of land acquisition 

for industry. The March 14 police shooting that killed 14 


Column 3 

people in Nandigram raised CPM concerns about the Left\'s 
possible loss of support from farmers and Muslims. Although the 
Haldia results indicate support for Seth and the government\'s 
industrialization drive (including promotion of a chemical hub 

in the area), it may not be indicative of the mood of the entire 
state, and the agriculture versus industry issue will remain 
significant at the polls. End summary. 


2. (SBU) The Left Front victory in the July 22 Haldia 

municipality elections was hailed by West Bengal\'s 
pro-industrialization Chief Minister Buddhadeb Bhattacharya as 
\"a victory for the people,\" while Left Front Chairman Biman Basu 
observed that it was a verdict in favor of the W. Bengal 
government\'s policy of industrialization. Of the 26 seats in 

the municipality, the CPM won 17, its ally the Communist Party 

of India (CPI) 2, opposition party Trinamul Congress 6 and the 
People\'s Democratic Conference of India (PDCI) 1. For many 
pundits in the state, the verdict represents a shift in the 

nature of public opinion on the \"land for industry\" policy and 

for Bhattacharya\'s industrialization drive in W. Bengal. This 
policy has led to widespread violence and resistance to the 
administration in the Nandigram area bordering Haldia (reftels). 
Notably, in the 2002 municipal polls, the Left won all the 

seats. This time, though, what has been called a \"grand 
alliance\" - including Trinamul, Congress and the Jamiat Ulema e 
Hind\'s political front PDCI - managed to capture 7 seats. The 
Congress did not win any. Significantly, the opposition gains 
were in rural areas, while the urban centers favored the Left. 


3. (SBU) CPM MP and Haldia Development Authority Chairman 
Lakshman Seth is largely responsible for transforming Haldia 
into an urban hub. Easily the most powerful leader in the area, 
the municipal verdict is being interpreted by some as support 
for Seth\'s aggressive pro-industry stance. Seth told Post that 
the poll results have established the people\'s opinion in favor 

of industry and urbanization in the entire zone. He emphasized 
that people, including farmers, realize that agriculture cannot 
sustain the economy - and their livelinoods -- in the long run. 
Seth\'s wife Tamalika has been re-nominated as Chairperson of the 
Haldia municipality. 


4. (SBU) Haldia, in the East Midnapore district of southern W. 
Bengal, is situated on the banks of the Haldi river on the other 
side of which lies Nandigram, a politically turbulent zone. 

While Haldia town is an industrial hub, the surrounding 
countryside is populated mainly by agricultural communities. 

Since January, a resistance movement organized by Nandigram\'s 
Bhumi Ucched Pratirodh Committee (BUPC) against proposed 
acquisition of agricultural land for industrialization virtually 

cut off the area from administrative control by the elected 


Column 3 

government. BUPC\'s confrontation with the administration on 
March 14 led to the police killing at least 14 people and 

injuring 71 others. The BUPC is composed of local CPM 
defectors who are opposed to the government\'s land acquisition 
policy, opposition party workers and ultra-Left elements. 
Nandigram\'s local population is largely Muslim and the economy 
is agrarian. The Nandigram incident and continued violence 
between the local CPM and opposition workers continues to give 
rise to speculation that the Left is losing its traditional 

vote-bank of farmers and Muslims. 


5. (SBU) Haldia holds an important place in the state\'s 
industrial development plan and is an emerging hub of chemical 
and petrochemical industries. For the Left Front government, 
Haldia is the potential site for a major chemical Special 
Economic Zone (SEZ), and the GOI selected the area for setting 
up a Petroleum, Chemical, Petrochemical Investment Region 


KOLKATA 00000228 002 OF 002 


(PCPIR) covering more than 62,000 acres. Existing chemical and 
petrochemical units in Haldia cover part of this area, and the 

state government was in the process of preparing a detailed 
project report to identify 10,000 acres more for submission to 

GOI when the Nandigram killings took place. The municipal 
elections victory boosted the government\'s confidence, and Seth 
told Post that the government is moving forward with its plans 
regarding the 10,000 acre project. 


6. (SBU) Comment: Prior to the Haldia municipal elections, 
Seth\'s detractors in the CPM emphasized that his arbitrary, 
thuggish tactics were responsible for alienating farmers, and 

led to the Nandigram incident. In contrast, Seth\'s supporters 
insisted that his contribution to developing Haldia and 
organizing the party at the local level was key to the CPM\'s 
complete control over the area. The poll results indicate 

Seth\'s continued grip on East Midnapore and Haldia\'s industrial 
core of workers and entrepreneurs. However, the Opposition\'s 
gains show that the industry versus land issue continues to be a 
dividing line at the polls, and demonstrates the continuing 
challenge for India to bring its poorer, marginalized sectors 

into the industrialization and modernization movement. 
JARDINE 
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E.O. 12958: DECL: 07/31/2017 

TAGS: PGOV, PREL, PREF, TU, IZ, JO, SY 

SUBJECT: TURKEY\'S SPECIAL ENVOY FOR IRAQ BRIEFS STAFFDEL 
GROVE 


Classified By: Acting Principal Officer Sandra Oudkirk for reasons 1.4 
(b) and (d). 


1. (C) GOT Special Envoy for Iraq Ambassador Oguz Celikkol 
told staffers that Sunnis in Iraq tell Turkey they feel 

excluded from decision-making; absent consensus-based 
decisions in Iraq, the community or communities feeling left 
out will forcefully resist. He reported great Saudi 

discomfort with the Sunni sense of isolation. Nothing 
functions, he said. Iraq needed the participation of all 

groups but there is no history of democracy and there is 
currently no consensus-building process. A faction feeling 
powerful demands more and the Sunnis feel like losers. 


2. (C) lrag,s other neighbors tell Turkey that the U.S. has 
the responsibility to \"make things right.\" Celikkol said the 
U.S. should be more firm with Iraqi factions. The factions 
depend on the U.S. and so the U.S. is in a unique position to 
pressure these groups. Neighboring countries can play a 
role. Turkey is trying to influence the Sunnis, but U.S. 
pressure can be decisive. Besides, he said, Iraqis are more 
dependent on the U.S. than the U.S. on Iraqi factions. Many 
Arab nations have \"reservations\" with respect to the Shia but 
it seemed the U.S. was not applying much pressure to the 
Shia. Celikkol hoped Iran saw that division in Iraq would be 
very damaging for everyone. 


3. (C) Ambassador Celikkol reported there were at least 1.6 
million Iraqi refugees - some coming and going - into Syria 
and Jordan. Syria, which received about one million, is 
badly stretched in offering services to the refugees. 
Providing education for Iraqi children and fuel subsidies, 
particularly for diesel, is especially difficult for Syria. 


Column 3 

Petty crime is increasing in Syria as wealthy refugees give 

way to a much poorer class. Baathist ideology will prevent 

the regime from imposing a visa requirement. Iraqi 

Christians are also making their way to Syria. Celikkol also 
noted some 700 Christian refugees in Istanbul. It is 

impossible to know a precise number since many Iraqi refugees 
blend into Istanbul or Ankara seeking unregistered 
employment. 


4. (C) Celikkol told the staffdel members Turkey had 

delivered a message for the U.S. regarding foreign fighters 
traversing Syria en route to Iraq. Damascus told Turkey they 
make transit by Arabs difficult. Bureaucratic measures at 
airports in Damascus and Aleppo curb use by men under 30. On 
the other hand, Iraqi authorities say the land border is 

difficult to control and that the \"border is very open.\" 

Staffdel member Paul Grove asked Ambassador Celikkol if Syria 
would close the border should refugees increase 

significantly. Celikkol did not know. 


5. (C) Celikkol told staffdel no one in the region can 

believe the Americans would actually withdraw from Iraq. 

After all, he said, energy security and the security of 

Israel are very much related to Iraq. In Celikkol,s mind, 

the Sunnis presented the greatest problem should Iraq become 
a divided state. In that case, Celikkol advised that Al 

Qaeda would grow very strong, a situation \"we must prevent.\" 


6. (U) Staffdel Grove did not have the opportunity to clear 
this cable. 
OUDKIRK 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, GG 


SUBJECT: DFM MANJGALADZE EXPRESSES GOG CONCERN OVER UNSYG 
REPORT ON ABKAHZIA 


Column 3 


1. Summary: On July 27, Deputy Foreign Minister Giorgi 
Manjgaladze called a meeting of the Group of Friends of the 
Secretary General to express Georgia\'s concerns about the UN 


SIPDIS 
Secretary General\'s interim report on the situation in 


SIPDIS 

Abkhazia. German, Russian, British, U.S. representatives 
attended. Manjgaladze said that while the Georgian 
government appreciated the comprehensive nature of the 
report, they had two major concerns: one, that the United 
Nations Observer Mission to Georgia and the Group of Friends 
are focusing too much on technical issues and not enough on 
broader strategic goals like the resolution of the conflict 

and return of internally displaced persons (IDPs) to 

Abkhazia; and two, requested that the Group of Friends and 
UNOMIG continue the investigation into the March 11 attack on 
Georgian government buildings in Kodori. German Ambassador 
Flor, speaking on behalf of the Friends, assured Manjgaladze 
that they would communicate his message to their respective 
capitals and stressed that it was also important to raise 

these concerns with Special Representative of the Secretary 
General (SRSG) Jean Arnault, as the report was a UN 
responsibility. End Summary. 


Group of Friends \"losing the forest for the trees\" 


2. Manjgaladze began the meeting with some faint praise of 
the report, calling it \"comprehensive,\" and saying that it 
reflects most of the main issues dealing with resolution of 

the conflict. He also noted that it was the first UN report 

to properly identify the government of Upper Abkhazia by its 
official name, which, he said, reflects an acknowledgment of 
the situation on the ground. Georgian concerns were twofold. 
First, he said, UNOMIG and the Group of Friends were \"losing 
the forest for the trees\" by focusing too much on technical 
issues and not enough on strategic goals like the resolution 
of the conflict and return of IDPs. Recent attempts by the 
Abkhaz de facto authorities to privatize and sell IDP 

property in violation of Georgian law, he said, emphasized 
the need for an energetic response from the Group of Friends 
on IDP return. (Note: Manjgaladze reiterated in a separate 
meeting to the whole diplomatic corps July 30 that 

acquisition of Georgian property in Abkhazia is illegal and 
risky to the investor. End note). He said that these 

strategic goals have become of secondary importance to the 
Group of Friends, which has instead focused on troop 


Column 3 

movements and checkpoints. This was unacceptable to the 
Georgian government, he said, because there was already a 
framework in place for resolving technical issues. 


3. The second Georgian concern was the investigation into 
the March 11 attack on Georgian government buildings in the 
Kodori Gorge. According to Manjgaladze, the inconclusive 
nature of the report was a \"dangerous development,\" because 
there was nothing in the report to assign responsibility and 
consequences for the attack, which could lead to further 
provocations. He called the attack an act of war against 
Georgia and said the international community needs to show 
that they are willing to pursue the perpetrators and punish 
them. He said the Georgian government was strongly 
requesting the Group of Friends and UNOMIG to continue the 
investigation until it produces conclusive results. He also 
called on the Russian side to be more cooperative with the 
investigation. If they do not, he said, then Georgia could 
hardly see Russia as a member of the Group of Friends. 


4. Speaking on behalf of the Friends, German Ambassador Flor 
assured Manjgaladze that they would communicate his message 
to their respective capitals, but that they had no official 

reaction at that time. She said that the Friends shared 
Georgia\'s approach on the need to look at the larger picture, 
noting that the Friends\' February Non-Paper addresses the 
strategic goals mentioned by Manjgaladze. She added that it 
was also important for the Georgian government to raise their 
concerns with SRSG Arnault, as the report was a UN 
responsibility. Manjgaladze replied that the Georgian 
government does not see the Group of Friends and UNOMIG as 
separate, but they would of course raise it with Arnault as 

well. 

TEFFT 
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USDOC 4322/MAC/OLAC/JAFEE 

E.O. 12958: N/A 

TAGS: KMDR, OPRG, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: EUROPE: UK PRIME MINISTER BROWNVS VISIT TO 
WASHINGTON; SAO PAULO 


1. Iraqi Question May Break \'Privileged Relation\'\" 


Center-right national circulation daily O Estado de S. Paulo\'s Paris 
correspondent Giles Lapouge commented (7/31): \"In his first visit to 
Washington, British Prime Minister Gordon Brown adopted a 
tranquilizing posture. Yes, there is a privileged relationship 

between the UK and the US. Yes, the British troops will remain in 
Iraq as long as security conditions are not assured in that nation, 

he declared.... However, Washington is aware that the British people 
hate the war initiated by Bush in Iraq.... The US also knows that 
Mark Malloch-Brown, the minister responsible for the UK foreign 
policy towards Africa, Asia and the UN, would prefer that 
\'Washington and London were no longer like Siamese twins\'.... Should 
one fear that the relationship between the UK and the US may be 
affected by these bad winds? It is true that the relationship is 
undergoing tension, but it continues lively and solid. Brown, who is 

a good economist, has never disguised his admiration for free 
enterprise.... Only the common adventure in Iraq may break that 
relationship. At the present moment, Brown seems disinclined to 
modify the situation. But the pressure of British public opinion is 

very tough. The question is how long Brown will be able to ignore 
it.\" 


2. \"Gordon Aims At Post-Bush Washington\" 


Liberal, largest national circulation daily Folha de S. Paulo\'s 
correspondent in New York Denise Godoy wrote (7/31): \"Brown\'s visit 
to the US shows, according to foreign affairs experts, that he wants 

to maintain close relations with Washington - but not with President 
George W. Bush.... There was not in the Bush-Brown press conference 
any sign of separation.... Prioritizing issues such as terrorism, 

peace between Israel and the Palestinians and climate change, Brown 
is trying to distance himself a bit from Bush and to focus on the 

US, which will have a new president in 2009.\" 

Helling 
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Classified By: Ambassador Janet A. Sanderson for reasons 1.4 (b) and (d 


). 


1.(C) Summary: Parliament and the Ministry of Justice 
(MoJ) have resolved an impasse over justice reform 
legislation that parliament has been deliberating since May. 
Parliament\'s judicial committees capitulated on the most 
controversial issue: the structure of a judicial council. 

The presidents of the senate and chamber of deputies have 
called for votes on the legislation on July 31 and August 2, 
respectively. The conciliation came as a pleasant surprise 
to the involved parties and the international community, 
especially given previous efforts by Senator Youri Latortue 
to obstruct the MoJ\'s version of the reforms. Regardless, 
the difficulty of passing legislation through the chamber of 
deputies remains a hurdle to the success of the laws. End 
summary. 


Column 3 
Parliament, MoJ Meet in the Middle 


2. (U) Members of justice committees of both houses of 
parliament met with representatives of the MoJ (including 
Minister of Justice Rene Magloire, Secretary of State for 
Public Security Luc Eucher Joseph, Secretary of State for 
Reform Daniel Jean, and MoJ director general Josue Pierre 
Louis) July 24-27 to reconcile the differences among their 
drafts of three complementary justice laws. President 
Preval\'s justice commission, comprised of members of the 
legal community, civil society, and MINUSTAH\'s justice 
sector, facilitated the sessions. (Note: The three laws 
seek to establish a judicial council to oversee the 

judiciary, define the role of magistrates (\\'magistrates\\' 
refers to investigators and district court judges), and 
re-open the school of magistrates (ref A). The senate 
justice committee led by Senator Latortue has been rewriting 
the laws since May, and Latortue has been reluctant to 
negotiate with the MoJ over the changes. End note.) 


3. (SBU) Micha Gaillard, a member of the president\'s 
recently-formed justice commission, told Poloff on July 30 

that he was thrilled by the progress made during the 

meetings, and confirmed that the group had reached consensus 
on all three proposed laws. The controversy over the 

judicial council stemmed from a disagreement over how much 
financial and administrative independence the council should 
have. The executive wanted to keep some oversight, but the 
parliamentarians favored complete independence, according to 
Gaillard. He said that \"in theory,\" the parliament will vote 

on the laws immediately, but that he did not expect quick 
action given their tradition of moving very slowly on 

legislation. 


4. (U) Philippe Lamarche, Country Director of the National 
Council of State Courts (NCSC), reported to Poloffs on July 
25 that the MoJ and the parliamentarians addressed the most 
contentious issue in the legislation by dividing management 
of the budget between the judicial council and the ministry. 
(Note: NCSC is USAID\'s implementing partner for judicial 
reform. End note.) The council will control administrative 
costs such as the magistrates\' salaries and funding for jury 
trials, but the Mou will maintain control over some other 
parts of the budget, including funding for facilities. The 
compromise text also opens the judicial council to include 
members of civil society and the Bar Association. 


Senate to Vote Immediately 


Column 3 

5.(C) President of the Senate Joseph Lambert told Poloffs 
on July 27 that the senate will vote on the justice reform 
laws on July 31. He stated that the laws Wwill passW in 

the senate and said he was prohibiting senators from 
traveling on July 31 to ensure their presence for the vote. 
Lambert said that Senator Latortue apologized to him for his 
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outburst against Lambert and the international community for 
interfering with the work of the justice committee (ref B), 

and he took the opportunity to pressure Latortue into 
negotiating with the executive and to produce a single text 
acceptable to all. 


Vote in Chamber of Deputies Precarious 


6.(C) President of the Chamber of Deputies Eric 

Jean-Jacques told poloff on July 27 that a vote on the three 

laws is on the chamber\'s agenda for August 2. However, 

justice committee member Deputy Ronald Lareche (Fusion, North 
East) told Poloff on July 27 that passing the laws in the 

chamber of deputies would be an arduous process. The chamber 
has not had a session in over a week due to lack of a quorum, 
and he predicted that the deputies will squabble over each 
individual article in the justice legislation. Lareche did 

confirm, however, that the parliamentarians and the ministry 

had reached consensus on the first two laws and were nearly 
finished with the third. (Note: The two groups reached 
consensus on the third law subsequent to this conversation. 

End note.) 


7.(C) Comment: Securing a compromise from the 
parliamentary justice committees is a significant achievement 
for the MoJ and Preval\'s justice commission, and a positive 
indication that the GoH is serious about justice reform. 
Nevertheless, passing the laws through the parliament, 
particularly the chamber of deputies, remains a challenge. 
Senator Lambert has demonstrated many times that he controls 
the senate, so his assurance of a quick \"yes\" vote might hold 
water. Lambert\'s strong-arming of Senator Latortue is 
another testament to his power, although speculation 
continues among the international community that Latortue\'s 
sudden cooperation is a reaction to recent operations against 
drug traffickers (ref C). 

SANDERSON 
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Classified By: CDA Nancy McEldowney for reasons 1.4 b, d 


1. (C) SUMMARY. A Senate Appropriations Committee staffdel 
led by Paul Grove discussed Russia, Iraq and Iran with 
Turkish MFA officials on July 26. Emphasizing the importance 
of Turkey\'s strategic partnership with the United States, the 
Turks stressed the damage to bilateral relations if the House 
passes an Armenian \"genocide\" resolution (AGR), or if the 
U.S. does not adequately address PKK terrorism originating 
from northern Iraq. On Armenia, officials repeated that 
Turkey is prepared to \"be visionary\" and to go beyond merely 
preventing AGR passage. Some gesture of reciprocity on the 
part of Armenia, however, is needed in order to sell this 
approach to the Turkish public. END SUMMARY. 


TURKEY READY TO BE \"VISIONARY\" ON ARMENIA 


2. (C) Noting the value of Congressional visits and the 
importance of the U.S.-Turkish partnership, MFA officials 
stressed to Staffdel Grove that House passage of an AGR would 
damage U.S.-Turkey relations. Grove replied that educating 
Congress on the issue is key. Director General for Americas 
Vefahan Ocak told the Staffdel Turkey\'s next step would be 
\"visionary\". He added that Turkey would induce Azerbaijan to 
also \"be progressive.\" 


3. (C) DG for Russia, Caucasus and Central Asia Resit Uman 


Column 3 

told Staffdel Grove that passage of the AGR would be 

unhelpful to furthering dialogue with Armenia. \"Let me 
underline our pre-disposition to normalizing our relations 

with Armenia,\" he said. What Turkey needs are certain 
gestures from Armenia in response to Turkey\'s openings. He 
emphasized that the GOT may be in a better position to take 
more substantial initiatives following its strong showing in 

the July 22 general elections. Uman added that, while the 
Armenian diaspora\'s hostility to Turkey is understandable, 

the Armenian government\'s active encouragement of resolutions 
and decisions against Turkey in foreign parliaments is 
incompatible with Armenia\'s declared desire to normalize 
relations. Turkey\'s relations with Armenia are not linked to 

the Ngorno-Karabakh issue, Uman claimed, but Turks recognize 
that progress on bilateral relations would reverberate 

positively on N-K. Turkey is encouraging Azerbaijan to be 

more forthcoming in its negotiations with Armenia and less 
combative in its rhetoric. 


A MODUS VIVENDI WITH RUSSIA, A QUIET APPROACH IN THE REGION 


4. (C) Uman said Turkey, like the United States, seeks a 
modus vivendi with Russia. Turkey\'s good relations with 
Russia advance its bilateral relations with other countries 

in the region and allow Turkey to help resolve crises between 
Russia and other CIS countries, such as Georgia. Russian 
cooperation is essential to countering the spread of WMDs and 
combating international terrorism and human and drug 
trafficking, and Russia is Turkey\'s second largest trade 
partner, behind Germany, he commented. Uman listed twelve 
different bilateral dialogues taking place between the two 
foreign ministries, adding that the political dialogue is 

also developing. 


5. (C) Uman opined that Russia\'s deepening nationalism is 
influencing its foreign policy, explaining some of the 
escalating rhetoric from Moscow. Today\'s Russia, he said, is 
nearly eighty percent Slavic -- a figure higher than at any 

time since the early Tsarist period. Russia wants to be 
treated like an equal partner and to defend its last bastions 

of influence. Despite Putin\'s popularity and near absolute 
power, Uman said that Turkey sees \"almost zero probability\" 
that he will extend his term of office. Putin does not wish 

to be likened to the other autocrats of the region. 


6. (C) Uman agreed with Grove that Russia sees the U.S. as 
over-extended and is seeking, in particular, to benefit from 
the anti-U.S. mood in the Middle East. He noted Putin\'s 

first trip to Saudi Arabia, and Russia\'s recent gain of 
Organization for Islamic Conference (OIC) observer status. 
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More importantly, Russia exploits its energy and military 

links to create dependency and takes advantage of the 

priority that the U.S. and the West place on democratization. 
Russia is not hindered by the democratic deficiencies of the 
governments with which it deals, he said. At the same time, 
democratic revolutions in Ukraine and Georgia have convinced 
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regional autocrats that close U.S. relations put their rule 

at risk. Turkey agrees that democratic change is at the core 
of stability and progress, but change needs to be advanced 
carefully, without alienating leaders. Responding to a 
question from Grove about the utility of, for example, $75 
million to support democracy in Iran, Uman said it is not 
Turkey\'s practice to pursue such initiatives. 


TURKISH PRIORITIES IN THE REGION... 


7. (C) The staffdel said they were assessing regional 
conditions to help the Senate align U.S. priorities with 
budgetary expenditures. One priority is the refugee and 
internally displaced persons crisis in the region, for which 
Grove acknowledged the U.S. bears some responsibility. Ocak 
listed as long-term Turkish priorities: better harnessing of 
Caspian energy resources, a more modern Muslim world, 
improved EU understanding of Turkey\'s compatibility, peace in 
the Balkans, expanded Middle East trade, and expanded 
U.S.-Turkish trade relations. 


. IN IRAQ AND AFGHANISTAN 


8. (C) On Afghanistan, Ocak admitted that the situation 
warranted more PRTs but said that Turkey has done more than 
many other nations and that he believes it has reached its 

full capacity to contribute. On Iraq, Ocak said he 

understood the numerous challenges facing the U.S. At the 
same time, Turkey was facing problems as well. He said 
Barzani needed to \"shut up, behave, and show some manners,\" 
and he cautioned that the KRG needs to keep in mind that they 
will have to live with Turkey. 


9. (C) Iraq Special Representative Officer Aydin Selcen 
emphasized the influence Barzani has on Turkish public 
opinion, but added that Kurdish aspirations are also a threat 
to non-Kurdish Sunni, Shia and Turkmen communities in Iraq. 
Holding a referendum on Kirkuk this year without the 
necessary preparations violates the lraqi constitution and 


Column 3 

risks the emergence of more ethnic strife. Delaying by two 
to three years will allow Kirkuk residents to find their own 
solutions. 


...AND IN IRAN 


10. (C) Head of Department for Middle East Affairs Sedat 
Onal, who served in Tehran, said that it is not clear Iran 
really prefers a unified Iraq. lran has been cultivating its 
relations with the current Iraqi Shia leadership for years 

and has influence; a divided Iraq still presents Iran with a 
sympathetic neighbor and prevents the emergence of an Iraq 
that could, one day, counter-balance it. In addition, Selcen 
noted that Iran has supported Sunni insurgent groups while, 
at the same time, Shia insurgent groups in Iraq compete with 
each other, using Iran to advance their own narrow 
objectives. 


11. (U) Staffdel Grove did not have the opportunity to clear 
this cable. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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Classified By: Economic Minister Charles P. Ries for reasons 1.4 (b) an 
d (d) 


Column 3 

1. (C) Summary: Several actions undertaken by the Government 
of Iraq (GOI) in recent months and an increase in data 
reporting by GOI units underscore the importance with which 
the GOI now views this issue. The developing creation of a 
culture of accountability between the GOI and its citizens is 

a noteworthy achievement. While the GONs ability to execute 
its capital investment budgets remains hindered by lack of 
capacity in contracting, timely release of funding, and 
convoluted guidance in execution instructions, the overall 
trend continues to be positive. Our ability to gauge the 
successful execution of the capital budget is similarly 
hampered by the lag in budgetary data reporting by the MoF, 
although other units (i.e. MoPDC) provide useful data on a 
more timely basis. Through the end of May, MoPDC reporting 
indicates that it has approved release for 35% of the capital 
budget. With an additional two-month delay, the MoF is 
reporting 23% released. USG-funded capacity building projects 
tailored specifically toward budget execution practitioners 
continue. Most significantly, 2007 capital budget spending 
releases have been made to each province in the last few 
months. Most provinces have obligated more than 40% of their 
capital budgets, clearing the way for project initiation. End 
Summary. 


2. (SBU) We have confirmed with the Central Bank of Iraq 
(CBI) that all provinces have opened a capital investment 
account, as required by new MoF rules based on 
recommendations from the IMF. PRT reporting indicates all but 
four provinces (Wasit, Anbar, Diyala and Maysan) have 
obligated 90% or more of their 2006 budget allocations for 
capital investment. Statistics on contracting of capital 
investment funds slotted for 2007 show the same trend. That 
provincial contracting is on the rise is an especially 
encouraging sign in Iraq when taking into account the 
previous system for public expenditures, in which decision 
making was wholly dominated by the center. 


3. (SBU) Reporting on Maysan budget execution is hindered by 
the absence of a PRT. Anbar has only recently emerged from 
kinetic operations, and is beginning the contracting process 

for 2006 and 2007 capital investment budget allocations. 

Anbar Governor reported to DPM Salih, MND-W DCG Allen, 
Embassy and PRT officials 29 July that tenders are out, 1,000 
bids are in hand, and that by 30 August most of the 2007 
capital budget will be committed. In Diyala province, kinetic 
operations are ongoing and constitute the most significant 
budget execution hurdle. 
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4. (SBU) In mid-June, the Budget Execution Monitoring Unit 
(BEMU) began operations. The unit, which receives partial 
funding from the USG, was established by the office of DPM 
Barham Salih and assists the GOI in identifying budgetary 
bottlenecks, consolidating financial data for analysis, and 
more general troubleshooting for various ministries and 
provinces. While only recently filling-out its staff, we 

believe the BEMU will over time play an important Iraqi-led 
role in improving the overall budget execution process. 


5. (SBU) Beginning the week of 14 July, a six-session public 
financial management workshop, financed by the World Bank, 
gathered together approximately 30 technocrats from the 
Ministry of Finance (MoF) and the Board of Supreme Audit to 
review the public financial management system in Iraq and 
identify reforms to help the government use its financial 
resources more efficiently and with greater transparency and 
accountability. The goal of the workshop is to enable the GOI 
and the World Bank to complete a Public Expenditure and 
Institutional Assessment (PEIA) by October. 


6. (SBU) A partnership between the USG and the Ministry of 
Planning and Development Cooperation (MoPDC), the Procurement 
Assistance Center (PAC) assists ministries in preparation of 
contracts using Iraqi procurement law and regulations. The 

PAC continues to achieve objectives related to the use of new 
procurement authorities and contract development for award. 

The Minister of Planning wrote letters to his fellow 

ministers recommending use of the PAC and approved a standard 
procurement office design. A budget execution handbook for 
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practitioners in Arabic and English was published and is 
being disseminated to ministries and provinces. 


7. (SBU) In mid to late August, a conference on budget 
execution for PRT budget execution action officers will be 
held. The purpose of this conference is to provide an open 
forum for PRT officers to exchange best practices, discuss 
2008 budget execution guidelines, and provide valuable 
technical training to assist the PRT advisors when 
coordinating with their GOI counterparts. We also intend to 
invite GOI public finance officials to attend. 
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8. (C) The suspension of the USAID-funded Financial 
Management Information System (FMIS) following the kidnapping 
of a Bearing Point contractor and his four-person security 
detail from a MoF building in June complicates GOI efforts to 
accelerate and standardize budgetary reporting. As required 
by the Stand-By Arrangement (SBA) with the IMF, the MoF 
formally adopted a new chart of accounts, which unfortunately 
obscures direct comparison with previous reporting, 
particularly in the area of capital spending. The future of 

FMIS is in doubt. Our approach thus far has been to ask for 
more GOI engagement and commitment to the project, in the 
form of a project agreement and counterpart funding. Greater 
GOI funding for specific components of the project would 
establish a sense of Iraqi \"ownership,\" an absence of which 
has been a significant weakness of the FMIS program from its 
inception. 


9. (SBU) The MoF reports on spending on capital investment by 
the various spending units typically lag by 3-4 months. 
Ministerial and MoPDC commitment or approval data are usually 
on a 1-2 month delay. The adoption of the new IMF-required 
chart of accounts notwithstanding, we are seeking to identify 
other means to report expeditiously on GOI budget execution. 
Thus far we have been able to collect data from a variety of 
data sources at different stages of the budget execution 
process. While this has provided greater visibility into the 

flow of funds, the delays in various reporting cycles 

complicates interpretation and review. For example, the MoPDC 
reports that the Ministry of Oil has expended 538 million 

USD, but that only 238 million USD was approved for release. 
The most compelling explanation in this instance is the delay 

in MoF reporting. As is the case in most systems, it can take 
months for various government units to reconcile fully their 
reporting. 


10. (C) Nevertheless, the data reported thus far demonstrates 
significant progress in capital execution. The MoPDC recently 
released an \"Investment Budget Report\" demonstrating positive 
trends to date. Data through late May indicates that the 

MoPDC has approved release for 35% of the capital budget. 
Reported expenditures lagged closely behind MoF releases, and 
reached nearly 23% by mid June. (Note: The current GOI rate 

of executing its capital budget is comparable to USG 

agencies! ability to execute new capital funds in one year. 

End Note.) 


11. (C) Compared with the overall capital investment budget 
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execution rate of 22% for 2006, the GOI has already exhibited 
significant progress in budget execution. Reftel noted that 
the mid-year reallocation process may serve as a built-in 
incentive for ministries to execute their 2007 budgets. Thus 
far however, we have heard verbal assurances, but little 
practical evidence that the GOI will actually reprogram 
substantial funds from poorly performing spending units. 
Funds reprogrammed this late in the year will be difficult to 
commit before the year\'s end in any case, jeopardizing the 
ability of the GOI to execute fully its 10 billion USD budget 
for 2007. 


12. (U) To aid interpretation of the data provided below, the 
terminology guide from reftel follows: 


-GOI \"Spending Plan/Budget Allocation\": Budgetary authority 
to a GOI unit, in accordance with the Budget Law, with 
sub-allocations defined by the MoF. This equates to a USG 
\"commitment,\" or an internal reservation of funds for a 
particular purpose. 


-GOI \"Release\": Equates to USG apportionment; release of 
funds from the Ministry of Finance (OMB has this 
responsibility in the USG) to a spending unit based on 
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project needs or cash flow. MoPDC reviews and approves the 
spending unit\'s request for release, and the MoF confirms 
consistency with the approved budget allocation and liquidity 
needs of the spending unit. 


-GOI \"Commitment\": Equates to a USG obligation, i.e. the 
spending unit awards a contract or other binding agreement. 


-GOI \"Disbursed\": Equates to USG expenditures or outlays. Two 
types of expenditures are often used interchangeably: 1) 

funds disbursed to a non-GOl entity (i.e. contractor) 

resulting in a net outlay; and 2) disbursements from one GOI 
account to another. 


13. (SBU) MoF data, following the adoption of a new, 
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IMF-approved chart of accounts, now distinguishes between 
only two types of expenditures: operating and acquisition of 
non-financial assets, which makes isolating ministerial 
capital expenditures more difficult. It also obscures direct 
comparisons of budget data based on the old versus the new 
chart of accounts. To address this issue, the MoF budget 
office has promised to keep independent capital budget 
records according to the old system, but the accuracy and 
utility of this information is not yet known. The thirteen 
ministries sampled below represent those ministries deemed by 
the USG to be most critical in providing essential services. 
As noted previously, MoF data (Table I) experiences the 
greatest delay but is typically most accurate. MoPDC data 
(Table Il) is reported with less of a delay, but historically 

has not been as accurate as MoF data. 


14. (SBU) Table I: MoF expenditure data* through April 2007: 


Total Operating Non- Percent of 

Annual Budget Financial Total 

Budget Assets Executed 
Finance 14,545 2,436 0.3 17 
Defense 4,141 516 1.0 12 
Interior 3,182 649 7.2 21 
Oil 2,451 12 0.1 0 
Education 1,821 382 4.1 21 
Health 1,818 183 4.7 10 


Electricity 1,474 2 0.0 0 
Higher Education 865 133 2.5 16 


Housing 423 16 20.4 9 
Public Works 378 9 8.7 5 
Planning 210 3 0.0 1 
Justice 125 25 1.0 20 
Agriculture 109 17 0.2 16 
Total 31,542 4,383 50.2 14 


15. (SBU) Table Il: MoPDC investment data* through June 2007: 


Capital MoPDC Actual Percent 
Budget Capital Expenses Capital 


Released Executed 
Finance 110 37 3 3 
Defense 48 16 2 4 
Interior 40 12 0 0 
Oil 2,381 238 538 23 
Education 291 30 87 30 


Health 342 46 4 1 
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Electricity 1,385 554 504 36 
Higher Education 206 82 9 4 


Housing 335 148 53 16 
Public Works 338 150 165 49 
Planning 79 8 21 26 
Justice 10 1 0.5 5 
Agriculture 50 17 1 3 
Total 5,615 1,339 1,388 25 


*sorted by size of 2007 budget allocation, USD millions based 
upon the official exchange rate of 1,260 Iraqi Dinars to one 
USD 


16. (SBU) Provincial budget execution data is provided by 
PRTs. Capital investment spending by the provinces of their 
2006 budgets is difficult to verify because the provinces 
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were funded by transfer grants. Not until the 2007 Budget Law 
was passed did provinces become actual spending units. 
Diyala, Maysan, and Anbar all experienced significant kinetic 
operations. The difficult security situation complicated 

budget execution efforts there. 


17. (SBU) Table Ill: PRT data** on 2006 provincial budget 
obligations: 


Province Budget Amount Percent 
Allocation Committed Committed 


Baghdad 503 503 100 
Ninewah 202 202 100 
Basrah 172 165 96 
Dhi-Qar 165 165 100 
KRG 131 126 96 
Babil 111 111 100 
Diyala 99 19 20 
Salah Ad Din 83 85 102 
Anbar 82 45 56 
Tamin 81 81 100 
Najaf 79 72 92 


Qadisiyah 74 74 100 
Wasit 74 47 63 
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Karbala 62 56 90 
Maysan 55 19 34 
Muthanna 46 42 92 
Total 2,019 1,812 90 


18. (SBU) Table IV: PRT data** on 2007 provincial budget 
obligations: 


Province Budget Amount Percent 
Allocation Committed Committed 


Baghdad 560 264 47 
Ninewah 226 36 16 
Basrah 195 90 46 
Dhi-Qar 138 119 86 
KRG 314 113 36 
Babil 112 112 100 
Diyala 110 0 0 
Salah Ad Din 93 33 35 
Anbar 107 0 0 
Tamin 90 39 44 
Najaf 88 32 36 
Qadisiyah 64 29 46 
Wasit 83 32 38 
Karbala 71 58 81 
Maysan 73 0 0 
Muthanna 52 16 30 
Total 2,376 973 41 


** sorted by size of 2006 capital investment budget 

allocation, USD millions. Data from 2007 are based on the 
official exchange rate of 1260 Iraqi Dinars to one USD, and 
data on 2006 are based on the official exchange rate of 1,500 
Iraqi Dinars to one USD. 


19. (C) The rate at which provincial governments have 
obligated contracts is a success that cannot be overstated. 
This shift in accountability between provincial governments 
and their citizens is the underlying principle guiding our 
efforts. Over time, this aspect of good governance would 
represent a critical watershed for Iraq. Still, there is 

significant room for improvement for the GOI to execute its 
capital investment budgets. We remain committed to assisting 
the GOI in developing the capacity required to increase 
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efficiency in its budget execution efforts. 


CROCKER 
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TAGS: KWBG, PGOV, PREL, PTER, PHUM, KPAL, IS 
SUBJECT: OLD GUARD TAKES CONTROL OF FATAH \"REFORM\" 


Classified By: Consul General Jake Walles, per reasons 1.4 (b) and (d) 


1. (C) Summary. On July 25, Fatah Central Committee member 
Ahmed Qurei (Abu Ala\'a) convened Fatah\'s Office for 
Mobilization to begin the process of forming a new Fatah High 
Council to replace the West Bank and Gaza Field Committees. 
The formation of the High Council was approved by the Fatah 
Revolutionary Council in early June, and PA President Mahmoud 
Abbas (Abu Mazen) subsequently tasked Abu AlaVa to lead 
efforts to create the new structure. Grassroots Fatah 

leaders Qadura Fares and Hussayn al-Shaykh are skeptical that 
Abu AlaVa is serious about reform or will produce any 

positive changes within the movement. End Summary. 


Fatah High Council 


2. (C) According to Fatah officials, on June 9 the Fatah 
Revolutionary Council (FRC) approved the formation of a Fatah 

High Council to replace the West Bank and Gaza Field 

Committees. The FRC created a follow-up committee composed 

of FRC members Othman Abu Garbiya, Hamdan Ashour, and Adnan 
Samara and Fatah Central Committee (FCC) members Abu Ala\'a, 
Hani al-Hasan, Hakam Balawi, and Tayeb Abd al-Rahim. The 
follow-up committee met several days after the FRC meeting 

and approved the new High Council structure. A week later, 
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Abu Mazen approved the Fatah High Council and appointed Abu 
AlaVa to lead its formation. 


3. (C) On July 25 in Ramallah, Abu AlaVa convened Fatah\'s 
Office for Mobilization to begin the process of forming the 

new Fatah High Council, according to Fatah officials present 

at that meeting. The Fatah High Council will replace the 

West Bank and Gaza Field Committees. It will include a 

Steering Committee of 21 people and approximately 150 members 
serving on 24 committees that focus on security, elections, 

unions, youth and other issues. The Fatah High Council will 

be substantially larger than the Field Committees which 

included 21 members in the West Bank and 17 in Gaza. 


4. (C) Fatah officials told ConGen political specialist 

that during the meeting, Abu AlaVa cited Dennis Ross\' July 16 
article \"Can Fatah Compete with Hamas?\" as evidence of USG 
support for \"new faces\" within Fatah. They said that Abu 
AlaVa handed out hard copies of the article to the 30 

officials. Using Ross\' argument, he urged that the old Fatah 
leadership be replaced and that grassroots leaders step 
forward. 


Trouble Filling Committee Head Positions 


5. (C) Abu AlaVa reportedly asked 24 Fatah members to serve 
as the High Council committee heads. On July 26, eighteen 
members accepted and six declined, four of whom are Fatah 
Secretaries General. Ramallah District Committee member 
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Mustafa Abd al-Hadi, who accepted a committee head position, 
told ConGen political specialist that the four Secretaries 
General were asked by Abu Ala\‘a to leave their current 
positions within Fatah to serve as committee chairs, but they 
refused. He said the four Secretaries General, who do not 
trust that the High Council will remain a permanent Fatah 
structure, are now negotiating with Abu AlaVa to retain their 
positions as Secretaries General while serving as committee 
chairs. Abd al-Hadi also said the Fatah members who declined 
do not want to offend or alienate those Field Committee 
members who are losing their positions. 


6. (C) The six who declined positions include Secretary 
General of Nablus Issam Abu Bakr, who was asked to serve as 
General Elections Committee head; Secretary General of Jenin 
Atallah Abu Ramayleh who was asked to serve as Social Affairs 
Committee head; Secretary General of Central Hebron Udeh 
al-Rajabi who was asked to serve as head of the Committee for 
the Wounded; Secretary General of Southern Nablus Bilal 
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Israel who was asked to serve as head of the Settlements and 
Security Barrier Committee; Fatah member Tamim Rimawi who was 
asked to serve as Welfare Committee head; and Fatah member 
Mustafa Abd al-Hadi who was asked to serve as Fieldwork 
Committee head. 


Grassroots Leaders Criticize New High Council 


7. (C) On July 30, grassroots Fatah leader Qadura Fares 
told ConGen political specialist that Fatah has avoided 
dealing with its serious internal problems for the last ten 
years by creating structures, like the new High Council, that 
\"do nothing except create further divisions within the 
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movement.\" Fares said at least ten different structures have 
been established since 1996 \"to fix\" Fatah, but none have 
succeeded. He added that forming new committees and councils 
changes only Fatah\'s exterior and does not solve its internal 
problems. Describing Abu AlaVa as a Vlab rat,\" Fares said 
that the former Prime Minister has often been part of 
experiments that generally end badly. He said Fatah must 
first tackle divisions within the movement, the conflict 
between competing power centers, and the lack of political 
vision before it creates new structures such as the High 
Council. Fares said he doubts the High Council will trigger 
significant reform, but he is certain Abu AlaVa will continue 
his efforts to realize the Fatah High Council, as tasked by 
Abu Mazen. 


8. (C) Grassroots Fatah leader and Director of Civil 

Affairs Hussayn al-Shaykh told ConGen political specialist in 
a separate July 30 meeting that the new Fatah High Council is 
\"nonsense.\" Al-Shaykh said the 18 committee chairs, who 
accepted their positions, have very little grassroots support 
and are being set up for failure. He said Abu AlaVa is 
bargaining with the six Fatah members who declined to be 
committee chairs in order to fill all 24 committee slots. 
Al-Shaykh added that even if Abu Ala\'a convinces the six to 
accept positions or finds alternatives to fill the spots, the 

High Committee is headed for failure. He said Abu Ala\'a and 
the FCC are not serious about reforming Fatah. Al-Shaykh 
believes the High Council and the 24 committees will likely 
be created, but he see no hope for real reform given a lack 

of agenda and seriousness on the part of Fatah senior 
leaders, including Abu AlaVa. 


Comment 


Column 3 


9. (S) In taking steps to form the new Fatah High Council, 
Abu AlaVa is using the need for Fatah reform to solidify his 
own and FCC interests, rather than moving towards real 
reform. Tasked by Abu Mazen to lead the formation of the 
High Council, Abu AlaVa is presenting himself as a 
\"reformer,\" but that is hardly credible after his years in 
Fatah\'s leadership and his resistance to grassroots reform 
efforts. Fatah\'s grassroots leaders rightfully dismiss Abu 
Ala\a\'s current effort, but they are unlikely to muster the 
support to block him in establishing the new Fatah structure. 
The danger of this effort is not that it will be simply one 
more failed Fatah reform effort, but rather that it will 
\"succeed\" and take the wind out of the sails of serious 
reformers. 

WALLES 
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SUBJECT: PRT FARAH: DETERIORATION IN SECURITY, RISE IN 
POPPY MARK PAST SIX MONTHS 


Classified By: PolCouns Sara Rosenberry for reasons 1.4 (b) and 9d) 
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1. (C) SUMMARY: Security in Farah Province deteriorated 
over the past six months. The Province now has its third 
ineffective governor since September 2006. The province 
continues to be plagued by high rates of kidnappings, 
robberies, 

and insurgent activity; weak and corrupt provincial and 

district 

governments; lack of development and employment; dependence on 
poppy; and an exodus of Afghans to Iran for work. Family and 
tribal feuds add to the general despair felt by the 

population. 

While USAID is expanding its program in the province, Farah 
still does not receive adequate attention from Kabul and 
international donors. END SUMMARY 


2. (C) The security situation in Farah continues to 
deteriorate. UNAMA has again postponed plans to open 
an office there due to security concerns, including 

an increase in IED attacks and suicide bombers. 

The area near the intersection of the Ring Road and 
the Highway 517 spur road leading to Farah City is 
particularly vulnerable. Insurgent activity and crime 
-- including hijackings, killings, theft, and 
unauthorized toll collections -- have interfered with 
commercial and public traffic in that heavily traveled 
area. Although targeted, PRT convoys have been 
fortunate so far to escape serious harm. Five district 
chiefs of police and approximately 40 ANP and ANA 
soldiers have been killed in the past six months. The 
most insecure districts have experienced death and 
desertion at every level of the ANP and Afghan 
Auxiliary Police (ANAP). ISAF is increasing kinetic 
operations in Farah to counter rising numbers of 
insurgents reportedly traveling from Helmand, 
Kandahar, and other countries. 


3. (C) With a weak and insufficiently supplied 

ANSF, insurgents and criminals continue to 

operate with impunity despite joint ANA-ANP- 
ISAF/Coalition security operations. The ANP complains 
of equipment and manpower shortages. The ANA is only 
at partial kandak strength and depends on additional, 

not always forthcoming and always temporary, support 
from Herat. Formal Regional Training Center (RTC) 
training opportunities have decreased as RTC resources 
are focused on training Afghan National Civil Order 
Police (ANCOP); the PMT has trained some ANP and ANAP. 
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The Provincial Communications Center (PCC), set up to 
bring all ANSF elements together to coordinate 
security operations, moved to the ANP 

headquarters. Its information has become less timely 
and useful, but DynCorp mentors are now 

supporting the PCC. There continues to be a 
difference of opinion about which security forces are 
ANP or ANAP. Police at highway checkpoints 

have been deserting their posts (along with weapons 
and uniforms) to be replaced by a force, now 
reportedly ANP, led by a Bakwa mullah. Militias 

play a key role in Farah Province. A new Police Chief, 
Gen. Abdul Sarjang (former Paktia CoP), arrived in 
Farah June 28. 


4. (C) Governance is weak and there is little 

interaction between provincial and district 

governments. Provincial officials infrequently travel 

to the districts, citing security as a problem, 

although with PRT assistance, some trips are now 
happening. Governor Mawlawi Mohideen Baluch, a mullah 
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and Karzai religious advisor who arrived in Farah 
January 31, has not been particularly impressive or 
effective. For the most part, he follows the PRT\'s 

lead rather than offering his own ideas and seems to 
have difficulty understanding issues, especially 

the Provincial Development Plan process. He meets 
regularly with PRT civilian elements. It is only 

due to PRT urging that he has begun to involve 
government officials in all levels of decision-making 
and governing. He now holds weekly meetings with the 
Provincial Council to improve its coordination with 

line directors and municipal and district officials. 
Despite all the problems, Governor Baluch told PRT 
that his number one priority is a guest house, which 

he places above the need for any district 
improvements, even water. While he also mentioned 
electricity, water, and roads for Farah City, he 

appears to ignore basic human needs in the districts. 
Baluch often travels to Kabul, staying two or three 
weeks each trip. He was one of the mullahs who recently 
traveled to Saudi Arabia at President Karzai\'s direction 
and has been selected to participate in the Afghan- 
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Pakistan peace Jirga. There has been no Deputy Governor 
since July 2006. Farah City\'s mayor has no official 

status. 


5. (C) There are few official district 

functionaries, leaving the districts largely 

ungoverned or led by self-appointed elders. Four of 
the district administrators are not legally in office 

(i.e., they were not appointed by the MOI, but rather 

by elders who do not have formal authority 
themselves), and police are transitory in the most 
insecure areas. Judges do not work in the districts 

and ministry representatives are rare. Delarom 

District, located on the Ring Road crossing between 
Helmand, Nimroz, and Farah at a point where numerous 
hijackings and authorized and unauthorized customs 
collections take place, was ceded from Nimroz to Farah 
by President Karzai, but the change awaits 
parliamentary approval. Until the change is official, 
Delarom is not part of Farah\'s budget considerations. 


6. (SBU) There has been little economic development 

or job creation aside from a significant increase in 

poppy production and processing. When UNODC in August 
releases its poppy cultivation figures for 2007, we 

expect to see a record crop in Fara, and the province 

will likely become the fourth or fifth largest poppy- 
producing province in the country. Eradication 

efforts were sporadic and mostly unconfirmed. 

Although Farah is eligible for the alternative 

livelinood (AL) program, there have never been alternative 
livelinood funds available for Farah since AL funding has 
gone to the three priority areas. Heroin processing plants 
are reportedly located in Bakwa District, so finished product 
as well as raw poppy are now exported. 


7. (SBU) Putting together a viable Provincial 
Development Plan (PDP) remains a challenge for the 
provincial leadership. The PRT civilian component 

is working with the Governor, PC, PDC, UN Habitat, 
UNICEF, and the only two NGOs in the province (ADA and 
CHA) to have them craft a comprehensive plan for 
presentation to the ANDS sub-national consultants when 
they visit Farah in August. Few in Farah understand the 
importance of such a plan, and several line directors 
have produced lists of their projects and called them 
plans. The concept of working together 
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to determine goals and set priorities is new for many 
and not well understood. Among government 
officials, education levels are, for the most part, 

not high. The RRD line Director says he has \"district 
plans\" and the Economy Director has what he calls 
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\"sector plans\". To meet the August deadline for a 

PDP, UN Habitat may simply merge these plans for Farah 
City. Farah is traditionally at the bottom of the 

list for receiving either donor or GOA resources or 
programs. Not having a viable plan will further 

hinder efforts to bring more resources to Farah. 


8. (SBU) There are few reconstruction and development 
projects in Farah. The PRT and Civil Affairs team 

and USAID contribute most infrastructure projects. 
Over the last six months, CA projects included a 
bridge and connecting road, a road from Farah City to 
the airport, DCN buildings (awaiting completion to put 
in USAID-provided equipment), two basic health 
clinics, generators for the governor\'s compound and 
district centers, a women\'s sewing center, and various 
construction repairs. USAID is nominating several 
projects that target provincial-level capacity 

building and support services to targeted 

districts. Concentrating in insecure areas, USAID\'s 
focus is on access (road construction) and economic 
growth activities to reverse conflict-induced economic 
marginalization. Projects such as micro-finance 
opportunities to support nascent businesses and 
marketplace development grants are also under 
consideration. 


9. (SBU) UNICEF works with health and education 
projects (i.e., vaccination programs, pre-natal and 
obstetric care and supplies, training health care 
workers, basic disaster relief, school kits for 

teachers and students, teacher and literacy training) 
and has plans to construct six schools, some wells and 
latrines. UNICEF has also established groups for 
child protection, child abuse, and use of 

children as soldiers or for cheap labor. 
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FOREIGN ASSISTANCE 


10. (C) The World Bank is funding a USD 35 million 
survey and design project for a potential Bakhshabad 
Dam in Farah\'s Bala Baluk district. Although Indian 
engineers left in March after several Taliban attacks, 
Afghan and Turkish contract engineers continue to work 
on-site even though security concerns continue. Both 
Iran and Pakistan are reportedly against the project and 
unconfirmed reports suggest they may have aided in the 
attacks against the Indians -- Pakistan because it does 
not want the Indians to be involved in projects in 
Afghanistan and Iran because a dam would cut off the 
current flow of water from the Farah Rud (river) into 

Iran and give Farah its own power source. No major 
donor has been identified to fund the dam. 


11. (SBU) The deportee flow from Iran and the 
difficulties Afghans encounter trying to work 

in Iran add to already high unemployment numbers. It 
is estimated that up to 90 percent of Farah\'s men go 
to Iran, usually illegally, for work. While 

continuing to deport undocumented Afghan workers, 
Iran is reportedly moving forward with an 

assistance package, opening a new customs station 
at Mile 78, and planning a road from there to 

Farah City. Iranians are building a vocational 
training school that will be completed soon. 

There is an ongoing discussion about possible 
electricity grid connections and other infrastructure 
projects. 
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12. (SBU) Social and cultural issues are static. 

Most district villages are primitive and lack basic 
infrastructure. Houses are mud hut adobe structures; 
temperatures in this bleak desert setting 

sometimes reach over 150 degrees Fahrenheit. Schools 
operate sporadically or not at all in several 

districts; few teachers are considered \"trained and 
competent.\" The education line director is using a 
PRT-funded building meant for teacher training classes 
as offices for him and his staff. Women suffer from 
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few economic opportunities and gender discrimination. 
Many women go out in Farah City with just head 
coverings as opposed to full burkas, but in villages, 
one rarely sees a woman outside. Taliban, criminals, 
and tribal rivals engage in kidnappings and beheadings 
which serve as messages to their adversaries. 

WOOD 


117260 

OO RUEHWEB 

DE RUEHDM #0778/01 2121318 

ZNR UUUUU ZZH 

O 311318Z JUL 07 

FM AMEMBASSY DAMASCUS 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3953 
RHEHAAA/WHITE HOUSE WASHDC IMMEDIATE 
RUEHAM/AMEMBASSY AMMAN 7000 
RUEHLB/AMEMBASSY BEIRUT 4685 
RUEHEG/AMEMBASSY CAIRO 3344 
RUEHRH/AMEMBASSY RIYADH 7814 
RUEHTV/AMEMBASSY TEL AVIV 1916 
RUEHAK/AMEMBASSY ANKARA 5243 
RUEHJM/AMCONSUL JERUSALEM 1445 
RHMFISS/HQ USCENTCOM MACDILL AFB FL//CCPA// 
INFO RUEHNG/AMEMBASSY NICOSIA 7555 


SIPDIS 
SIPDIS 


DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 
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SUBJECT: Peace Process, Lebanon, Iraq, Palestinian Territories, 
Rice\'s Tour/US Aid to Israel (7/31) 


1. Summary: Syrian papers on July 31 reported FM Mouallem\'s 
meeting on July 30 with Norwegian Foreign Minister Special Envoy for 
Middle-East Affairs Sven Sevje. Discussion centered upon recent 
developments in the Middle East and efforts to revive the peace 
process. FM Mouallem expressed Syria\'s keenness to establish a just 
and comprehensive peace in the region and to preserve the unity of 
the Palestinian people, calling on the Palestinian parties to return 

to dialogue in order to end the current crisis and establish an 
independent Palestinian state. Sevje confirmed his country\'s 
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interest in reviving the peace process in the Middle East according 
to international law, stating that Norway supports the Arab Peace 
Initiative. He also reiterated Syria\'s important role in achieving 
security and peace in the region. 


Papers also reported Spanish FM Miguel Angel Moratinos\' arrival to 
Damascus on July 30 as part of his Mideast tour that took him to 
Saudi Arabia, Egypt and Lebanon. After a visit to the 
politically-stricken Lebanon, Moratinos is scheduled to meet 
President Asad, VP Shara and FM Mouallem to discuss bilateral 
relations and means to solve Lebanon\'s political quandary. While 
still in Beirut, Moratinos had pledged his country\'s keenness to 
offer necessary support to help reach a solution for Lebanon\'s 
political crisis, foreseeing aspects of a solution satisfactory by 

all powers. 


As for the Arab League extraordinary ministerial meeting held in 

Cairo on July 30 to discuss President Bush\'s call for an 

international conference on Middle Ease peace, papers reported that 
Syrian Representative to the Arab League Yussef Ahmed, who led the 
Syrian delegation at the meeting in absence of FM Moualem, showed 
reservations about Bush\'s initiative as unsuitable for the time 

being in light of inter-Palestinian divisions and splits. Failure 

to resolve the current Palestinian situation will lead to the 

liquidation of the Palestinian issue, he said, calling for a 

resolution on Arab commitment towards Palestinian reconciliation and 
national unity as well as territorial integrity in the West Bank, 

Eastern Jerusalem and Gaza. Lengthy discussions were held over the 
Syrian call, with the Arab foreign ministers having failed to come 

up with a relevant resolution, he said. \"They wanted to bypass this 
issue. So, we showed our reservations about failure to adopt a 
resolution,\" he said. 


End of summary. 
2. Selected Headlines: 


\"Spanish FM Moratinos in Damascus after marathon meetings in 
Lebanon\" (Government-owned Tishreen, 7/31) 


\"FM Mouallem reviews efforts to revive the peace process with the 
Norwegian envoy\" (Government-owned Al-Thawra, 7/31) 


\"Syria expressed reservations and did not withdraw from the Arab 
League Ministerial in Cairo; Arab FMs met to discuss the outcome of 
the Arab Peace Initiative and ended up approving the Bush 

initiative; Bush\'s call is for peace or to dedicate division? !\" 
(Government-owned Tishreen, 7/31) 


\"The reality of the Syrian position at the Arab Foreign Ministers 
Conference: It is too early to welcome an initiative that is still 
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unclear. Mousa: Syria is an essential party at any conference. 
Basiti: The peace process must be activated as whole\" 
(Government-owned Al-Thawra, 7/31) 


\"European move to encourage dialogue. US pressure to sabotage 
dialogue. Kouchner\'s statements reflect French concern regarding 
the US and the Saudi positions on Lebanon\" (Independent al-Watan, 
7/31) 


\"Lebanese nationalist powers: The governing team is opening fire on 
initiatives\" (Government-owned Tishreen, 7/31) 


\"Seven Palestinians wounded by an Israeli air raid against the 
Maghazi refugee Camp. Russia recommends a dialogue between Hamas 
and Fateh. Hanieh welcomes\" (Government-owned Tishreen, 7/31) 


\"The crisis between the Reconciliation Front and the Maliki 

government aggravates. US troops will remain in Iraq until mid 

2009. Death toll among US forces reaches 3,651\" (Government-owned 
Al-Thawra, 7/31) 


3. Editorial Block Quotes: 


Izz-al-Din al-Darwish, an editorialist in government-owned Tishreen, 
wrote (7/31): \"In light of the American defeat in Iraq and the 

Israeli defeat in Lebanon last year, the new Middle East plan, which 
the US administration was working hard to implement, has died.... 


\"Things are heading toward the East that the peoples of the region 
want, an Arab East that is free from Israeli and American 
occupations and hegemonies, the East that can confront challenges 
and fulfill the ambitions of the peoples of the region. The 

American Middle East, on the other hand, will remain dead.... 


\"But Israel and the United States are still preparing for new 

political and military rounds in the region and pushing toward 

tension and confrontations in Iraq, Palestine, and Lebanon.... US 
Secretary of State Condoleezza Rice\'s Middle East tour comes within 
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this context.... Rice\'s tour coincided with the announcement that 

the United States will increase its military aid to Israel.... This 

shows how the US Administration deals with the issues of the region 

and raises many questions about the usefulness of the determination 
of some Arabs to rush toward the United States and give it more than 
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it asks for with regard to the defeat in Iraq and Lebanon.... 


\"Yet, everything proves that there is absolutely no chance for the 
success of these new American tours. The opposition to US plans has 
become stronger and the situation has changed. Everything on the 
ground says that the American era in the region is over.\" 


Umar Jaftali, an editorialist in government-owned Tishreen, wrote 
(7/31): \"The announcement that the United States pledged to 
increase its military aid to Israel and maintain Israel\'s military 
superiority over all the countries of the region shows that 
President Bush is determined not to end his term in office before 
completing his colonial plan in the region in all its aspects and 
burdening the American citizen with the consequences of wrong 
policies that have brought nothing but the indignation of the 
nations of the world and further outrage against US policy, which 
totally evades every legal or ethical logic in its approach to the 
world... 


\"The American pledge threatens more aggression, new thuggish acts, 
and further Israeli defiance of the UN resolutions and all human 
rights laws and conventions... 


\"The US Administration, through this step, proves that it persists 

in harming the peoples of the region and intends to impose hegemony 
and implement hostile schemes, not to push the region toward a just 
and comprehensive peace.....\" 


Muhammad Khayr al-Jammali, a commentator in government-owned 
Al-Thawra, wrote (7/31): \"The American delegation\'s vote against a 
resolution by the UN Economic and Social Council calling for the 


revival of the Middle East peace process on the basis of Resolutions 
242 and 338 and stressing the permanent sovereignty of nations under 
occupation, proves that US President George Bush\'s call for an 
international conference on Middle East peace lacks seriousness and 
credibility... 


\"The American call for the conference is a political tactic meant to 
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cover the failure that haunts the American policy in the region, 
from Iraq to Palestine to Lebanon to every place in which the US 
Administration has tried to interfere.... 


\"The conference will be doomed to failure because it lacks clear 
terms of reference and an honest sponsor.\" 


Corbin 
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E.O. 12958: N/A 
TAGS: MARR, PREL, GR 
SUBJECT: 99TH U.S.-GREEK JOINT COMMISSION: MEETING SUMMARY 


REF: ATHENS 496 


1. (SBU) SUMMARY AND COMMENT: On July 23, the 99th meeting of 
the U.S.-Greek Joint Commission dealing with bilateral 
political-military issues, particularly the relationship 

between Souda Bay Naval Support Activity (NSA) and the 
Government of Greece, was held at Souda Bay NSA on the island 
of Crete. Issues discussed at the JC included: problems 
associated with black fuel dye in Greek marine gas oil; the 

status of the U.S.-Greece ACSA agreement; Greek slowness to 
sign end-use agreements pertaining to peacekeeping operations 
and pooled weapons transfers (&Blanket Assurances8); 
land-lease issues concerning a periphery extension at Souda 

Bay NSA; military-to-military agreements; Greece\'s failure to 

sign a bilateral PSI shipboarding agreement; and various 

small construction projects at Souda Bay NSA. COMMENT: As at 


Column 3 

the 98th JC (reftel), the atmosphere was cordial and 

fruitful. Success at the 98th JC and in the interim period 
has meant, however, that the remaining outstanding issues 
represent some of the most intractable problems. We 
nevertheless remain impressed with Greek JC co-chairman 
Vassilokonstandakis\' enthusiasm and can-do attitude. END 
SUMMARY AND COMMENT. 


2. (SBU) Charge d, Affaires a.i. Thomas Countryman (CDA), the 
U.S. Joint Commission co-chairman, began by noting that the 
JC created a good environment in which solutions are found 
not only during the JC meetings but also between meetings. 

He cited the extension of the MDCA, the successful resolution 
of the 302 Form issue, and the approval of the Marathi fuel 
pipeline as examples of positive results. MFA North America 
Directorate acting director and Greek JC co-chairman Grigoris 
Vassilokonstandakis thanked the U.S. side and agreed with the 
CDA on the value of the JC and the importance of the 
accomplishments between meetings. Both sides introduced the 
members of their delegation then addressed specific agenda 
items. 


FUEL COLOR 


3. (SBU) Embassy became aware in Sept 2005 that U.S. Military 
Sealift Command (MSC) vessels were refusing to take delivery 
of Marine Gas Oil (MGO) at Souda Bay because of the color of 
the fuel. USMC vessels require fuel to meet a &clear and 
bright8 standard so that it can be inspected visually for 
contaminants. Greece, however, had begun requiring MGO to be 
dyed black to mark it as tax-free/for-export-only. CDA cited 
figures showing Greek petroleum providers losing 

approximately 300 million USD in sales annually, the Greek 
Government losing taxes, and the Prefecture of Hania losing 
revenue from canceled ship visits. He noted that we would 

like to solve the problem either by going to the original 
clear-color standard or finding another solution. 


4. (SBU) The Greek co-chairman said the Ministry of Economics 
could probably do something to speed things up, but he 
thought they still needed about two to three months for a 
ministerial decision. Nevertheless, he said the GOG was very 
close to a solution and that the MFA was in constant contact 
with all pertinent officials. He advised the CDA to raise 

the issue in the latter,s upcoming meeting with Finance 
Minister Petros Doukas and to note to Doukas that no other 
European country dyes its fuel black. CDA agreed to raise 
the issue with Doukas. On July 26, CDA also discussed the 
issue with the new chief of the Greek Customs Service, who 
said he was aware of the issue and was working on a solution 
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(unspecified). 


STATUS OF ACSA AGREEMENT 


5. (SBU) The Acquisition and Cross Servicing Agreement (ACSA) 
is a bilateral agreement between Greece and the U.S. that 

allows their respective militaries to provide mutual 

logistical support. The original ACSA was signed in 1996 and 
amended by a supplemental agreement in 2005. The original 
ACSA was not ratified by the Greek Parliament. The amendment 
contained a provision stating that it would not be effective 

until Greece verified by diplomatic note that its internal 
coordination procedures had been completed. When the U.S. 
side asked Greece for the diplomatic note at the 98th JC, the 
Greek co-chairman replied that the amendment had to be 
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ratified by parliament and that it would be best if the U.S. 
submitted a whole new agreement to replace the original and 
the amendment. 


6. (SBU) ODC legal advisor LTC May noted that EUCOM was 
willing to negotiate a new agreement to replace the original 
agreement and its amendment. COL Assimakis agreed and said 
his staff was ready to receive a draft text of the 

replacement agreement and meet with EUCOM personnel to 
negotiate the final text. CDA said he hoped for a fast 
negotiation since this agreement saved a lot of money for the 
respective militaries. The Greek co-chairman asked the U.S. 
side to send the new draft agreement with a dip note to him 
and he would forward it to the HNDGS. Both sides agreed that 
the old agreement was valid until a new one was executed. 


END-USE AGREEMENTS 


7. (SBU) Embassy Athens has sought for over a year to secure 
from the GOG a 505 end-use agreement covering peace-keeping 
operations. Since last fall, we have also sought to conclude 

a blanket assurances end-use agreement that would allow 
Greece to participate in an equipment-sharing program with 
about 25 other countries. Greece thus far has not signed the 
agreements. Vassilokonstantakis has told us in the past that 
the MFA favored the agreements, and while the MOD was likely 
not in principle opposed, he was unable to locate anyone 

within MOD willing to take responsibility to sign the 

agreements. 
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8. (SBU) The Greek co-chairman and MFA legal advisor Fani 
Livada argued that the 505 and Blanket Assurances agreements 
were not proper subjects for discussion at a Joint Commission 
meeting and should probably be discussed at the HLCC. The 
U.S. side replied that the 505 and Blanket Assurance 
agreements were appropriate topics for the Joint Commission 
because there are general provisions in the MDCA that state 
the U.S. would assist in the modernization of the Greek 
Military. The Greek co-chairman said unofficially that the 

505 agreement was close to resolution and would probably be 
signed before the next JC meeting. He noted, however, that 
the Blanket Assurances agreement would take more time. The 
U.S. side offered help in overcoming any obstacles. 


LAND-LEASE UPDATE 


9. (SBU) At the September 2001 JC, the U.S. formally 
requested Greece to increase the boundaries of NSA Souda Bay 
to allow a widening of the perimeter fencing for 
force-protection purposes. Greece agreed to the land 

transfer, but it has taken several years to complete because 

of the number of agencies and processes involved. One of the 
last (and hardest) steps of the process (expropriation) was 
completed by the February 2007 Joint Commission. We were 
informed then that there would be a public-comment period 
concerning the transfer but things would move quickly 
thereafter. 


10. (SBU) At the 99th JC, the Greek side said it had good 
news in that none of the landowners had objections about the 
rate of compensation for their land. The only problem was 
that 40 percent of the landowners claimed their land was 
larger than the GoG estimated and that they were entitled to 
greater compensation. Greece, therefore, needed to use the 
topographical service (Greek equivalent of surveyors) to get 
more precise measurements of the land and verify landowner 
claims. The Greek co-chairman estimated the measurement 
process would take two months after which the landowners 
would be invited to receive payment. The HAF representative 
said unofficially that if the amount of the land were larger 

than anticipated, the HAF would pay the necessary additional 
compensation to the landowners to allow for speedy resolution 
of this long-standing issue. 


MILITARY-TO-MILITARY AGREEMENTS 


11. (SBU) To facilitate smoother interaction with regard to 
various pending agreements, the U.S. side asked whether it 
was possible to determine a priori which new agreements 
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negotiated between the U.S. and Greek militaries were 
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self-executing and which had to go to parliament for 
ratification. The Greek co-chairman and Mrs. Livada said 
that each agreement had to be looked at individually, but in 
general, agreements that had no financial implications and 
the ones that are too technical usually did not need 
parliamentary approval. Everybody agreed that each time a 
new agreement was being negotiated it should be briefed to 
the JC. 


PSI SHIPBOARDING AGREEMENT 


12. (SBU) Under the category of &Other Business,8 the U.S. 
side inquired about delays in Greece\'s signing a bilateral 
shipboarding agreement under the Proliferation Security 
Initiative (PSI). PSI is designed to enhance the detection 

and prevention of illicit WMD material trafficking. To make 

full use of PSI, the U.S. has asked Greece to sign a 

bilateral shipboarding agreement governing various procedures 
for the inspection of each country\'s vessels on the high seas 
by either country. Negotiations over the terms of a ship 
boarding agreement occurred periodically since September 
2004. Greece has endorsed PSI and will host the October 2007 
PSI Experts, Meeting in Rhodes. But the GOG has not signed 
a bilateral shipboarding agreement due primarily to concerns 

of Greek shipowners, who control a large proportional of the 
world\'s commercial shipping fleet. The Ship Owners, 
Association is concerned about how liability for damages 

would be dealt with under the current form of the agreement. 


13. (SBU) At the Joint Commission meeting, CDA ) while 
acknowledging that PSI was outside the normal scope of the JC 
-- stressed that it was in the Greek Government\'s interest to 
sign the shipboarding agreement since the U.S. was prepared 
to board any vessel suspected of transporting illicit WMD 
whether or not a bilateral shipboarding was in place and 
Greece would be in a better position if an agreement were 
signed. Mrs. Livada avoided a direct answer, citing the 
complexity of the issue and on-going concerns of the 
shipowners. CDA said we would like to have progress on the 
issue before the October meeting in Rhodes. 


VARIOUS SMALL PROJECTS AT SOUDA BAY NSA 


Column 3 

14. (SBU) Souda Bay NSA Executive Assistant Bruce Gale then 
said that there were a number of small projects that needed 
approval before funding disappeared on October 1, 2007. 
Under normal procedures, the projects would be approved by 
the HAF before being presented to the JC. Gale argued, 
however, that he could not get USN approval and funding for 
the projects until he had conditional approval of the GOG. 

The projects in question included: 


-- Connecting the Admin building with an adjoining building 
to provide more space for Greek representatives to Souda Bay 
NSA; 


-- Small addition to the Gymnasium; 


-- Construction of a small auto &hobby shop8 where Souda 
Bay NSA personnel could repair their POVs. 


15. (SBU) Gale asked for preliminary approval for the 
construction by the JC, conditional on the HAF giving their 
technical approval for the projects. The Greek co-chairman 
responded that he could not give the approval now but would 
expedite the approval within the MFA even without the HAF 
technical evaluation. Gale asked for an answer by August 15 
before funding evaporated. The Greek co-chairman promised a 
timely, even if unofficial, answer. 


16. (SBU) Finally, the Greek side inquired about the dates of 

the next U.S.-Greek High Level Consultative Committee (HLCC), 
which is slated for Washington. The U.S. side responded that 

it did not yet have a firm date, but hoped the meeting would 

take place in October. 


17. (SBU) 99th Joint Commission participants: 


U.S. DELEGATION: 
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U.S. Embassy: 

Mr. Thomas M. Countryman, Charge d,Affaires a.i. and JC 
Co-Chairman 

Dr. Paul M. Carter, Jr., Deputy Political Counselor and 
Political-Military Chief 


Office of Defense Cooperation (ODC): 

Colonel Steve G. Boukedes, ODC Chief 

Lt. Colonel Robert L. May, Jr., ODC Legal Advisor 
Ms. Alexandra Karavasili, Host Nation Attorney 
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Ms. Catherine Hirt, ODC Legal Assistant 


Souda Bay NSA: 

Captain Thomas McDonough, Base Commander 
Commander Mark Nowicki, Executive Officer 

Mr. Bruce Gale, Executive Assistant 

Lt. Brett Cook, Judge Advocate General\'s Office 


GREEK DELEGATION: 


Ministry of Foreign Affairs: 

Mr. Greg Vassiloconstandakis, Acting Director A7 Directorate, 
JC Co-Chairman 

Ms. Fanni Leivada, Legal Department 


Hellenic National Defense General Staff (HNDGS): 
Colonel G.Petkos, IRD 
Colonel L. Assimakis 


Hellenic Navy: 
Captain A. Krimiotis,G2 


Hellenic Air Force: 

Colonel V. Tsakoumis, Commander 115th CW 

Major Th. Papadakis, Assistant Representative to U.S. Facility 
COUNTRYMAN 
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1. (U) Summary: The European Commission\'s Office for 
Humanitarian Aid (ECHO) is very concerned about the 
deteriorating humanitarian situation in the Ogaden region and 
has asked the Government of Ethiopia (GOE) to allow movement 
of humanitarian workers and food aid immediately, officials 

said. The European Commission delegation in Addis has 
delivered the message, but Commissioner for Development and 
Humanitarian Aid Louis Michel is considering weighing in at 

the highest level soon, contacts said. End summary. 


2. (U) USAID Humanitarian Advisor and PRM Officer delivered 
reftel points July 30 and 31 to Cees Wittebrood, Head of Unit 
for Africa, Caribbean and Pacific countries at ECHO, and two 
officials at the European Commission\'s Directorate General 
for Development: Jeremy Lester, Head of Unit for the Horn of 
Africa, and Maria-Paola Piazzardi, Desk Officer for Ethiopia. 
Wittebrood said the European Union (EU) has delivered a 
message to GOE officials through its Delegation in Addis that 
the EU views restrictions on the movement of humanitarian and 
food aid in the Ogaden to be in violation of international 

law and it expects the GOE to change its policies 

immediately. The EC\'s Head of Delegation has spoken with 
senior GOE officials and the Ministry of Foreign Affairs, 
Wittebrood said. At the working level, ECHO\'s representative 
in Addis has been relaying concerns over the Ogaden to UN 
agencies, NGOs, and the donor community, he said. 


3. (SBU) USEU officers were told Commissioner for Development 
and Humanitarian Aid Michel is aware of the Ogaden problems 
and keen to raise the issue with GOE counterparts, but has 

not done so to date for fear that his engagement on Ogaden 
will derail ongoing negotiations with the GOE on the release 

of political prisoners. Michel plans to raise the Ogaden 
concerns when he believes the time is right, Wittebrood said. 
ECHO is not optimistic about the Ogaden. It plans to 

continue to follow the situation on the ground through the 

EC\'s delegation in Addis, and will re-examine its approach 
should new developments occur. ECHO requested future USG 
updates on Ogaden-related planning and programming. 


4. (U) Jeremy Lester, Head of Unit for the Horn of Africa at 
EC\'s DG Development, said his office is aware of the 
restrictions on humanitarian deliveries in the Ogaden and is 
watching it closely. DG Development has not formally 
approached the GOE. Lester was not aware of the restrictions 
on commercial traffic and on the movement of pastoralists, 

but said it fits a pattern of control that the EU has 

observed in the Ogaden. In occasional meetings with people 
from the Ogaden, the Commission often hears complaints about 
restrictions on journalists and lack of access to health 

services and education. Lester noted the GOE considers the 
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Ogaden residents as Somalis, rather than Ethiopians, which 
exacerbates the problems. 


5. (U) USEU will continue to exchange information with ECHO 
and DG Development and report back any new initiatives. 
MURRAY 
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E.O. 12958: DECL: 07/25/2017 
TAGS: PGOV, PTER, ASEC, MARR, AF, UK 
SUBJECT: PRT LASHKAR GAH: HELMAND SEMI-ANNUAL REVIEW 
REF: A. KABUL 1055 
B. KABUL 2130 
C. KABUL 2131 


Classified By: PolCouns Sara Rosenberry for reasons 1.4 (B) and (D). 


1. (C) The Taliban have been hit hard in Helmand over the 


Column 3 

past six months. Military operations in Nahri Sarraj and 
Sangin disrupted the Taliban and weakened their support but 
have not resulted in enduring stability. Despite this 

military disruption, the expansion of reconstruction and 
development (R&D), and small advances in governance, 
conditions remain fragile. This is evidenced by a 
deterioration of security in the central districts that 

threatens R&D efforts and could undermine already weak 
confidence in the government (Ref A). While Governor Wafa 
increased his outreach to tribal elders, he cannot boast 

great progress. Nor has he been a strong supporter of 
increasing government capacity to deliver services. He can 
however point to reintroducing a central government presence 
in Sangin. 


2. (SBU) SUMMARY CONTINUED: As USAID and HMG pursue R&D and 
alternative livelihoods in Nahri Sarraj and Sangin, they 

confront worsened security in the central districts, e.g., 
monitoring projects just outside the provincial center has 
become extremely difficult. Early indications suggest that 
upcoming UNODC numbers for poppy cultivation in Helmand will 
be huge. The 2007 poppy eradication campaign did little to 
introduce risk into the opium trade, but some progress was 

seen on interdiction. Overall, efforts directed at northern 
districts have shown some positive results, but a potential 

risk in extending security, R&D, and the government\'s reach 
northward is that security in the center, where the IROA has 

the strongest presence, will deteriorate. To counter this, 

ISAF, the PRT and IROA are accelerating their efforts to beef 

up police recruitment and training. END SUMMARY 


Security 


3. (C) In the first half of the year ISAF/Coalition forces 

and the Afghan Government struck the Taliban hard, in 
particular in Nahri Sarraj and Sangin districts. The 
operations resulted in numerous Taliban deaths, including a 
number of commanders. This disrupted ) at least temporarily 
- Taliban command and control and made local recruitment more 
difficult. However, the series of operations that commenced 
in March has yet to bring enduring stability. In June, two 
ISAF/Coalition clashes with the Taliban in Nahri Sarraj 
resulted in civilian deaths, hampering progress in R&D (Ref 
B), and a spate of security incidents in Sangin increased 
concerns of Taliban re-infiltration (Ref C). (NOTE: An 
increase in the number of IEDs and mines in recent months 
reveals a shift in Taliban tactics, largely in response to 
ISAF/IROA operations. END NOTE) 


4. (C) Security remains the primary concern of Afghans 
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living in the central districts, where the government exerts 

the greatest control and where security deteriorated in the 
first half of the year. While the provincial center, Lashkar 
Gah, has not experienced a suicide bombing since March, 
violence against and intimidation of Afghans with government 
links continued. This included attacks against Afghan 
National Police (ANP) and the Taliban\'s letter to the 
Independent Election Commission head warning him to resign 
his position. Increased insecurity, however, should not be 
attributed solely to the insurgency, as crime levels have 

risen, including an increase in violent crime (kidnappings 

and shootings). Travel for the PRT\'s official civilians has 
contracted significantly in recent months and currently 
extends only to downtown Lashkar Gah. The neighboring 
district of Nad Ali also has seen greater violence, as 


KABUL 00002468 002 OF 003 


evidenced by an increase in IEDs (including suicide bombings 
against the ANP and a roadside bomb against ISAF), the murder 
of a local mayor, and a violent shootout between rival tribal 
factions. Motives behind the violence likely involve a mix 

of Taliban infiltration, tribal conflicts, and fights over 

opium. 


5. (C) The ANP did nothing to dispel a reputation for crime 
and corruption, including accusations of looting after 

military operations and the arrest of approximately 35 
patrolmen in July for stealing fuel. The government has been 
unable to effectively deploy security forces behind the ANA 
to stabilize districts like Sangin. Those deployed have 
largely been untrained and ill-disciplined. 


Political 


6. (C) Early in the year, Governor Wafa\'s outreach to tribal 
leaders flagged as he declared support for military 

operations a prerequisite for drawing leaders into the 
government\'s orbit. However, with the launch of operations 

in Sangin and Nahri Sarraj, Wafa\'s engagement and enthusiasm 
increased. He has since attended shuras in both districts 

(with ISAF/IROA protection and just days after operations 
ended) and engaged elders in Lashkar Gah. To date, however, 
he can boast no success in bringing tribal leaders firmly 

onto the governmenit\'s side, though he has reintroduced a 
government presence to Sangin by appointing an interim 
District Governor and Police Chief. 


7. (C) In developing local government capacity, Wafa remains 
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a largely obstructionist force as he hoards power and 

distrusts attempts to empower others. The Governor disdains 
most other provincial officials and greets Kabul visitors 

with skepticism and scant support. The Provincial Council 
(PC) continues to limp along, with claims of regular contacts 
with constituents but little supporting evidence. 

Nevertheless, there has been some progress. With PRT 
facilitation, the local government established a Civil 

Service Training Center, greatly needed in a province with 
limited human resources. The Provincial Development Council 
(PDC) now meets regularly, and members are making small moves 
toward embracing a collective view of development, rather 
than guarding narrow interests. The PRT effectively runs the 
PDC, as currently there is no secretariat. 


Economy, Reconstruction and Development 


8. (C) Insecurity continues to prevent significant progress 

on R&D and alternative livelihoods (AL). Violent incidents 
involving those working on R&D/AL, including the murder of a 
local contractor at a project site and the kidnapping of an 
NGO\'s local engineer, remain a worry, although motives may be 
criminality and not Taliban intimidation. Polls show that 
concern over R&D is on the rise among Afghans in the central 
districts. Travel restrictions on PRT official civilian 

staff mean that projects outside Lashkar Gah cannot be 

directly monitored without military support. The security 
environment in Nahri Sarraj and Sangin has slowed progress on 
the Kajaki project, described by Governor Wafa as the most 
important project in Helmand. 


9. (C) Despite the insecurity, several R&D/AL, projects saw 
progress this year. Examples of projects launched include 
USAID\'s contract farming, with over 250 farmers contracted to 
grow chili peppers, and the UK\'s projects on road 
construction, well sinking, and micro-finance. In addition, 

the government privatized marble and carpentry factories in 
Lashkar Gah, which could create dozens of new jobs in the 
coming months. (COMMENT: The privatization might be little 
more than a money laundering operation, given the strong 
narco-links attributed to at least one investor. END COMMENT) 
Despite security concerns and intimidation of local workers, 
R&D/AL projects are also proceeding in Nahri Sarraj and 
Sangin. 
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Cultural/Social 
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10. (SBU) The insecure environment continues to work great 
hardship on the education sector. Even in the central 
districts, regular school attendance decreased during the 

first half of the year. Nad Ali district had only two 

schools operating. The education director reported that the 
number of schools closing in Helmand increased, resulting in 
an influx of students to Lashkar Gah. Also, Afghans in the 
central districts reported a drop in access to medical care. 


Counter-Narcotics (CN) 


11. (C) There is little evidence that CN efforts have 
introduced risk into Helmand\'s poppy trade, and the 2007 
poppy cultivation statistics will far exceed last year\'s 

record levels in the province. The UN Office of Drug Control 
has estimated that approximately 90 percent of the arable 
land used for agriculture was devoted to poppy cultivation. 

In a PEP survey of 124 farmers whose fields were eradicated 
earlier this year, all declared the campaign \"unfair\" and all 
intend to plant poppy next year. Government justice sector 
officials in Helmand bemoan the high level of corruption in 
the last eradication campaign, particularly at the district 

level. Nevertheless, there was progress. The CN Police 
displayed an enhanced capacity to undertake interdiction 
operations, executing raids on bazaars and heroin 
laboratories and impounding opium, heroin and chemicals used 
in production. However, the lack of arrests associated with 
those raids indicates that those efforts may have been 
compromised. 


Comment 


12. (C) There has been identifiable -- though at times quite 
limited -- progress in all PRT lines of operation. Military 
operations in the north have had a significant impact on the 
Taliban, permitted the government to attempt to reassert its 
influence, and provided opportunities to win local consent 
through reconstruction. While consolidation of gains 

achieved there has been an elusive goal, the government and 
ISAF could see momentum build in their efforts on governance 
and R&D/AL. There is a nevertheless a risk that directing 
resources to extend security, development, and the 
government\'s reach in the north might lead to Taliban 
infiltration and deteriorating security in the center. 

Diminished attention to the center could erode confidence in 
the government and undermine efforts elsewhere. Compounding 
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this would be continued difficulty in introducing risk into 

the opium trade. Stepped up police recruitment and training 
could help bring stability to the north while maintaining 
security in the center. 


WOOD 
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1. Summary: A visiting IMF team led by Johanness Mueller provided 

an end-of-mission briefing for donors on July 26 to inform them of 

the state of the ongoing negotiations of a new program with Senegal. 
Mueller termed FY 2006 a \"difficult year,\" and said that, while 

Senegal is still struggling to adjust to the energy crisis, the 

economy may recover in 2007 thanks to the resumption of ICS 

operations and 


the buoyant service and construction sectors. Mueller emphasized 
the need for greatly increased fiscal discipline, reduced levels of 
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domestic internal debt, and reduced level of expenditures to focus 
on priority sectors. He noted that Senegal would need to weigh all 
costs and benefits in deciding to seek PSI status. He praised the 
new GOS for its spirit of cooperation and openness and said the IMF 
board would probably approve Senegal\'s PSI by September. End 
Summary. 


2. The IMF team visited Senegal July 12 trough July 26 to negotiate 

a new program with Senegal. Mueller provided an end-of-mission 
briefing for donors on July 26. Embassy representatives from 

France, United Kingdom, Japan, Germany, Italy, Belgium, Switzerland, 
Canada, Holland, Spain, The European Union, World Bank, African 
Development Bank, Kuwait, India, and the U.S. attended the IMF\'s 
July 26 out-briefing. 


2006 A \"DIFFICULT YEAR\" 


3. In reviewing the state of the economy, Mueller said that 2006 

had been extremely difficult. He estimated real GDP growth for 2006 
at 2.1 percent and year-end inflation at 3 percent. Mueller blamed 
the energy crisis, the presidential and legislative elections held 

in February and June 2007, and the ICS crisis for having further 
deteriorated the macroeconomic situation in 2006. 


4. For FY 2007, Mueller predicted that GDP growth should be around 
5.4 percent and 5.1 percent for the upcoming year 2008 - as a result 

of the buoyant service and construction sectors and the positive 
resumption of ICS operations, with inflation increasing at 5 

percent. Mueller stated, \"we are less concerned about macroeconomic 
issues, and most of our discussions with GOS officials focused on 
budget policy, good governance and transparency.\" 


A HOST OF PROBLEMS, BUT... 


5. Mueller reiterated a familiar litany of looming problems that 

the GOS must deal with promptly and decisively. He enumerated 
several priorities: 

-- getting GOS institutions operating effectively, 

-- prioritizing investment projects and increasing spending on 
poverty reduction, health, education, and agricultural sectors, 

-- containing the budget deficit at 4.7 percent of GDP in the medium 
term, 

-- containing the wage bill which increased significantly in FY 2006 
and FY 2007, 

-- limiting subsidies to the energy sector, 

-- eliminating the outstanding internal debt in the short term and 
reducing payment arrears, 

-- initiating a structural reform on budget by strengthening good 
governance and transparency in public spending, 

-- reinforcing procurement laws, regulations and procedures to 
ensure transparency and good governance, 
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-- formulating the role of the private sector in the development 
process, 

-- strengthening measures to limit the number of agencies, and 

-- speeding up the financial sector reforms in cooperation with the 
BCEAO to establish a legal and regulated framework for SMEs and 
MSIs. 


GOOD SPIRIT OF COOPERATION 


6. Mueller praised the GOS\'s cooperation and open-ness and stated 
\"we have received documents with outstanding information and 
reliable data that demonstrated GOS willingness to quickly conclude 
a program with the IMF.\" With regard to the previous 
administration\'s misreporting of some bilateral arrears, Mueller 

said his team had held \"very fruitful discussions\" with the new GOS 
officials. He said that he had obtained all the data he needed and 
would take this back to IMF management to decide next step. He 
complimented the GOS for its \"excellent spirit of sharing 


DAKAR 00001591 002.2 OF 002 


information,\" and said that the Finance Ministry and IMF were 
\"struggling together" to get a clear picture of the GOS\'s arrears 
position. 


7. Mueller indicated that his team has received - for the first 

time - reliable information on APIX and ANOCI regarding their 
tenders and contracts. He noted that the GOS is open to revising 
the institutional architecture of the new airport project and 
changing the status of APIX. 


8. Mueller supported the re-establishment of a recent dialogue 

between the World Bank, the African Development Bank (AFDB), and the 
Islamic Development Bank (IDB) with Senegal to speed up the energy 
sector reform. He said that without a reform of the energy sector 

it would be difficult for Senegal to meet the requirements of any 

program with the IMF. He also encouraged the AFDB\'s cooperation 

with Senegal on issues related to the accelerated growth strategy 
process, the improvement of the business climate, and the discussion 

on the energy sector reform in cooperation with the WB, and the 

IDB. 


SENEGAL WANTS A PSI 


9. In a later conversation with Senegal\'s IMF Resrep Alex Segura on 
July 30, post learned that the GOS has now formally requested the 
institution of a PSI program with the IMF. The IMF team would 
review and submit Senegal\'s proposal to its Headquarters for 
approval, then once approved the document would be transmitted to 
the IMF Board of Directors which might take the final decision by 
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the end of September. Though there is no major difference within 
the two programs (PSI and PRGF), the PSI seems to be less flexible 
and more constraining than the PRGF and it also focuses more on 
economic growth and structural reforms. 


10. COMMENT: Mueller was repeatedly complimentary of the GOS on 
its spirit of cooperation and openness, though any new program with 
the IMF could bring back donor confidence and raise Senegal\'s 
credibility. It is not surprising to see Senegal adhere to a PSI 

program that could ease the way toward government borrowing from 
commercial lenders or expanded bond issuance. While we expect donor 
support is likely to be forthcoming, Senegal will have to commit to 
deeper economic reforms that will improve the business climate and 
establish transparency in the procurement and budget allocation 
process. Senegal might be eligible to defend its position in the 

October 3-4 Paris Club Consultative Group meeting in Paris, should 
the IMF Board approve its new PSI. 


11. (U) Visit Embassy Dakar\'s intranet site at: 
http://dakar.state.gov/htdocs/section/econSec tion.aspx and embassy 
Dakar\'s Sprint Web site at http://www.state.sgov.gov/p/af/dakar 
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E.O. 12958: DECL: 05/08/2017 
TAGS: EAID, KDEM, PGOV, AF 
SUBJECT: PRT ASADABAD: KUNAR PROVINCE SIX MONTH REPORT 


REF: KABUL 579 
Classified By: Ambassador William B. Wood for reasons 1.4 (B) and (D). 


SUMMARY 


1. (C) Kunar Province on the mountainous border with Pakistan 
continues to see significant insurgent activity. Economic 
development and infrastructure improvements have helped limit 
the influence of insurgents in the Kunar and Pech valleys, 

but insurgents continue to contest control of isolated 
side-valleys due to a lack of good roads and other 
infrastructure to allow access by security forces. The 
weakness of the Governor and provincial administration has 
meant that the PRT and ISAF are the main drivers of 
development and security in the province. Road and bridge 
projects planned for the next two years may bring dramatic 
improvements. END SUMMARY. 


SECURITY 


2. (C) The security situation in Kunar changed little during 
the first half of 2007. The expected spring offensive did 

not occur, but insurgent activity increased as expected with 
warmer weather. In the Kunar and Pech valleys, slow but 
steady progress on road construction helped extend the 
influence of security forces. Insurgents staged frequent 
attacks in these areas, but did not contest IRoA control. In 
isolated side valleys, insurgents operated more easily, 
launching frequent attacks. Insurgents from Pakistan found 
shelter and support among the overwhelmingly Pashtun 
population, and among the ethnic-Nuristani population of the 
Korengal Valley. In addition to the Pakistan factor, 

Kunar,s security is affected by its position adjacent to 
insurgent-dominated areas of central and eastern Nuristan. 


3. (SBU) The portion of Kunar Province to the east of the 
Kunar River continues to be isolated by a lack of bridges and 
good roads. Its economic links are stronger with Pakistan 

than with Afghanistan. The PRT plans to build more bridges 
across the Kunar River and to make road improvements on the 
east bank, but this will take months or years to make an 
impact on insurgent freedom of movement in this area. 
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POLITICAL/GOVERNANCE: MUDDLING ALONG 


4. (C/NF) Governor Deedar is a good talker and a poor 
administrator. He continues to advocate for Afghan-U.S. 
cooperation and defend of U.S. military actions. He also 

gets out and travels around the province, meeting with 
residents. But he is an ineffective administrator, and lacks 
interest in or understanding of economic development. He has 
done nothing to move the Provincial Development Plan forward, 
and has tried to use USG-funded projects for personal gain. 
Deedar,s style is that of a local warlord. He keeps a small 
private militia which reportedly extorts money from timber 
transporters, he allegedly diverted resources from poppy 
eradication, and has tried to appoint cronies to provincial 
government positions. Deedar complains incessantly about 
enemies in the central Government in Kabul. Corruption 
accusations caused Deedar to fear removal from office, and he 
spent long periods of time during the spring in Kabul 

lobbying to keep his job, disrupting provincial 

administration. 


5. (SBU) Other provincial officials are a mixed lot. 

Ministry Directors in Kunar often seem well-informed about 
their own portfolios, but have difficulty communicating with 
each other. The Provincial Council is largely inactive, 

lacks a sense of its own role, and is divided by rivalries 
between members. Local leaders have used their influence in 
Kabul to attack rivals and to disrupt provincial governance 

for personal gain. (NOTE: Deputy NSA Ibrahim has shared 
that President Karzai recognizes Deedar\'s weaknesses, but 
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confides that the governor enjoys Sebghatullah Mujadedi\'s 
support. The political cost of removing him would be too 
high. END NOTE.) 


ECONOMIC: ROADS, THEN POWER 


6. (SBU) Economic activity has expanded as security has 
improved. The demand for medical services has increased 
correspondingly, and the Asadabad hospital is being 
expanded to accommodate the increasing number of people 
from outlying areas seeking care, especially for 

childbirth. Mobile telephone services have expanded for 
the first time north of Asadabad as far as Asmar. Kabul 
Bank opened Kunar,s first private bank branch in Asadabad. 
Electricity continues to be in short supply throughout the 
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province. One inadequate hydropower station supplies 
Asadabad, and a variety of micro-hydro plants spread around 
the province power parts of individual villages. The Asian 
Development Bank is considering funding a small hydroelectric 
dam on the Pech River, which would generate power for much of 
Kunar. 


7. (SBU) Timber continues to be a major source of income, 
legal and otherwise. Dozens of trucks loaded with wood move 
out of Kunar daily. A deal giving control of the timber 

trade to three well-connected contractors was cancelled early 
this year in favor of a free-market solution, but lack of 

policing means illegal activities continue. Weak law 
enforcement fails to prevent deforestation, which continues 

to contribute to flooding and property damage throughout the 
province. 


8. (SBU) Poppy is present in Kunar, but is not considered a 
significant problem. The USAID Alternative Livelihoods 
Program and the Ministry of Agriculture are promoting fruit 
cultivation as an alternative, which requires water resources 
and improved roads. The LGCD program is also improving 
agricultural infrastructure, although so far only in the more 
secure southern areas of the province. 


CULTURAL/SOCIAL 


9. (SBU) Kunar\'s media is limited. Television has little 

reach beyond Asadabad, print media is unavailable, and 
literacy levels are low, leaving radio as the main source of 
news. Education is a high priority, but educational 
infrastructure is poor, with most schools meeting in tents or 
under trees. While Kunar is a conservative, tribal, and 

rural society, schools for girls are a routine request to the 

PRT and there has been no concerted campaign against female 
education. The murder of four female teachers in Narang 
District late last year was widely condemned and has not been 
repeated. Nonetheless, Kunar graduated only 19 girls from 
high school in 2006. About half of school-age girls actually 
attend school, and almost all stop their education at the 

sixth grade level. 


OUR EFFORTS 


10. (C) The PRT and the Afghan Engineering District are 
planning $13 million in infrastructure projects, mainly 
improvements to roads in the Pech and Kunar valleys, and 
several district centers, police stations, and schools. 

The PRT combines its infrastructure projects with outreach to 
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the affected communities, employment of locals, and an array 
of smaller projects to improve Kunaris\' lives. CERP and AED 
funding on the order of $200 million may soon be available 
for road projects penetrating the insurgent-dominated side 
valleys and connecting them to the main roads. Construction 
of several bridges across the Kunar River will connect eighty 
thousand people on the east bank to the rest of the province. 


11. (C) These infrastructure projects will squeeze the 
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insurgency,s manpower base, by hiring thousands of local men 
at wages that will equal or exceed the pay offered by the 
Taliban. The PRT has received reports that insurgent 
organizers in Kunar are having difficulty recruiting locals, 
because the $160 monthly wage they offer Taliban foot 
soldiers compares unfavorably with the wages and security 
offered on ISAF-funded projects. 


12. (C) Much larger reconstruction activities will 

consolidate IRoA authority in Kunar, depriving the insurgency 
of support and resources. Road improvements, new district 
centers and police stations, and increased police forces, 
will further improve conditions in the two main valleys, 
forcing insurgents further from the main population centers. 
Nonetheless, Kunar will remain an area of significant 
insurgent activity because of its difficult terrain, 

proximity to enemy havens in Pakistan and Nuristan, and 
anti-foreigner sentiment in isolated traditional communities, 
which provide shelter to insurgents. Continued economic, 
social, and military pressure will push insurgents further 
from daily life in Kunar. 


WOOD 
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E.O. 12958: N/A 

TAGS: ELAB, PHUM, KDEM, KCRM, SOCI, PGOV, GT 

SUBJECT: INTERNATIONAL LABOR DELEGATION CALLS FOR ACTION ON ZAMORA 
MURDER CASE 


REF: GUATEMALA 115 


1. Summary: In a follow-up visit to Guatemala, an international 

labor delegation met with government officials and port authorities 

to press for resolution of the Pedro Zamora murder case (reftel) and 
greater security for union leaders and protection of labor rights at 
Puerto Quetzal. During a call on the Ambassador, delegation members 
shared their concerns over the Zamora case, lack of transparency in 
the port modernization plan, and threats against port union leaders 

in the aftermath of the union leader\'s death. End summary. 


2. Ambassador and Laboff met July 25 with an international labor 
delegation during its follow-up visit to Guatemala July 22-26. 
Ambassador met with the delegation during its first visit in January 

2007 shortly after the January 15 murder of port union leader Pedro 
Zamora. The 25-member delegation included representatives of the 
International Transport Workers Federation (ITF), International 

Trade Union Confederation (ITUC), International Longshoremen Workers 
Union (ILWU), International Brotherhood of Teamsters, the AFL-CIO, 
Dock Workers Union of Puerto Quetzal (STEPQ), and local federation 
FESTRAS. 


3. ITF Secretary General Stuart Howard, head of the delegation, 
commented that they have encountered difficulties in obtaining 
information on the investigation of the Zamora case, and that the 
Congressional Human Rights Committee and the Human Rights 
Ombudsman\'s Office also complained that the Attorney General\'s 
Office was not sharing information with them. 


4. The delegation was told that the investigation was ongoing but 
that there were no results and no reports on the ballistics evidence 
taken. Howard said he was concerned that the Attorney General\'s 
Office might be trying to cover up absence of activity in the 
investigation. Teamsters representative Tim Beaty explained that 
there were both bureaucratic and technical reasons for the delay in 
the ballistics test, and said they were prepared to offer to the 
Guatemalan government to do the ballistics test. 


5. STEPQ Secretary General Lazaro Reyes expressed the union\'s 
concerns over personal security. In the aftermath of Zamora\'s 
murder, he and other STEPQ union leaders have received anonymous 
threats. While he now has a 24-hour security detail provided by the 
National Civilian Police, his colleagues do not have any protection 

and no one has been apprehended in connection with the threats. 
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6. Reyes also expressed concern over the lack of transparency in 
the modernization of Puerto Quetzal. He said the process, 

especially with regard to the funding mechanism, has been \"very 
anomalous,\" with a seeming lack of political will by port management 
to make the process more transparent. He stressed that the union is 
not opposed to port modernization itself but to the way in which it 

is being carried out by the Puerto Quetzal company. 


7. Reyes asserted that the company\'s Board of Directors established 
a trust fund, which would include a portion of the workers\' pension 
funds, to finance construction of the new container terminal without 
proper congressional authorization, consultation with union 
representatives, or a thorough feasibility study. In May 2007, 
Congress suspended the unilaterally established trust fund. ITF 
Secretary General Howard clarified that the World Bank does not have 


SIPDIS 
any direct investment in the port modernization project. 


8. Ambassador said that Embassy had discussed the Zamora case with 
senior Guatemalan authorities. While the results of the 

investigation have not been what we had hoped for, they have not 
been surprising. He noted that Guatemalan institutions were weak 
and that in individual cases it is difficult to determine whether 

the lack of results is due to incompetence, fear, or corruption. 
Therefore, it is in our interest to make the institutions more 

effective, using a combination of carrots and sticks. In the case 

of Zamora, he assured the delegation that Embassy would continue to 
press the authorities for results and would follow-up on the 

ballistics issue. 


9. FESTRAS representative Francisco Mendoza agreed that the State 
is weak and impunity is widespread, and characterized the Zamora 
case as \"a paradigmatic case,\" which international pressure has 
helped spotlight. Regarding the port development plan, he, like 

union leader Reyes, asserted that they were not opposed to the 
development of the port, but advocated for open, inclusive dialogue 
among all stakeholders. 


10. In closing, Ambassador stressed that the U.S. shares the 
delegation\'s goals of promoting justice, human rights, freedom to 
organize, and freedom from threats. He assured them that Embassy 
understands their concerns and is working to help strengthen the 
capacity of government institutions. He noted that the USG is 
working on advancing approval of CICIG, working very closely with 
government authorities on creating the unified government crime lab 
(INACIF), and planning to participate in the opening of the third 


USAID-funded 24-hour court, which signals a positive development in 
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the judicial system. 


11. Comment: Six months after the murder of port union leader 
Pedro Zamora, no arrests have been made, despite Embassy and 
international pressure on government authorities to resolve the 
case. Embassy was told only that the investigation is ongoing and 
that no arrests have been made. This is hardly surprising in a 
country where lack of prosecutions by the Attorney General\'s Office 
is a widely voiced complaint, and lack of protection for witnesses 
and endemic corruption are serious deterrents to building any case, 
especially a high-profile murder case. 
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E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, TU 

SUBJECT: TURKEY AND THE INTERNATIONAL CONVENTION FOR THE 
SUPPRESSION OF ACTS OF NUCLEAR TERRORISM 


REF: STATE 102149 


1. We raised reftel points with Bora Kerimoglu, Section Chief 

in the MFA Arms Control and Disarmament Department on July 
31, encouraging his office to ensure that the International 
Convention is on the agenda for the newly elected 

parliament\'s consideration this fall. We also inquired about 
any legislation that the Turkish government has prepared to 
ensure effective implementation of the convention. Kerimoglu 
promised to check the parliamentary agenda as well as the 
status of implementing legislation. 


2. Turkey passed legislation criminalizing and specifying 
jail terms for unauthorized possession, trafficking in, and 
use of nuclear materials as part of a 2005 reform of the 
Penal Code (Articles 172-174). 


Visit Ankara\'s Classified Web Site at 


Column 3 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, SOCI, RS 
SUBJECT: GREAT RUSSIA PARTY PROTESTS REGISTRATION DENIAL 


REF: MOSCOW 3262 (NOTAL) 


MOSCOW 00003735 001.2 OF 002 


1. (SBU) Summary: Following the Federal Registration 
Service\'s (FRS) July 24 refusal to register it, Dmitriy 
Rogozin\'s nationalist Great Russia party has begun mapping 
strategies for getting on the ballot for the December Duma 
elections. The party\'s Central Committee Secretary told us 
that the FRS\'s arguments for denying registration were weak 
and legally indefensible, and that the party was planning 
multiple strategies for overturning or by-passing the 

decision. Options under consideration are a court appeal and 
a possible merger with an already-registered party of the 
same political stripe, such as Patriots of Russia. End 
Summary. 


2. (U) As expected, on July 24 the Federal Registration 
Service (FRS) denied registration to the Great Russia party, 
citing alleged errors in their registration documents. 
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(Great Russia was founded on May 5 by members who had left 
the Rodina party after it had been merged with two other 
parties in the creation of the pro-Kremlin \"A Just Russia.\" 

It filed for registration on June 25.) Party leaders noted 

that Great Russia\'s application had been copied verbatim from 
\"A Just Russia\'s\" registration application, which the FRS had 
effortlessly approved, and Great Russia leader Andrey Savelev 
had written a point-by-point rebuttal of the FRS rejection, 

which had been posted on Great Russia\'s website. 


3. (U) Great Russia Central Committee Secretary Sergey 
Pykhtin, a former Rodina member of the Moscow City Duma, 
confirmed to us July 30 that the denial had not been 
unexpected (reftel). Pykhtin insisted that Great Russia met 
the minimal legal requirements for registration: it was not 

an extremist organization, it had more than 50,000 registered 
party members in at least 45 federal regions, and its 
constituent assembly had approved the party\'s charter. The 
FRS letter had cited violations that Pykhtin said were 
impossible to confirm without additional information. For 
example, it alleged that 135 people (on what Pykhtin said was 
a list of more than 60,000) had not actually applied for 

party membership, but it had not provided the names of the 
135 alleged offenders. Even if the 135 applications were 
ruled invalid, Pykhtin added, that would not invalidate Great 
Russia\'s application, as only 50,000 valid names were 
required by law. In addition, the FRS had made no attempt to 
consult with Great Russia representatives before rejecting 
the application. 


4. (SBU) Pykhtin told us that Great Russia would continue its 
efforts to get the FRS to reconsider its refusal, and 
Savelev\'s letter was the first step in that effort. If that 

failed, Great Russia would file a legal appeal. Pykhtin said 
that while one appeal should be sufficient, Great Russia was 
considering filing appeals for each of the 60,000 party 
members disenfranchised by the FRS decision. 


5. (SBU) If legal appeals fail, Great Russia could merge with 
another registered party in order to get its candidates on 

the ballot. The Patriots Party was the closest ideologically 
to Great Russia, Pykhtin said, but that issue would be 
discussed at a party presidium meeting on July 31. 
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6. (SBU) Pykhtin said that Russian media had thus far covered 
the Great Russia registration story fairly, and had fully and 
accurately printed comments from the Great Russia leadership 
explaining their complaints against the FRS. He lamented 

that the Western media had unquestioningly accepted as true 
allegations by organizations such as the Moscow Bureau for 
Human Rights and the SOVA Center that Great Russia was 
extremist, anti-Semitic, and racist. \" think the Western 
nations make a great mistake when they fund these 
organizations that are looking for danger where there is 

none,\" Pykhtin said. He denied that the Movement Against 
Illegal Immigration (DPNI), with which Great Russia 
cooperates, was racist or anti-Semitic. Participants in the 

2005 DPNI-sponsored \"Russia March\" who had carried pro-Nazi 
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signs and given the Nazi salute as they marched down Moscow 
streets were \"provocateurs,\" he contended. (Note: Among 
Great Russia\'s followers are DPNI\'s Aleksandr Belov, Andrey 
Savelev and Yuriy Popov who have, at times, made anti-Semitic 
and/or racist statements.) 


7. (U) In the wake of the FRSVs refusal, Rogozin has been 
everywhere in the print media, arguing both that Great Russia 
had been artificially excluded, and expressing his continued 
determination to advance an \"ideology of national interests\" 
which, he insisted, would in the end triumph. Rogozin held 
little hope that the court would back Great Russia\'s appeal 
of the FRS\'s decision, but he thought that a large number of 
individual appeals to regional courts by those whose rights 
had been allegedly denied by the FRS might force a reversal. 
Should that fail, Rogozin reported that Great Russia would 
have recourse to \"plan B,\" which would have party members 
seek places on the list of an ideologically-similar party. 


8. (SBU) All signs to date, however, suggest that the 

Kremlin is unlikely to allow Rogozin to find his way into the 
Duma via any of these routes. He appears to be on the 
government-controlled media\'s \"black list,\" and it seems that 
the Kremlin has decided that, if given a national platform in 
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the form of a political party able to mine Russian 
nationalism, the charismatic Rogozin might be just too 
difficult to manage. 

RUSSELL 


117269 

OO RUEHWEB 

DE RUEHQT #1701 2121430 

ZNR UUUUU ZZH 

O 311430Z JUL 07 

FM AMEMBASSY QUITO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7466 
INFO RUEHBO/AMEMBASSY BOGOTA PRIORITY 6776 
RUEHCV/AMEMBASSY CARACAS PRIORITY 2617 
RUEHLP/AMEMBASSY LA PAZ JUL 0661 
RUEHPE/AMEMBASSY LIMA PRIORITY 1793 
RUEHGL/AMCONSUL GUAYAQUIL PRIORITY 2589 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 


SIPDIS 


SENSITIVE 
SIPDIS 


TREASURY FOR MMALLOY AND MEWENS 
STATE PASS TO OPIC/RGREENBERG 


E.O. 12958: N/A 
TAGS: EINV, EC 
SUBJECT: RESPONSE TO OPIC ON BANCO PROCREDITO 


REF A: State 74213 
B: Quito 1655 


1. (SBU) Post welcomes OPIC interest in supporting the important 
microcredit and small-medium enterprise market in Ecuador (ref A). 
We had delayed responding given recent uncertainty regarding the 
outcome of Ecuador\'s controversial banking bill, but can now provide 
a fulsome response as the law has been passed by Congress. 


2. (SBU) Banco ProCredito (BPC), the successor of Sociedad 
Financiera Ecuatorial S.A., was established in October 2001 by 
ProCredit Holding AG (formerly IMI) in Germany and the Dutch lottery 
fund DOEN. In September 2004, BPC received approval from the 
Superintendency of Banks to be transformed into a bank and converted 
into a fully operational bank in January 2005. BPC is headquartered 

in Quito, with 15 branch offices in 9 cities in the north and west 

of Ecuador. BPC has grown very quickly since its inception in 

October 2001 and has consolidated its position as one of the leaders 
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in Ecuador\'s microfinance market. As of December 2006, BPC had 
$130.8 million in assets; a $47.4 million increase over the previous 
year. The loan portfolio grew by nearly $40 million and 

approximately 10,000 accounts from the previous year, resulting in 
an outstanding loan volume of US$117.5 million distributed among 
more than 40,400 micro and small entrepreneurs and rural producers. 
BPC received $8.6 million in paid-in capital and generated US $2 
million in profits - an increase of $1 million from 2005. BPC can 

now accept a range of deposits from the public which will fuel 

future expansion and development of new savings and loan products. 
Deposits more than doubled from 2005 to 2006 (from $20 million to 
$44.6 million) as did the number of accounts (from 15,500 to 
43,000). 


3. (SBU) The banking law that was passed by Congress (ref B) 
entered into effect on July 26, 2007. Initially, the 

administration\'s bill proposed strong political controls over the 
banking sector, but Congress substantially modified the bill to 
establish more limited controls, which the banking sector found 
relatively acceptable. The legislation prohibits commissions, sets 
interest rate ceilings by market segment (commerce, consumption, 
housing and microcredit) and gives the Central Bank the authority to 
establish the methodology to calculate the effective rate of 

interest. Banks claim that the law\'s maximum interest rate formula 
will tend to move interest rates towards a fixed rate within six to 
eight months. President Correa is not satisfied with the new law 
because it does not provide for a low enough interest rate ceiling, 
and has vowed to seek stronger control of the financial sector 
through the Constituent Assembly later this year. 


4. (SBU) Comment: OPIC is considering a project with an efficient 
and leading institution servicing micro and small businesses as well 
as rural producers. Under a stable environment for the banking 
sector, the project would have a positive impact in underserved 
sectors of the economy. While the project seems positive, the 
potential for changes in the Constituent Assembly to the legal 
framework for the banking sector, possibly including greater 
government control and lower mandatory fixed interest rates, could 
further disrupt the financial sector, particularly for microcredit. 

End Comment. 
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E.O. 12958: DECL: 07/30/2017 

TAGS: PREL, PHUM, PTER, PBTS, ETRD, FR, AG, TU, MO 

SUBJECT: FRENCH MFA PUTS SARKOZYVS JULY 10-11 NORTH AFRICA 
TRIP IN CONTEXT 

REF: A. (A) TUNIS 949 

B. (B) ALGIERS 1004 

C. (C) RABAT 1128 

Classified By: Political Minister-Counselor Josiah Rosenblatt, for reas 
ons 1.4. (b), (d). 


1. (C) Summary: President Sarkozy\'s first visit outside 
Europe July 10-11 to Algeria and Tunisia underscored his 
determination to proceed with his still vague Mediterranean 
Union initiative, establish his own relationships with the 
leaders in those countries, and pave the way for state visits 
in 2007 and 2008. Neither stop yielded much in the way of 
\"deliverables.\" This was most apparent in Algeria, where 
images of Bouteflika\'s warm reception reportedly contrasted 
with disagreements over Sarkozy\'s refusal to atone publicly 
for the sins of France\'s colonial rule. Both sides agreed to 
suspend further work on a treaty of friendship started under 
President Chirac. An agreement on diplomatic visas 
contrasted with disappointment over a bilateral accord on 
civilian nuclear development and a lukewarm reception to the 
Mediterranean Union idea. In Tunisia, Sarkozy dealt with the 
sensitive issue of human rights himself in private meetings 
and limited press statements even at the risk of sending a 
mixed message in terms of his break with his more tolerant 
predecessor. Tunisian leaders voiced greater enthusiasm for 
the Mediterranean Union, which, according to our MFA 
interlocutors, reflects profound unhappiness over the 
Barcelona Process. The GOF was unhappy about Morocco\'s 
last-minute cancellation of what would have been the third 
leg of the North African tour but plans to proceed with a 

state visit there in October. End summary 


2. (C) We spoke recently to the French MFA\'s Algeria and 
Tunisia/Libya desk officers about President Sarkozy\'s July 
10-11 visits. As noted in refs A and B, the visit was more 

of a symbolic opportunity to get to know the respective 

leaders and lay down some preliminary markers for formal 
state visits to follow in late 2007 and possibly early 2008. 

The much ballyhooed but little understood Mediterranean Union 


Column 3 

idea also featured in the discussions both to ensure the 

leaders had some conception of the proposal as well as 
understood Sarkozy\'s personal commitment to implementing his 
still inchoate vision of what France hopes will be an 

important regional grouping. 


Algeria: Forget the Past -- Please 


3. (C) Algeria desk officer Jay Dharmadhikari provided an 
elaborate overview of the framework in which France places 
its bilateral relationship with Algeria, stressing how it is 
divided into consular (especially visas), security, 
economic/commercial, and political dossiers. In the context 
of the visit, however, he stressed that Presidents Sarkozy 
and Bouteflika got into little detail and did not accomplish 

a great deal in terms of concrete deliverables. 


--Visas: As noted in ref B, Paris eased visa restrictions 

for diplomatic passport holders but insisted on holding the 
line for everyone else (including \"service\" passport holders 
who include military and security as well as other government 
personnel). France has very little leeway, he explained, 
vis-a-vis the other Schengen partners, which always rankles 
the Algerians. The most France could do was promise to 
\"study\" the matter further. 


--France\'s colonial legacy/treaty of friendship: An 

essential point in Sarkozy\'s visit to Algiers was repeating 

as president his contention that France and Algeria needed to 
put the past behind them as much as possible. This meant no 
French \"repentance\" for past sins dating back to the colonial 
period. Dharmadhikari underscored that Bouteflika and other 
Algerians expressed their view that France should not expect 

to wipe the slate clean and move on. Although French media 
made much of the reputed \"burial\" of what became in Chirac\'s 
last two years a controversial draft friendship treaty 

between France and Algeria, Dharmadhikari said only that the 
treaty is on indefinite hold and could be revived later 

should conditions warrant. (Comment: We note that Sarkozy\'s 
\"no repentance\" line resurfaced in a speech he gave in Dakar 
July 26 that, inter alia, urged all Africans to look beyond 

their sense of grievance over the colonial past and focus on 

the real problems that confront them today. End comment) 


--Economic/commercial ties: One of France\'s longstanding 
priorities with Algeria, according to Dharmadhikari, is 
promoting commercial and investment ties. He complained, 
however, that French businesses continue to have problems 
with bureaucratic red tape and other institutional and 
non-institutional barriers to conducting business. Reform, 
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especially where it applies to reviewing and revising 
protectionist regulations and retooling inadequate judicial 
mechanisms for dispute resolution, remains a slow and 
uncertain process. When asked how much assistance France 
provides to help Algeria in these and related fields (such as 
assistance for WTO accession), Dharmadhikari demurred, 
indicating that virtually all French assistance flows through 

the EU so that aid is delivered multilaterally. 


--Civilian nuclear development: Dharmadhikari acknowledged 
that France did not get very far pushing its desire to sell 
civilian nuclear equipment to Algeria on this trip. He 

faulted inadequate preparation for the visit (presumably on 
the Algerian side) more than Algerian disinterest in the 

idea. Dharmadhikari noted our signature of an accord 
recently with the Algerians and hoped that the USG and GOF 
could consult formally about nuclear cooperation with Algeria. 


--Western Sahara and Boutef\'s health: During the meeting 
between the presidents, the emotional subject of France\'s 
colonial legacy kept coming up along with the desire to 
continue cooperating closely on security issues (primarily 
terrorism). On the Western Sahara, Dharmadhikari stated that 
Bouteflika complained about France\'s tilt in Morocco\'s favor 
but Sarkozy refused to be drawn into a detailed discussion of 
the subject and insisted the substance of French policy had 
not fundamentally changed. Bouteflika seemed relatively 
healthy and engaged, though not enough to alter Paris\' view 
that he will be lucky to survive to the end of his current 

term in 2009. 


--The Mediterranean Union idea, Dharmadhikari confirmed, did 
not excite the Algerians. He characterized their reaction as 
lukewarm but not dismissive. Dharmadhikari opined that 
Algeria\'s reaction was based on a realistic calculation that 
such a grouping made no sense and would not work as long as 
Moroccan/Algerian ties were so antagonistic. Dharmadhikari 
further thought that Algeria was being true to its tendency 

not to favor any gathering or international initiative that 

it was neither leading nor instigating. 


--Reinforcing the relationship\'s \"political direction:\" One 
positive outcome from the visit Dharmadhikari cited was 
agreement by the two presidents that the intergovernmental 
mechanisms handling the details of the bilateral relationship 
needed to be reinforced. Specifically, the two sides agreed 
that their respective prime ministers would oversee the work 
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of their ministries and thus give a political aspect to the 
functional work they undertook. This should provide better 
accountability and ensure that the state visit expected in 
November truly delivers concrete results (such as an 
agreement on civilian nuclear cooperation). 


Tunisia: All Smiles and Some Nervousness 


4. (C) Tunisia/Libya desk officer Christian Reigneaud had a 
less stressful time preparing Sarkozy\'s visit to Tunis. The 
Tunisians, he said, were warm and there were almost no 
contentious issues to discuss. Human rights was the 
exception, and in that sense the French delegation quickly 
picked up Tunisian nervousness about how Sarkozy, as opposed 
to Chirac, would deal with them. In the end, Reigneaud 
explained, Sarkozy exercised discretion in confining his most 
critical comments on human rights to his one-on-one with Ben 
Ali. Reigneaud claimed that Sarkozy did discuss specific 
cases, including the subsequently released dissident lawyer 
Mohammed Abbou. (Comment: French newspapers reporting 
Abbou\'s release referred to reports that Sarkozy had raised 
his specific case while in Tunis. Interestingly, and perhaps 
partly because of the overwhelming and breathless coverage of 
France\'s role in the \"Bulgarian medics case and Sarkozy\'s 
visit to Libya, the GOF did not seek credit for Abbou\'s 

release. End comment) The general tenor of Sarkozy\'s 
general talking points to Ben Ali, Reigneaud assured us, were 
along the lines of \"we do not want to see anything threaten 
Tunisia\'s internal stability but believe that Tunisia must be 
confident enough of its economic and social strengths to open 
up.\" 


5. (C/NF) When asked about the one-on-one that Sarkozy had 
with Ben Ali, Reigneaud replied that it concerned problems 
France has encountered in its bilateral security cooperation. 
Tunisia had been upset about French security service contact 
with a prominent Tunisian dissident in exile (NFI) and 

believed French intelligence had provided support for his 
criticisms of Ben Ali and his family from France. Sarkozy 

set the record straight, and France was hoping this important 
liaison relationship, focused heavily on terrorism, would get 
back on track. 
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6. (C) By contrast with the Algerians, Reigneaud described 
the Tunisians as \"ecstatic\" about the Mediterranean Union 
concept. This reflects disappointment with the Barcelona 
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process, he explained, and possibly the desire to find a more 
solid anchor working principally with France than the EU to 
promote regional cooperation. Anything that would reduce the 
scope for the Nordics and other northern Europeans to 
complain about human rights was also something Tunisia 
welcomed. 


7. (C) As with Algeria, the French are looking ahead to a 
yet-to-be finalized state visit in late 2007/early 2008. 
Reigneaud said the well-established bilateral commissions 
would start working on deliverables, and he thought Prime 
Minister Fillon and/or FM Kouchner would visit in the not too 
distant future. 


Morocco: The Stop Not Made 


8. (C) Dharmadhikari and Reigneaud confirmed the irritation 
at senior levels of the GOF over Morocco\'s request that 
Sarkozy not include Rabat in this tour. They gave all the 
reasons cited in ref C, most of which have come out in the 
French media. The last-minute nature of the cancellation was 
more irritating than the cancellation itself, according to 

our interlocutors. Dharmadhikari, who handles the Western 
Sahara portfolio, said the Moroccan decision reflected the 
sort of impulsive and arbitrary style the GOF has gotten used 
to from King Mohammed. It would have no long-term effects on 
that bilateral relationship, but it did serve as a firm 

reminder of the sensitivities France has to balance between 
Morocco and Algeria. 


Comment 


9. (C) Sarkozy\'s choice of the Maghreb as his first 
non-European trip as president surprised many but has been 
explained away by recalling that his desire to establish a 
Mediterranean Union was one of the specific things Sarkozy 
referred to in his statement immediately after being elected. 
Even though the union still seems more of an idea Sarkozy 
has been nursing for some time, and not a carefully 
thought-out vision (we are still not sure where this 

initiative is being handled bureaucratically in the GOF), he 
clearly wanted to be seen taking the concept to those leaders 
whose help he needs to bring it to life. Morocco\'s 
last-minute cancellation, therefore, was a setback to 
Sarkozy\'s desire to be seen moving quickly to make good on 
one of his initiatives. 


10. (C) In Algeria, the reality behind the smiles and warm 
interaction between Bouteflika and Sarkozy in front of the 
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cameras was probably sobering but important. Sarkozy likely 
appreciates how much he has to make up for in terms of the 
damage done to France\'s ties with Algeria over the past two 
years. Nevertheless, Sarkozy\'s determination to look to the 
future and not dwell on the sins of France\'s colonial past 
cannot have gone over well with a veteran of the Algerian 
liberation struggle like Bouteflika. The state visit should 
reveal whether the two leaders\' generational difference over 
this symbolic point translates into substantive obstacles to 
the better ties both say they want. In Tunisia, Sarkozy 
wanted to mark a break from the heavily personalized and much 
criticized relationship Chirac had with Ben Ali. His desire 

to keep the most contentious part of the bilateral 

relationship away from public view, however, inadvertently 
sent the wrong signal. His delegation snubbed Tunisia\'s 
independent civil society, and his state secretary for human 
rights was forced to endure ridicule in the French media for 
having been invisible in Tunis and only meeting the head of a 
Tunisian human rights group in Paris after the visit. Ben 

Ali and his cohorts, on the other hand, were probably 
relieved to have gotten off as lightly as they did and 

probably hope that the schizophrenia of the later Chirac 
years (Douste-Blazy reputedly despised and would not visit 
Tunisia for its human rights record) will not be repeated. 
Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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1. PolEconOff delivered reftel points July 31 to Liga Rozeniece, 

Head of the MFA\'s International Organizations Division, and urged 

the GOL to look favorably on Steve Carr\'s candidacy for the Standing 
Commission of the International Red Cross and Red Crescent Movement. 
Rozeniece responded that the GOL has not yet decided whom it will 
support. She promised to contact Post with a more detailed response 

as information becomes available. 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: TSPA, ECPS, KSCA, PREL, PARM, RS 
SUBJECT: RUSSIAN NOTE ON SEA LAUNCH, MFA COMMENTS ON SPACE ISSUES 


REFS: A. STATE 87399 
B. STATE 77400 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT 
ACCORDINGLY. 


1. (SBU) This message contains an action request. See paragraph 6. 


2. (SBU) On July 27, EST Officers met Andrey Kruitskikh, Deputy 
Director of the Department for Security and Disarmament Affairs 
(DVBR) of the Ministry of Foreign Affairs, at his request. He 

delivered a Diplomatic Note regarding the Sea Launch Technology 
Safeguards Agreement (TSA) stating that GOR had taken all necessary 
government steps to bring the TSA into force. Kruitskikh said the 

USG should deliver a final note acknowledging the date of delivery 

of the Russian note to bring the TSA into force. 


3. (SBU) Kruitskikh also reported that the MFA is ready to move 
forward with the extension of the Agreement for Cooperation in the 
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Exploration and Use of Space for Peaceful Purposes (the \"Civil Space 
Agreement,\" Ref A) and the Agreement Concerning the Procedure for 

the Customs Documentation and Duty-Free Entry of Goods Transported 
within the Framework of U.S.-Russian Cooperation in the Exploration 

and Use of Space for Peaceful Purposes (the \"Customs Agreement,\" Ref 
B). He delivered two draft diplomatic notes that he said the GOR 

was prepared to formalize if the USG accepts proposed minor wording 
adjustments reflected in the notes. 


4. (SBU) Referring to the Baikonur Technology Safeguards Agreement 
(BTSA), Kruitskikh said that the GOR had completed its comparison of 

the Russian and Kazakh texts, and is prepared to finalize all legal 

matters. He reported that the GOR hopes the USG will move to 

complete the process and suggested that the USG and the GOR approach 
the GOK to urge quick action to bring the BTSA into force. 


5. (SBU) Regarding the draft Framework Technology Safeguards 
Agreement (FTSA), he said he looks forward to reviewing USG 
revisions. Already wearing a fishing jacket, Kruitskikh noted that 

he would be on vacation from August 20 until the end of September 
and expressed the hope that the two sides could meet in Moscow upon 
his return. 


6. (SBU) Copies of the diplomatic notes and Embassy\'s informal 
translation have been sent electronically to EUR/PRA and EUR/RUS. 


7. (SBU) Post requests instructions to respond to Kruitskikh\'s 
proposals on the draft diplomatic notes on the Civil Space Agreement 
and the Customs Agreement. 


RUSSELL 
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1. (SBU) Summary: An annual opinion poll commissioned by the 
Ministry of Defense (MoD) in December 2006/January 2007 confirms the 
tendency shown by previous polls commissioned by the MoD since 2000: 
the majority of Latvian residents consider Latvia a safe country and 

in general support the government\'s policies in the area of 

security. Contrary to the poll commissioned by the Ministry of 

Foreign Affairs in September 2006, the poll commissioned by the 
Ministry of Defense shows rather small support for participation of 
Latvian soldiers in international peace-keeping missions. The 
discrepancy might be explained by death of two Latvian soldiers in 

Iraq at the time the MoD\'s poll was carried out. In addition, the 
availability of only excerpts of both polls hampers deeper analysis 

of the contradictory results. Though the poll shows low public 

support for Latvia\'s involvement in international stability 

operations, there is no evidence that the poll\'s result has changed 

the generally strong political support for international 

deployments. End of summary. 


2. (U) At the end of December 2006 and beginning of January 2007, 
the Ministry of Defense commissioned an annual public opinion poll 
of 1,070 people between the ages of 17 - 74 on their views on 
various state security and defense issues. Selected results were 
released in early July. The survey includes three main areas: the 
security situation in the country; evaluation on the National Armed 
Forces (NAF); and government activities in the security and defense 
fields. Such surveys by the Ministry of Defense, with some minor 
changes, have been commissioned since 2000, providing grounds for 
data comparison over the years. The MoD\'s opinion poll reveals that 
in general the majority of respondents see positive developments in 
all areas related to security and defense, however, the poll 

indicates rather small support for participation of Latvian soldiers 

in international stability operations. 


State security 


3. (U) The 2006 poll shows that in general Latvian society feels 
secure and that this feeling continues to increase: a vast majority 
(almost 74 percent) believes that in 2006, the security situation in 

the country improved or remained the same. Not only has the number 
of respondents who see positive developments increased but also the 
number of respondents who believe that the security situation has 
worsened has decreased. In 2006, only four percent believed that the 
situation got worse over the past year in comparison to eleven 
percent in 2004 and nine percent in 2005. 


4. (U) The survey also explored what issues respondents felt were 
the greatest threats to security (respondents could select multiple 
answers to this question). The results are not surprising: 44 
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percent say \"economic crisis\" is the major threat to state security; 
followed by crime (43 percent); drugs (40 percent); environmental 
crisis (38 percent); terrorism (23 percent); conflicts among ethnic 
groups (21 percent); strikes and social disturbances (11 percent); 
unspecified \"threats of war\" (eight percent); other unnamed threats 
(one percent). Three point five percent of respondents believe that 
there are no threats at all to Latvia\'s security. The ranking of 
threats in 2006 are rather identical to the results of previous 

polls, except for the attitude of respondents towards environmental 
issues: in 2006, seven percent more than in 2005 consider 
environmental issues a threat to state security. 


5. (U) Comment: The rankings are not a surprise. Economic 
conditions, especially inflation nearing ten percent and a widening 
wealth gap, are topics on everyone\'s minds. Furthermore, according 
to official data, the number of crimes and rate of drug use are on 

the rise and affecting more individuals. The increased number of 
respondents who are concerned about environmental crisis most likely 
reflects the priority status of the issue on the EU agenda and 

greater awareness of the problem in Latvia. End comment. 


National Armed Forces (NAF). 


6. (U) The second set of questions concerns the NAF. Also here, the 
poll indicates that, overall, people see positive developments: 66 
percent believe that in 2006 the National Armed Forces made progress 
in its development. 2006 saw the end of conscription and a 

relatively smooth transfer of the NAF to a professional army. 

However, a few individual cases which raised public concern about 
leadership and professionalism in the NAF in 2006 (among them the 
death of two parachutists due to lack of training and co-ordination) 
probably contributed to some negative evaluation. 


7. (U) Apart from the overall evaluation, the study also explores 
views on specific problems related to the NAF. Forty percent cite 
poor health conditions of young men as the biggest problem. That 
coincides not only with a conclusion of the army recruitment 
committee (in 2006, almost 30 percent of applicants failed physical 
tests) but also general statistical data on poor health conditions 

and short life expectancy of Latvian men. Other problems in the NAF 
perceived by respondents were: lack of arms and equipment (36 
percent); lack of patriotic feelings among members of the military 
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(36 percent); lack of professionals (31 percent); small defense 

budget (28 percent); hazing incidences (16 percent). In comparison 

to previous polls, the biggest change of views has taken place 
regarding hazing incidences: the respondents who believe that hazing 
incidences are a problem in the NAF have dropped by sixteen percent 
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in comparison to 2005. 


8. (U) While 64 percent of respondents agree that the National Armed 
Forces is a good place to make career, only 49 percent believe that 

it is prestigious to serve as a soldier in the professional army. 

That might be explained by rather low wages and comparatively 
restricted living conditions of soldiers. It also indicates a trend 

in industrialized countries to view the military as a good career -- 

for someone else. 


NAF involvement in international military operations 


9. (SBU) Interestingly, the published results lacked a general 
question whether the NAF should be involved in international 
peacekeeping operations. However, the Ministry of the Defense 
confirmed to us that the study included such a question and provided 
the results, which were not included in the published figures. 
Surprisingly, only 26 percent of respondents in this poll supported 
involvement of Latvian soldiers in international military operations 
and 58 percent were against. Significantly, the support for 
international military activity among ethnic Latvians is about 33 
percent, but among other ethnic groups (primarily Russians) it is 
only 16 percent. The results contrast with a survey carried out by 

the Ministry of Foreign Affairs (published September 2006), in which 
the question was asked if people opposed Latvian participation in 
international stability operations and only 18 percent of 

respondents said they opposed Latvia\'s involvement in such missions. 


10. (SBU) Political scientist Nils Muiznieks noted that the data is 

very difficult to compare as the questions on Latvia\'s involvement 

in peacekeeping operations were phrased differently in each poll, 

with the MOD asking a positive \"do you support\" and MFA asking the 
negative \"do you oppose.\" In addition, only some results of both 
polls were revealed, thus making comparison of the responses to 
differently phrased questions even more difficult. However, he noted 
that the death of two soldiers around the time when the MoD\'s poll 
was conducted might have skewed the result against Latvian 
participation in stability operations. 


11. (U) The MoD\'s survey also offered respondents a series of 
arguments (respondents were only allowed to pick one) in favor of 

and against involvement of the NAF in international military 

operations, depending on whether the respondent had a positive or 
negative stance on involvement of the NAF in international 

operations. These results were published. The argument most often 
cited by supporters of involvement in military operations was that 

all NATO member states should participate in peacekeeping operations 
(24 percent). The second most popular argument among supporters (21 
percent) is that international military operations provide a 

possibility to improve soldiers\' professionalism and performance. 
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The main arguments against participation of Latvian soldiers confirm 
respondents\' concern about Latvia\'s economic situation - the most 
popular argument against participation of the NAF in international 
military operations is \"there are other more urgent needs to be 
funded\" (27 percent). 


Government Policy 


12. (U) The last set of questions relate to the work of the 

government in security and defense policy. The published study does 
not include a question on whether respondents agree with the amount 
of funding allotted for defense issues (and MOD says no such 
question was asked), however, respondents were asked to prioritize a 
number of defense budget items in the scale from +5 to -5. The 
highest rankings (+2.7, +2.6 and +2.5 respectively) were given to 
increase of soldiers wages and social insurance; funding for 

military education; and improvement of living conditions. The poll 

also indicates that the government should pay more attention to 
providing information about defense policy. The majority of 
respondents feel there is a lack of information on state security 

and defense policies (64 percent); participation of Latvian soldiers 

in international operations (60 percent); the NAF (59 percent); 
LatviaYs NATO membership (58 percent); and on the defense budget (54 
percent). The government has considered the results and responded: 
on June 26, the Cabinet of Ministers allotted nearly USD 40,000 to 
produce a series of TV reports on national defense policy, Latvia\'s 
NATO membership, and the professional army. 


Comment. 


13. (U) The published MoD\'s study in general provides majority 
approval for the government\'s policy in security and defense areas, 
except for participation of Latvian soldiers in international 
peacekeeping operations. Public support for general defense and 
security policies is not surprising since there have not been any 
major security threats, as well as general public do not perceive 
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impact of developments in defense policy on their daily lives, while 
various economic and social issues have been concern of almost all 
members of society. The small support for Latvian soldiers\' presence 
in peacekeeping missions is likely explained by the death of two 
Latvian soldiers in Iraq exactly at the time the poll was carried 

out. The Iraq mission was never supported by more the twenty-five 
percent of respondents in other polls and in a country the size of 
Latvia, two deaths have a big impact. The fact that this part of 

the poll was not published likely reflects a wish by the government 
to avoid any uncomfortable public discussions on this issue. 
Nevertheless, despite the low public support, no decrease of 
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political support for international deployments has been observed 
and we don\'t foresee any in the short-term so long as there are not 
casualties. But the Latvian government is going to need to develop 
a more aggressive public campaign to explain how its troops are 
deployed overseas and why it matters. 


Bailey 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: KPKO, PREL, PGOV, BE 
SUBJECT: BELGIANS SUPPORT DARFUR RESOLUTION 


REF: SECSTATE 104844 


(U) The Belgian MFA has issued instructions for the Belgian 
Mission in New York to co-sponsor the just tabled Darfur 
resolution. Imbrie 
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TO SECSTATE WASHDC 6528 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR IO/EDA SKOTOK; IO/EDA ALITTLE 


E.O. 12958: N/A 


Column 3 
TAGS: PREL, OVIP 
SUBJECT: FIRST LADY OF TANZANIA TO ATTEND UNGA 


REF: STATE 104172 


1. (SBU) The office of the First Lady of Tanzania, Mrs. Salma 
Kikwete, has confirmed that the First Lady plans to travel to 

New York for the UNGA, and plans to be present in New York on 
September 24. 


2. (SBU) Post has alerted the First Lady\'s office that an 
invitation for Mrs. Bush\'s event, together with additional 
details, will be forthcoming. 

RETZER 


117276 
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O 311444Z JUL 07 

FM USOFFICE PRISTINA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7575 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 1233 
RHMFISS/CDR USEUCOM VAIHINGEN GE PRIORITY 
RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK PRIORITY 
RHFMISS/AFSOUTH NAPLES IT PRIORITY 

RHMFISS/CDR TF FALCON PRIORITY 

RHEFDIA/DIA WASHDC PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RUEPGEA/CDR650THMIGP SHAPE BE PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUEAWJA/DEPT OF JUSTICE WASHDC PRIORITY 
RUFOANA/USNIC PRISTINA SR PRIORITY","C ON FIDENTIAL SECTION 01 OF 02 PRISTINA 000591 


SIPDIS 

SIPDIS 

DEPT FOR EUR, EUR/SCE, DRL, INL, AND S/WCI, NSC FOR BRAUN, 

USUN FOR DREW SCHUFLETOWSKI, USOSCE FOR STEVE STEGER, OPDAT 
FOR ACKER 

E.O. 12958: DECL: 07/31/2017 

TAGS: PGOV, KJUS, KCRM, EAID, KDEM, UNMIK, KV 

SUBJECT: KOSOVO: ASSEMBLY FINAL STATUS DEBATE ENDS WITHOUT 
DELEGATES\' ACTION, BUT ANXIETY VISIBLY INCREASING 

Classified By: COM TINA KAIDANOW FOR REASONS 1.4 (B) AND (D). 


1. (C) SUMMARY: The Kosovo Assembly held a marathon July 31 


Column 3 

session to hear an update on final status from Kosovo\'s Unity 
Team (UT) upon the latter\'s return from Washington. Speaking 
of the expected 120-day period of further talks between 
Belgrade and Pristina, President Sejdiu said the UT would 
participate, but asserted that the Team would not negotiate 
over Kosovo\'s independence or territorial integrity, nor 

agree to reopen the Ahtisaari final status package. Sejdiu\'s 
UT colleagues echoed this, but PM Ceku and opposition leader 
Surroi continued to distance themselves from the other 
members of the team by pushing for deadlines on status. 
Despite vitriolic attacks against the UT by Assembly 

delegates and general nervousness about what the new talks 
might bring, the Assembly reluctantly supported Sejdiu and 

his UT colleagues on the way ahead. 


2. (C) Summary, cont. Most MPs indicated their continued 
strong faith and confidence in the U.S. (and EU, to a lesser 
extent) to see them through this process, which helped USOP 

in its active effort to quash a variety of resolutions and 
declarations contemplated by delegates attempting to define 
formal conditions that might tie the UT\'s hands in 

negotiations. At the session\'s conclusion, the Assembly 

merely reconfirmed informally its November 2005 declaration 
mandating the Unity Team to secure independence and 
sovereignty for Kosovo; delegates also asserted that the 
Assembly could be considered \"in permanent session\" and could 
therefore reconvene at any time to deal with status 
developments, and they authorized the UT to draft a united 
political platform on status. While this debate ended as 

well as can be expected, the level of anxiety over the status 
process and the desire to intervene -- unhelpfully -- among 
Assembly members is clearly on the increase. END SUMMARY. 


UT Makes Case for Further Talks, But Still Not Unified 


3. (SBU) Kosovo\'s Unity Team briefed the Kosovo Assembly on 
July 31 on final status developments. President Sejdiu led 

off the discussion, noting that the UT would participate in 

the expected 120-day period of further talks between Belgrade 
and Pristina and citing the support for this approach the 

team had received from high-level USG officials. Sejdiu 
spoke of a seven-point plan on how the UT would conduct 
itself during these talks, including a firm assertion that 
Kosovo\'s independence and territorial integrity would not be 
compromised, nor would there be agreement to reopen the 
Ahtisaari final status package. Sejdiu also made clear that 
Kosovo\'s eventual declaration of independence will be done 
only in close coordination with the U.S. and EU. 


4. (C) Sejdiu\'s other UT partners -- Prime Minister Agim 
Ceku, Speaker Kole Berisha and opposition leaders Hashim 
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Thaci and Veton Surroi -- generally supported this line as 

well. Thaci was particularly on message, pointing to the 

need for close consultation with the international community 

by saying the \"free world did not leave us alone nine years 
ago and we will not leave the free world alone (in its 

strategy) now.\" However, Ceku and Surroi discussed setting 
deadlines for the status process (despite COM\'s early morning 
meeting with the PM prior to the session to urge that he 

refrain from promulgating this idea to the Assembly). In his 
concluding remarks, Ceku said he remained unconvinced that 
his idea to set a date for independence was wrong, and argued 
again that there should be a fixed timeframe after which 
independence would be declared and the international 
community invited to recognize. Surroi also referred to his 
well-publicized notion that independence must come by 
\"Christmas\" or the Kosovars should declare independence. 


Reasons Understood, But UT Attacked 


5. (SBU) MPs appeared to accept the UT\'s arguments, 
particularly when they were buttressed by references to U.S. 
support, but took the opportunity to vent their frustration 
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at the Unity Team. Interventions from many MPs, not just 
those considered extremists, centered around the UT\'s 
\"failure\" to deliver independence and its obvious lack of 

unity, as well as allegations that the UT had ventured into 
competencies meant for the Assembly -- including decisions on 
elections timing, a new constitution, and state symbols. 

Some MPs made outright calls for the UT to be dismissed and 
the Assembly to take over its duties. Only a handful of MPs, 
out of the more than 40 who spoke, praised the UT\'s work. 
The extremists used the occasion to attack Serbia and recite 

a litany of \"historical\" wrongs that Serbia committed against 
Albanians in Kosovo and elsewhere. Other common themes in 
the interventions of MPs of all stripes were that Pristina 

would be asked to make more concessions during the new talks 
and open fear that the process would drag on endlessly after 
the 120 days. 


Nervousness and a Desire to \"Do Something\" 


6. (C) The same frustrations and nervousness over new talks 
were evident in polcouns\' discusssions with caucus leaders 
and influential MPs before the debate and in the Assembly 
lobby during breaks in the action. Many MPs were intent on 
introducing a resolution or declaration that would 
demonstrate the Assembly was an active partner in the 
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process. It took some time to convince moderate AAK caucus 
leader Gjylnaze Syla, for example, not to go forward with a 
proposal to establish a parliamentary committee to draft a 
declaration of independence. The same was true for AAK 
Minister of Trade Bujar Dugolli, who initially wanted to 
introduce a resolution, the first point of which was to 

demand a deadline on independence. (Comment: The AAK party is 
in a particularly parlous state, with multiple fractions -- 

some egging the Prime Minister on in his insistence on 
deadlines -- having emerged in the absence of AAK leader 
Ramush Haradinaj, currently on trial in The Hague for war 
crimes. The anxious and rushed feeling, however, extended to 
other parties as well. End Comment.) 


Assembly Asserts Informal Recommendations 


7. (C) In the end, after an exhaustive 10-hour debate, the 
Assembly concluded its activities, thankfully without passing 

a resolution or declaration, largely due to consistent USOP 
intervention. Informally, three recommendations were passed 
to the UT, read out by PDK caucus leader Jakup Krasniqi, 
regarding the new talks: the first reconfirmed the 

Assembly\'s declaration of November 2005 on the Kosovo 
people\'s desire for independence and sovereignty (meant to 
give the UT a platform upon its initial creation); the second 
established the Assembly \"in permanent session\" to deal with 
any matters arising from the status process; and the third 
authorized the UT \"to draft a united political platform\" on 
final status. (Note: \"Permanent session,\" according to the 
Assembly\'s permanent secretary, is not within the body\'s 
regulations, so it is unclear what this means in practice. 

End Note.) 


8. (C) COMMENT: While this debate ended as well as could be 
expected, it is clear that the level of anxiety and the 

desire for unhelpful activity with regard to the status 

process is increasing among Assembly members. This may well 
escalate even further during what promises to be a tense 
election season. The U.S. continues to have an outsized 

voice in urging restraint and patience -- indeed, the glue 

that held the Assembly together during the debate was the 
overwhelming trust and confidence of Kosovar leaders in the 
United States -- but that influence will wane as we approach 

the end of the 120-day engagement period, which now 
constitutes the new \"deadline\", at least in the mind of 
Kosovars, for resolution of the status issue. Given the 

tenor of this Assembly session, we can expect inordinate 
difficulty in holding delegates back from making an 

affirmative declaration of some sort as the new negotiations 
draw to aclose. End comment. 

KAIDANOW 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR EUR/NCE; PLEASE PASS TO NSC FOR ADAM STERLING 


E.O. 12958: DECL: 07/30/2012 

TAGS: PGOV, KDEM, HU 

SUBJECT: ENTER STAGE LEFT: REFERENDUM OPENS THE DOOR FOR 
GYURCSANY\'S OPPONENTS WITHIN THE MSZP 


REF: A. A) BUDAPEST 1214 


B. B) BUDAPEST 1097 
C. C) BUDAPEST 1043 
D. D) BUDAPEST 1059 


Classified By: P/E Counselor Eric V. Gaudiosi; Reasons 1.4 (b) and (d). 


1. (C) As the Constitutional Court conducts what may be the 
final review of questions formulated by the opposition to 
challenge elements of the Gyurcsany government\'s reform 
agenda, the upcoming referendum may increasingly present an 
opportunity for the PM\'s rivals within the MSZP to 

rationalize an overt move to challenge the PM. 


THE UPCOMING REFERENDUM AND THE PERMANENT CAMPAIGN 


2. (C) With FIDESZ focused on clearing the final legal 
hurdles to the referendum before beginning a massive 
signature drive for voting in the spring, opposition sources 
from party president Orban to individual staffers are 

painting the referendum as an opportunity to energize and 
expand the party\'s base in anticipation of the 2009 European 
Parliamentary elections and the 2010 Hungarian national 
elections (ref d). This would keep Hungary in what one 
analyst termed \"a permanent campaign\" for the better part of 
the next three years. 


THE LEFT HOOK 
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3. (C) While the advantages to the opposition are obvious, 

the referendum may also provide the MSZP with a credible 
pretext to remove PM Gyurcsany. Orban has predicted that the 
Socialists are \"waiting for Gyurcsany to have an \'accident\\" 
(ref c), and in separate meetings with the Ambassador both 
Cabinet Minister Peter Kiss and MSZP Parliamentary Faction 
Leader Ildiko Lendvai - members of the party\'s more 

traditional wing - have cast the referendum as a chance to 
\"improve dialogue,\" \"adjust course,\" and \"correct mistakes we 
could have avoided\" (ref b). Commenting on the perception 
that \"the government is against everyone,\" Lendvai mused 
openly that it would make little sense to \"reject reforms but 
keep Gyurcsany\" (or presumably vice-versa). 


4. (C) Kiss, Lendvai, and other MSZP leaders have emphasized 
the importance of the referendum as a \"step away\" from the 
street\" and toward a constitutional process, but Kiss 
expressed little doubt that the outcome would favor the 
opposition, asking \"who would vote to pay for services 
they\'re used to getting for free?" Moreover, their rhetoric 
contrasts with PM Gyurcsany\'s harder line. Hardening his 
position from an original pledge to \"respect the results of 

the referendum,\" Gyurcsany has more recently remarked that 
the results \"won\'t matter,\" indicating that the government 

will simply \"find other revenue sources\" to fund its reform. 


LEAVING SO SOON? 


5. (C) Comment: That may be a bridge too far for a party 
whose popularity plummeted in the fall and has yet to 
recover. Although the reform process has largely stalled, 
Lendvai and others fear that the party will continue to take 
the blame for the \"psychological impact\" on the public, which 
believes \"too much is happening too fast.\" Despite her 
expressions of concern about showing weakness in the face of 
a challenge from FIDESZ, a clear expression of public 
opposition to the reforms introduced to date would be a 
plausible pretext to act on the obvious reservations of 
traditionalists within the MSZP who never liked reforms ... 

or Gyurcsany. Most observers believe the referendum will 
receive the 50 percent turn-out required by law, and current 
polling shows the majority of the questions receiving support 
from a decisive majority of respondents. Ifthe referendum 
does return such a clear public rejection, ambiguity in 
Hungarian law would in theory allow the government to 
approach the reforms from a different angle. In practice, 
however such a result may well embolden the MSZP to oust 
Gyurcsany - as it did his predecessor - and to use the months 
before the 2009 elections to distance itself from his record. 
Ironically, some FIDESZ sources fear just such a maneuver, 
having seen the MSZP climb off the canvas to overcome 
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significant deficits in the polls and win previous elections 
(ref a). We will watch this space closely in the months 
ahead. End Comment. 

FOLEY 
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SIPDIS 


SENSITIVE 
SIPDIS 


S/WCI FOR AMBASSADOR WILLIAMSON AND BRENDAN DOHERTY; AF/E 
FOR BARBARA YODER AND RACHEL MEYERS 


E.O. 12958: N/A 
TAGS: PREL, PHUM, RW, TZ 
SUBJECT: ACTION REQUEST REGARDING ICTR CHIEF OF APPEALS 


1. (SBU) This is an action request. See paragraph 7. 
Barbara Mulvaney, Senior Trial Attorney at the International 
Criminal Tribunal for Rwanda (ICTR) and US citizen, requests 
USG support for her candidacy for the position of Chief of 
Appeals at the ICTR. 


2. (U) Mulvaney believes she is qualified for the position, 
having served as a prosecutor for more than 25 years, worked 
in all aspects of criminal law including appeals, and ran the 
multi-defendant \'Bagasoro\' case which involved 390 written 
decisions. 


3. (U) Mulvaney is included on the roster of qualified 
candidates for Chief of Appeals which is presented to the 
Registrar of the ICTR who selects the candidate for the 
position. According to Mulvaney, the United Nations\' gender 
policy requires that a qualified woman candidate must be 
selected over a qualified man. Mulvaney said she is the only 
female candidate with UN experience. 


4. (SBU) Despite her qualifications, her position on the 
roster, and the UN gender policy, Mulvaney suspects she may 
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not be selected. Mulvaney told Poloff July 24 that another 
candidate, Neville Weston from Australia, recently was 
promoted over \"a more competent woman\" specifically so he 
would be eligible for the Chief of Appeals position. 

Mulvaney added that within the last few weeks, ICTR changed 
its policy requiring an individual to serve in one position 

for a certain period of time before being eligible for a 
promotion, clearing the way for Weston to be promoted to 
Chief of Appeal. These events lead Mulvaney to conclude 
Weston is \"the chosen one.\" 


5. (SBU) Mulvaney noted two examples of hiring decisions at 
the ICTR that did not follow established policy. The current 
Chief of Appeals, James Stewart, was appointed without a 
roster. Former Chief of Prosecution Stephen Rapp was 
appointed despite Mulvaney and Silvana Arbia, two qualified 
female candidates, appearing on the same roster. Mulvaney 
added \"I always think positions should be based on merit, but 
in the UN system that is a rare event.\" 


6. (SBU) Following Rapp\'s departure from ICTR in 2006, 
Arbia was appointed Chief of Prosecutions on June 7, 2007. 
Mulvaney agrees Arbia is qualified and considers her a 
friend, but noted \"lobbying by the Italians was over the top; 
it was amazing to see the Italians at work.\" Accordingly, 
Mulvaney believes USG support will be critical for her 
candidacy for Chief of Appeals. 


7. (U) While the Registrar does not have a required 
deadline for naming the Chief of Appeals, Mulvaney believes 
the position will be filled in the next few weeks. Stewart 

has resigned the position effective July 31, 2007, and 
Mulvaney believes the Registrar will not want the position 
vacant for long. Accordingly, Post requests guidance 
regarding Barbara Mulvaney\'s request for support of her 
candidacy for Chief of Appeals of the ICTR. 

RETZER 
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SIPDIS 
SIPDIS 


STATE FOR SCA/FO, SCA/A, S/CRS 

STATE PASS TO USAID FOR AID/ANE, AID/DCHA/DG 
NSC FOR AHARRIMAN 

OSD FOR SHIVERS 

CG CJTF-82, POLAD, JICCENT 

RELEASABLE TO NATO/ISAF 


E.O. 12958: DECL: 05/08/2017 

TAGS: EAID, PREL, PTER, PHUM, PGOV, AF 

SUBJECT: AMBASSADOR DISCUSSES SECURITY, COUNTERNARCOTICS 
AND IROA SUPPORT IN NANGARHAR 


Classified By: Acting Deputy Chief of Mission Carol Rodley for reasons 
1.4 (B) and (D). 


SUMMARY 


1. (C) During Ambassador\'s July 8 meetings in Kabul 
with members of Parliament from Nangarhar Province and 
his July 9 visit to Jalalabad, the MPs, Governor 

Sherzai, and provincial leaders highlighted security 
concerns, Pashtun community sentiments towards the 
IROA, and drugs. They expressed support for continued 
U.S. and ISAF presence in Nangahar but raised concerns 
over military operations, arrests, and searches. END 
SUMMARY. 


COMBATING THE INSURGENCY 


2. (C) The Ambassador\'s July 9 meeting with Governor 
Sherzai in Jalalabad began with the Governor 
describing the \"mini-jirgas\" he recently held to 

discuss security with Pashtun elders from Pakistan. 
Sherzai was also holding community meetings with 
residents and elders from Tora Bora during which he 
claimed that several had made decisions not to support 
the Taliban. He told tne Ambassador this resulted in 
some Taliban elements departing from the area. 


3. (C) Sherzai complained that his inability to 
maintain security along the border was partly the 
fault of current Afghan Border Police (ABP) commander 
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Abdul Rahman Akram. Sherzai claimed Akram is not 
effective because he is from Nangarhar and easily 
influenced by residents. Sherzai\'s complaints against 
ABP Commander Akram are not new. According to PRT 
officials, Sherzai\'s influence gives him unofficial, 

but virtual control over most ANSF in Nangarhar, 
including the ANA and ANP. This has led to problems 

at the Provincial Coordination Centers (PCC), where 
Sherzai has paid ANSF who should be working at the 
PCC to work at his compound. Unlike the ANP and ANA 
units in Nangahar, who reportedly demonstrate great 
deference to Sherzai, the Afghan Border Police under 
ABP Commander Akram takes guidance only from the MOI. 
In the past, Sherzai has paid his own militias of some 
300 to secure the border and views Akram as not only 
insubordinate but inept. PRT officials maintain that 
Sherzai has generally been very effective at combating 
the insecurity in Nangarhar but his strong influence 

over ANSF operations come at the price of allowing 
Sherzai to promote himself, rather than the central 
government, as the source of stability in Nangarhar. 
According to one PRT official, \"Sherzai is very 

effective but has to be reined in.\" 


PASHTUN COMMUNITY SUPPORT FOR THE IROA 


4. (C) Several Parliamentarians complained of lack of 
proportionate Pashtun representation within the IROA. 
They noted that Pashtuns, who are a slight majority in 
Afghanistan, make up only 30 percent of the IROA. MP 
Aryan Yoon noted that this was one of the major 

factors behind Karzai\'s waning support among Pashtuns. 
The Ambassador expressed support for Karzai\'s vision 
of agovernment for all Afghans, adding that the 

question should be how many people within the IROA are 
actively supporting the Karzai government rather than 
how many people within the IROA are Pashtun. 


5. (C) Yoon asserted that Pashtuns felt threatened in 
their perception that Jamiat-e-Islami holds a great 
deal of influence within the Karzai government. Many 
Pashtuns believe that Jamiat-e-Islami members are 
manipulating the political landscape in their favor by 
feeding misinformation to ANSF and Coalition Forces 
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that have led to the arrest of innocent Pashtuns. 
According to Yoon, this has exacerbated Karzai\'s 
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problems among the Pashtun community. 


GREATER USG ENGAGEMENT ON ISLAM; LESS INTERFERENCE IN 
IROA APPOINTMENTS 


6. (C) Nangarhar MPs and provincial council members 
asked for more USG support for religious institutions 
in Nangarhar in order to undercut enemy propaganda. 
They understand that Afghans know best who could 
broker peace in their own society, and complained 
about international interference in decisions on 
appointments to positions in the IROA. 


COMBATING POPPY CULTIVATION 


7. (C) MP Abdul Majeed attributed Nangarhar\'s expected 
increase in poppy cultivation this year to the IROA 
\"losing the confidence of the people who are turning 

to the hands of the enemy.\" (NOTE. Despite Governor 
Sherzai\'s active campaign against drugs -- including a 
ten-fold, year-on-year, increase in governor-led 
eradication -- poppy cultivation in Nangarhar province 
will increase for the second consecutive year. Early 
indications from UNODC and the MOI suggest that 
cultivation in Nangahar may quadruple compared to the 
previous year, approach 20,000 hecatres. END NOTE.) 
Another MP, Babrak Shinwari, surmised that the 

drug problem in Nangarhar was due to the central 
government not having a unified anti-drug plan for the 
whole country. 


8. (C) Governor Sherzai is now chairing a military 
commission on security and drugs in five zones within 
Nangarhar. During his meeting with the Ambassador, 
Sherzai requested a DEA team go after drug labs 
operating in the Spingarn area of Achin district. 
Sherzai has conducted his own investigation of who is 
involved in the drug trade in Nangarhar. His head of 
counternarcotics gave the Ambassador a list of 
district administrators thought to be complicit in the 
drug trade as well as a list of factory locations. 
Sherzai announced his plans to travel to Kabul 

in the near future to meet with the Counternarcotics 
Ministry to develop a comprehensive anti-drug plan for 
Nangarhar. 


9. (C) Sherzai said he is a big supporter of ground 
based spray and asked for support in bringing it to 
Nangarhar this year. The Ambassador encouraged him to 
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stress to farmers that poppy loans are dishonest 
loans, against Islam, and therefore do not need to be 
honored. He suggested that Sherzai should begin 
warning farmers now that those who plant poppy in 
October will have their fields forcibly eradicated in 
the winter. Sherzai shared that the Shinwar tribe in 
Nangarhar agreed to assist his government with 
eradication efforts this year. The Ambassador also 
suggested a campaign to seize drugs along Nangarhar\'s 
highways, allowing Nangarhar to become a model 
province for anti-narcotics. 


10. (C) During the meeting with the Provincial 

Council, members pushed for development projects to 
build 12 hydro-electric dams on the Kunar River and 
more roads in the Spingard area. They argued these 
projects would help combat poppy cultivation by making 
possible other economic opportunities. 


INTERNATIONAL COMMUNITY REPUTATION IN NANGARHAR 


11. (C) The MPs, Governor Sherzai, and Provincial 
Council members all expressed continued support for 
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U.S. and international community presence in 
Nangarhar. Parliamentarian Mawlawi Ataullah Lodin 
raised concerns about military operations in Nangarhar 
and the arrest of locals allegedly based on false 
information supplied to Coalition Forces. Referring 

to Coalition Forces searches of homes and searches of 
women by male soldiers, a religious leader attending 
the provincial council meeting expressed concerns 
about what he characterized as a lack of respect for 
Islam. The head of the provincial council underscored 
their view that Coalition Forces should conduct 
operations in closer coordination with ANSF to 
minimize civilian casualties. The Ambassador laid out 
USG expectations for the Provincial Council, reminding 
them of their responsibility to prevent their sons 

from joining the Taliban and to deny insurgents a safe 
haven. Failure to do so could lead to more military 
action with possible unintended consequences for 
civilian casualties. The Ambassador made similar 
comments to the local press. 

WOOD 
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E.O. 12958: DECL: 07/31/2017 

TAGS: PGOV, BU 

SUBJECT: PRESIDENT PARVANOV EXPOSED AS COMMUNIST STATE 
SECURITY COLLABORATOR 

REF: A. (A) SOFIA 510 

B. (B) SOFIA 1655 

C. (C) 06 SOFIA 1499 

Classified By: CDA Alex Karagiannis for reasons 1.4 (b) and (d) 


1. (C) Summary: The commission set-up earlier this year to 
review the files of the former communist secret services 
announced that President Georgi Parvanov and key members of 
his staff collaborated with the communist-era State Security 
agency. Parvanov was recruited by the State Security\'s 
external intelligence service in 1989, shortly before the 
communist regime collapsed, and his file was closed in 1993. 
His foreign policy advisors and members of his staff, some of 
whom now serve as Ambassadors to NATO capitals, also had ties 
with the communist intelligence service. The basic outlines 

of this information, but not all the details, had already 

been in the public domain, and had not affected Parvanov\'s 
overwhelming 2006 re-election. While the conservation 
opposition and some media outlets attempted to play up the 
revelations, they were overshadowed by the release of 

Bulgarian nurses from Libya. We doubt the revelations will 
appreciably impact Parvanov\'s political standing, but his 

State Security ties will likely continue to haunt him. END 
SUMMARY 


PRESIDENT \"WITH A PAST\" 


2.(C) After false starts, confusion, and plenty of 

political gamesmanship, Bulgaria\'s parliament set up a nine 
member commission to review the files of the communist secret 
services (reftels). Not much was expected of the commission, 
with many observers predicting that many files were purged or 
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incomplete and that release would be slow and tortuous. The 
commission\'s first release of documents proved to be a bit 
more dramatic. On July 19 it released files that twenty-four 
current and former Presidential Administration senior 
officials, including incumbent President Parvanov and a 
former Vice President, had collaborated with the 
communist-era State Security Service. 


3. (U) The commission found that President Parvanov had 
collaborated with the State Security\'s First Chief 
Directorate -- the communist-era external intelligence 
service. A historian specializing in Balkan history, Parvanov 
was approached by the so-called \"cultural-historical\" 
department of the external intelligence service. He was 
recruited as a secret collaborator under the codename \"Gotze\" 
in October 1989 and his file was closed in July 1993, the 
commission said. His State Security file, which was made 
public, includes a payment receipt and reports by the 
supervising officer, but no documents or information written 
or signed by Parvanov. 


... AND THE PRESIDENTYS MEN 


4. (U) The commission\'s list also features the President\'s 
top aides, including all his present and former foreign 

policy advisers. Parvanov\'s current foreign policy aides 
(Emil Vulev and Pavlina Popova), his protocol chief, and his 
chief of ceremonies were also affiliated with communist-era 
external intelligence. His domestic policy aide in charge of 
analysis and forecasting, Dobrin Kanev, collaborated with 
military intelligence. Todor Velev, in charge of Parvanov\'s 
schedule, collaborated with the State Security\'s most feared 
department, the political police. 


5.(SBU) Former staffers on Parvanov\'s team whom he 
subsequently appointed as Ambassadors, including to NATO 
states, also collaborated with State Security. Parvanov\'s 
former Chief of Staff Andrei Karaslavov, currently Ambassador 
to Greece, and two former foreign policy advisors -- Zlatin 
Trupkov, now Ambassador to the Hague, and Georgi Dimitrov, 
Ambassador to Belgrade -- all worked for the State Security 
external intelligence service. Another former foreign policy 
aide, Nikola Karadimov, now Bulgaria\'s envoy to Norway, 
worked for the department gathering intelligence in the field 

of science and technology. Parvanov\'s former Chief of 
Protocol, Atanas Pavlov, who now heads the mission in 
Lichtenstein, worked for the communist counter-intelligence 
service. Parvanov\'s newly-appointed economic advisor 
Ventsislav Dimitrov, one of the founders of the 

anti-communist Union of Democratic Forces (UDF), was also a 
State Security agent. A number of former collaborators also 
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served in other post-Communist presidential administrations. 


QUESTIONABLE TIES 


6. (SBU) Given persistent speculation about Parvanow\'s 
State Security ties, in recent years, the Commission\'s 
findings came as no surprise. Calls by the center-right 
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opposition for Parvanov to come clean about his State 
Security ties led Parvanov to acknowledge in June 2006 the 
existence of a secret intelligence file on him (ref C). 

Parvanov explained that he had been approached by a \"Foreign 
Ministry official,\" and not until later did he learn that the 

man was actually a State Security officer. Parvanov, who then 
worked as a researcher at the Institute of History of the 
Bulgarian Communist Party, was asked to consult on the 
publication of a book on Macedonian history. \"The Gotze file 
contains information about me and not a word written by 
myself,\" Parvanov said. But his vocal stand against the 
file\'s disclosure led many to believe he had more secrets to 
hide. The President and his close associate, Interior 

Minister Roumen Petkov, were among the officials who had 
allegedly exercised tacit pressure on Socialist MPs last year 
to limit the scope of the commission law by excluding from 

its purview mid-level intelligence chiefs (ref A). The 

mid-2006 \"Gotze\" file scandal did not affect Parvanov\'s 
popularity and he won the October 2006 presidential run-off 
with an unprecedented 76 percent of the vote. 


7. (U) Following the commission\'s revelation, the 
President\'s staff moved quickly to minimize potential damage. 
Parvanov requested his State Security file from the 
commission and promptly published its 29-pages on the 
presidency website. His press office said that Parvanov had 
admitted the existence of the \"Gotze\" file a year ago. Ina 
series of interviews his Chief of Staff reiterated the 

President had no idea he had worked with State Security. He 
said the president\'s aides who had worked for State Security 
were \"defending the national interest,\" and added they will 
retain their posts. 


8. (SBU) The 29-page file that was made public did not 
include any papers signed by Parvanov. Some reports written 
by his handler, however, clash with Parvanov\'s assertion he 
was unaware that he was dealing with State Security. In one 
document the supervising officer describes Parvanov as a 
\"well prepared historian\" who has expressed \"readiness and 
willingness to work with the State Security 
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services\"...\"After a series of regular meetings, the person 
has become attracted to doing further work on behalf of the 
State Security,\" 


NOT THE WHOLE TRUTH? 


9. (SBU) Naturally, the release of Parvanov\'s casefile has 
become political fodder. According to the center-right 
opposition (primarily UDF), however, the file that was made 
public has been tampered with and pages missing. Former 
Prime Minsiter lvan Kostov said 36 pages,supposedly 
compromising material written by Parvanov himself, had been 
taken out on March 27, shortly before the commission was 
formed. Allegedly the missing pages constituted Parvanov\'s 
reports on the mood at the History Institute as a result of 
democratic changes in Bulgaria. Kostov directly accused the 
chief of the present-day National Intelligence Service (NIS), 
Gen. Kircho Kirov, of cleaning-up the presidential file. 
Furthermore, Kostov implied there was a connection between 
the cleansing of Parvanov\'s file and the mysterious death 
last November of the NIS chief archivist. (Note: The 
communist-era intelligence files, including the \"Gotze\" file, 
were housed at NIS, which is under the Presidency. End Note.) 


10. (U) Kostov declined to say how he obtained this 
information but his allegations led commission chair Eftim 
Kostadinov to publicly admit that Parvanov\'s file might have 
been tampered with. \"One can see that pages appear to be 
missing,\" Kostadinov, a former Socialist MP, told state 

radio. A few days later, however, following a hearing of NIS 
Chief Kirov at the commission, Kostadinov backtracked, saying 
there was nothing missing from the file but the pages were 
re-numbered according to a complex State Security 
methodology. His contradictory statements raised more 
questions about its authenticity. In damage control, Kirov, 

as well as his two predecessors, dimissed allegations of 
file-tampering. The commission is now scheduled to meet with 
NIS officials who kept the file before submitting it to the 
commisssion, as well as with Parvanov\'s State Security 
handler, to clarify whether parts of the file have been 
destroyed or have somehow gone missing. 


11. (SBU) The center-right opposition as well as the extreme 
nationalist party Ataka called for Parvanov\'s resignation, 
saying,\"it was a shameful fact that the Bulgarian head of 
state had been a part of the communist regime\'s repressive 
machine.\" Parvanov\'s ruling Socialist Party (BSP), in which 
he still enjoys strong influence, played down the issue. BSP 
officials said the opposition\'s reaction demonstrated the 
deficit of political ideas in the center-right. The ethnic 
Turkish Movement for Rights and Freedoms (MRF), a junior 
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government coalition partner, echoed the Socialists, \"The 
issue has long lost its topical relevance. The opposition 
evidently have nothing better to do than rake in the past,\" 
said MRF leader Ahmen Dogan, who was himself exposed as a 
former State Security agent back in 1997. Interior Minister 
Roumen Petkov scolded the commission, saying it 
mirsrepresented Parvanov\'s case. Foreign Minister Ivailo 
Kalfin, who previously served as Parvanov\'s economic 
advisor,went further, saying the law for the opening of the 
communist-era files was \"harmful for Bulgaria.\" Kalfin made 
clear Bulgaria will not recall diplomats who had been exposed 
as State Security collaborators (an NGO group has started a 
campaign to force the recall). Sofia Mayor Boiko Borissov,the 
only Bulgarian politician whose polling numbers are as high 
as Parvanow\'s, remained silent, fueling speculation about a 
deal between the country\'s two most popular officials to not 
attack each other. 


MUTED MEDIA REACTION 


12. (U) With a few notable exceptions, the commission\'s 
revelation about Parvanov\'s State Security file was largely 
handled by the press as a non-event. The two largest 
circulation daily newspapers, each with close ties to the 
Presidency, buried the news on their back pages. That led 
reputable Capital weekly to say in an editorial, \"The former 
State Security collaborators are still in place even today. 
They not only control the state, but successfully spin 
information in the media.\" Monitor daily asserted that in 
order to get a job at the Presidency, one has to have been a 
State Security agent. Business-oriented Dnevnik ran an 
editorial titled \"The Only Ones in the EU,\" claiming that in 
the rest of the Eastern European states, presidents, PMs and 
ministers usually resign if they have been linked to 
communist-era security services. \"The question now is not 
whether Parvanov has been a State Security agent but whether 
the past of the young historian Parvanov influences the 
present of the incumbent President,\" a commentary in Sega 
daily said. The July 24 return home of Bulgarian nurses who 
had been under death sentence in Libya pushed the Parvanov 
story off the media spotlight altogether. 


13. (C) COMMENT: Although hardly a surprise, the 
Commission\'s findings constitute the first official 
confirmation of Parvanov\'s past as a communist-era security 
service collaborator. The news, though troublesome and 
unwelcome to Parvanov, is unlikely to hav a significant 
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impact on his political standing. He easily weathered a 
similar scandal last year with his popularity unscathed. 
Speculation about missing parts of his file has left the 

public believing that the whole truth about politicians\' 

links with State Security may never be unveiled. In that 

sense, it will feed public synicism. Contacts from both 

sides of the political spectrum give long odds against any 
drastic developments, such as Parvanov\'s resignation -- 
except in the unlikely event of strong Western pressure -- 

but say the issue is likely to be resurrected periodically. 

The issue will gain a new impetus later this year when the 
Commission names State Security collaborators among 
government ministers and MPs. Politicians from both sides of 
the political spectrum are likely to be exposed. END COMMENT. 


KARAGIANNIS 


117281 

OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 
DE RUEHPS #0592/01 2121512 

ZNY CCCCC ZZH 

O 311512Z JUL 07 

FM USOFFICE PRISTINA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7577 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUEHNO/USMISSION USNATO PRIORITY 0960 

RUFOADA/JAC MOLESWORTH RAF MOLESWORTH UK PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 1235 
RHFMISS/AFSOUTH NAPLES IT PRIORITY 

RHMFISS/CDR TF FALCON PRIORITY 

RHEFDIA/DIA WASHDC PRIORITY 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RUEPGEA/CDR650THMIGP SHAPE BE PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUEAWJA/DEPT OF JUSTICE WASHDC PRIORITY 
RUFOANA/USNIC PRISTINA SR PRIORITY","C ON F IDEN TIAL SECTION 01 OF 02 PRISTINA 000592 


SIPDIS 
SIPDIS 


DEPT FOR DRL, INL, EUR/SCE 

NSC FOR BRAUN 

USUN FOR DREW SCHUFLETOWSKI 
EUR/ACE FOR DMAYHEW 


E.O. 12958: DECL: 07/31/2017 

TAGS: KDEM, PGOV, PINR, PREL, EAID, PHUM, SOCI, KV, UNMIK 
SUBJECT: KOSOVO: NORTHERN POLITICIANS DISCUSS STATUS, 
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REF: PRISTINA 323 


Classified By: CHIEF OF MISSION TINA KAIDANOW FOR REASONS 1.4 (b),(d) 


1. (C) SUMMARY. Two Serb politicians from Leposavic and 
Zubin Potok evinced a desire to cooperate with the 
international community on security and stability, but also 
continued reluctance to cooperate with the PISG. Both 
stressed that relations with KFOR are currently good and 
emphasized their positive relations with Albanian minority 
residents in their municipalities, despite a recent incident 

in the Albanian village of Ceranje in Leposavic. While 
dismissing the prospect of elections as irrelevant for 
northern Kosovo Serbs, both politicians explicitly mentioned 
partition as the most realistic possible outcome of the final 
status process. END SUMMARY. 


2. (C) Poloff visited Leposavic Mayor Velimir Bojovic and 
Zubin Potok Deputy Mayor Srdjan Djurovic on July 24. Both 
expressed appreciation for a visit from USOP, and appeared to 
speak with candor about issues of mutual concern. 


SECURITY AND STABILITY - FOR NOW 


3. (C) Poloff emphasized USOP\'s desire to work together 
with northern leaders, KFOR, and the KPS to provide stability 
and security up to and beyond the final status process. Both 
mayors agreed with this, stressing their good working 
relationships with KFOR and the KPS. However, Djurovic 
demurred when asked for his impressions about potential 
security issues after status, saying that resolution in any 
form would bring great tension, and that he couldn\'t 
guarantee that local institutions could keep people under 
control during such an emotional time. Both Djurovic and 
Bojovic said they hoped the region could move through the 
status process peacefully. 


COOPERATION WITH THE INTERNATIONAL COMMUNITY 


4. (C) When asked about working with the international 
community, Bojovic said that the ICO seemed to be a 
\"well-intentioned\" organization, and claimed that he was 
actually grateful for KFOR\'s establishment of Camp Nothing 
Hill, located immediately outside the town of Leposavic, \"as 
long as it was intended to protect Serbs.\" Djurovic said he 
was thankful in \"great measure\" to USAID for its recent work 
in Zubin Potok (reftel has details of recent USAID projects 

in northern Kosovo). Djurovic\'s gratitude, however, was 
tempered by his frank assessment of U.S. standing in the 
north, telling poloff \"your (America\'s) rating here is very 
low, you know.\" Both seemed more than willing to receive 
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more international aid, though neither would affirm it might 
change hearts and minds; Bojovic mentioned his municipality\'s 
high unemployment rate and poor infrastructure as key 
problems. 


RELATIONS WITH MINORITIES 


5. (C) Leposavic and Zubin Potok have Albanian enclaves; 
Djurovic and Bojovic both claimed that relations between 
Serbs and Albanians in their municipalities were excellent 

and trouble-free. When asked about a recent incident 
involving the Albanian village of Ceranje in Leposavic 
municipality, Bojovic blamed \"outsiders\" for causing the 
problem and said investigation of this incident was 

proceeding with full cooperation between his government, the 
KPS, and KFOR. (Note: According to a KPS police report and 
UNMIK sources, on July 19 the Leposavic Fire Brigade, made up 
entirely of local Serbs, responded to a call to fight a 

forest fire in Ceranje; upon arriving they were threatened by 
an Albanian who told them \"not to cross the river\" into the 
village and that they were not welcome to fight fires in the 
area. An ICO officer told poloff that the individual was not 
local, but an Albanian from outside the area who wanted to 
stir up trouble. Gerald Gallucci, UNMIK Representative in 
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Mitrovica, told poloff June 20 that moderate Albanian leaders 
had warned him about Albanian extremists using northern 
Albanian enclaves as staging areas for provocation and 
violence, asking him for assistance. End Note). 


ELECTIONS AND THE PISG 


6. (C) Djurovic said that he saw \"no point\" to Serb 
participation in Kosovo local or central elections this fall, 
adding that he doubted the capacity of Kosovo institutions to 
hold them successfully. He went on to say that pre-status 
Kosovo elections were too rushed in the current environment. 
Bojovic initially mistook a question about elections as being 
related to Serbian polls for President, saying that Serbs 
would be happy to participate. When the question was 
narrowed to Kosovo elections he waved it off, also saying 
\"there\'s no point,\" but did see at least theoretical benefits 
to direct municipal elections. Neither politician expressed 
much interest in or enthusiasm for PISG institutions; Bojovic 
said PM Ceku should refrain from making statements about 
independence. 


PARTITION A REAL CONSIDERATION 
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7. (C) Bojovic said he thought partition of Kosovo was the 
only long term solution to interethnic problems here, saying 
that Leposavic citizens \"want (only) to live in Serbia,\" and 
even drew a diagram detailing his idea of a territorial 

division identifying the northern municipalities (including 

north Mitrovica), Strpce, and areas east of Gjilane/Gnjilane 

as going to Serbia. He said that Serbs could only feel safe 
with the Serbian army and police guarding them. When asked 
what would become of the southern Serb enclaves and numerous 
Serbian Orthodox Church (SOC) monasteries and churches after 
such a division, he asserted it was \"obvious\" the southern 
enclaves \"could not survive\" in any event, adding that SOC 
sites would always require international protection. Bojovic 
said he hoped for \"real\" negotiations that could lead to a 
partition. Djurovic, while not using the word \"partition,\" 

said that Serbs would turn to Belgrade after final status and 
that only purely Serbian institutions would function in the 

north. He opined that even in Yugoslavia, Kosovo Serbs and 
Albanians had lived \"next to, but not really with\" each other 
and that Serbs and Albanians could never again live 
peacefully together in Kosovo. 


COMMENT 


8. (C) We have heard many times the dismissive attitude 
with which northern Kosovo Serbs regard their southern 
brethren, but their apparent eagerness to contemplate a 
partition solution is troubling not only from our perspective 
but from that of the many Serbs south of the Ibar who fear 
such an outcome above all others. Also disturbing is the 
northern Serbs\' dismissal of the possibility of participating 

in Kosovo elections, particularly municipal elections, which 
they did agree to hold in 2002. The latter could pose a 
serious political problem as we approach the prospect of 
nearly simultaneous Serbian and Kosovo municipal elections, 
especially if local Serb leaders assert their right to 

participate in Serbian elections. We will need to consider 

our options if this occurs, and may need to approach Belgrade 
early to encourage Kosovar Serb engagement in the Kosovo 
election process. 

KAIDANOW 
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E.O. 12958: N/A 
TAGS: EINV, ECON, EFIN, TS 
SUBJECT: CALVERT SUPPORT TO TUNISIA\'S ENDA 


REF: STATE 103089 


1. (U) Per reftel request, Post provides the following 
background information on ENDA Inter-Arabe. ENDA and 
co-founder Essma Ben Hamida are well-known to the Embassy. 
Post has no objections to the proposed OPIC guaranty of 
Calvert Social Investment Foundation loans to ENDA. 


2. (U) ENDA was founded in 1990 and provides micro-credit and 
training to less privileged Tunisians. According to ENDA, 

the institution has nearly 50,000 active clients and since 

1995 has given over 200,000 small loans representing a total 
value of 98 million Tunisian dinars (about US $78 million). 
ENDA operates 37 offices throughout Tunisia. ENDA lists its 
2006 rate of on-time repayment as 96.31 percent. Post is not 
aware of any allegations of corruption, legal violations, or 
financial mismanagement. 


3. (U) For further information, please visit the ENDA 

website: www.endarabe.org.tn or contact Embassy Economic 
Officer Victoria Taylor: E-mail: TaylorVJ@state.gov or Phone: 
(216) 71-107-431. 
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E.O. 12958: N/A 

TAGS: PGOV, KPAO, ECON, KCOR, TS 

SUBJECT: ROBERT SMOLIK SPEAKS ON GOOD GOVERNANCE AND 
ECONOMIC GROWTH 


1. (U) During his three day visit (July 9-11) to Tunisia, FSO 

and Diplomat-in-Residence Robert Smolik addressed a wide 
range of audiences, including businesspeople, academics, 
students, media, GOT officials, and members of civil society 
groups on the topic of Good Governance and Economic Growth.\" 
Smolik\'s message supported two Mission Strategic Plan goals 
-- Universal Human Rights Standards and Open and Growing 
Markets -- and was enthusiastically received by both GOT and 
civil society listeners. The speaking events also generated 
several newspaper articles on the economic impact of 
corruption, a topic rarely addressed in local media. The 

visit provided an excellent starting point for future Embassy 
activities in support of good governance. End Summary. 


Column 3 


2. (SBU) In a roundtable meeting with the Court of 
Accountability, the Tunisian equivalent of the Government 
Accountability Office (GAO), Smolik stressed the importance 
of transparency and accountability to good governance and 
highlighted the critical role that the GAO plays in fighting 
corruption in the United States. The audience of 20 included 
judges from each of the Court\'s chambers. One commented that 
this roundtable provided great ideas for future Court 

activity on corruption. Participants were extremely 

interested in ideas such as whistleblower protection and the 
Foreign Corrupt Practices Act. The event was successful not 
only in spreading a critical message to those with the 

ability to take action, but it also opened the door for 

future events and cooperation with the Court. 


3. (U) Leaving the capital of Tunis for Sousse, Tunisia\'s 

third largest city, Smolik addressed a group of 40 members of 
the Sousse chapter of Youth Chamber International (JCI), a 
group of current, and hopeful, entrepreneurs under the age of 
40. Smolik\'s presentation helped to define and explain the 
elements of good governance, such as transparency and 
accountability, to a group of young people previously 
unfamiliar with many of the concepts. While the JCI 
membership focused on the application of good governance to 
corporate governance, Smolik stressed that these principles 
may be applied to the management of any institution -- 
including the government. 


4. (SBU) In an event organized by the Prime Ministry, Smolik 
spoke to a class of 60 students completing their second year 
of studies in government administration at the National 

School of Administration (ENA). The audience, already 
well-versed in the theory, relished the opportunity to debate 
and discuss the linkages between good governance and economic 
growth. COMMENT: Smolik\'s willingness to acknowledge that 
even the United States must continue to improve governance 
and fight corruption was critical to ensuring the message was 
well-received by an audience destined to enter the Tunisian 
civil service. END COMMENT. 
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5. (SBU) Addressing an audience of 50 prominent 
intellectuals, business people, and journalists, Smolik\'s 
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presentation centered largely on corruption and its negative 
economic impact. Discussions on the topic of corruption are 
extremely rare, making this event notable for both its 

frankness and for even focusing on the issue at all. The 

event inspired an article in French daily Le Temps entitled 
\"Corruption and/or Growth,\" which incorporated the message of 
Smolik\'s presentation and presented Transparency 

International and World Bank statistics on the negative 

impact of corruption. 


6. (SBU) As part of the Embassy\'s monthly Human Rights 
Roundtable series, Smolik facilitated a rousing discussion 
between ten lawyers, journalists, and representatives of 

political parties and NGOs. While several participants 
questioned the direct connection between good governance and 
economic growth, citing China as a counterexample, most 
participants agreed that press freedom is critical to good 
governance and several were outspoken in criticizing the lack 
of freedom of expression and association in Tunisia. 

Although the group disagreed on the connection between 
economic growth and good governance, there was agreement that 
there must be more opportunities for Tunisian civil society 

to meet together and have debates such as this. 


7. (SBU) Mr. Smolik\'s visit presented an excellent 
opportunity to address two of the Mission Strategic Plan 
goals -- Universal Human Rights Standards and Open and 
Growing Markets -- and to reach a wide-ranging audience. 
While human rights and democracy are often considered 
off-limits, the topic of good governance was met with 
enthusiasm rather than resistance. The events generated 
articles in French-language dailies La Presse and Le Temps, 
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and in online economic magazine Webmanagercenter. In 
addition, all groups expressed eagerness to host future 
USG-sponsored speakers. 


8. (U) The Embassy thanks both Robert Smolik and ARS Paris 
for a successful and productive visit. Smolik\'s impressive 

skill in facilitating discussion and tailoring his 

presentation to each audience helped ensure that the message 
hit the right target and advanced US foreign policy goals in 
Tunisia. 
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SUBJECT: MANDAZA AND MOYO ON SADC TALKS, MUGABE 


Classified By: Pol/Econ Chief Glenn Warren under 1.4 b/d 


1. (C) SADC talks between the GOZ and MDC are unlikely to 
bear fruit according to Ibbo Mandaza and Jonathan Moyo. 
Although the MDC has made discussions on a new constitution 
the cornerstone of the talks, and although the first agenda 

item agreed to in South Africa in June was constitutional 
discussions, the GOZ has decided that any such discussions 
should take place within Parliament and not South Africa. On 
an exit for Mugabe, both Mandaza and Moyo believe that strong 
opposition to Mugabe continues within ZANU-PF; in particular, 
opponents are mobilizing at the provincial level. The key 
marker will be the ZANU-PF Congress in December. If Mugabe 
feels he has lost support, he will announce his intention to 

retire before the Congress. End Summary. 


ngQ| 
KQQQMP and former Minister of Information 
Jonathan Moyo. 


3. (C) According to Moyo, after ZANU-PF negotiators Patrick 
Chinimasa and Nicholas Goche had agreed in South Africa in 
June to an agenda that included as its first item 

constitutional talks, the ZANU-PF Central Committee and 
cabinet agreed that any constitutional talks should take 

place within Parliament. Since the MDC had placed a priority 
on negotiating a new constitution, Moyo thought the talks 
would stall over this issue, which would play into Mugabe\'s 
strategy of giving the appearance of participation, but 

making no genuine effort to resolve the current political and 
economic crisis. Moyo also opined that a crucial problem 
with the talks was that there were no terms of reference for 
the mediation to define the discussions. Therefore, the 

talks would continue to focus on what should be discussed 
rather than substantive issues. 


4. (C) Mandaza also felt the talks were going nowhere. The 
MDC was fractured and weak and almost irrelevant; it's only 
strength was as an anti-Mugabe platform. Mandaza strongly 
believed there should be86aN\'(@} 
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have been few recent reports of internal ZANU-PF dissension, 
strong opposition to Mugabe continues. In June, Mandaza told 
the South Africa Institute of International Affairs that 

Mugabe would be gone by September. He expressed less 
certainty on July 27, but claimed that at least seven (of 10) 
ZANU-PF provincial executive committees now opposed Mugabe. 
Both interlocutors agreed that the ZANU-PF Congress in 
December would be the crucial marker. Recognizing he had 
opposition within the party, Mugabe had sidestepped a vote on 
his endorsement as the ZANU-PF presidential candidate at the 
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Central Committee meeting in March; to run he would need 
nomination by the Congress in December. (Note: Others have 
told us a Congress is necessary only if the party intends to 
nominate a candidate other than Mugabe; as the head of the 
party he is the presumptive nominee. End Note.) If he felt 

his support was weak, he would avoid a possibly humiliating 
vote and announce his intention to step down before the 
Congress. 


6. (C) Mandaza and Moyo were of two minds regarding the 
effect of the recent price controls on support for Mugabe and 
ZANU-PF. Mandaza thought the food shortages resulting from 
the controls would increase pressure for change from within 
ZANU-PF. Moyo, on the other hand, thought that in the short 
term Mugabe\'s argument that shortages were caused by outside 
influences would have traction among Zimbabwe\'s poor. Even 
when the shelves were full, he said, most Zimbabweans 
couldn\'t afford the available goods. 


7. (C) Over the last nine months we have reported on 
dissension within ZANU-PF, including efforts by the military 
to convince Mugabe to step aside, and opposition from the 
Mujuru camp. Some of this has spilled out publicly to the 
press. Recently, however, there have been few such reports. 
And with his recent action in imposing price controls and his 
speech this week at the opening of Parliament indicating he 
would run for reelection, Mugabe has sought to portray 
himself as firmly in control. Nevertheless, there is 

dissension in the ranks, significantly in provincial 

executive committees. Since Mugabe has not received the 
endorsement of his party, a behind the scenes struggle is 
likely to continue, with the outcome becoming known sometime 
before the Congress in December. 
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THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 
DISTRIBUTION. 


1. (SBU) SUMMARY. Three months after Nigeria\'s deeply flawed 
elections, civil society is keeping the pressure on the new 
administration to acknowledge the failures of the 2007 
elections and reform the electoral process. The week of July 
23, civil society held two events: (1) a citizens\' electoral 
tribunal to give a public opportunity for individuals to 

testify on the electoral fraud they witnessed and how the 
system could be reformed and (2) a conference aimed at 
developing concrete recommendations for electoral reform. 
Participants at the two events highlighted, among other 
areas, the need for an independent INEC, removal of INEC\'s 
authority to certify candidates, stiff penalties for INEC 

officials participating in fraud, a published voter register, 
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staggered state elections, democratic reform within the 
parties, and an empowered media. END SUMMARY. 


2.(SBU) The Alliance for Credible Elections (ACE) held a 
Citizens\ Electoral Tribunal on July 24-25 in Abuja. The aim 
of the tribunal was to give ordinary citizens a public 

setting to describe the irregularities they personally 

witnessed in the 2007 elections. In preparing for the 

tribunal, ACE employees traveled to each of Nigeria\'s 36 
states to interview private citizens about the election days. 
ACE identified five individuals from each state who were 
willing to talk about the irregularities. ACE employees 

noted that individuals in the South South (particularly in 
Bayelsa and Delta states) were very suspicious of anyone 
\"from Abuja\" and they found almost no one willing to talk on 
tape about what they had seen. Following their testimony, 
each witness was asked to give their personal recommendations 
on needed reforms. Most recommendations focused on the need 
for an independent INEC with oversight either in the National 
Assembly or by a multi-party committee and the need to 
stagger future elections to allow government, NGO and media 
resources to be focused on the state holding the elections. 
ACE plans to publish its findings and to use the 
recommendations to lobby the National Assembly. 


3. (SBU) On July 25-26, the National Democratic Institute 
(NDI), in collaboration with the Nigeria Labor Congress (NLC) 
and the Nigerian Bar Association (NBA) held the All Nigeria 
Civil Society Conference on the April 2007 Elections. The 
conference brought together members of civil society, media 
and political parties to formulate concrete proposals for 
electoral reform. Poloffs even met representatives of INEC 
who, though they sat quietly and didn\'t advertise the fact 

that they were INEC employees, appeared to be taking copious 
notes. In the opening morning of the conference, speakers 
highlighted the irregularities and shortcomings observed in 
the pre-election, election day and post-election periods. 
Recommendations will be drafted into an official communique 
for use in lobbying the National Assembly. 


PRE-ELECTION REFORMS 


4. (SBU) Discussion of reform of the pre-election process 
focused on changes within INEC, amendments to the 
Constitution and Electoral Act and reforming the political 
parties. INEC was unanimously seen as the root of many of 
the irregularities in the April polls. The need for an 
independent INEC, both fiscally independent and removed from 
the influence of the presidency, was a repeated theme. It 

was suggested that the INEC budget should come directly from 
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the consolidated account of the Federation, as opposed to 
being allocated by the Executive. A rigorous selection 
process, similar to that of Chief Justice, was recommended 
for the INEC Chairman. As well, participants noted the need 
for a well-trained, professional INEC staff capable of 
overseeing elections. With staggered state elections, this 
well-trained staff could be deployed to oversee multiple 
elections per year. Participants also stressed the need for 

a comprehensive and published voter registry, noting the need 
to begin the registration exercise now rather than 
immediately prior to an election. 
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5. (SBU) Though much of the problem with the legislative 
basis for elections remains enforcement, participants noted 
some specific legislative changes needed. They lamented that 
the Nigerian Constitution is too specific, necessitating 
Constitution amendments in order to amend procedures in the 
Electoral Act. Participants called for the provision of the 
Electoral Act allowing for INEC \"certification\" of candidates 
to be removed. In addition, they noted that polling hours 
should be set in the Act and that the Act should stipulate 

the exact method of publishing (including online) the voter 
registry. Participants also recommended that the polling 

date be set for 3-6 months prior to the inauguration, to 

allow sufficient time for resolution of appeals. 


6. (SBU) Political parties were seen as the third area for 
reform in the pre-election process. Participants expressed 
frustration at the lack of internal democracy and defined 
ideologies in Nigerian political parties. Party leaders 

should be elected in a free and fair manner and should 

involve party members in the decision making process. 
Participants recommended that parties should independently 
generate their funding through outreach to a broad membership 
base, rather than the current system of handouts from INEC or 
relying on a few wealthy individuals -- both of which provide 

an avenue for influence and manipulation by a few individuals. 


ELECTION DAY REFORMS 


7. (SBU) Many of the reforms suggested for INEC in the 
pre-election period follow into election day. The 

participants recommended a professional INEC staff oversee 
staggered state elections throughout the year. As well, they 
recommended the institution and enforcement of stiff 
penalties for fraud, falsification of documents, or 
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intimidation by those in charge of polling stations. It was 
recommended that each polling station supervisor be held 
accountable for the authenticity of results at his polling 
station. Despite the fact that many of these \"reforms\" 
already exist in Nigerian law, participants called for their 
enforcement in practice. Participants also noted the need 
for an empowered domestic media that could announce election 
results directly from polling stations and collation centers 

as the count is completed. This would improve transparency 
and accountability in the tabulation process. 


POST-ELECTION REFORMS 


8. (SBU) The NBA noted that there were 1,260 petitions filed 
before the electoral tribunals challenging the results of the 
April 14 and 21 elections. (NOTE: Not all of these petitions 
met the documentary requirements or were accepted by the 
tribunals.) According to the NBA, the funding received by 
the Judiciary to carry out the tribunals was only 20 percent 
of that needed and roughly amounted to USG funding to NDI and 
IRI to carry out elections support. One participant 
recommended a clause in the constitution that would allow for 
wholesale annulment of the elections in a case where there 
were so many challenges. Participants felt strongly that a 
group of voters (not just political parties or candidates) 
should be allowed to petition and challenge the outcome -- 
after all, it was noted, the voters are the most aggrieved 
party in bad elections. As well, participants recommended 
that all records be deposited with the Supreme Court 
following the conclusion of elections, to prevent INEC from 
withholding or tampering with information. Participants 
expressed concern that elected officials who knew their 
election was likely to be overturned had increased incentive 
to accumulate wealth quickly, before they could be removed 
from their new positions. 


9. (SBU) COMMENT. Nigerian civil society has been successful 
to this point in keeping the discussion of the April 2007 

elections alive and maintaining a focus on needed reforms. 

The two events were well attended by civil society and media 
alike and could lay the foundation for a coordinated lobbying 
effort on the part of Nigerian NGOs within the National 
Assembly. END COMMENT. 
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(a). 


1. (S/NF) Summary: During her July 6-8 visit to Morocco, 
Frances Fragos Townsend, Assistant to the President for 
Homeland Security and Counterterrorism, met with the chiefs 
of Morocco\'s intelligence service, the internal security 
service, the chief of the national police, the Minister of 
Interior, and his deputy, a senior royal advisor. Townsend 
thanked her hosts for Morocco\'s excellent cooperation in the 
global war on terrorism, including significant efforts to 

shut down the foreign fighter pipeline to Iraq. The 
Moroccans affirmed that they highly value security 
cooperation and support from the USG as they continue to 
confront a substantial and growing terror threat that extends 
across North Africa and the Sahel. Townsend also visited 
the sites of twin suicide bombings near the U.S. 
Consulate-General and the (private) American Language Center 
and received a briefing on efforts to augment security for 
U.S. buildings and personnel in the city. End summary. 


2. (S/NF) Frances Fragos Townsend, Assistant to the President 
for Homeland Security and Counterterrorism, was hosted for a 
July 7 working lunch in Rabat by Yassine Mansouri, Chief of 
the External Studies Directorate General (DGED), Morocco\'s 
premier intelligence agency. Joining the lunch were 

Abdelatif Hammouchi, Director-General for Territorial 
Surveillance (DGST), which has the lead on domestic 
counterterrorism operations, and Charki Draiss, Chief of the 
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National Police force (DGSN). Townsend was accompanied by 
Ambassador Riley, Adnan Kifayat and John Pearson of the NSC 
staff, and Emboffs. 


3. (S/NF) Welcoming Townsend to Morocco, DGED Chief Mansouri 
affirmed that the country has enjoyed a long-standing and 

very cooperative security relationship with the USG, to the 

benefit of both sides. Townsend expressed U.S. satisfaction 

with the security relationship and particular gratitude for 

Morocco\'s robust efforts to shut down the foreign fighter 

pipeline to Iraq. The Moroccans made clear that stopping 

foreign fighters bound for Iraq or other destinations was a 

major GOM priority. 


4. (S/NF) DGST Chief Hammouchi noted that Morocco has 
disrupted 83 different terrorist cells since the 2003 
Casablanca bombings. A number of cells identified have had 
connections to the Algerian GSPC, he noted. Mansouri added 
that the terrorist adversary is \"very strategically minded\" 

and is always seeking ways to maximize the impact of attacks 
by exploiting outside events. Townsend strongly agreed: The 
timing of the attempted car bombs in London and the Glasgow 
airport attack to coincide with the transition from the Blair 

to the Brown government, was a case in point, she opined. 


5. (S/NF) Townsend asked her hosts about the GOM\'s approach 
to monitoring and controlling materials that can be 
precursors to explosives. TATP, which was used in the April 
attacks in Morocco, is made from readily available 
ingredients, she noted. Hammouchi stated that the broad 
availability of explosive precursors was a source of 
frustration for the GOM. He recalled a case in which a 
violent Jihadist had sent his wife on 38 separate trips, in 
multiple cities, to buy hydrogen peroxide from pharmacies. 
\"Our only weapon against this phenomenon is information,\" 
Hammouchi opined. 


6. (S/NF) The security chiefs underlined their conviction 

that the terrorist threat to Morocco was transnational in 
nature. At least 12 cells wrapped up in recent years have 
had direct connections to groups operating in Algeria, 
Northern Mali, and Spain. Of particular concern is recent 
information that a number of individuals in terror camps in 
Northern Mali have moved from training units to operational 
units. This information, and the approach of important 
events on Morocco\'s political calendar, such as the \"Fete du 
Throne\" (Throne Day) and the parliamentary elections in early 
September, prompted Morocco to elevate its alert level on 
July 5. 


7. (S/NF) Townsend asked the security chiefs for their 
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assessment of CT cooperation between the countries of the 
Maghreb region. Cooperation with the Algerians was erratic, 
Hammouchi assessed. Sometimes they provide very good 
information and sometimes it seems like a one-way street. 
They make difficult partners, Mansouri added, speculating 
that they still suffered psychic trauma from their bloody 
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struggle against terror in the 1990s, a battle they fought 

largely on their own. Security cooperation with Libya has 

been good, Mansouri noted, they are ready to work with us and 
exchange information. There has been an improvement in 
cooperation with the Tunisians as well, he continued, though 
he opined that they are still prone to denial in assessing 

the terror threat. 


8. (S/NF) Turning to the ideological front in the war on 

terror, the security chiefs affirmed that CT disruption and 
preemption operations alone were not sufficient to defeat the 
enemy. \"We have had to become involved in the ideological 
battle, even if this isn\'t our business,\" Hammouchi stated. 
\"Unfortunately, political and diplomatic restraints often 

limit our ability to act,\" he added. Citing President Bush, 
Townsend affirmed the U.S. belief that the war of words and 
ideas is a core theater of battle, but often an area where 
Muslim leaders can be more effective than Americans. 


9. (S/NF) Townsend asked about lines of authority within the 
Moroccan government in pursuing the ideological battle 
against terrorists. Mansouri responded that there was a 
diffusion of authority, with the security agencies, the 

Ministry of Communications, and the Ministry of Religious 
Affairs all countering extremism in different ways. Townsend 
observed that this mirrored the diffusion of 

counter-extremist efforts in the USG, but wondered if both 
systems wouldn\'t benefit from centralization of efforts. 


10. (S/NF) Subsequent to the lunch, Minister of Interior 

Chakib Benmoussa welcomed Townsend, the Ambassador, NSC 
staff, and emboffs to his office. The Minister was joined by 
Minister-Delegate Fouad Ali Himma (who, as a long-standing 
friend and close advisor of King Mohammed VI, is generally 
considered more powerful than the Minister), and senior MOI 
officials Khalid Zerouali, Mohieddine Amzazi, Noureddine 
Benbrahim, and Abderahmane Achour. 


11. (S/NF) Affirming her appreciation of strong bilateral 
security cooperation, Townsend asked her hosts for more 
background on Morocco\'s recent decision to elevate its state 
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of alert. The Minister said that information developed 
following recent arrests of Moroccans in the U.K., Spain, and 
Morocco, a continuing stream of general threat information, 
and upcoming events including the Fete du Throne and the 
legislative elections all prompted Moroccan security 

officials to conclude that it would be prudent to elevate the 
alert level. 


12. (S/NF) Townsend expressed understanding, mentioning the 
USG\'s experience that it was relatively easy to raise the 

alert level, but more difficult to bring it back down. 

Explaining such decisions to the public was always tricky, 

she added. Himma agreed that the relationship between the 
security services and the public was crucially important and 
merited constant attention. Educating the public about the 
nature of the threat and enlisting them as allies is 

particularly important he added. 


13. (S/NF) Defending the Malikite rite of Islam, native to 
Morocco, against intolerant theological strains flowing out 

of the Middle East was a major priority for King Mohammed VI 
and his government, Himma emphasized. He asserted that in 
Morocco \"our people are religious and conservative, but not 
fundamentalist. Our rite is completely opposed to radical 
theology.\" Himma cited recent efforts to overhaul and 
upgrade the religious education system in the country, 
traditionally subsidized by the monarchy. The GOM is working 
hard to strike a balance between Moroccan tradition and 
modernity, seeking to take the best from both. Himma also 
cited the King\'s human development initiative, launched in 
2005, as an important piece of the counter-extremist puzzle. 


14. (S/NF) Townsend complimented the Minister for Morocco\'s 
apparent success in integrating various elements of the GOM 
involved in countering terror and extremism into a cohesive 
team. Himma affirmed that the GOM strives to work as one 
integrated unit, and also lauded the strong security 

cooperation Morocco enjoys with countries like the U.S. and 
Spain. \"But our ambition is even higher,\" Himma continued. 
We would like to have the same level of coordination and 
cooperation with our neighboring countries, particularly 

Algeria. 


15. (S/NF) Recalling a visit to Algiers as the King\'s 
personal envoy, Himma asserted that repeated Moroccan efforts 
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to bridge the diplomatic chasm had been rebuffed. He claimed 
that he had told the Algerians that Morocco was prepared to 
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reopen its border and take any of a number of other 

confidence building measures, \"but the Algerians would never 
tell us what they want.\" He attributed what he described as 
Algerian intransigence to a generational and mind-set gap 
between the leaderships of the two countries. Noting that 

Algiers was the next stop on her multi-country itinerary, 
Townsend said she would encourage the GOA to expand security 
cooperation with Morocco and to work hard to realize a 

broader rapprochement with its neighbor. 


16. (S/NF) Prior to her arrival in Rabat, Townsend visited 

the U.S. Consulate General in Casablanca, which was targeted 
during a twin suicide bomb attack on April 14. The CG, RSO, 
and Emboffs briefed Townsend on the incident, showing her the 
site of the bomb which detonated near the Consulate General, 
and the site of the bombing which targeted the American 
Language Center one block away, which was apparently mistaken 
for a USG facility. Townsend reviewed CCTV footage of the 
attack, and received a briefing on upgrades being implemented 
to enhance the physical security of Consulate facilities and 
personnel. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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1. (SBU) SUMMARY: The Republic of South Africa has reportedly 
granted temporary asylum to six Basotho men accused by the GOL 
of involvement in alleged coup plotting. Two of the men claim 
torture, and in a recent press interview all denied any 

involvement in attacks on ministerial residences. The South 
African High Commission in Maseru told Emboff that they have not 
been officially informed of the asylum cases, but that they had 

no reason to doubt that temporary asylum had been granted. On 
July 27, representatives of diplomatic missions viewed recently 
recovered weapons, including Israeli-made Galilee rifles stolen 
from LDF guards during the June 2007 attacks. The asylum cases 
and aggressive reporting from media outlets may soon force the 
GOL to come to terms with fact that the Galilee rifles were not 
found in the hands of members of the opposition All Basotho 
Congress (ABC) party, but in the hands of more obscure groups 
with less explored grievances. END SUMMARY. 


South Africa Reportedly Grants Asylum 


To Six Accused in June 2007 Attacks 


2. (U) According to published reports, six Basotho men whom the 
GOL accuse of involvement in alleged coup plotting have been 
granted temporary asylum by the Republic of South Africa. The 
men deny involvement in the attacks, and two state that the 
Lesotho Defense Force (LDF) tortured them at Makoanyane Military 
Hospital (reftel D). The men are Mokherane Tsatsanyane (age 

33); Khotso Lebakeng (age 45); Pakiso Semoli (age 46); Motlomelo 
Motlomelo (age 36); and two former soldiers and bodyguards for 
ABC leader Thomas Thabane: Makotoko Lerotholi (age 58) and Thabo 
Thantsi (age 36). Local English-language newspaper \"Public Eye\" 
interviewed the six men in Bloemfontein, South Africa, and 
published their accounts on July 27. All six denied any 

knowledge of or involvement in the June 2007 attacks on 

ministerial residences. 
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3. (SBU) When contacted by post, South African Deputy High 
Commissioner Albert Wanich stated that the South African High 
Commission in Maseru had not been informed by Pretoria of the 
asylum cases, but that he had no reason to doubt that temporary 
asylum had been granted. He noted that the South African 
Department of Home Affairs had jurisdiction over such cases, and 
that it would not be unusual for the High Commission to be \"out 
of the loop.\" Wanich stated that he would share word with post 
when the High Commission had received official word on the 
matter from Pretoria. 


4. (U) On July 27, the Lesotho Mounted Police Service (LMPS) 

invited the heads of Maseru\'s resident diplomatic missions to 

view weapons recovered by the police and the Lesotho Defense 

Force (LDF) during recent operations. These weapons included 

the eight recently recovered Israeli-made Galilee rifles stolen 

from LDF guards at ministerial residences in June 2007 (reftel 

B). Charge was joined by representatives of resident diplomatic 
missions, and the GOL was represented by Minister of Local 

Government Sekatle, LDF Commander Motanyane, Police Commissioner 
Letooane, and Deputy Police Commissioner Mhlakaza. 


5. (U) After a short briefing by Deputy Police Commissioner 
Mhlakaza, the diplomats viewed a collection of automatic weapons 
(including the Galilee rifles), semiautomatic weapons and 
handguns. Mhlakaza stated that the non-military weapons 
displayed were illegal firearms confiscated from criminals in 
northern Maseru. In addition to the guns, authorities also 
displayed confiscated police uniforms, and oddly, blankets and 
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mattresses. 
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6. (SBU) COMMENT: If accurate, reports about the South African 
Government's provision of asylum, even temporarily, for men 
accused in the June 2007 attacks on ministerial residences in 
Maseru could prove to be an issue in the South Africa-Lesotho 
bilateral relationship. Reportedly, opposition leader Thomas 
Thabane has strong personal ties to President Mbeki, and 
Thabane\'s election campaign received an unusual amount of 
attention in the South African press and support from Basotho 
residents in South Africa. The GOL\'s display of recovered 
weaponry, while an obvious victory for the nation\'s security 
organs, raises the inconsistency of the continued arrest of 
individuals related to the nation\'s legal political opposition 

(the ABC party) while those caught with the weapons appear to 
come from different factions (the aging and, until now, 

seemingly defunct Lesotho Liberation Army). The South African 
asylum cases and aggressive reporting from media outlets such as 
\"Public Eye\" may soon force the GOL to come to terms with these 
inconsistencies. END COMMENT. 

MURPHY 
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DEPT FOR DRL, INL, EUR/SCE 

NSC FOR BRAUN 

USUN FOR DREW SCHUFLETOWSKI 
EUR/ACE FOR DMAYHEW 


E.O. 12958: DECL: 07/31/2017 

TAGS: PGOV, PINR, PREL, EAID, PREF, PHUM, SOCI, KV, UNMIK 
SUBJECT: KOSOVO: SIGNS OF HARDLINE SERB CONSOLIDATION IN 
RUN-UP TO FINAL STATUS 


REF: A. PRISTINA 464 
B. PRISTINA 520 
C. PRISTINA 521 


Classified By: CHIEF OF MISSION TINA KAIDANOW FOR REASONS 1.4 (b), (d) 


1. (C) SUMMARY: Recent disturbing moves by Serb hardliners 
linked with the Belgrade\'s Coordinating Center for Kosovo 
(CCK) and the Serbian Orthodox Church (SOC) provide evidence 
that Belgrade is working to sow fear and mistrust between 
Kosovo Serbs and their Albanian and international 

interlocutors. Kosovo Serbs, particularly those in enclaves 
south of the Ibar river, have been pressured not to 

participate in events linked to the international community 

or the Kosovo government. Meanwhile, hardline Bishop 
Artemije and others in the SOC and GOS have recently made 
their own unhelpful moves, such as demanding the flying of a 
Serbian flag over the recently reconstructed Monastery in 
Zociste and persisting in their attempts to disrupt the work 

of the Reconstruction Implementation Commission (RIC). 
Although we have seen considerable unhappiness with this line 
from Kosovo Serbs in the enclaves, we have no reason to 
expect these hardliners to change their strategy. END 
SUMMARY. 


CCK PRESSURE ON THE SOUTH: VRBOVAC... 


2. (C) In an apparent effort to consolidate its hold not 

only in the north of Kosovo but within Serb enclave areas in 

the south, we have seen increasing evidence of attempts by 
Belgrade\'s Coordinating Center for Kosovo (CCK) to sow fear 
and mistrust between local Serb communities and their 
Albanian and international interlocutors. On July 6, we 
received a report from USKFOR in Vrbovac (Vitina/Viti 
municipality) describing a complaint by a local Serbian 
Orthodox priest about the activities of Vrbovac CCK activist 
Dejan Moskic. Moskic had made outrageous statements to local 
Serb villagers, saying that the routine dismantling of a 
USKFOR forward operating base was in fact a sign that 
American troops would soon depart the area, to be replaced by 
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Russian troops who would \"look for traitors\" among the local 
population. Moskic also encouraged local Serbs to wear \"Tsar 
Lazar Guard\" t-shirts during the Vidovdan holiday June 28. 
(Note: June 28 is the much-commemorated date of the 1389 
Battle of Kosovo, in which Tsar Lazar was defeated by Ottomon 
forces. End Note.) 


. SILOVO... 


3. (C) At the widely-covered inauguration of a UK-funded 
sewage system in the Serb village of Silovo (Gjilan/Gnjilane 
municipality) July 17, Kosovo media noted the boycott of the 
event by the beneficiaries themselves, who were pressured not 
to attend by former local CCK leader and local IDP activist 
Milorad Todorovic. UK Liaison Office DPO Ruari O\'Connell 
told poloff that Todorovic attempted to block the 

participation of PM Ceku and any other Albanian PISG 
representatives from the event, but that the UK office went 
ahead anyway because the local Serbs did not oppose the 
project. Some local Serbs did appear, bravely asserting to 
broadcaster RTK that they wished \"both our governments could 
cooperate.\" For his part, Ceku used his speech at the event 
as an opportunity to highlight Belgrade\'s \"manipulation\" of 
local Serbs. 


... AND BRESTOVIK 


4. (SBU) In the Serb village of Brestovik (Peje/Pec 
Municipality), village leader Miodrag Dasic told the press 
July 17 that the village is suffering a water shortage, 

directly blaming the CCK and accusing it of blacklisting 
Serbs who work with Kosovo institutions or the international 
community and therefore prohibiting constructive cooperation 
between the village and the municipality on these problems. 
Saying that he had received no help from the CCK, he asked 
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the press \"now that we are afraid to cooperate with anyone, 
to whom can we turn?\" 
LITTLE TRACTION IN BABUSH 


5. (C) Serb returnees to the Ferizaj/Urosevac-area village 
of Srpski Babush (ref B) have also expressed their 
displeasure with CCK and the Serbian government. In a July 
12 interview with Kosovo Serb KiM radio, village leader 
Novitsa Jovanovic expressed his frustration about the 
complete lack of support from the Serbian government, and 
told us July 18 that the village had yet to receive any help 
from Serbia or the CCK, adding that KFOR MNTF-E U.S. BG 
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Earhart \"will always be a welcome guest in our village\" 
because of his attention to returnees\' needs after their 
arrival in late June. During a July 21 CODEL visit to the 
village, Jovanovic continued to praise USKFOR, UNDP, 
Ferizaj/Urosevac municipality, and others for helping the 
village, but never mentioned the Serbian government. 


MITROVICA: PRESSURE ON SERBS WHO COOPERATE WITH USOP 


6. (C) On July 9, Dajana Gosmanac, Kosovo Serb American 
Corner Coordinator in north Mitrovica, reported to PAO that 

she is under increasing pressure from local politicians, whom 
she would not identify, because of her work with USOP. She 
said she is told that she is \"collaborating with the enemy,\" 

and that her daughter, who traveled to the U.S. last year on 

a USG-funded fellowship, now feels ashamed of having done so. 
Gosmanac, who has worked extensively with USOP in the past, 
including participation in training seminars in Pristina and 
Croatia, feared that politics was creeping into her everyday 
work, which she sees as purely cultural. 


PROVOCATIONS IN ZOCISTE, PRIZREN 


7. (C) On July 13, nearly 2,000 Serbs attended a 

celebration of the reconstruction of the Zociste monastery 
(Rahovec/Orahovac municipality), during which a Serbian flag 
was flown from the belfry. Local Albanians, including the 

local KLA War Veterans Association, were offended by the 
flag\'s continued presence in the days following the event and 
by press interviews given by hardline Bishop Artemije to both 
Kosovo- and Serbia-based media outlets in which he asserted 
it was appropriate that the flag fly over Serbian territory, 
adding that KFOR could take it down if it were so inclined. 


8. (C) Moderate SOC leader Father Sava of Decani Monastery 
(protect) told USOP that Artemije issued the original 

instruction to fly the flag and has insisted that it remain 

there regardless of the consequences, which Sava and his 
patron, Bishop Teodosije, fear could stir conflict in Serb 
communities near Orahovac. Upping the stakes, on July 26, 
monks at the Holy Archangels Monastery outside Prizren also 
raised a Serbian flag above their monastery. On July 29, 

Holy Archangels monk Father Benedict gave an interview to the 
Kosovo daily \"Express,\" in which he said that the monastery 
was Serbian territory and that Serbian flags would fly over 

all SOC monasteries and churches in Kosovo. (Note: UNMIK and 
KFOR are monitoring the situation closely and believe that 
while it is not critical now, the continued presence of flags 
above SOC sites could exacerbate extremist feelings among a 
population fed up this summer with high temperatures, chronic 
water shortages and delays in the decision on Kosovo\'s final 
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status. End Note). 


ARTEMIJE STILL WORKING AGAINST CHURCH RECONSTRUCTION... 


8. (C) According to Father Sava, Artemije has also refused 

to bless churches reconstructed by the Reconstruction 
Implementation Commission (RIC), and has not allowed nuns at 
the Gracanica monastery to paint icons for a reconstructed 
church in Pristina. Artemije refers to holy sites rebuilt by 

the RIC as \"Teodosije\'s churches,\" considering them an 
abomination. During a July 21 meeting with CODEL Bean, 
Artemije referred to \"150 churches\" destroyed since 1999, yet 
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refused to mention the RIC and its good work, much to the 
dismay of Teodosije. Sava told us that \"it is incredible how 
much they (SOC hard-liners and the Serbian government) are 
hysterically against reconstruction and anything constructive 
in Kosovo. \" 


... HAND IN HAND WITH BELGRADE 


9. (C) Although hardline Serbian Ministry of Culture 
representative Gordana Markovic has been replaced as the 
official Serbian government delegate to the RIC (ref C), she 
has continued her attempts to disrupt church reconstruction. 
RIC chairwoman Emma Carmichael told poloff July 20 that she 
has been compelled to intervene in order to prevent Markovic 
from attending RIC meetings. Markovic forced herself into 
the June RIC meeting, declaring that \"Samardzic has 
authorized me to be here,\" after which Carmichael asked her 
to leave the building. Markovic reappeared for the July 17 
meeting but was again stopped (this time at the front of the 
building). Carmichael expressed relief that Serbian 

President Boris TadicYs DS party controls the Ministry of 
Culture, which in turn appoints Serbia\'s representative to 

the RIC, thus insulating it from DSS-linked hardliners in the 
Ministry for Kosovo. 


LOCAL SERBS DESPAIR, BUT CANNOT EVADE THE MACHINATIONS 


10. (C) Recent conversations with moderate Kosovo Serb 
politicians Oliver Ivanovic and Lipljan major Momir Cankovic 
provide some insight on how ordinary Serbs view these 
machinations. Neither believed that Belgrade provides 
largesse for Kosovo Serbs out of any real concern for their 
welfare, but rather uses the threat of removing salaries, 
pensions and other payments to maintain control in 
Serb-majority areas. Cankovic expressed the common fear 
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among local Serbs that the Belgrade-provided public sector 
salaries of Kosovo Serbs will be cut off once status is 
resolved, a factor many Serbs are considering now in deciding 
whether to stay or leave Kosovo in the event of an 
independence declaration by Kosovar Albanians. 


COMMENT 


12. (C) While the evidence remains anecdotal, there appears 
to be an emerging pattern both within the Belgrade-run CCK 
and other institutions associated with it, like the Serb 

Orthodox church, to enforce an increasingly strict policy of 
separation between local Serb communities and both Albanian 
and international interlocutors. In some cases, this has 
extended even further into acts that are both provocative and 
dangerous. We have not yet seen a Serb community refuse our 
aid or cut off ties completely, but it has happened to other 
international donors and it is clear to our colleagues at 
USKFOR that CCK interference is in several instances 
hampering their efforts to ensure close ties to Serb areas in 
their AOR. We can expect such a pattern to intensify as 
negotiations on Kosovo\'s status draw to a close and we move 
closer to independence for Kosovo, though we are using every 
methodology at hand to keep the lines of communication open 
and clear. End comment. 

KAIDANOW 
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E.O. 12958: DECL: 07/30/2017 

TAGS: ETTC, KNNP, PARM, PREL, IR, GM 

SUBJECT: (S) IRANVS BANK MELLI - INVOLVEMENT IN 
PROLIFERATION TRANSFERS 


REF: A. STATE 104801 
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B. BERLIN 1450 


Classified By: Global Affairs Counselor Donald R. Shemanski 
for reasons 1.4 (b) and (d) 


1. (S) Global Affairs officer delivered ref A nonpaper and 
demarche July 31 to Finance Ministry Deputy Director General 
Rolf Wenzel and MFA Deputy Office Director for Nuclear 
Disarmament and Nonproliferation Thomas Goebel. Global 
Affairs officer also relayed ref A request for information on 
Bank Melli\'s proliferation activities that could be shared 

with China and Russia to facilitate P5 1 discussions. Both 
expressed appreciation for the information and undertook to 
pass the nonpaper to German policymakers and the German 
interagency working group. Goebel also noted that \"French 
colleagues\" are sharing information with Germany on Bank 
Melli\'s involvement in proliferation-related activities. 


2. (S) Goebel said P5 1 unity is essential to convince Iran 

to suspend its enrichment activities. He stressed the 
importance of keeping China and Russia on board, particularly 
at such a critical moment. Although Iran seems to be 
cooperating with the IAEA, Goebel said, German officials 
suspect Iran\'s \"openness\" is simply a maneuver to buy time 
and chip away at P5 1 unity. Goebel stated work on a UNSC 
resolution must continue, adding the P5 1 should have a 
resolution ready to go by the end of August. 


3. (U) Post will report any subsequent German response septel. 
TIMKEN JR 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, ENRG, KNNP, KTIA, TU 

SUBJECT: TURKEY BRIEFED ON U.S.-INDIA AGREEMENT FOR 
PEACEFUL NUCLEAR COOPERATION 


REF: STATE 104171 
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We provided reftel non-paper and joint statement to Section 
Chief Bora Kerimoglu in the MFA\'s Arms Control and 
Disarmament Office on July 31. Kerimoglu expressed 
appreciation for the information. He also inquired about the 
status of the U.S.-Turkey Peaceful Uses of Nuclear Energy 
(PUNE) Treaty. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


MCELDOWNEY 
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E.O. 12958: DECL: 07/31/2017 

TAGS: PREF, PGOV, EAID, KCRS, YI, KV, UNMIK, SENV, PHUM 

SUBJECT: KOSOVO: AT DONOR URGING, UNMIK COMMITS TO CLOSING 
LEAD-CONTAMINATED ROMA CAMP 


Classified By: COM Tina S. Kaidanow for reasons 1.4 (b) and (d). 


1. (C) Summary: UNMIK committed to closing the Cesmin Lug 
Roma camp, which CDC has consistently maintained is unsafe 
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for human habitation. In a July 23 meeting with UN, USOP and 
donor representatives, PDSRSG Schook gave the instruction 
that alternative sites be found for the current Cesmin Lug 
residents, and then the camp be emptied. Preferably this 
would be done through an awareness campaign, but it might 
require the cessation of services to the camp and -- in 

extremis -- forced eviction. UNMIK\'s senior official for 
northern Kosovo opposed closure, arguing that the Roma should 
be allowed to remain in their homes and that any eviction of 
Roma would lead to Albanians pressing property claims in 
northern Kosovo. We said that the USOP position reflected 
the CDC\'s report, particularly the conclusion that any 
additional U.S. assistance to support the continued existence 
of Cesmin Lug would be unacceptable and even immoral given 
the serious health risks posed to inhabitants of the camp. 

End summary. 


2. (SBU) At USOP suggestion, PDSRSG Schook called a meeting 
on July 23 to review issues related to displaced Roma in 

northern Mitrovica. In attendance were UNMIK\'s Regional 
Representative for Mitrovica Gerard Gallucci, director of 

UNMIK\'s Department of Civil Administration Anil Vasisht, head 

of UNMIK\'s local governance unit Leonid Markaryan, and UNMIK 
emergency planning officer Neville Fouche. DPO, USAID 
Program Officer and POL/ECON Officer represented USOP. 


3. (C) After consulting with CDC, we turned over a draft 

copy of its recent report on Cesmin Lug, one of the two camps 
currently housing displaced Roma, and seriously contaminated 
by lead. Based on CDC\'s findings, USOP advocated the closure 
of Cesmin Lug and the relocation to the inhabitants to 

Osterode, a site just across the street that CDC believes is 

far safer. Fouche said that there is room in Osterode for 

the inhabitants of Cesmin Lug, but noted that some 80 new 
residents have moved in since space was vacated by Roma 
moving to the Mahala. 


4. (C) UNMIK\'s Regional Representative for Mitrovica Gerard 
Gallucci opposed the closure of Cesmin Lug. He said that his 
fear was a precedent could be set by evicting the Roma, 
claiming that it could lead to Albanians demanding that the 
authorities use eviction as a means of resolving property 
disputes in the north. Schook said that an eviction based on 
a compelling public health concern was different from similar 
steps taken as a result of a property ownership suit. 

Gallucci also maintained that it would be immoral to evict 
Roma from their homes, adding that all of the Mitrovica area 
was lead-contaminated. 


5. (C) Schook noted that UNMIK\'s efforts would be undermined 
if more Roma back-filled vacated residences in Cesmin Lug. 
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Fouche said it would be preferable to move the community en 
masse, razing the camp immediately afterwards. Schook agreed 
that that was a preferable solution. He maintained that the 
UN should make an effort to prepare new space for the group 
in either Osterode, the Roma Mahalla, or elsewhere. If that 
is done (in consultation with the UNVs Office of Legal 

Affairs), he asserted, the closure of the camp should proceed 
in one of three ways. The preferable option would be to 
provide an alternative and thorough education, obtaining the 
buy-in of the residents to depart. If that fails, the 

remaining UN services to the camp should be terminated. 
Gallucci insisted that he would do this only on written 
instructions from the PDSRSG. Finally, although forced 
eviction is not a desired means to close the camp, Schook, 
asserted, it needs to remain as an option of last resort. 


6. (C) USOP representatives agreed with SchookYs roadmap for 
closing the camp. Based on CDC\'s conclusion that the 
provision of further aid to Cesmin Lug would pose serious 

health risks to inhabitants and could even be considered 
\"immoral,\" DPO noted that USOP would oppose any new 
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assistance to support the continued existence of the camp. 

He added that we would also carefully examine any assistance 
whose unintended consequence was the encouragement of 
residents to remain in Cesmin Lug. DPO promised that USOP 
would work with UNMIK\'s public affairs section to ensure that 
the message gets out that this is above all a critical public 
health issue. Like the UN, we have no desire to forcibly 

evict the Roma from the camp. However, that might prove to 
be the best -- and necessary -- way to address this issue 
years after it should have been resolved. 


8. (C) Comment: Our policy will remain to push for the 

early and permanent closure of Cesmin Lug. Fouche later told 
us that it could take 40 days to acheive this objective. We 

will follow developments in and continue to urge UNMIK to 

take resolute action. Based on UNMIK\'s plan forward, we will 
make further assessments about the most advantageous use of 
our assistance funds on behalf of the Roma community. 
KAIDANOW 
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E.O. 12958: DECL: 7/30/2017 

TAGS: PREL, ITRA, OVIP, KSEP, UNGA 

SUBJECT: 62ND UN GENERAL ASSEMBLY: HIGH-LEVEL ATTENDANCE 
AND REQUESTS FOR MEETINGS 


REF: STATE 101170 


Classified By: Ambassador Thomas Riley for reasons 
1.4 (b) and (d) 


1. (C) We delivered the points conveyed reftel regarding 

the upcoming United Nations General Assembly (UNGA) to MFA 
Chief of International Organizations Section Nasser Bourita 

on July 26. He said that the GOM will be in flux until after 

the September 7 election, making it impossible to predict who 
may or may not travel to New York before then. Given the 
chance of protracted negotiations in forming a new 

government, a response may arrive as late as September 17. 


2. (C) Based on the text of a letter sent by the king to 
UNSG Ban Ki Moon in which he said that \"his (the king\'s) 
representatives at the UNGA\" would work hard on climate 
change issues, Bourita believes that the king will almost 
certainly not attend this year. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 
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SENSITIVE 
SIPDIS 


DEPARTMENT FOR NEA AND H 


H PLEASE PASS TO REPRESENTATIVE LOWEY AND HER DELEGATION FROM 
AMBASSADOR RILEY 


E.O. 12958: N/A 
TAGS: PREL, PGOV, ECON, PTER, MA 
SUBJECT: SCENESETTER FOR THE VISIT OF CODEL LOWEY 


Ref: STATE 102141 


Sensitive but unclassified - entire text. Not for internet 
distribution. 


1. (SBU) Representative Lowey, 


My staff and | are delighted to welcome you and your delegation to 
Morocco. Your visit will help underscore the importance of our 
relations with Morocco. Morocco is a paragon of reform in the 

region and relations are good enough that it has been designated a 
\"major, non-NATO ally.\" The country is now preparing for September 
parliamentary elections, the second of King Mohammed VIYs eight year 
reign and the first since 2002. Morocco is also engaged in 
negotiations under U.N. auspices on the future of the Western 

Sahara, which we support. It is also increasingly focused on the 
terrorist threat in North Africa and went on maximum alert against 

that threat earlier this summer. 


Bilaterally, your visit comes on the eve of the signature of a 

compact between Morocco and the Millennium Challenge Corporation, 
which will bring a significant expansion of U.S. assistance to 

Morocco, focused on key areas including agriculture, small-scale 
fisheries, artisan crafts, financial services and enterprise 

support. This support will build on previous USAID successes in 
micro-credit and agriculture, but will also bring U.S. assistance 

into new areas. 


Morocco has made impressive political and economic strides in recent 
years, including liberalization of its trade relations with the 

United States and other countries. Our bilateral free trade 

agreement entered into force in January 2006, and brought a 44 
percent increase in bilateral trade in its first year. King 

Mohammed VI rules as well as reigns. He has championed significant 
political reforms, including relative freedom of expression, 

advances on human rights, and the 2004 family law (or \"moudawana\"), 
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which has significantly enhanced the rights of women. Partly as a 
result of this reform record, the current form of government retains 
strong support across the political spectrum. 


Nonetheless, Morocco continues to face serious challenges. 
Illiteracy and joblessness remain high, and while economic growth 
has accelerated (averaging 5.4 percent from 1999 to 2006), it has 
not yet achieved the level needed to absorb new entrants to the 
labor force or to reduce poverty. Frustration over the lack of 
employment opportunities, the government\'s inability to respond 
fully to educational and health needs, and endemic corruption, have 
broadened the appeal of Islamic-oriented parties and 
non-governmental organizations. The legal Party for Justice and 
Development (PJD), which will vigorously contest next month\'s 
elections, will gain seats and it is possible that it could enter-- 
though not dominate-- the next government. 


These frustrations, combined with satellite television from the rest 

of the Arab world, have strengthened a dangerous terrorist fringe, 

as reflected in the April bombings in Casablanca that targeted the 

U. S. Consulate and Cultural Center, among other targets. In the 
face of this threat, U.S.-Moroccan counter-terrorism cooperation has 
been excellent, as is reflected in the recent visits to Rabat of 
APHSCT Frances Townsend, FBI Director Mueller, and CIA Director 
Hayden. The U.S. finds in Morocco a capable and active partner in 
the war against terror. Morocco pursues an interdisciplinary 
approach in confronting the threat, seeking to address the economic 
marginalization of youth and refute extremist ideology by 
propagating Islamic messages of tolerance and moderation, while at 
the same time pursuing vigorous law enforcement and intelligence 
operations against specific terror cells. It has acknowledged over 
the past year the importance of protecting human rights during the 
pursuit of counterterrorism efforts. 


Our mission strategic plan also adopts this holistic approach, 

seeking on the one hand to sustain and expand counter-terrorism 
efforts in Morocco through continued diplomatic, law enforcement and 
military cooperation, while on the other supporting the country\'s 
ongoing social, economic, and political reforms that directly 

address the conditions that create extremism. 


Morocco will receive over $35 million in US foreign assistance in FY 
07, approximately half of which will be for activities under peace 

and security with expenditures under IMET, INCLE, NADR and FMF. 
$18.9 million will be spent to address Morocco\'s ongoing development 
challenges through USAID with programs in economic growth, 
education/workforce development and democracy/governance. 
Additional funding from Washington of approximately $2 million 
annually is made available through the Middle East Partnership 
Initiative for advancing the Freedom Agenda and occasionally through 
other agencies, as well. 
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The upcoming MCC compact, expected to be signed at a level 
approaching $700 million over five years, represents a significant 
increase in US assistance that will potentially have a profound 

impact in Morocco\'s prospects for economic growth, especially in 
agriculture, fisheries and traditional crafts. However, Development 
Assistance (DA) and Economic Support Funds (ESF) are looked to in 
order to underwrite an assistance response that is complementary to 
the investment being made by the USG through the Millennium 
Challenge Corporation. 


That complementary assistance looks to the needs of the two-thirds 
of the 30 million Moroccans who are under age 30. This population 
bulge, a result of rapid population growth in the 1970s and 1980s, 
has led to significant challenges. Joblessness, underemployment, 
poor education, and the inability of government to meet citizens\' 
needs are sources of alienation, radicalization, and extremism that 
underpin a continuing terrorist threat. 


U.S. economic and development assistance is necessary to continue to 
focus on three priorities: education, economic growth, and 

democratic governance. U.S. assistance for peace and security should 
include FMF at adequate levels to sustain a large stock of US-origin 
equipment while continuing strong military to military partnership 

with Morocco a major non-NATO ally. This will enhance the 
professionalism and skills of Moroccan military personnel, improve 
Morocco\'s ability to control its borders, and build upon the 

Moroccan military\'s contributions to international peacekeeping 

efforts and the global war on terror. 

RILEY 
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SUBJECT: VEHICLES FOR REVISITING EXTRADITION 
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REF: STATE 98687 
Classified By: Ambassador Charles L. Glazer, Reasons 1.4 (b) and (d) 


1. (C) SUMMARY: Embassy has been advised that there are 
currently two potential cases to test the Salvadoran 

judiciary\'s willingness to extradite Salvadoran nationals to 

the US. The simplest of these concerns a dual national 
convicted of child sexual assault who fled the US prior to 
sentencing. The second, and more complex case, charges a 
Salvadoran gang member indicted in a RICO conspiracy case 
involving murder and attempted murder in the United States. 
July 17 discussions with Salvadoran counterparts over the 

latter case produced a mixed response, with the Salvadoran 
Attorney General\'s Office (Fiscalia) willing to proceed and 

the Ministry of Foreign Affairs (MFA) more mixed in its 

reaction. Embassy recommends a two-stage approach, leading 
with an immediate extradition request in the sexual assault 
case, where there is a reasonable chance of success, before 
moving forward on the more complicated RICO gang matter. End 
Summary. 


2. (U) On July 17, Stacy de la Torre, DOJ Attache, and John 
Beasley, Senior Trial Attorney, DOJ, Office of International 
Affairs, met with staff from the Salvadoran Attorney 
General\'s Office (Fiscalia) to explore their views on the 
extradition of Salvadoran nationals and the possibility of 
putting forward a test case. After a brief meeting with 
Attorney General Felix Garrid they spent several hours with a 
group of senior prosecutors, including Nelson Mena, Legal 
Advisor to the AG; Rudolfo Delgado, Assistant to the AG; and 
Aquilles Parada, head of the Organized Crime Unit. 


3. (U) Beasley noted that the U.S. appreciated the efforts of 
the GOES to make the changes necessary to Article 28 of the 
Salvadoran constitution to allow for the extradition of 
Salvadoran nationals. Beasley added that Article 8 of the 
Treaty on Extradition between U.S. and El Salvador (1911) 
also permitted the extradition of Salvadoran nationals. Mena 
concurred that, when read together, the language of Article 
28 and Article 8 permitted the extradition of Salvadoran 
nationals. 


4. (U) Beasley and Mena agreed that the climate was now ripe 
for a test case, and that the case of Rigoberto Mejia, a high 
level enforcer for MS-13 who has committed murders in both 
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U.S. and El Salvador, might be appropriate. (Note: Mejia is 
currently free in El Salvador after a key prosecution witness 
recanted under intimidation. The prosecutor\'s office appears 
anxious to find a way to hold him in custody. End note.) 
Mena added that this would be breaking new ground in the 
Salvadoran legal system on issues of dual criminality, the 
meaning of life imprisonment, and the reciprocity of 
procedural legal guarantees. 


5. (C) During the discussion of the legal issues involved, it 
became apparent that there is currently no established 
procedure in Salvadoran law for handling extraditions. (It 
appears that El Salvador has used deportation of foreign 
nationals in lieu of extradition; as far as we can determine, 
there has never been a formal extradition of any sort from El 
Salvador.) As such, while the Fiscalia appears to be a 

willing and enthusiastic partner, there are no established 
avenues for extradition requests. The view of the Fiscalia 

is that it would have to be assigned the case by the Supreme 
Court. (NOTE: Mena, Parada and Delgado each expressed 
concern that Elizabeth Villata, legal advisor to both the MFA 
and the Supreme Court, would be the first person to whom 
Supreme Court would turn for advice on how to proceed in this 
case, and that she had not been positively disposed to the 
extradition of Salvadoran nationals in the past. End Note.) 


6. (U) Beasley suggested that the U.S. initially send down 
only a request for provisional arrest, as provided for in 
Articles 11 and 12 of the bilateral treaty. The effect of 

this would be that the sole matter before the Court would be 
the request for an arrest warrant. Assuming all of the 

treaty requirements were met, the Court would refer the case 
to a trial level judge who would issue a Salvadoran arrest 
warrant. Once arrested, the person sought would be given a 
defense lawyer, and the judge would likely assign a 
prosecutor to represent the interests of the GOES. The 
prosecutor could then commence the litigation of the 
extradition. By the time the formal extradition packet 

arrived, a prosecutor would already have been assigned. Mena 
et al thought that this would be a workable solution. 


7. (U) Beasley and Poloff went on to meet with Elizabeth 
Villata, legal advisor to both the MFA and the Supreme Court, 
and Dania Tolentino, the lead prosecutor before the Supreme 
Court. Villalta stated that extradition of nationals was 

clearly allowed now under both the Salvadoran constitution 
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and the bilateral extradition treaty. She stated that she 

saw no obstacles, only \"constitutional requirements\" that 
have to be satisfied, such as assurances of no death penalty 
or life imprisonment. (Note: According to Villalta, a life 
sentence without possibility of release and rehabilitation 
(parole), would equate to \"life\". End Note) 


8. (U) Villalta indicated that El Salvador has a sentencing 

regime similar to the U.S. Federal regime, and that the 
maximum penalty under Salvadoran law that has been upheld by 
the Supreme Court is 75 years. (Note: An issue of greater 
concern is the inability to enumerate the \"guarantees 

afforded their nationals under their constitution,\" as 

phrased in Article 28 of the Salvadoran constitution. 

According to Villalta, reciprocity of these constitutional 
guarantees would be a requirement for the extradition of a 
Salvadoran national. End Note.) 


9. (C) We understand that the Department and DoJ are 
considering an extradition request for Jose Marvin Martinez, 
a dual national convicted of the sexual assault of his 

natural daughter in Texas. Martinez has been sentenced to 
eight years in prison for the offense, but fled prior to 
submission of the case to a jury. We believe that there is a 
reasonable case for Martinez\'s extradition for several 
reasons: he\'s an American citizen; his daughter may hold 
Salvadoran nationality (making the case more attractive); he 
has been convicted of a particularly heinous crime and 
sentenced; the offense is prohibited under both US and 
Salvadoran law; and he has already been sentenced to a term 
that will not open a debate over the meaning of \"life 
imprisonment.\" 


10. (C) Our principal political goal is to ensure the 

extradition of Salvadoran nationals to stand trial for 

serious crimes committed in the US. We thus recommend that we 
treat these extradition requests as a two-stage process. We 
should proceed immediately on the Martinez case, with the 

hope of establishing an extradition precedent (as well as the 

legal process to pursue extradition cases here) that could 

open the door to further extradition request. If the court 

renders a favorable judgment on our request to extradite 
Martinez, we could then move forward under more favorable 
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circumstances with the Mejia case. We should lead with our 
stronger case, rather than lose a chance of setting the 
precedent because of issues specific to the Mejia\'s 
circumstances. 


11. (C) We would hope that both requests would succeed, but 
recognize that in order for this to happen, the Salvadoran 
Supreme Court will need to establish a precedent that its 
nationals can be extradited. Unfortunately, Mejia 

extradition would require the Supreme Court to find in our 
favor on two additional issues: dual criminality and the 
possible life sentence. We think the odds are reasonable on 
the Martinez case, but far less favorable on Mejia\'s. The 
latter would bear the additional political burden of 

unfavorable publicity, resulting from the fact that Mejia was 
erroneously deported to El Salvador because of an error made 
by a USG agency. 

Glazer 
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SUBJECT: AQ KHAN TRIAL: POSTPONED UNTIL 04 SEPTEMBER 


REF: PRETORIA 1933 AND PREVIOUS 
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Classified By: Acting Deputy Chief of Mission Elizabeth Hinson. Reason 
s 1.4(b) and (d). 


1. (C) The trial of A. Q. Khan network proliferators Daniel 
Geiges and Gerhard Wisser resumed on 31 July before the 
Pretoria High Court, but the proceedings were not nearly as 
juicy as media observers had anticipated. Wisser\'s attorney 
immediately moved for postponement to 04 September, citing 
\"certain difficulties\" in preparing for trial, and requested 

that bail be extended under existing conditions. Geiges\'s 
attorney cited three separate medical certificates 
documenting the fact that his client would not be medically 
able to stand trial for at least eight months, concurred with 
the request for postponement, and asked that the provisional 
warrant issued at the 01 March court appearance be canceled 
now that Geiges\' medical condition had been satisfactorily 
established. 


2. (C) The NPA prosecutor made clear that the State had 
expected to commence presentation of evidence at this 
appearance and was fully prepared to do so, should the judge 
so require. However, given the seriousness and complexity of 
the charges, the State found the defense\'s request for a 
one-month postponement \"not unreasonable\" and therefore would 
not oppose it. The prosecutor confirmed the State was 
satisfied that Geiges was medically unable to be present and 
indicated issuance of a warrant and/or initiation a formal 

inquiry were not necessary. However, the State requested 

that Geiges be subjected to a full medical examination by an 
independent medical expert and that the results of that exam 
be shared with the prosecutors prior to 04 September. 

Geiges\' attorney agreed and undertook to make the necessary 
arrangements. 


3. (C) Judge Labuschagne requested and received the State\'s 
formal concurrence with the defense\'s requested postponement. 
He requested and received confirmation from Wisser\'s 

attorney that the postponement would result in a shortening 

of the trial. With these assurances, the judge ruled in 

favor of the motion to postpone, canceled the provisional 
warrant for Geiges, and declared that bail would be continued 
under existing arrangements. 


4. (C) COMMENT: Today\'s session, scheduled to be conducted 
in open court, was expected to be substantive with the State 
offering opening arguments and introduction of evidence. 

Primary public broadcaster SABC had a camera crew present and 
reporters from several major print publications also were in 
attendence. Ironically, the Mail & Guardian had no reporter 
present, despite leading the fight to block the State\'s prior 


Column 3 
request for blanket in camera proceedings. END COMMENT. 


Bost 


117296 

PP RUEHBC RUEHDE RUEHIHL RUEHKUK 

DE RUEHGB #2544 2121617 

ZNY SSSSS ZZH 

P 311617Z JUL 07 

FM AMEMBASSY BAGHDAD 

TO RUEHC/SECSTATE WASHDC PRIORITY 2561 

INFO RUCNRAQ/IRAQ COLLECTIVE PRIORITY","S E C R E T BAGHDAD 002544 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/31/2017 
TAGS: PREL, PTER, IZ, TU 
SUBJECT: TURKISH DCM IN BAGHDAD ON TURKEY/IRAQ/PKK 


REF: A. ANKARA 1959 
B. BAGHDAD 2419 


Classified By: Political Counselor Matthew Tueller, reasons 1.4 (b) and 


(d). 


1. (S) Summary: On July 31, Turkish DCM Ahmet Yazal said 
Turkey is not opposed to embassy-level meetings on the PKK 
with Iraqi State Minister Shirwan WavVili, Iragq\'s envoy to the 
trilateral process for combating the PKK. However, the GOT 
does not consider such meetings a substitute for trilateral 
meetings. Turkey wants deliverables before agreeing to a 
trilateral meeting and will not speak to Kurdistan Regional 
Government (KRG) officials as part of the trilateral process. 
The PKK, deliverables, and a possible security cooperation 
agreement will be the GOT\'s main points during PM Maliki\'s 
upcoming visit to Ankara. End Summary. 


GOT Wants Deliverables Before Trilateral Meeting 


2. (S) Yazal said, upon instructions from Ankara, Turkey is 
not opposed to meeting in Baghdad on PKK issues as War''ili 
proposed on July 16 (ref B), but that such meetings should 
not replace trilateral meetings between envoys. Yazal added 
that Turkey would \"need something in hand\" -- i.e., a 
deliverable -- before agreeing to a trilateral meeting. 
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Yazal said GOT officials would discuss possible deliverables 
with PM Maliki during his upcoming visit to Ankara. 


Upcoming PM Maliki Visit 


3. (C) According to Yazal, the PKK will be the GOT\'s main 

focus during PM Maliki\'s visit. The GOT hopes to use the 

visit to gain agreement in principle on a bilateral security 
cooperation agreement. The GOT has sent a draft agreement to 
the GOI and has received the GOI\'s comments back. Yazal said 
Iraqi National Security Adviser Rubaie, accompanied by 
intelligence officials, would visit Turkey after the PM; he 
speculated that the agreement could be finalized during that 

visit. 


No Talks With KRG 


4. (S) Yazal also remained firm that Turkey would not agree 

to talk to KRG Interior Minister Sinjari as part of the 

trilateral process because it would look too much like 
negotiating with the PKK. Yazal rejected the idea of talks 

with KRG PM Nechirvan Barzani for the same reason, although 
he held open the possibility of a future meeting with him if 

it were kept quiet and low-key. 


5. (C) Deputy PolCouns told Yazal that the Embassy has 
consistently pressed KRG President Barzani to do more on the 
PKK. Deputy PolCouns suggested that both our embassies 
present Minister WaVili a list of PKK offices open in Iraq 

and ask Wal'ili to fulfill his promise to close them. Yazal 
agreed and said he would compile a list of open offices to 
present to WaVili. 


6. (C) Yazal gave Deputy PolCouns a copy of a 19 July 
diplomatic note Turkey had given to the GOI demanding the 
provisional arrest of fugitive PKK financier Riza Altun; post 
e-mailed a copy to the Department and Embassy Ankara. 


CROCKER 


117297 

OO RUEHDBU 

DE RUEHMO #3737 2121624 

ZNY CCCCC ZZH 

O 311624Z JUL 07 

FM AMEMBASSY MOSCOW 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 2511 
INFO RUCNCIS/CIS COLLECTIVE 
RUEHXD/MOSCOW POLITICAL COLLECTIVE 


Column 3 

RUEKJCS/JOINT STAFF WASHDC 

RUEKJCS/SECDEF WASHDC 

RHMFISS/CDR USEUCOM VAIHINGEN GE" 'CONFIDENTIAL MOSCOW 003737 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/31/2017 

TAGS: ETTC, PREL, MCAP, IR, RS 

SUBJECT: RUSSIAN MFA DISMISSES REPORTS OF MILITARY AIRCRAFT 
SALES TO IRAN 


Classified By: Charge d\'Affaires Daniel A. Russell. Reasons 1.4 (B/D). 


(C) On July 31, Embassy raised media reports that Russia 
plans to sell long-range Sukhoy fighter aircraft to Iran with 
Andrey Odnoral, Arms Technology and Transfer Specialist in 
the Foreign Ministry\'s Department for Disarmament and 
Security Affairs. Odnoral told us that the purported 

transfer to Iran of 250 Su-30 fighter aircraft, along with 20 
11-78 air refueling tankers, was a \"fairy tale.\" He stated 

that Moscow valued its international reputation and would not 
transfer weapons to Iran that were clearly in violation of 
existing UN Security Council resolutions. Odnoral said no 
negotiations were ongoing between Rosoboroneksport and 
Iranian officials to transfer aircraft or any other weapons 
systems to Tehran. He added that Russia did not currently 
have the capability to produce that quantity of fighter 

aircraft. 

RUSSELL 
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1. Summary: CODEL Bean visited Serbia July 20-22, seeking to learn 
more about the challenges facing the country\'s future and the 
prospects for investment and economic cooperation moving forward. 
The CODEL\'s meetings with GOS officials on July 20 focused largely 
on Kosovo status and the impact of independence on Serbia\'s 
stability and U.S.-Serbian relations. Both a visit to a Serbian 

company distributing U.S. products and a dinner hosted by the 
American Chamber of Commerce provided good opportunities to meet 
with prominent Serbian and American business owners and managers who 
are looking to expand the bilateral commercial relationship. End 
summary. 


Meeting with Prime Minister Kostunica 


2. The Prime Minister stressed to the delegation that Serbia has 
made significant progress on democratic institution building and 

rule of law since October 2000 and the end of the Milosevic era. He 
stressed that in the past two years, Serbia has held free and fair 
elections, managed Montenegro\'s vote for independence without 
instability, and ratified a new national constitution. On Kosovo, 
Kostunica emphasized three elements: that Serbia\'s policy is legal 
and based on the protection of Serbia\'s sovereignty as guaranteed by 
UNSCR 1244, that Ahtisaari had not delivered on his promise to find 
a compromise solution and instead produced a \"one-sided effort" in 
favor of Pristina\'s position, and that further negotiations are 
necessary and do not require a new UNSC resolution. 


3. The PM rejected the concept of an independent Kosovo because it 
would \"create a second Albanian state\" and that Serbia was prepared 
to offer more autonomy than is available \"anywhere else.\" Kostunica 
said autonomy was also preferable because it was a \"flexible\" 
strategy that could be evaluated in \"20 years or so\" while 
independence is final. 


4. Kosovo Minister Samardzic added that Serbia and Kosovo are both 
in a \"period of stabilization\" following the Milosevic era and that 

a change in borders now would disrupt that process. He added that 
the break-up of Yugoslavia was complete with six successor states 
already defined, and that the priority now should be on economic 
development for the region, including private investments. 

Samardzic said that Kosovo is \"not a viable state\" and that the last 
eight years of international supervision has \"been a disaster\" and 
claimed that his assessment is supported by economic indicators. 


Meeting with President Tadic 


5. President Tadic told the delegation that his priority is to push 
for \"full reconciliation\" with Serbia\'s neighbors, cooperate fully 
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with ICTY as a \"moral obligation,\" and integrate with the EU and 
NATO as a \"strategic imperative.\" Tadic told the delegation that 
Kosovo\'s independence would prevent his ability to continue 
reforming Serbia because he will lose the support of the Serbian 
people. Comparing Kosovo to Jerusalem, Tadic said that Serbia will 
\"lose its identity if it loses Kosovo,\" and also that he could not 
\"defeat his rivals.\" Tadic said the impact of Kosovo\'s independence 
on U.S.-Serbian relations would be similar to the deterioration in 
relations after the 1999 NATO bombing campaign. \"I am the most 
pro-U.S. leader in Serbia,\" Tadic averred, \"but explaining Kosovo\'s 
loss to Serbs is \'mission impossible A" 


Meeting with Foreign Minister Jeremic 


6. Foreign Minister Jeremic also focused on Kosovo and, similar to 
the President, said that Serbia\'s \"European future\" would be 
threatened if Kosovo gained independence. Calling the U.S. a friend 
and ally, Jeremic stressed that Kosovo was the \"only disagreement\" 
between Serbia and the U.S. Jeremic said that Serbia is playing a 
constructive role in promoting regional stability and that Serbia 
\"must avoid becoming a hole in Europe\" by failing to integrate. 
Stressing regional stability and integration as \"shared goals\" 
between the U.S. and Serbia, Jeremic said that the impact of 
Kosovo\'s independence would be detrimental to these. 


7. Jeremic also argued that the international community was 

\"rushing\" Kosovo resolution, suggesting that the Israeli-Palestinian 
model of waiting for many years would be more appropriate. 

According to the Foreign Minister, \"no serious attempt at 

compromise\" over Kosovo has yet been made. Like Kostunica, Jeremic 
accused Ahtisaari of \"bias towards independence\" and that there 

would be \"conflict\" if that independence occurred without a new UNSC 
resolution. 


Meetings with commercial representatives 


8. The delegation visited the headquarters of ITM, a Serbian 
distributor of many U.S. products throughout Serbia and the region. 
Director Toplica Spasojevic highlighted the need for Serbia to move 
beyond political obstacles such as ICTY cooperation and Kosovo 
status so that the economy, and country, could fully recover from 
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the 90s. Belgrade\'s American Chamber of Commerce hosted a dinner on 


July 21 which brought together the CODEL members with 
representatives of major U.S. investors in Serbia. 
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9. This message has been cleared by Representative Bean\'s office. 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PREL, PHUM, BL 
SUBJECT: COURTS OVERTURN BARRING OF HIV POSITIVE NAVAL CADET 


1. (U) In a case that set a precedent for the Bolivian 

military, the La Paz Superior District Court ruled that HIV 
positive naval cadet Richard Condori should be reinstated to 
the naval academy. Condori is also alleged to suffer from 
lymphatic cancer. The Navy claimed Condori, a fifth year 
student at the academy, was released after he missed numerous 
classes during the 2006 academic year for health reasons. 
Condori and his lawyer argued that he was expelled from the 
school based on discrimination against his HIV status. After 
the ruling, Condori stated, \"| believe in the justice of my 
country." 


2. (U) Following the court\'s decision, Commanding Admiral of 
the Navy Jose Alba stated that the Navy would respect the 
court\'s ruling. The ruling permits Condori to return to the 
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academy in 2008, if he obtains a medical certificate stating 

he is physically capable to attend. Shortly after the 

decision, Condori\'s lawyer, Ricardo Rocabado, announced that 
he would be filing a damage claim for USD 200,000 against 
Alba and the naval academy\'s director Cesar Aliaga. 


3. (U) Comment: According to a recently published report by 
Bolivia\'s human rights ombudsman, people living with HIV and 
AIDS are the most discriminated against group in all of the 
country, ahead of indigenous peoples, peasants, and the 
handicapped. The case was not without controversy as people 
for and against Condori\'s reinstatement argued in front of 

the court; police were forced to intervene. However, Condori 
received much support from the public as well as politicians. 
UN Deputy Guillermo Mendoza, President of the lower house\'s 
Social Policy Commission, was one of the public (but not 

legal) faces of Condori\'s defense. End Comment. 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: KOCI, KWMN, PGOV, PHUM, PREL, GH 
SUBJECT: Trafficking in Persons Report Rollout in Ghana 


REF: State 71163 


1. (SBU) Summary: PolChief and Human Rights Coordinator recently met 
with senior Ministry of Women and Children\'s Affairs (MOWAC) 

officials to discuss the 2007 Trafficking and Persons (TIP) Report. 
MOWAC reps were disappointed with Ghana\'s Tier 2 ranking and asked 
that any reference to the Grace Coleman extradition case be removed 
from next year\'s narrative. GOG officials outlined several steps 

Ghana is taking to combat TIP, but local NGO sources questioned the 
effectiveness of these efforts. Post recently hosted an event to 

honor Patience Quaye, who was chosen as one of the Department\'s 
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eight TIP Heroines for 2007. End Summary. 


MEETING WITH MINISTRY OFFICIALS 


2. (U) On June 13 PolChief and Democracy and Human Rights 
Coordinator met with the Chief Director of the Ministry of Women and 
Children\'s Affairs (MOWAC), Valentine Kuuzume, and the Desk Officer 
for Trafficking, Marilyn Annan, to discuss Ghana\'s Tier 2 ranking in 

the TIP Report this year. The Chief Director appreciated that the 
country narrative recognized some of Ghana\'s efforts in combating 
trafficking. He reiterated the need for funding in the area of 

victim rehabilitation and was disappointed that the embassy had not 
done as much as he would have liked to support anti-trafficking 
activities by MOWAC. 


3. (SBU) The Trafficking Desk Officer, Marilyn Annan, said that she 
was particularly disappointed in the ranking since she believed that 
the GoG had done more than enough to ensure a Tier 1 ranking. She 
also requested that future reports remove the portion of the 
narrative regarding the extradition of Member of Parliament Grace 
Coleman. Annan thought the Coleman issue had been blown out of 
proportion. PolChief was firm that Coleman had violated U.S. law 
and we would not be removing her from our TIP report. He also 
reminded her that the Embassy had sent several diplomatic notes to 
the MFA requesting Coleman\'s extradition but we have received no 
response. 


4. (U) Kuuzume told us that even though President Kufuor had not 
formally signed the paper creating the Human Trafficking Board 

(HTB), he has authorized it to begin working and it will be formally 
commissioned later. The MOWAC officials also informed us that the 
Human Trafficking Fund (HTF) is up and running. The GoG has already 
committed 100 million cedis ($9,250) to the fund, all of which has 

been spent on rescuing \"kayaye,\" or street children, and 

rehabilitating them before they are sent back to their families, 

according to Kuuzume. 


5. (SBU) The MOWAC officials went on to describe several projects 
that their ministry is implementing to combat trafficking, some of 
which included the creation of a national database for trafficking 
victims, identification of women eligible for micro-finance from 
MOWAC in Yeiji, assistance given to fishermen in Yeiji to encourage 
them to release trafficked children. 


CEREMONY TO HONOR TIP HEROINE 


6. (U) Post recently organized an event to officially present 
Patience Quaye with her TIP Heroine 2007 award. The Ambassador gave 
remarks and attendees included approximately 40 members of the 
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judiciary, parliamentarians, NGO representatives, civil society 
organizations and media. Quaye expressed gratitude to the 
Department of State for recognition of her efforts and Joanna 
Sarpong, the Director of Human Resources for the Ghana Police, who 
filled in for the Inspector General of Police, thanked Quaye as well 

as the embassy for our joint efforts to combat trafficking. The 

event received coverage in several prominent newspapers and Quaye 
was also interviewed live about the award on one of Ghana\'s radio 
stations. 


COMMENT 


7. (SBU) The demarche on the TIP tier ranking and our public event 
helped reinforce our TIP message. However, MOWAC\'s response was 
disappointing. At the TIP rollout ceremony, contacts from UNICEF, 

IOM and ILO discounted MOWAC\'s claimed recent successes. UNICEF, 
for example, has provided a computer and training for a national 
database, but a UNICEF contact said that MOWAC is no closer to 
attaining this objective now than they were in February when an 
inter-agency trafficking committee last met. UNICEF also confirmed 
that they have funds set aside for the Human Trafficking Fund but 

are not willing to give it to MOWAC until the Board is formally 
established by President Kufuor. Although MOWAC told us the Board 
has been established, it has yet to provide us with a list of Board 
members. Although there were conflicting events in town, we were 
disappointed no one from MOWAC attended our event for Quaye. We 
will look for ways to more effectively engage MOWAC on TIP, 

including ensuring their participation in up-coming TIP law 
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enforcement training. 


BRIDGEWATER 
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STATE FOR INR/R/MR, I/GWHA, WHA, WHA/PDA, WHA/BSC, 
WHA/EPSC 
CDR USSOCOM FOR J-2 IAD/LAMA 


SIPDIS 


E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL 

SUBJECT: MEDIA REACTION; ARGENTINE PRESIDENT KIRHCNER TO MEXICO; UK 
PM GORDON BROWN TO THE US; PRESS FREEDOM RESTRICTIONS IN ARGENTINA, 
VENEZUELA, ECUADOR AND BOLIVIA; 07/31/07 


1. SUMMARY STATEMENT 


Key international stories today include the visit of Argentine 
President Kirchner and First Lady and Senator Cristina Kirchner to 
Mexico and the signature of a strategic deal between Argentina and 
Mexico; UK PM Gordon Brown\'s trip to the US and his meeting with 
President Bush; and prevailing restrictions on press freedom in 
Argentina, Venezuela, Ecuador and Bolivia. 


2. OPINION PIECES AND EDITORIALS 
- \"The Kirchners reach a future deal with Mexico\" 


Mariana Veron, on special assignment in Mexico, DF, for 
daily-of-record \"La Nacion,\" writes (07/31) \"... Both presidents 
signed a Treaty of Strategic Association, which, due to the 
deadlines established, will only be carried out by the next 

Argentine Government... As a matter of fact, it was Senator Cristina 
Kirchner who advanced the idea of approaching Calderon, which 
clearly showed what her foreign policy would be like if she took 
office - less dependence on Brazil and greater world opening... 


\"The visit of the presidential couple was a political gesture for 
the region. The (Argentine) Government) wants its alliance with 
Mexico to put a brake on Brazil, on which Argentina\'s economy 
largely depends. 


\"Mexico is experiencing something similar in its relationship with 
the US. Hence it is advisable for it to approach Mercosur, although 

it may be only flirting. According to sources from the Mexican 
government, (Felipe) Calderon has sought to approach the Southern 
countries since taking office and he has found a key partner in 
Argentina.\" 


- "A strategic game\" 


Nilvia Naishtat, political columnist of leading \"Clarin,\" writes 
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(07/31) \"Kirchner\'s invitation to Mexico to join Mercosur seems to 
be part of a strategy that consists of diluting Brazil\'s power in 

the region. Kirchner also invited Venezuela. 


\"It is true that being a NAFTA member, Mexico finds it difficult (to 
join Mecosur). However, according to expert Diana Tussie, when you 
feel like it, you always come up with beneficial partnerships. 


\"Mexico is a strong economy, it has reached deals with more than 60 
countries and several companies today promote the bilateral 
relationship (between Mexico and Argentina), ranging from Techint in 
Buenos Aires to Telmex in Mexico, DF.\" 


- \"Stigma\" 


Paula Lugones, international columnist of leading \"Clarin,\" writes 
(07/31) \"The purpose of Gordon Brown during his first visit to the 
US was getting rid of the Vlap dog\' stigma, or Tony Blair\'s 
submission to the Bush administration\'s dictates. 


\"However, the big challenge was doing it without damaging the 
historic alliance between both countries. He did not kick off the 
board, it is true, but he ranged from nice public gestures to a 
private claim for the UK\'s withdrawal from Iraq. In this way, Brown 
is already creating his own style, which is closer to the real 

politik rather than the messianic attitude of his transatlantic 
counterpart.\" 


- \"Intolerance towards the media\" 


Daily-of-record \"La Nacion\" editorializes (07/31) \"During Senator 
Cristina Kirchner\'s recent trip to Spain, she excluded Argentine 
journalists from certain activities and, as has already happened 
during recent trips, she only granted interviews to the foreign 

media. Sometimes, she did not take questions that she seemingly 
considered inopportune. In some other cases, she turned her back on 
questions emerging from responses she had already given... 


\"... Other countries are also going through a similar situation. In 

line with Kirchner\'s complaints, Ecuadorian President Rafael Correa 

has said that \'the media should change because they have a big dose 
of mediocrity, corruption and created interests.\' After having 

cancelled RCTV\'s license, Venezuelan President Hugo Chavez has now 
threatened to do the same with RCTV International if it refuses to 

air official TV. Bolivian President Evo Morales does not have a 

better relationship with the media. 


Y... Information should not be limited to friendly journalists and 
media, except if one wants to alter the basic rules of freedom, 
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democracy and harmony.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 


WAYNE 
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NOFORN 
SIPDIS 


E.O. 12958: DECL: 07/31/2017 
TAGS: PGOV, KDEM, PHUM, IZ 
SUBJECT: IMPLICATIONS OF A SUNNI WALKOUT 


REF: A. BAGHDAD 2468 
B. BAGHDAD 2479 
C. BAGHDAD 2495 


Classified By: Political Counselor Matt Tueller for reasons 1.4 (b) and 


(d). 


1. (C) Summary: The Sunni Tawafug party announced on July 25 
that its six ministers would resign in seven days if their 
demands were not met (reftel B). The resignation of Vice 
President Tarik al-Hashimi might soon follow. Although the 
Sunnis insist they are not abandoning the political process 
(CoR delegates, for example, will not resign), their 

departure from the government would be perceived as a major 
setback to national reconciliation -- a perception that would 
have obvious repercussions on the September review process. 
Though a Sunni withdrawal might facilitate the passage of 
benchmark legislation, laws enacted in the wake of even a 
partial Sunni walkout would be a hollow victory. Moreover, a 
withdrawal would likely force many moderate Sunni leaders to 
flee Iraq, thereby strengthening Islamist and BaVathist 
hardliners. Further estrangement of Sunnis from the 

political process could have security ramifications as well. 
These potential downsides likely outweigh the possible 
emergence of a more pragmatic Sunni leadership from the 
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tribal shaykhs that have joined the fight against AQI. End 
summary. 


PERCEIVED SETBACK FOR RECONCILIATION 


2. (C) The six Tawafuq ministers threatened on July 25 to 
resign if their demands were not met. If the ministers quit 
the government, Vice President Tariq al-Hashimi\'s resignation 
might not be far behind (Hashimi himself claims to have 
already submitted his resignation to President Talabani, but 
Tawafug figures say they are not abandoning the political 
process: Hashimi will not immediately move to make his 
resignation effective if the ministers quit, and CoR members 
will not resign from the parliament). Given that for months 
Tawafuq has acted like, and been treated like, a de facto 
opposition party, the immediate political effect of its 
departure may be somewhat tempered so long as Hashimi is 
willing to participate in a meaningful leadership meeting. 
Whatever its practical effect, TawafuqWs departure would be 
perceived as a major setback to national reconciliation and 
as the undoing of two years of effort to bring the Sunnis 

into the political process. 


PASSAGE OF LEGISLATION WITHOUT SUNNIS A HOLLOW VICTORY 


3. (C) Ironically, Tawafug\'s departure might actually 

facilitate passage of key benchmark legislation, most of 

which promotes Sunni interests. However, enacting benchmark 
legislation without Sunni buy-in would produce a hollow 

victory, since the benchmarks themselves are premised upon 
the notion of political compromise. Legislation passed by a 
Shia/Kurdish coalition would likely be repudiated by the 

Sunni community, no matter its practical benefits. 


POTENTIAL INCREASE IN VIOLENCE 


4. (S/NF) In the short term, moderate Sunni Arab leaders like 
Tarik al-Hashimi (were he to follow through on his own 
resignation) and others in the Iraqi Islamic Party would 

likely have to leave Iraq for their own safety. (Al-Hashimi 

has recently moved his family to Jordan and, according to 
reporting in other channels, has looked into renting property 
there.) The political stock of hardliners like Shaykh Khalaf 
Allyan, Adnan Dulaymi, and Saleh Mutlaq would likely rise. 
Sunni hardliners would likely do better in provincial 

elections (which do not appear to be likely this year). Some 
Sunni moderates would proclaim public support for the \"armed 
resistance to the occupiers and the Iranians\" emboldening 
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both al-Qaeda and the BaVathist insurgency. The exodus of 
moderate, educated Sunni Arabs could increase, especially 
from Baghdad and Basra. There could be increased opposition 
to the U.S. presence in Iraq among newly radicalized Sunni 
Arabs in lraq. 


5. (C) In the mid-term, widespread Sunni disaffection might 
jeopardize the current Sunni tribal cooperation to eradicate 
al-Qaeda, with some tribes potentially rejoining the 
insurgency. Many of the Sunni tribes cooperating against 
al-Qaeda still have not reconciled with the Shia-dominated 
GOI, and the GOI has mostly failed to follow up on tribal 
cooperation with the government services that could begin to 
cement links with Sunni locals. 


6. (C) Al-Qaeda might gain new recruits and sympathizers in 
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Iraq and beyond. ShiVa hardliners might be emboldened to 
purge any remaining Sunnis from government and military 
positions, and ethnic cleansing of Sunni Arabs from Baghdad, 
Basra, parts of Salah ad-Din and Diyala could accelerate. 
Alternately, Sunni insurgents could join JAM in fighting the 
Coalition especially if both are locked out of the 
government. As intra-factional infighting between the ShiVa 
militias increases, the JAM and insurgent groups may find it 
tactically opportune to join forces and cooperate on a 
limited nationalist agenda to drive out the Coalition and the 
government that cooperates with it. 


POTENTIAL UPSIDE, BUT MUCH UNCERTAINTY 


7. (C) This admittedly gloomy scenario must be balanced 
against the possibility that Tawafug\'s departure would permit 
the emergence of a new, more pragmatic set of leaders drawn 
from the local level, including from among Anbari shaykhs 
participating in the fight against AQI. Hashimi is clearly 
worried that he is losing his political base. Yet it remains 
unclear whether Tawafuq\'s loss of support represents a gain 
for Saleh Mutlak\'s Hewar party , the Muslim Brotherhood, the 
neo-Ba\athists in Syria, or the tribal shaykhs. Moreover, 
while some of the tribal shaykhs may be formidable on their 
own turf, they are unlikely to win over the Islamists who 

form the core of Tarik al-Hashimi\'s Iraqi Islamic Party. 
Consequently, it would be imprudent to assume that the 
shaykhs\' current tactical cooperation on eradicating AQI will 
necessarily translate into a national political agenda based 

on reconciliation. Given these uncertainties, the downsides 
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to Tawafuq\'s departure probably outweigh the potential 
benefit. 


CROCKER 


CROCKER 
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IO FOR ODELL 
USUN FOR TRASTYMAN, MORRIS 
AF FOR BITTRICK, BANKS, PLUMB 


E.O. 12958: DECL: 07/31/2017 

TAGS: KPKO, UNSC, PREL, IV 

SUBJECT: MOROCCO BATTALION APPEARS TO REMAIN ON DUTY; SORO 
QUIETLY SUPPORTS THEIR CONTINUED ROLE 


REF: ABIDJAN 781 
Classified By: EconChief EMassinga, Reasons 1.4 (b,d) 


1. (C) Emboff\'s security detail during a recent trip to 
Bouake (septel) was from the Moroccan battalion, recently the 
subject of controversy relating to allegations of sexual 
misconduct (reftel A). The security detail was professional, 
courteous, and well-disciplined. Emboff traveled around the 
town of Bouake extensively; there was no/no negative 
reaction, or even notice, from the city\'s citizenry, although 
the allegations were widely known and circulated. It was 
very clear to Emboff that despite ONUCI public statements 
that the MorBatt was confined to barracks and suspended from 
duties, they remain very much on the job. 


2. (C) During a July 25 conversation with Forces Nouvelles 
Deputy Director of Cabinet Cisse Sindou, Sindou said the FNs 
had sent ONUCI a confidential letter asking the Moroccans be 
retained, and that punishment be assessed individually, not 
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collectively. The letter noted that the Moroccan battalion 

was perhaps ONUCIVs best, and that it would be needed for the 
Disarmament, Demobilization and Reintegration phase of the 
peace process. The mayor of a large town near Bouake which 
hosts a MorBatt base wrote a similar, public letter to ONUCI, 
and has publicly called on the UN to retain the troops and 

allow them to patrol. 

HOOKS 
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FROM THE CIO JAMES VAN DERHOFF 


CORRECTED COPY (FIX PARA 8) 

E.O. 12958: N/A 

TAGS: ACOA, AINF, AADP, ACOA, AMGT, ASEC, KRIM 

SUBJECT: SMART - OVERSEAS PILOT POST DEPLOYMENT STATUS 


REF: A) State 228, B) 06 State 188033, C) 06 State 
868677,D) 06 State 28721, E) 05 State 219156, F) 
05 State 152885,G) 05 State 13048 
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1. This telegram is part of an ongoing series that 
provides SMART program updates to the field. The 
SMART vision is to provide a simple, secure, and user- 
driven system to support the conduct of diplomacy 
through modern messaging, dynamic archiving, and 
information sharing. Instant Messaging has been made 
available to all posts and bureaus. Pilot deployment 

of additional SMART functionality including messaging, 
collaboration, and archive search capability is 
scheduled to begin in September 2007. 
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2. Reftels A and B provide general information 

regarding the phased approach to the delivery of SMART 
functionality. The information below addresses pilot 
deployment plans, during which SMART will be evaluated 
for worldwide deployment, scheduled to begin September 
2008. 


3. The SMART messaging system simplifies Department 
messages into two types: \"working\" and \"archival\" 
messages. Archival messages are analogous to cables, 
memos, current e-mails and other documents that have 
long-term record value to the Department of State. 
Working messages are analogous to most current e-mails 
that do not have long-term record value. 


4. SMART Pilot 1 runs from September to November 2007 
on ClassNet only in Belgrade, Stockholm, and Muscat. 
Functionality will include: 

Inbound - command and control legacy messages will 
be delivered to a SMART user\'s inbox. Identical 
messages will still be delivered in parallel on legacy 
systems. 

Outbound - SMART outlook forms will be used to 
draft and send test messages among the three pilot 
sites. These messages will also be temporarily stored 
in the SMART database for pilot searching but will not 
be sent through the legacy cable system for delivery. 
Command and control messaging will continue to be sent 
through legacy systems. 

Archive/repository - will be populated with daily 
legacy messages as well as the test SMART messages 
(which will be deleted at the end of Pilot 1). 

Searching - The most current version of SharePoint 
(Microsoft Office SharePoint Server (MOSS) 2007) will 
be used to search the archive/repository. Basic and 
advanced search screens will be available. 

Search Alerts - SharePoint (MOSS 2007) will be used 
to create and produce daily search alerts based on 
user interests. 

TERP, CableXpress, and WebGram will still be fully 
functional. 

OpenNet users will continue to use legacy CLOUT and 
WebGram systems. 


5. Pilot 2 will take place from December 2007 through 
February 2008. Will consist of the original three 

posts plus eight additional overseas posts (Athens, 
Tallinn, Mexico City, Windhoek, Djibouti, Tashkent, 
Hanoi, and Wellington) and selected domestic sites. 
All will begin piloting full command and control 
functionality. 
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Inbound - command and control SMART and legacy 
messages will be delivered to a SMART user\'s inbox. 
Outbound - SMART outlook forms will be used to 
draft and send command and control messages. 
Archive/repository - will be populated with all 
SMART generated messages, and daily legacy generated 
messages. 
Searching and Search Alerts - as above 
TERP, CableXpress, and WebGram will remain on-line 
to validate delivery of message traffic and can be 
used to process outgoing traffic as a contingency. 
OpenNet users will continue to use legacy CLOUT and 
WebGram systems. Unclassified CLOUT will now feed 
directly to SMART for message processing. 


6. Pilot 3 is planned from March to May 2008. The 
same overseas and domestic pilot sites will receive 
SMART messaging capability on OpenNet in addition to 
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ClassNet. Additionally, cross-domain functionality 
(ClassNet-to-OpenNet) is planned for this pilot. 
Full SMART functionality for the pilot sites will 
now be replicated on the OpenNet to include all 
features referenced above: inbound, outbound, 
repository, searching, and search alerts. 
TERP, CableXpress, and WebGram will remain on-line 
to validate delivery of message traffic and can be 
used to process outgoing traffic as a contingency. 


7. In addition to the pilot applications described 

above, SharePoint (MOSS 2007) is scheduled to begin 
pilot deployment in September at selected SMART pilot 
sites and several domestic sites. 


8. The SMART Deployment Team will work closely with 
pilot sites to coordinate preparation requirements, 
including standardization of desktops. Details of 
these requirements can be found at the following link: 
http://smart.state.gov 

Specific desktop software required to run the 
SMART client form can be found at the following link: 
http://smart.state.gov/shortcut.cfm/JIC2 


9. The SMART Program will enlist the help of pilot 
Advocacy Teams to ensure users participating in the 
pilots are introduced to the new technology. A 

typical Advocacy Team overseas would have - ata 
minimum - an FSO, IMO, OMS, and LES. In the best of 


Column 3 

circumstances, it would be chaired by the DCM or 
Management Counselor. Advocacy Teams will have a two- 
fold responsibility: Advocating for SMART among the 
members of the post community (by providing technical 
assistance, policy guidance, trouble-shooting, and 
serving as a role model by adopting new practices); 
Advocating for the post by alerting the SMART office 

to technical and substantive problems, unanticipated 
barriers to success, and lessons learned to share with 
other posts. 


10. The SMART web site (http://smart.state.gov) is 
routinely updated to include information about SMART. 
Advocates and IT specialists at pilot posts are urged 
to check the site frequently to keep abreast of 
changes. 


11. Minimized considered. 
RICE 
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IO PPC BATTLE, USUN MCBRIDE, NSC MCDONALD, WHA/PPC 
GONZALEZ, DEACON, MILLER 


E.O. 12958: N/A 
TAGS: PREL, PA 
SUBJECT: PARAGUAY\'S 62ND UNGA LIST 


REF: SECSTATE 101170 


PolOff spoke July 25 to the Ministry of Foreign Affain\'s 
Multilateral Political Section regarding the GOP\'s UNGA 
delegation. The MFA will finalize its attendee list in 
mid-August. Post will provide updated information as soon as 
it is available. 

CASON 
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DEPT ALSO FOR P (WMCILHENNY AND HBRONKE) AND WHA/FO 
(SWILLIAMS) 

DEPT ALSO FOR WHA/PD (JRUSSO) AND WHA/BSC (KREAD) 
TREASURY FOR OASIA FOR DDOUGLAS 

COMMERCE FOR ITAITA/MAC/WBASTIAN 

NSC FOR DFISK AND GTOMASULO 

SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 07/23/2017 

TAGS: PREL, PGOV, ECON, ETRD, ASEC, OVIP, PTER, UY 
SUBJECT: SUBSTANTIVE ENGAGEMENT: A/S SHANNON JULY 10-11 
VISIT TO URUGUAY. 


REF: MONTEVIDEO 00611 
Classified By: Ambassador Frank E. Baxter for reasons 1.4 (B) and (D) 


1. (C) Summary. Arriving in Montevideo several hours ahead 

of U/S Burns on July 10, A/S Shannon,s pre-visit to Uruguay 

was very successful and advanced important U.S. foreign 

policy objectives. The pulp mill dispute with Argentina, 

Uruguay,s $20 million Haiti proposal, trade, Bolivia, 

Venezuela, and UN peacekeeping operations (PKO), were some of 
the main issues discussed. In conjunction with the U/S Burns 

visit (septel), and immediately prior to the visit of 

Secretary of Treasury Henry Paulson (septel), A/S Shannon,s 
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SIPDIS 

visit was widely seen as an important continuation of the 
Administration\'s commitment to developing and maintaining 
closer relations with Uruguay. Below are highlights of the 
various meetings. End Summary. 


2. (C) A/S Shannon lunched at the Ambassador\'s residence with 
Director General of the Secretariat Ambassador Jose Luis 
Cancela. (Note: Cancela, the MFAVs third highest-ranking 
official tends to respond more to President Vazquez than does 
the anti-American Foreign Minister. End Note) The 
Ambassador, DCM and Pol/Econ Counselor also attended the 
lunch. Cancela began by saying that he was soon going to New 
York to contend with another round of discussions in the long 
running bilateral dispute with Argentina over the 

construction of a giant pulp mill on a shared river, adding 

that he appreciated U.S. support for the IFC loan for the 
project. A/S Shannon lamented the situation but indicated 

that it would be unhelpful for the USG to appear to be 
interfering in this delicate matter at this time. He then 
commented that President Bush\'s visit was something bigger 
than the meeting between the two leaders. He told Cancela 
that the U.S. President is still very interested in market 

access for Uruguay. Cancela agreed that the POTUS visit was 
\"a big hit\" and said that \"Uruguay\'s international vocation\" 
goes beyond the region to global affairs, despite its size. 

A/S Shannon responded that this was a \"double opportunity\" 
for the two countries to work together. 


3. (C) Shannon brought Cancela\'s attention to the recent 
White House Conference on the Americas as a new initiative 
designed to further involve the private sector, civil society 
and NGOs in Latin America\'s development. He stressed that 
this was an effort to complement President Bush\'s visit last 
March and signal a positive agenda that would harness the 
dynamic energy of more than just governments. He said that 
the region needs a positive agenda and that \"its our job to 
manage our differences.\" Cancela said that Latin America 
fortunately has not been afflicted by terrorism as have been 
other places in the world, but that it suffered a lot during 

the periods of military dictatorship when there was no 
democracy. He referred to Uruguay\'s $ 20 million project 
proposal for Haiti and offered that if the outcome is 

positive then it can have beneficial effects throughout the 
Caribbean. A/S Shannon said that the United States did not 
want the outcome to be like Cyprus, and that the Haitians 
don\'t want this either. He said that President Aristide 
destroyed the country\'s institutions, but that the 
international community has to shift from its stabilizing 

role to an enabling one where Haiti is allowed to make its 
own mistakes. It also needs to reverse some of its brain 
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drain and provide incentives for some of the more educated 
and successful Haitians to return home. 


4. (C) A/S Shannon then asked Cancela for his opinion of the 
TIFA, prefacing with the observation that if the U.S. 

Congress approves the FTAs for Panama, Peru and Colombia, 
there will an unbroken chain of FTAs stretching from Alaska 

to Tierra del Fuego. Cancela observed that MERCOSUR has no 
trade agreement with the most important economies of the 


world and said that President Vazquez is going to the EU in 
September to push the stalled talks aimed at a Free Trade 
Agreement. He opined that Latin America needs stable partners 
and to break down its parochialism. On the TIFA he said it 

was working well, but said that intellectual property rights 

issues were proving difficult. He said that Uruguay was 

still very keen on obtaining market access to the United 

States but recognizes that progress was being made on exports 
of blueberries and other fruits such as apples and that 

Uruguay was inclined to import U.S. turkeys. He added that, 
\"we have to work out the best ways and want to hear from you 
on Doha and TPA.\" 


5. (C) The two officials also discussed Bolivia where Cancela 
said the country was going through its own special process 
with its first-ever indigenous government. He said that 
President Vazquez was going to visit Ecuador, opining that 
\"we can not leave Correa alone with Chavez.\" Regarding 
Venezuela\'s President, he commented that \"Chavez tends to 
make mistakes when Castro gets sick,\" but qualified that the 
Venezuelan opposition made a serious mistake by trying to 
throw Chavez out. 


6. (U) Meeting at Congress: Following the luncheon with DGS 
Cancela, A/S Shannon traveled across the city to the 
Legislative Palace where he met with both the Senate and 
House Foreign Relations Committees. The legislators and brief 
highlights of main issues included: Senate President Sergio 
Abreu (Former Foreign Minister; member of the Alianza 
Nacional faction of the National \"Blanco\" Party) who greeted 
him and observed that both the United States and Uruguay 
share an \"appreciation of democracy.\" He also said that he 
was concerned about the number of international conflicts, 
agricultural subsidies, and the stubbornly high levels of 

poverty in the region; Senator Carlos Baraibar (Assamblea 
Uruguay; Frente Amplio) who congratulated Ambassador Baxter 
and DCM Nealon for improving bilateral relations with the 
Frente Amplio GOU. He added that the POTUS visit last March 
was extremely positive. He brandished a folder that was full 

of articles about A/S Shannon; Senator Alberto Couriel 
(MPP-Frente Amplio) who said he welcomed the representative 
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of the \"hegemonic power\"; House President Daniel Pena 
Fernandez (Alianza Nacional, National Party) who 

congratulated the United States for its trade overtures 

toward Uruguay; Congressman Rafael Michelini (Nuevo Espacio; 
Frente Amplio) who said that the U.S. naval base in 
Guantanamo and the non-combatant prisoners held there were a 
\"sore point\" in our relationship. 


7. (U) A/S Shannon praised Uruguay for its contributions to 
international PKO in Haiti, DROC and elsewhere. He urged the 
legislators to note the new commitment (\"compromiso\") made at 
the July 9, 2007 White House Conference on the Americas as an 
initiative designed to further involve the private sector, 

civil society and NGOs in Latin America\'s development. He 

said he was optimistic about the U.S. Congress approving the 
three FTAs for Peru, Colombia and Panama but that it would be 
a tough job. After concluding the session, A/S Shannon paid a 
brief courtesy call on Uruguayan vice-president Rudolfo Nin 
Novoa, who also serves as President of the National Assembly 
(both houses of Congress.) A complete transcript of his 

meeting with the Senate and House Foreign Relations 
Committees and photos of the event can be found (in Spanish) 
on the unclassified system at: 


http://uruguay.usembassy.gov/usaweb/2007/07-3 91EN.shtml 


8. (U) Youth Ambassadors: In the afternoon A/S Shannon met 
with a group of Uruguayan Youth Ambassadors at the residence 
who had traveled to the U.S. January 24-27 and had previously 
met with A/S Shannon during that trip. The Uruguayan 
ambassadors discussed the impact of their trip and the 


positive impression of the U.S. that the program left on 
them. 


9. (U) One-on-One Press Interview: WHA A/S Shannon gave an 
in-depth exclusive press interview to a reporter from 

Uruguay\'s highest circulation daily \"El Pais\". The article 

is entitled from a quote of Mr. Shannon (\"We see in Uruguay a 
Partner and a Friend\") and appeared in the Sunday, July 15 
edition of \"EI Pais\". It can be found on the unclassified 

system at: 


http://www.elpais.com.uy/07/07/15/pnacio 292180.asp 


10. Comment. A/S Shannon is well known in Uruguay and seen 
as akey architect behind the resurgence of relations between 
the United States and Uruguay, focusing USG efforts on a 
broad, positive engagement with the region. His visit to 

Uruguay provided an opportunity for the USG to engage an 
important partner in Latin America, and demonstrates that we 
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are eager to work positively with all moderate governments in 
the region that respect democracy. End Comment. 


11. (U) This message was cleared by WHA A/S Shannon. 
Additional information and photographs of the A/S Shannon 
visit can be found on Embassy Montevideo\'s unclassified 
intranet site at: 


http://uruguay.usembassy.gov 
Nealon 
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SIPDIS 
SIPDIS 
STATE FOR WHA/CAR J ROSHOLT AND ISN/RA R NEPHEW 


E.O. 12958: N/A 

TAGS: PREL, KNNP, PARM, IR, DR 

SUBJECT: DEMARCHE ON IMPLEMENTATION OF IRAN SANCTIONS 
DELIVERED 


REF: STATE 101574 


1. POLOFF delivered Reftel talking points on \"Ensuring Robust 
Implementation of UNSC-Imposed Sanctions on Iran\" to the 
Ministry of Foreign Affairs. Deputy Foreign Minister 

Alejandra Liriano took our views on board but had no 
immediate reply. We will report any subsequent Dominican 
response. 


2. This report and extensive other material can be consulted 
on our SIPRNET site, 
http://www.state.sgov.gov/p/wha/santodomingo/ 
GOUGHNOUR 
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SIPDIS 


G/TIP FOR BARBARA FLECK 

G/TIP FOR KATIE BRESNAHAN 

WHA/PPC FOR MIKE PUCCETTI/SCOTT MILLER 
WHA/BSC FOR DREW BLAKENEY/KENDALL MOSS 


E.O. 12958: DECL: 07/30/2017 
TAGS: ASEC, ELAB, KCRM, PHUM, PREL, SMIG, KWMN, PGOV, AR 
SUBJECT: ARGENTINA TO WORK CLOSELY ON TIP ISSUES 


REF: STATE 104135 
Classified By: Ambassador E. Anthony Wayne for reasons 1.4 (b) and (d) 


1. (C) On July 30, poloff delivered reftel points to MFA 

Deputy Director for International Organizations Ana Berta and 
U.S. Desk Officer Hernan Santivanez. Berta stated that while 
the Argentine government does not appreciate the 
\"paternalistic\" nature of the TIP report, it is committed to 
working with the Department to combat human trafficking. She 
stated that she would share the Department\'s recommendations 
with relevant agencies. Santivanez explained that since GOA 
efforts to combat TIP cut across a variety of agencies, it 

would be best for the MFA to serve as the Embassy\'s focal 
point for requesting meetings and distributing TIP 
questionnaires in the future. He indicated that while there 

may be a number of officials who have helped the Embassy 
obtain information in the past, there are other officials who 

are wary of US Embassy interest in their programs. If the 

MFA requests appointments on the Embassy\'s behalf and 
accompanies poloff to the meetings, it would give other 
officials a measure of assurance that the GOA considers 
bilateral cooperation in this area a priority, he argued. 


2. (C) In reference to the Department\'s non-paper, Berta 
noted that: 1) the GOA has a national hotline in place to 

field inquiries and reports of TIP cases that is hosted by 

the National Institute for Anti-Discrimination (INADI); 2) 

the MFA has taken the lead in introducing TIP issues in the 
Mercosur agenda; and 3) the MFA recently hosted an anti-TIP 
seminar as well as a conference on promoting policies to stop 
violence against women co-sponsored by the Organization of 
American States. Berta reiterated the MFA\'s offer to 
facilitate meetings between poloff and government agencies 
that are working on TIP issues. Poloff thanked Berta for the 
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offer and pledged to work closely with her office in the 
months ahead to strengthen GOA efforts to combat TIP. 
WAYNE 
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INFO RUCNDT/USMISSION USUN NEW YORK 0161 


SIPDIS 
SIPDIS 
IO FOR KELLY SIEKMAN 


E.O. 12958: N/A 

TAGS: UNESCO, AR 

SUBJECT: ARGENTINA TO SUPPORT UNESCO HOLOCAUST REMEMBRANCE 
RESOLUTION 


REF: A. SECSTATE 99971 
B. 7/24/07 SIEKMAN-GOMEZ E-MAIL 


1. On July 24, poloff delievered ref A points to MFA 

Director for Human Rights Federico Villegas Beltran, who also 
serves as the MFAVs focal point for Holocaust issues. 
Villegas Beltran stated that Argentina will support, but not 
co-sponsor the UNESCO Holocaust resolution. He explained 
that given that Argentina is not a member of UNESCO\'s 
Executive Council, the GOA must carefully consider which 
resolution it should sponsor and this takes time. He added 
that Argentina\'s Mission has instruction to request the 
microphone to publicly express support for the resolution. 


2. Per ref B, poloff followed-up with Third Secretary Alexis 

Am of the MFA\'s Human Rights Office and informed him that the 
Department will be running this resolution at the General 
Conference rather than the Executive Board, meaning that 

there is more time for countries to consider co-sponsorship. 

Am indicated that this may give the GOA more time to consider 
co-sponsorship; however, the MFA would have to review the 
issue carefully before it makes any commitment beyond 
supporting the resolution. 

WAYNE 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/30/2017 

TAGS: PGOV, ENRG, SENV, BF, VZ 

SUBJECT: BAHAMAS ENERGY MINISTER CONFIRMS PETROCARIBE ON 
BACK BURNER; KEEPS DOOR OPEN ON LNG 


REF: A. NASSAU 0608 
B. NASSAU 0631 
C. SECSTATE 80334 
D. NASSAU 1558 (2006) 


Classified By: CDA D. Brent Hardt, Reasons 1.4 (b) and (d) 


1. (C) Summary: During a courtesy call with the Charge\' and 
PolChief, Minister of State for Public Utilities Phenton 
Neymour confirmed that Petrocaribe was not and would not be a 
priority for the new Bahamian government. He also indicated 
that the government had not had time to assess the Liquefied 
Natural Gas (LNG) investment proposals inherited from the 
previous government, but he signaled that the door was still 
open to eventual approval. In the same meeting, Minister of 
Works and Transport Deveaux (to whom Neymour reports) 
emphasized his desire to reinvigorate relationships with the 
state of Florida, including information sharing on Florida\'s 
innovative land use policies. End Summary. 


Where the Rubber Hits the Road: Works, Transport and Energy 


2. (U) In his continuing round of calls on the new FNM 
ministers, Charge, accompanied by PolChief, met with Minister 
of Works and Transport Earl Deveaux and Minister of State for 
Public Utilities Phenton Neymour. The FNM government 
abolished the Ministry of Energy and the Environment created 
by the previous government, and has moved the energy 
portfolio under the Minister of State for Public Utilities. 

Both ministers are U.S.-educated. Deveaux is a seasoned 
politician who served in the previous FNM government as 
Minister for Agriculture. Minister Neymour had been a member 
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of the upstart Coalition for Democratic Reform (CDR) -- the 
Bahamas short-lived third party -- but he shifted his 
allegiance to the FNM prior to recent elections. Together, 
Deveaux and Neymour from a team critical to the FNM\'s 
success, as their ability to improve public utilities, roads, 
traffic, and address energy challenges will directly affect 
the Bahamian public. 


Florida Connections 


3. (U) Minister Deveaux emphasized his strong interest in 
reinvigorating Bahamian ties with the State of Florida. He 
believed Florida could offer valuable partnerships in 
education, agriculture, and forestry management. He 
expressed hope that Florida could eventually offer in-state 
tuition to Bahamian students. The Minister also expressed an 
interest in obtaining information on Florida\'s innovative 

land use policies, such as \"Livable Florida,\" noting that 

both The Bahamas and Florida faced the challenge of 
maintaining rural lands despite rapid development. The 
Charge\' noted that former Governor Bush had visited The 
Bahamas in 2006 to launch a series of partnerships in 
education, environment, health and energy. With changes of 
leadership both in Tallahassee and The Bahamas, he agreed it 
was time to reinvigorate and refine these partnerships. He 
said he had just spoken to Governor Crist\'s International 
Affairs Director, who had been part of Governor Bush\'s 
delegation in 2006, and that he confirmed Governor Crist\'s 
interest in reaching out internationally, particularly in the 

area of the environment and renewable energy. The Charge 
offered to facilitate connections between Florida and The 
Bahamas, and promised to convey the Minister\'s interests in 
Florida partnerships to the Governor\'s office. 


Energy: Petrocaribe not a priority 


4.(C) Asked by the Charge about comments that appeared not 
to close the door to Petrocaribe, Minister Neymour confirmed 
that Petrocaribe was not and would not be a priority for the 

FNM government (see ref B). Minister Deveaux, a strong 
advocate for the private sector, seconded this point, 
emphasizing that the last thing The Bahamas needed was more 
government involvement in the energy sector. Both confirmed 
that The Bahamas had no interest getting involved with Chavez 
and noted that they have heard of other countries\' 
disappointment with the program thus far. 


LNG to Get a Closer Look 


Column 3 


5. (C) The Charge then turned to the issue of pending U.S. 
energy investment proposals to develop LNG regassification 
plants in The Bahamas. The FNM government had initially 
approved a proposal by the AES company prior to being voted 
out in 2002. The PLP moved it forward -- albeit slowly -- 

and was reportedly close to approval when they were voted 
out. Prime Minister Ingraham, in an early post-election news 


conference had indicated that LNG was \"not a priority\" for 
his government. Neymour softened the PM\'s stance, however, 
noting that the government has been focused on the airport 
and sea ports, and would soon take up other issues that had 
been on the back burner. He noted that he personally 
intended to take a closer look at the LNG proposals in the 
coming days. Minister Deveaux said that the original LNG 
proposals had encompassed the possibility of linking the LNG 
facility to The Bahamas to meet some of its future energy 
needs, noting sarcastically that the PLP was unable to 
contemplate anything other than oil for domestic needs. 


6. (C) The Charge\' welcomed the new government\'s openness to 
the U.S. companies\' energy proposals, noting that the 
Embassy\'s interest was in ensuring a level playing field for 

U.S. investors. He pointed out that the companies continue 

to invest considerable resources to keep the proposals 

viable, and that they were hoping for clarity on the new 
government\'s direction. The Charge also noted that Florida 
would welcome a decision to move ahead on LNG, but that they 
could not wait indefinitely on The Bahamas. If they waited 

too long, he cautioned, the Bahamas stood to lose 10-50 

million dollars per year in potential revenues.. The Charge 
renewed the invitation to both Ministers to attend the 

Washington Renewable Energy Conference scheduled for March 
2008. (ref. C) 


Comment 


7.(C) Neymour\'s assurances on Petrocaribe confirm that the 
FNM government has no interest in Chavez and has a clear 
understanding of the importance of the private sector in 
ensuring the Bahamas! future energy needs. Views on LNG 
within the new cabinet are quite diverse, with some ministers 
known to be strongly opposed and some in favor. Having 
provided the initial approvals for LNG development back in 
2002, however, the FNM will certainly take a close look at 
whether to move ahead with what would be an important new 
economic direction that would help diversify the 
tourism-dependent economy. Energy prices are very high in The 
Bahamas and the Embassy continues to encourage the government 
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to explore alternative sources of energy. (ref D) This 

tracks well with Department priorities and the Florida 
Governor\'s new international emphasis, and offers scope for 
development of energy cooperation with the FNM government. 


HARDT 
HARDT 


117311 

PP RUEHRG 

DE RUEHBR #1456/01 2121907 

ZNR UUUUU ZZH 

P 311907Z JUL 07 

FM AMEMBASSY BRASILIA 

TO RUEHC/SECSTATE WASHDC PRIORITY 9618 

INFO RUEHRI/AMCONSUL RIO DE JANEIRO 4845 

RUEHSO/AMCONSUL SAO PAULO 0489 

RUEHRG/AMCONSUL RECIFE 6986","UNCLAS SECTION 01 OF 03 BRASILIA 001456 


SIPDIS 
SIPDIS 


STATE PLS PASS TO HHS FOR STEIGER OGHA 

STATE FOR WHA/BSC 

STATE PLEASE PASS TO CDC ATLANTA FOR DMCCORMICK 
LIMA FOR USAID OHPN 

BUENOS AIRES FOR ES&T OFFICER 


E.O. 12958: N/A 
TAGS: TBIO, KSCA, CDC, OTRA, BR 
SUBJECT: COUNTRY CLEARANCE APPROVAL FOR CDC OFFICIAL JOHNSON 


REF: CDC ATLANTA 2972 (ATD 3270) 


1. Mission welcomes and grants country clearance for Denise Johnson, 
Associate Director for Extramural Program, NCIRD, HHS/CDC, Centers 
for Disease Control and Prevention (CDC), to Rio de Janeiro, August 
7-14 and Brasilia, Brazil, from August 14-16, 2007, as follows: 

-- Rio de Janeiro: to provide an opportunity to meet with project 

staff to review progress and plan for the second year of the 

Cooperative Agreement; 

-- Brasilia: to conduct site visit with Global Adult Tobacco Survey 

team. 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. W Airport visas\" do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 
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3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. American citizens living in or traveling to or throughout Brazil 
may experience widespread delays in air travel nationwide due to 
ongoing air traffic control and other infrastructural difficulties. 

Both international and domestic flights are frequently delayed for 
up to several hours and many flights are canceled. Some travelers 
have been rerouted, causing disruptions to travel plans. American 
citizens are advised to keep this in mind when making their travel 
plans, either official or personal; to prepare for long delays at 
Brazilian airports and for the possibility of missing flight 
connections; and to allow for extra time to reach and return from 
their destinations. We do not currently have reliable information 
regarding when this situation will measurably improve. 


5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required and that traveler has secret/secret security clearance. 
Traveler is required to check in with the Embassy upon arrival. 
Embassy points of contact for this visit are: 


-- CDC A/Director Dr. Jeremy Sobel, Tel 011+(55) (61) 3274-4932, Fax 
011+(55) (61) 3273-4019, cellular phone 011+(55) (61) 8119-0755, 
email: jsobel@cdc.gov 


-- Mr. Richard J. Driscoll, Science Counselor, SES, Av. das Nacoes, 
Lote 3, Quadra 801, Brasilia, DF, TEL: 011+(55) (61) 3312-7401, FAX 
011+(55) (61) 3312-7646, email: DriscollRJ@state.gov. 


-- Science Assistant, Daisy Costa, Tel 011+(55)(61) 3312-7432, Fax 
011+(55)(61) 3312-7646 (Science Section), email: Costadbd@state.gov 


7. Please find below information needed for the city to be visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes, Quadra 801, Lote 3, telephone number (from U.S.) 
011+(55)(61) 3312-7000, fax number (from U.S.) 011+(55) (61) 
3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 
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The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo, telephone number (from 
U.S.) 011+(55)(21) 3823-2000, fax number (from U.S.) 
011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney, 381 - Chacara Santo Antonio, telephone number (from 
U.S.) 011+(55)(11) 5186-7000, fax number (from U.S.) 011+(55)(11) 
5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 
keep this priority in mind during your visit and inform the embassy 
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or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 
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Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 
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of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 
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11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 

extremist groups operate in the tri-border area between Brazil, 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
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approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 
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SIPDIS 
SIPDIS 


STATE PLS PASS TO HHS FOR STEIGER OGHA 

STATE FOR WHA/BSC 

STATE PLEASE PASS TO CDC ATLANTA FOR DMCCORMICK 
LIMA FOR USAID OHPN 

QUITO FOR SCIENCE OFFICER 

SAO PAULO ECON POL 


E.O. 12958: N/A 
TAGS: TBIO, KSCA, CDC, OTRA, BR 
SUBJECT: COUNTRY CLEARANCE APPROVAL FOR CDC OFFICIAL FLANNERY 


REF: CDC ATLANTA 3010 (ATD 3251) 


1. Mission welcomes and grants country clearance for Brendan 
Flannery, CCID/NCIRD/HHS, Centers for Disease Control and 
Prevention, to Sao Paulo on or about (o/a) August 9; to Rio de 
Janeiro, o/a August 9-10 and to Brasilia, Brazil, o/a August 10-17, 
2007, as follows: 

-- Rio de Janeiro: to participate in the national workshop for 

health information collection coordinators for Acute Flacid 

Paralysis; 

-- Brasilia: to work with current HHS/CDC secondee for immunizations 
to the Pan American Health Organization on transition of 
immunizations projects in preparation for secondment of Dr. Flannery 
to Pan American Health Organization. 

-- Sao Paulo: transit only. 


2. Visitors are reminded that all US citizens traveling to Brazil 
for any purpose require visas, which must be obtained in advance 
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from a Brazilian Embassy or Consulate. \"Airport visas\" do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. American citizens living in or traveling to or throughout Brazil 
may experience widespread delays in air travel nationwide due to 
ongoing air traffic control and other infrastructural difficulties. 

Both international and domestic flights are frequently delayed for 
up to several hours and many flights are canceled. Some travelers 
have been rerouted, causing disruptions to travel plans. American 
citizens are advised to keep this in mind when making their travel 
plans, either official or personal; to prepare for long delays at 
Brazilian airports and for the possibility of missing flight 
connections; and to allow for extra time to reach and return from 
their destinations. We do not currently have reliable information 
regarding when this situation will measurably improve. 


5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required. Traveler is required to check in with the Embassy upon 
arrival. Embassy points of contact for this visit are: 


-- CDC A/Director Dr. Jeremy Sobel, Tel 011+(55) (61) 3274-4932, Fax 
011+(55) (61) 3273-4019, cellular phone 011+(55) (61) 8119-0755, 
email: jsobel@cdc.gov 


-- Mr. Richard J. Driscoll, Science Counselor, SES, Av. das Nacoes, 
Lote 3, Quadra 801, Brasilia, DF, TEL: 011+(55) (61) 3312-7401, FAX 
011+(55) (61) 3312-7646, cellular phone 011+(55)(61) 9965-1439; 
email: DriscollRJU@state.gov. 


-- Science Assistant, Daisy Costa, Tel 011+(55)(61) 3312-7432, Fax 
011+(55)(61) 3312-7646 (Science Section), email: Costadbd@state.gov 


7. Please find below information needed for the city to be visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes, Quadra 801, Lote 3, telephone number (from U.S.) 
011+(55)(61) 3312-7000, fax number (from U.S.) 011+(55) (61) 
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3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo, telephone number (from 
U.S.) 011+(55)(21) 3823-2000, fax number (from U.S.) 
011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney, 381 - Chacara Santo Antonio, telephone number (from 
U.S.) 011+(55)(11) 5186-7000, fax number (from U.S.) 011+(55)(11) 
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5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
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contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 

post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 

charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
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authorize the traveler to sign the ICASS invoice generated by the 
TDY module. Agencies will not be billed until the accumulated 
invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 

extremist groups operate in the tri-border area between Brazil, 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
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susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 
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SIPDIS 
SIPDIS 


STATE PLS PASS TO HHS FOR STEIGER OGHA 

STATE FOR WHA/BSC 

STATE PLEASE PASS TO CDC ATLANTA FOR DMCCORMICK 
LIMA FOR USAID OHPN 

BUENOS AIRES FOR ES&T OFFICER 


E.O. 12958: N/A 
TAGS: TBIO, KSCA, CDC, OTRA, BR 
SUBJECT: COUNTRY CLEARANCE APPROVAL FOR CDC OFFICIAL MOEN 


REF: CDC ATLANTA 2974 (ATD 3303) 


1. Mission welcomes and grants country clearance for Ann Moen, 
Associate Director for Extramural Program, NCIRD, HHS/CDC, Centers 
for Disease Control and Prevention (CDC), to Brasilia, Brazil, from 
August 15-18, 2007, to provide an opportunity to meet with project 

staff to review progress and plan for the second year of the 

Cooperative Agreement. 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. W Airport visas\" do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 
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of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. American citizens living in or traveling to or throughout Brazil 
may experience widespread delays in air travel nationwide due to 
ongoing air traffic control and other infrastructural difficulties. 

Both international and domestic flights are frequently delayed for 
up to several hours and many flights are canceled. Some travelers 
have been rerouted, causing disruptions to travel plans. American 
citizens are advised to keep this in mind when making their travel 
plans, either official or personal; to prepare for long delays at 
Brazilian airports and for the possibility of missing flight 
connections; and to allow for extra time to reach and return from 
their destinations. We do not currently have reliable information 
regarding when this situation will measurably improve. 


5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required. Traveler is required to check in with the Embassy upon 
arrival. Embassy points of contact for this visit are: 


-- CDC A/Director Dr. Jeremy Sobel, Tel 011+(55) (61) 3274-4932, Fax 
011+(55) (61) 3273-4019, cellular phone 011+(55) (61) 8119-0755, 
email: jsobel@cdc.gov 


-- Mr. Richard J. Driscoll, Science Counselor, SES, Av. das Nacoes, 
Lote 3, Quadra 801, Brasilia, DF, TEL: 011+(55) (61) 3312-7401, FAX 
011+(55) (61) 3312-7646, email: DriscollRJ@state.gov. 


-- Science Assistant, Daisy Costa, Tel 011+(55)(61) 3312-7432, Fax 
011+(55)(61) 3312-7646 (Science Section), email: Costadbd@state.gov 


7. Please find below information needed for the city to be visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes, Quadra 801, Lote 3, telephone number (from U.S.) 
011+(55)(61) 3312-7000, fax number (from U.S.) 011+(55) (61) 
3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 
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The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo, telephone number (from 
U.S.) 011+(55)(21) 3823-2000, fax number (from U.S.) 
011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney, 381 - Chacara Santo Antonio, telephone number (from 
U.S.) 011+(55)(11) 5186-7000, fax number (from U.S.) 011+(55)(11) 
5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
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US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 
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Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 
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of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 
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11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 

extremist groups operate in the tri-border area between Brazil, 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
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approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 
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SIPDIS 
SIPDIS 
STATE FOR EB/TRA/AN, WHA/EPSC, WHA/CAR 


E.O. 12958: N/A 
TAGS: EAIR TD 
SUBJECT: CAL on air transport liberalization, regional integration 


Ref: A) 06 POS 1294 


1. Summary: Newly hired CAL executives professed enthusiasm for 
regional air transport liberalization, including an Open Skies 

agreement with the U.S., at a recent CAL event. CALVs position on 
regional air integration or cooperation is less clear; while the CAL 
executives supported the idea of cooperation and said regional 

interest in supporting a single CARICOM carrier was growing, CAL CEO 
said in a public forum that T&T should have its own airline. New 
competitors entering the local aviation market at a time when most 
existing regional carriers are in the red also make progress towards 
regional integration in the near future unlikely. End Summary. 


2. New members of CAL\'s corporate leadership team Ben Leon, Vice 
President for Commercial, and Derren Joseph, Director of 

Distribution & E-business, expressed enthusiasm for air transport 
liberalization to econoffs at a recent CAL public outreach event. 

In contrast with BWIA, whose reported opposition to Open Skies 
defeated past regional or bilateral negotiation efforts (ref A), 

Leon stated CAL would welcome new discussions on liberalization and 
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the subsequent opportunity to start new routes to and within the 

U.S. Subsequently, Civil Aviation General Director Ramesh 
Lutchmedial confirmed that CAL CEO Peter Davies has long voiced his 
support for Open Skies. As a supporter of \"globalization\" himself, 
Lutchmedial believes bilateral Open Skies discussions now, with 
Davies at CAL\'s helm, have the best chance for success. 


3. Both Leon and Joseph noted interest within CARICOM for regional 
air integration but bemoaned new carriers entering the Caribbean 
market and St. Lucia declaring American Airlines its national 

carrier at a time when other CARICOM countries are discussing the 
possibility of creating a single region-wide carrier. At the same 

time, Leon admitted that Jamaica and the LIAT shareholders would be 
reluctant to lose their national carriers, which Joseph attributed 

to national pride. Leon suggested that regional integration doesn\'t 
have to mean a single regional carrier, a sentiment that tallies 

with Lutchmedial\'s report from a June 19 regional aviation forum in 
Barbados in which CEO Davies said T&T should have its own airline. 


4. The CAL executives were upbeat about their inaugural six months, 
pointing to improved on-time performance. However, CAL will face 
increased competition on traditional routes as new airlines are set 
to enter the Trinidad market. Trinidad-based airline Constellation 
West Indian Airways (CWIA) plans to start scheduled flights to New 
York and Fort Lauderdale from Trinidad within the year. Tourism 
Minister Howard Chin Lee announced at the launch of Holiday Inn in 
Trinidad this June that negotiations are advanced for US low-cost 
carrier Spirit Airlines also to provide service from Fort Lauderdale 
and New York to Trinidad. Opportunities for cooperation with 
American or other international carriers are also limited. Talks 

with Delta on cooperation fell through after Delta announced new 
flights between Port of Spain and New York\'s JFK Airport, a 
traditional CAL route. Meanwhile, despite successfully negotiating 
a code-share on British Airway\'s Trinidad to London Gatwick route, 
further cooperation with BA seems unlikely given BA\'s alliance with 
American Airlines, a CAL regional competitor. 


5. Comment: The GOTT acknowledged calls from fellow CARICOM members 
at recent CARICOM conferences to help support ailing LIAT as a 

regional carrier. However, since GOTT continues to financially 

support CAL as well as the Tobago Express airbridge, it seems 

unlikely that the GOTT will offer financial assistance to LIAT or 

move towards greater regional cooperation in the near future. While 

regional air integration looks to remain stagnant, CAL\'s reported 
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receptivity to Open Skies offers a window of opportunity to reopen 
civair discussions, either bilaterally with T&T or regionally if 

other CARICOM countries show similar interest. However, uncertainty 
about the duration of CEO Davies\' contract with CAL suggests that 
window will not stay open indefinitely. End Comment. 
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E.O. 12958: N/A 

TAGS: MARR, PGOV, PHUM, DR 

SUBJECT: LEAHY VETTING REQUEST - AMERICAN LANGUAGE COURSE, 
LACKLAND AFB, TX, AUG. 22, 2007 


1. This is an action request. Please see para. 2. 


2. Post requests the Department\'s assistance in conducting 
human rights screening pursuant to the Leahy Amendment for 
the following subject(s) who have been nominated for 
training. Post has no derogatory information. Please slug 
response for EcoPol. 


3. Names and identifying information of the proposed 
candidate(s) for the American Language Course scheduled to 
take place Aug. 27 - Nov. 2, 2007, at Lackland AFB, TX are as 
follows: 


NAME: Hugo Lockhart Cabrera 
CEDULA: 001-0768289-0 
DOB: Dec. 17, 1973 

POB: Santo Domingo 

RANK: CPO / E-7 

UNIT: DR Navy 


4. Please note that although training is to begin Aug. 27, 
individual is scheduled to travel Aug. 22, 2007, to begin 
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in-processing. 
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SUBJECT: INCREASINGLY URBAN AND FEMALE CENTRAL WESTERN MEXICO 
EMIGRANT POPULATION FACES CHALLENGES 


REF: A. GUADALAJARA 328, B. GUADALAJARA 365 


GUADALAJAR 00000379 001.2 OF 002 


Summary 


1. Summary: According to recent studies, the profile of 
immigrants to the United States from Central Western Mexico has 
changed in recent years. Immigrants from urban locales have 
been on the rise and the female percentage among this population 
has increased as well. Academics cited the more educated, 
independent spirit of women from larger towns or cities as the 
reason for their increased mobility. These trends have exposed 
the increased vulnerability of women and children who make the 
journey to the United States as well as those left behind in 

Mexico. Guadalajara recently hosted a regional meeting of a 
national women\'s migratory network formed to address the effects 
of national and international migratory trends on women and 
families. End Summary. 


Migratory Trends: More Urban, More Women, Longer Stays 
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2. It is well known that Jalisco and surrounding States are 
leading sources of Mexican emigrants to the United States (Refs 
A and B). The profile of Mexican emigrants has changed, 
however, according to academic findings presented during recent 
regional meetings on migration. Increased numbers of higher 
educated Mexicans from semi-urban/urban areas have emigrated to 
the United States. Illegal immigrants have also stayed longer 

in the United States, as it has become more risky and more 
expensive to cross the border multiple times [Note: According to 
a regional government official, coyotes charge Jalisco residents 
US$2,000 to US$2,500 to take them across the border illegally. 
End Note.] Men still dominate the percentage of Mexican 
emigrants going to the United States, but women who have gone 
have stayed longer, usually because their motivation is family 
reunification. 


3. Urban-dwelling women comprised the majority of female 
emigrants, as they are more mobile, educated, and independent. 
A Central Western Mexico study (States of Jalisco, Colima, 
Aguascalientes, Guanajuato, Michoacan, Nayarit) concluded that 
the male-female breakdown of emigrants varied according to the 
size of their hometown. Males comprised the dominating majority 
of emigrants from towns with less than 50,000 residents; 
however, at least half of emigrants were female leaving towns 
with more than 50,000 residents. The typical profile of a 

female emigrant was a married, young housewife with children: 
40% were less than 25 yrs old; 20% worked outside of the home; 
and 70% had children. Another recent study focused solely on 
the increasing urban migration from Jalisco. The study 
concluded that half of Jalisco emigrants left cities with 

greater than 15,000 inhabitants (30% of those originated from 
cities with more than 100,000 inhabitants--nearly all from the 
Guadalajara metro area). About three quarters of Jalisco 
emigrants were male, with the majority being between 15 and 24 
years of age. This study concluded that men still dominated the 
urban Jalisco emigrant population, but women emigrants were 
increasing in numbers and comprised over 30% of the total. 


4. The Jalisco study also analyzed the specific migratory 
patterns of one of Guadalajara\'s lower income, working class 
neighborhoods (Colonia Constitucion). About a quarter of 
households had family members living in the United States, with 
the overwhelming majority living in California. Other 

significant family member destinations reported included 

Illinois, Nevada, New Mexico, Georgia, and Washington. Only 
about one third of households with emigrants received 
remittances from their family members in the United States, 
suggesting that many families are left to fend for themselves. 


Women and Children Vulnerable At Home and Abroad 
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5. These recent regional studies and meetings highlight the 
plight of women and children affected by migratory patterns. 
Increased numbers of women and children are at risk during their 
travels and at their final destination, while the children that 
remain in Mexico are often left without either parent. Men 
dominate the support networks that do exist in the United States 
(e.g., migrant liaison groups named \"Clubs Jalisco\"), while 
women are commonly isolated at home with limited access to 
healthcare and education. When deported, family members are 
sometimes split up and may end up working in a border factory or 
subject to sexual violence, trafficking in persons, or child 

labor. In addition, significant emotional problems are created 

by the absence of a child\'s father or family separation, 

including spousal conflicts and mental/physical child abuse at 

the hands of new head of household figure once their father or 


GUADALAJAR 00000379 002.2 OF 002 


both parents are gone. 


Women\'s Migratory Network Trying to Get Organized 


6. In May 2007, Guadalajara hosted the second regional meeting 
of a national network trying to assist women suffering from the 
negative effects of migration (Red para la Atencion de Mujeres 
afectadas por el Fenomeno Migratorio [Network Focusing Attention 
on Women Affected by the Migratory Phenomenon]). This Central 
States (Zona Centro) meeting was one of three national meetings 
that sought a coordinated solution to protect the human rights 

of women and children affected by migration. Non-profit, 
academic, religious, and civic organizations comprise the 

majority of this network seeking to alleviate the problems women 
and children face as a result of urban migration within Mexico, 
emigration to the United States, and transit migration of 

Central Americans through Mexico. This network is working with 
the governmentVs Instituto Nacional de Migracion (INAMI) 
[National Institute of Migration] and Instituto Nacional de las 
Mujeres [National Institute of Women]. Quintana Roo hosted the 
first meeting for the southern region (Zona Sur) States in 

October 2006. The next meeting will take place in Northern 
Mexico (Zona Norte). 


Comment 


7. Comment: While families in Jalisco and the surrounding 
States receive a significant amount of remittances from the 
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United States, the money does not appear to be enough to stop 
more and more women from emigrating to the United States or to 
solve the emotional strain on separated families. Increased 
female emigration seems to have created a host of new problems 
for family members at home and abroad. The creation of this 
women\'s network, with the support of the national government, 
brings much needed attention to women and children\'s issues. 
The scope of the network\'s plans, however, seems a bit ambitious 
given the variety of migratory problems facing Mexico. Only 

time will tell if this network will be empowered and focused 
enough to take specific actions to alleviate existing problems. 
End Comment. 


(Cleared: Amembassy Mexico:CONS:MBishop,USAID:RGarner, 
ECON:LKirkconnell, POL:CBarclay) 
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FOR AF/S 


E.O. 12958: N/A 

TAGS: KRVC, TPHY, EWWT, AO, WA 

SUBJECT: DEMARCHE - R/V KNORR MARINE RESEARCH CLEARANCE 
REQUEST 11/16/2007 TO 12/15/2007, FILE NO. 2007034 


REF: STATE 59396 


On 25 July 2007, Post followed up with MIREX about the 
Embassy\'s May 30 2007 Diplomatic Note Number 77. requesting 
clearance for Marine Research Vessel Knorr. Embassy shared 
with MIREX America\'s Department Counselor Vicente Muanda a 
copy of the 1996 Bilateral Economic, Technical and Related 
Assistance Agreement. Post explained that the Knorr\'s 

activity in Angolan territorial waters would consist of 

taking water samples to measure concentrations of dissolved 
minerals and assess their influence on marine biology. 

Muanda said he would look into the matter. 
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E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL 

SUBJECT: DEMARCHE DELIVERED: PRESSING FOR UNIVERSAL 
ADOPTION OF THE INTERNATIONAL CONVENTION FOR THE 
SUPPRESSION OF ACTS OF NUCLEAR TERRORISM 


REF: STATE 102149 


Post delivered reftel demarche on 26 July 2007. Counselor of 
MIREX Americas Department, Vicente Muanda, accepted the 
demarche and said MIREX would make any replies through its 
Department of International Organzations. IncidentaLLy, news 
items over the weekend announced that Angola has passed its 
first law on nuclear energy, welcomed by one medical doctor 
for providing oversight over Angola\'s primary use of 
radioactive materialsi In medicine and in the petroleum 
industry for conducting tests. 
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E.O. 12958: N/A 

TAGS: PREF, PREL, PHUM, ICRC, AO 

SUBJECT: DEMARCHE DELIVERED: PROMOTION OF STANDING 
COMMITTEE CANDIDATE 


REF: STATE 102873 


Post delivered reftel demarche to MIREX on 25 July 2007. 
Americas Department Counselor Vicente Muanda accepted the 
demarche and said that he would pass along the information to 
MIREX\'s International Organizations Department for action. 
FERNANDEZ 
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E.O. 12958: DECL: 07/31/2017 

TAGS: PGOV, EMIN, PHUM, ECON, PREF, PINR, KDEM, SOCI, AO 
SUBJECT: ANGOLA PROVINCIAL NOTES - HUMAN RIGHTS PROTECTION 
IN DIAMOND RICH LUNDA NORTE LIMITED BY CAPACITY AND 
POLITICAL WILL (PART 3 OF 3) 


REF: A. LUANDA 696 
B. LUANDA 700 


Classified By: CDA Francisco Fernandez for reasons 1.4 (b) and (d) 


1. (C) Summary: Diamond prospecting, legal or otherwise, is 
the only game in town for the majority of the people in Lunda 
Norte province. Lunda Norte\'s diamond riches come packaged 
with reports of human right abuses committed by both 
government and private security forces against iLLegal 

diamond prospectors, but the situation on the ground is a 
complex and incestuous web of economic need and greed. The 
inadequate judicial system can\'t keep up with aLLegations of 
abuses and, without outside pressure, provincial leaders lack 
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the political wiLL to investigate and punish offenders. 
Luanda-based authorities are slowly bringing more attention 
to the issue. End summary. 


2. (U) This cable is part three of a three part series on 
Lunda Norte province. Poloff visited Lunda Norte province 
from June 6-8th, 2007 with Dutch and British Emboffs. This 
cable focuses on human rights; reftel A covers economic 
development and voter registration, reftel B covers viLLage 
life. 


Concessions or No Concessions, Folks Gotta Eat 


3. (U) The GRA legaLLy considers diamonds as state property 
and grants exclusive concessions for aLLuvial and kimberlite 
mining through ENDIAMA, the state diamond parastatal. Any 
mining without state authorization is technicaLLy iLLegal, 

thus aLL independent garimpeiros (diamond prospectors) are 
subject to punishment by the state. Garimpeiros working 
iLLegaLLy on concession lands run the highest risk of 
detection by private or government security forces. 
Concession owners generaLLy employ private security companies 
and can also request supplemental support from police and/or 
military forces. Government security forces patrol 

throughout the province, but with limited personnel and 
wide-open spaces they must direct the majority of their 

efforts to areas with known diamond reserves. These same 
reserves are magnets to garimpeiros, who generaLLy have no 
economic option other than diamond prospecting. 


4. (C) Civil society leaders told Emboffs that the root of 

the problem is the exclusive land use granted to concession 
holders. When a concession is granted aLL residents are 
driven from the land and given compensation. Human right 
activists classify this compensation, generaLLy a few hundred 
doLLars, completely inadequate to start a new life, 
especiaLLy given the extremely high prices and scarce 
employment options in Lunda Norte (reftel A). Economic need 
pushes people to return time after time to diamond producing 
areas. In addition, concession areas within that territory 

are poorly delimited and understood by both sides, opening 
the door for mistakes by garimpeiros and security forces who 
don\'t always know where concessions begin and end. 


5. (C) For example, SDM (the Angolan Association for Mineral 
Development), a joint venture between Endiama and the 
Brazilian construction company Odebrecht, employs 700 locals 
for aLLuvial mining in a concession area along a remote 25 
mile-long stretch of the Cuango River. Outside the company\'s 
gates, however, lies a boom town with an estimated population 
of 14,000 people, with no identifiable source of income (or 
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water) other than diamonds in that same river. The 
inevitable iLLegal garimpeiros are thus vulnerable to threats 
by both public and private security forces when prospecting 
on the margins of the concession area. 


6. (C) Provincial Governor Manuel Francisco Gomes Maiato 
conceded that exclusive use was a problem and laid out his 
proposed solution: concession owners would aLLow farming on 
the land and would also be required to employ and register 
Angolan miners who would pan the river for a salary but turn 
over aLL diamonds to the concession owner. Parliamentary 
Leader for the opposition Party for Social Renovation (PRS) 
Lindo Bernardo Tito told Poloff that Endiama plans to start 
issuing garimpeiro licenses to Angolan citizens in 2008, but 
expressed concerns that licenses wiLL not be issued in a fair 
and transparent manner and that garimpeiros wiLL not be 
offered a fair market price for their stones. 


The Border\'S Revolving Door 


7. (C) ILLegal Angolan garimpeiros are only part of the 
problem; iLLegal immigrants from the neighboring DRC and 
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southern and western Africa are drawn to Lunda Norte,s 
diamond riches. The Angolan media often portrays the Lundas 
as being \"invaded\" by iLLegal immigrants and Immigration, 
Police and Military officials run \"cleansing operations\" on a 
semi-continuous basis throughout the province. A current 
operation, referred to as Operation Tranquility in some 

media sources, resulted in the expulsion of thousands of 
foreign and domestic garimpeiros from concession areas. 
According to reports, Angolan garimpeiros were directed to 
return to their homes and foreign garimpeiros, primarily from 
the DRC, were trucked to and left at border crossings between 
Angola and the DRC. 


8. (SBU) Governor Maiato expressed frustration over iLLegal 
immigration and stated that the GRA simply does not have the 
capacity to protect and monitor its borders or the vast 

interior of the province. He estimated that 80% of 
garimpeiros are iLLegal immigrants who simply return again 
and again through the porous border each time they are 
rounded up and deported. Maiato bluntly affirmed the GRA\'s 
right to control its borders and stated that iLLegal 

immigration needs to be hit hard. A senior National Police 
official stated that iLLegal diamond trafficking is a gateway 
for aLL forms of transnational crime, including trafficking 

of drugs, arms and people. 


Column 3 
A Thin Line Between Legal and ILLegal 


9. (C) While soapbox talk of foreign migrant invasions plays 
weLL in the media, the GRA has created a legal mechanism to 
seLL artisan diamonds regardless of their source of 

production. ENDIAMA subsidiary SODIAM (Angolan Diamond 
Trading Company) was created to buy and seLL Angolan produced 
diamonds, and their local offices buy artisanal diamonds with 

no questions asked. SODIAM, originaLLy created to stem 
UNITA\'s iLLegal diamond trade, works to ensure that artisanal 
diamonds stay in-country and under ENDIAMA\'s control. GRA\'s 
recognition that iLLegal mining wiLL occur has led them to 
expand SODIAM\'s buying power through a partnership with 
Lazare Kaplan International (LKI), which operates SODIAM\'s 
buying offices for the informal sector in parts of Lunda 

Norte and Sul. 


10. (C) There is a low risk/high reward situation for the 

middle men greasing the wheels of the artisanal diamond 

trade. Middle men seLL the garimpeiros\' diamonds to SODIAM 
buying offices. Uneducated garimpeiros, especiaLLy iLLegal 
immigrants and ethnic Chokwe garimpeiros (who may not speak 
Portuguese) use the middle men to avoid direct contact with 
authorities who may question their citizenship or simply 

seize the iLLegaLLy panned stones without compensation. 
According to anecdotal evidence, these middlemen are often 
foreigners iLLegaLLy living in Angola. One civil society 

leader described the diamonds as iLLegal until the second 

they enter the SODIAM office, at which point they are legaLLy 
sold to the state with no questions. 


11. (C) Poloff met with one woman who works for the 
provincial government by day, teaches and is active in civil 
society organizations by night, and runs five garimpeiros on 
the side. She buys the garimpeiros food and supplies for 
extended stays in the bush, seLLs their finds to the local 
SODIAM office, takes out her up-front costs and splits the 

rest with them 50-50. She acknowledged that her garimpeiros 
were running a risk and would simply \"need to flee\" if found 
by the police. She sends them far from concession areas and 
works to keep abreast of planned police operations to better 
direct their prospecting activities. This divorced mother of 
eight says that this type of \"entrepreneurial enterprise\" is 
common practice in the province, a comment that matches the 
\"everybody\'s doing it!\" spirit encountered in conversations 
with other locals. 


Lack of Capacity Makes it Easy to See No Evil 


12. (SBU) The province faces severe capacity limitations in 
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the protection of human rights. The predominately rural 
province has one court, one judge, two prosecutors and one 
very overcrowded prison, aLL located in the provincial 

capital of Dundo. Municipal police only have smaLL temporary 
holding centers and must transport inmates to Dundo for 
long-term trial and imprisonment. Until recently there were 

no practicing lawyers in Lunda Norte to bring legal attention 

to human right violations, and the presence of international 
NGOs is extremely limited. Development Workshop and MSF 
HoLLand are the only international NGOs with a confirmed 
permanent presence in Lunda Norte, and the latter is closing 
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down its program. 


13. (C) The case backlog and sheer size of the province leave 
both urban and rural areas dependant upon traditional justice 
to resolve problems and conflicts. People try to resolve 
problems at the local level, as taking issues to higher 

levels takes more time, resources, and know-how than most 
people have. Human rights activists note that the lack of 
provincial oversight and the failure of police investigators 

to thoroughly investigate claims lead to situations in which 

so little hard evidence is gathered or available that it 
becomes difficult to confirm, much less prosecute, human 
rights violations. 


That Pesky International Community! 


14. (C) A lackadaisical approach is reflected at aLL levels 

of the provincial government. Governor Maiato described the 
human rights problems as \"blown out of proportion\" by the 
international community, and stated that iLLegal garimpeiros 
need to take responsibility for their decision to pan 

iLLegaLLy. Maiato and police officials noted that the police 
have increased human rights training for officers, and the 
aLLegations of abuses have declined markedly in recent years. 
They did not address our questions of aLLegations directed 
towards private security firms. 


15. (C) Civil society leaders counter that police training 
doesn\'t \"stick\" due to the government\'s failure to punish 
human rights violators or those who ignore violations that 
take place on their watch. Civil society leaders state that 
aLLegations of abuses are simply not investigated or are 
quickly covered-up at the lowest possible level; even cases 
that make it to the provincial level are rarely acted upon. 
Space for criticism of the government is also limited. Civil 
society leaders reported self-censorship of their activities 
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and criticism, as most are employed by the provincial 
government, which has a virtual lock on non-diamond 
employment in Lunda Norte. 


Outside Pressure Creating Space for Change 


16. (SBU) National and international authorities are 

beginning to fiLL gaps in action at the provincial level. 

Police and Ministry of Justice officials in Luanda have 

reacted quickly to cases for which hard evidence is brought 

to their attention by outside actors, such as the UN Human 
Rights Office or journalist and researcher Rafael Marques. 

A new program stemming from a partnership with the national 
Attorney General\'s office and the UN Human Rights Office 
(UNHRO) is training Human Rights Monitors at the provincial 
and municipal level. In addition, five recent law school 
graduates were hired and sent to Dundo in early July to 

create a Legal Assistance Center. The center, which is 
sponsored by the Luanda-based Bar Association, UNHRO, and 
Ministry of Justice, wiLL offer legal services on aLL legal 
matters, but the UNHRO wiLL pay the legal expenses in human 
rights related cases. 


17. (U) The USG is also working to create a space for 

dialogue between civil society, communities, and the 

government at the municipal level through the USAID-sponsored 
Municipal Development Program (MDP), which Development 
Workshop is piloting in one Lunda Norte municipality. The 

MDP aims to create sustainable community forums, comprised of 
municipal administrators and community leaders, to discuss 
community development needs. Through visits to viLLages 
throughout Chitato municipality DW identifies and trains 
community organizers and leaders to coLLectively determine 

and communicate community development needs and projects. In 
anticipation of the GRA\'s plans to decentralize planning and 
funding, the MDP also works to train municipal administrators 

to involve civil society in local development. The MDP is 

funded in Lunda Norte by LKI. 


18. (C) Comment: The lure of diamond riches brings people to 
the Lundas in droves to strike it rich. As long as there are 
no other options for Angolan residents of Lunda Norte, they 
wiLL continue to pan for diamonds in the province\'s rivers, 
even with the threat of police and security guard action 
against them. The same is true of the foreigners crossing 
the porous border trapped in a revolving door of iLLegal 
entries and deportations. The GRA is attempting to put 
measures in place, such as licenses for garimpeiros and 
diamond buying offices for the informal sector, to legitimize 
employment and ensure that diamond profits remain in GRA 
coffers. International attention, including acknowledging 
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the difficulty of the task and offers of capacity building 

for police and border guards may be the most useful tools 
available to improve the situation. There is no easy answer 
to the problem and given the capacity constraints it wiLL 
take a long time to organize artisanal diamond prospecting 
legaLLy and in fuLL observance of human rights. 
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SUBJECT: UN/SIERRA LEONE SPECIAL COURT: MANAGEMENT 
COMMITTEE CHAIRMAN MCNEE\'S JULY 10 LETTER TO AMBASSADOR 
KHALILZAD SEEKING SUPPORT FOR THE SPECIAL COURT 


1. USUN has received a letter dated July 10, 2007 (full text 

- para 2) from Canadian Ambassador John McNee, current 
Chairman of the Sierra Leone Special Court Management 
Committee, addressed to Ambassador Khalilzad seeking 
additional U.S. financial support for the Special Court. The 
Special Court\'s New York representative recently informed 
members of the Management Committee that as of June 30, the 
Court had approximately $10.6 million in its account, an 
amount sufficient to sustain ongoing Court operations in 
Freetown and The Hague only until mid-October. Court 
officials have repeatedly emphasized to USUN that they are 
depending on a U.S. contribution to cover Court costs, now 
averaging approximately $2.8 million per month, through the 
balance of 2007 (i.e., November and December 2007) and into 
early 2008 until additional contributions from other donor 
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states are received. 


2. Text of July 10, 2007 letter from Special Court Chairman 
McNee to Ambassador Khalilzad: 


Begin text: 
Excellency, 


| am writing to you in Canada\'s capabity as chair of the 
Management Committee of the Special Court for Sierra Leone, 
to draw your attention to several important developments at 
the Special Court for Sierra Leone. 


You will, of course, have noted the recent appearance of the 
President and Prosecutor befor the Security Council, and the 
subsequent adoption by the Council of a Presidential 

Statement supporting the CourtYs work (S/PRST/2007/23). You 
will also have seen the news from Freetown that the Judges of 
Trial Chamber II have delivered their verdict in the AFRC 

case. A verdict in the CDF case is also expected shortly. 

And the trial of the former President of Liberia, Charles 

Taylor, has begun in The Hague. These are all significant 
milestones in the Special Court\'s life. 


Such progress has only been possible thanks to the continued 
hard work and dedication of the staff of the Court. Their 
tireless efforts, particularly over the past few months when 

the Court has had the additional challenge of establishing 
parallel facilities in The Hague, deserve our most sincere 
appreciation. 


These past months have also been a time for re-evaluation. 
Last September, the Management Committee invited Judge 
Antonio Cassese to undertake an \"independent review\" of the 
Court, with the intention of identifying changes or 
improvements that might help the Court complete its work in 
Freetown more expeditiously and efficiently, and ensuring the 
Court was well prepared for the trial in The Hague. Judge 
Cassese\'s reports - the full tet of which can be found at 


- highlighted the \"remarkable achievement\" of the Court to 
date: not least the speed with which it established itself; 

the rapid detention of indictees; the way it has grappled 

with novel issues of international criminal law; the 
\"exemplary\" outreach programme; and the groundbreaking 
establishment of a Defense Office. 


However, the report also identified several areas needing 
attention if the Court was to continue that success. In 
particular, he criticized the funding arrangements of the 
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Court, and noted that the voluntary funding arrangements for 
the SCSL had meant not only continued financial insecurity, 
but also a history of false economics (for instance, he 
observed that early decisions to provide judges with only 
limited support had reduced the Court\'s costs initially, but 
resulted in delays in trial proceedings and decision writing, 
and therefore to increased costs in the long term). 


One such false economy, and another of Judge Cassese\'s key 
criticisms, was the fact that the Court had a non-resident, 
part-time President. This, he said, had resulted in a lack 

of leadership, weak coordination mechanisms, and insufficient 
ownership, particularly by the judges, of the Completion 
Strategy. He also considered that the Defense Office was not 
providing the defense teams with the level of support that 

had originally been envisaged. Finally, although his remit 

was to focus principally on judicial operations, Judge 

Cassese made several recommendations concerning day-ti-day 
management issues at the Court, including the need for better 
strategic leadership, improved communication between the 
different sections, and better provision for staff training. 
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| am pleased to say that the senior leadership of the Special 
Court moved swiftly to address the most important issues 
identified in Judge Cassese\'s report. Inter alia, there is 

now a full-time, resident President; amendments have been 
made to the rules of procedure to streamline the Court\'s 
proceedings; and several new posts have been provided to lend 
additional support to the judges. A review of the role of 

the Defense Office has also been undertaken. Meanwhile, 
management practices at the Court have changed, with better 
coordination between sections, clearer lines of communication 
and more information sharing. As a result the Court is on 
track to complete its work in line with the benchmarks set 

out in its Completion Strateby (the latest update). In this 
regardk i would like to pay particular tribute to the 

President, Judge George Gelaga King, and the Registrar, 
Herman von Hebel, who have both played pivotal leaderhsip 
roles over the past fews . 


The Management Committee has also changed its approach in the 
light of Judge Cassese\'s recommendation to \"work out a tight 
and final plan for the completion of the Court\'s activities.\" 

Rather than continuing with the practices of approving 

annual budgets, we requested a number of unknowns at this 
stage, not the least of which is legacy issues, which will be 

an important strand of work for the Management Committee in 


Column 3 

the coming months. However, the Completion Budget provided 
to us by the Court (and approved by the Management Committee 
in June 2007), sets out for the first time in one document 

how the financing of the Court will look over the rest of its 

life. As you will see from the summary of the budget 
(S/2007/388), the Court is looking strategically at how it 

will meet the remaining milestones in the Completion 

Strategy, including managing the process of drawing down 
staff and resources as the Court gets into its appeals phase 
and the, finally, ceases operations in early 2006. (The full 
budget can be found at: www. sc-sl.org/documents/ 
budget/2007-2009.paf. 


The Completion Budget gives us all welcome clarity. However, 
it also sets out the scale of the fundraising task ahead. 

The bottom line is that we need just under $90 million U.S. 
dollars more to cover the Court\'s costs over the end of its 
lifetime. And while that is a low figure by international 
standards, we are still struggling to raise the voluntary 
contributions necessary to cover the Court\'s monthly costs, 
let alone give it the financial security Judge Cassese put so 
much emphasis on in his report. The continued support of 
countries such as yours is vital. It means that we gave 

raised nearly $30 million of that $90 million. But, at this 

stage of the Court\'s life, when it has to pay for operations 

not only in Freetown but also in The Hague, that is 
unfortunately only enough money to keep the Court financially 
afloat until October 2007. So please consider whether your 
country could give more to the Special Court. Every 
donation, no matter now small, takes us closer to our $90 
million fundraising target. 


Finally, let me take this opportunity on behalf of the entire 
Management Committee to express our thanks for the interest 
and support shown to the Special Court to date. 


With best regards, 


John McNee 
Ambassador and Permanent Representative 


End text. 
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SIPDIS 
SIPDIS 
STATE FOR WHA/CEN, CA/VO/L/A, AND CA/VO/L/G 


E.O. 12958: DECL: 07/31/2017 

TAGS: CVIS, PGOV, PREL, HO 

SUBJECT: PRESIDENT ZELAYA AND AMBASSADOR DISCUSS TRIP TO 
MANAGUA AND NEW UN AMBASSADOR 


REF: A. TEGUCIGALPA 1247 
B. STATE 98124 
Classified By: AMB. CHARLES FORD. REASONS 1.4(B) AND (D) 


1. (C) SUMMARY. In response to a request by the GOH, 
Ambassador Ford met with Honduran President \"Mel\" Zelaya, 
Foreign Minister Milton Jimenez and proposed Ambassador to 
the United Nations Jorge Arturo Reina. Zelaya used the first 
part of the meeting to offer another explanation for his trip 

to Managua to attend the Sandinista Revolution commemoration 
with Daniel Ortega and Hugo Chavez. This time the trip was to 
prepare Daniel Ortega for the upcoming International Court of 
Justice ruling of their shared maritime boundary that Zelaya 
believes will be decided in Honduras\'s favor. Ambassador Ford 
pointed out the trip received so much attention in Honduras 
because of the lack of movement on key issues on our 

bilateral agenda; there is very little else to talk about. 

Zelaya agreed and committed his government to begin work on 
five or six key issues of mutual interest in the areas of 

regional security, economic development, corruption and 

social justice. 


2. (C) CONT. SUMMARY. The second part of the meeting was 
devoted to Jorge Arturo Reina trying to make a case in his 
own favor for the issuance of a visa so he can travel to New 
York. Reina tried to argue that he was never as radical as 

the USG may have believed and his terrorist-related 

activities were not that serious and can be explained. He 
offered to meet with Post officials to provide more details. 
Neither President Zelaya nor Minister Jimenez offered any 
strong support for Reina nor did they appeal to the 
Ambassador for his assistance in this matter. It appears 
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Reina will be on his own when dealing with Post on the visa 
request. END SUMMARY. 


3. (C) Honduran President \"Mel\" Zelaya, Foreign Minister 
Milton Jimenez, and recently nominated Honduran Ambassador to 
the United Nations Jorge Arturo Reina met with Ambassador 
Ford and Poloff on July 27. The Hondurans requested the 
meeting and, while they did not offer a reason for the 

request, Post expected that Zelaya wished to discuss his 
selection of Jorge Arturo Reina as the new Honduran 
Ambassador to the U.N. and seek Post\'s help in obtaining the 
G-1 visa so that Reina could travel to the United States to 
perform his new duties (see reftel A for a more detailed 
explanation of Reina\'s visa problems). 


4. (C) Zelaya began the meeting by offering another reason 
for his recent trip to Managua to participate with Daniel 
Ortega and Hugo Chavez in the ceremony commemorating the 
Sandinista Revolution of 1979. Obviously forgetting that he 
had told the Deputy Secretary that the purpose of the trip 

was to warn Ortega and Chavez to stay out of internal 
Honduran politics and not to support Honduran political 
campaigns (reftel B), Zelaya told the Ambassador that the 
focus of the trip was to establish friendly relations with 

Ortega in anticipation of the eventual International Court of 
Justice (ICJ) ruling on the Honduras - Nicaragua maritime 
boundary case. Oral arguments in that case were heard in 
March, and the GOH expects a ruling in its favor soon. Zelaya 
stated that he talked with Ortega regarding the creation of a 
commission to implement the ICJVs ruling. Promotion of trade 
was another reason for the trip, according to Zelaya. He 
pointed out that Nicaragua is the only country with which 
Honduras has a positive trade balance, and Zelaya would like 
to see the amount of trade between the two countries 
increase. 


5. (C) Zelaya attempted to brush off any objection by 
Honduran politicians to his meeting with Ortega and Chavez 
with the explanation that all countries have groups of 

friends, and sometimes those groups do not get along with 
each other. Honduras can be friends with Nicaragua and 
Venezuela, who are in one group, and with the U.S. which is 
in another. Zelaya did not see any problem with his close 
contacts with Nicaragua and Venezuela and stated that those 
contacts should not affect Honduras\'s relation with the U.S. 
Zelaya stressed he considers the Honduras - U.S. relationship 
very important and wants to maintain a close and strong 
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friendship. 


6. (C) Passing over Zelaya\'s explanations for his Managua 
trip, Ambassador Ford explained that the reason that trip 
received so much interest is because there is very little 

else to focus on in the Honduras - U.S. relationship. Zelaya 
has been in office for almost 1.5 years, yet there is still 

no movement on a shared agenda. In fact, it does not appear 
that the Zelaya administration has an agenda and no progress 
is being made on those key areas that are important to the 
USG. The President responded by pulling out a small notebook 
and making a list of those topics he considered most 
important to address: security, commercial interests, the 
Millennium Challenge Account, the justice system and the 
environment. 


7. (C) Ambassador Ford responded with his own list and 
elaborated on specific issues within each of the following 
areas: (1) Regional Security: publication of the National 
Security Strategy and use of peacekeepers, along with the use 
of SICA to promote regional security; (2) Economic: 
society-wide macro-economic issues must be addressed, in 
addition to the specific problems at the state-owned 

telephone company (Hondutel) and electric company (ENEE); (3) 
Rule of law and corruption to include increased prosecutions 
and judicial system reform; and (4) Social justice issues. 

The Ambassador stressed that those are the key areas that 
must be part of a joint agenda. Zelaya agreed with the list 

and stated he is ready to start the process at the 

Presidential level to move that agenda forward. He tasked his 
Foreign Minister with pulling together a working meeting to 
make some initial decisions soon after President Lula\'s 
August 7 visit. 


8. (C) The conversation eventually turned toward the primary 
purpose of the meeting: what can be done to obtain a G-1 visa 
for Jorge Arturo Reina so he can assume his position at the 
United Nations? Zelaya made only a few general comments in 
support of his proposed ambassador, highlighting his family 
relationship with Reina, Reina\'s long service in various 
Honduran administrations and his desire for Reina to go to 
New York. Zelaya did not make a direct request for the visa 
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nor did he argue that USG must grant Reina a visa to travel 
to the U.N. Instead, after his brief introduction, he 

motioned to Reina to make his own case. Foreign Minister 
Jimenez did not offer any support or make any comments in 
Reina\'s favor. 


9. (C) Reina tried to disavow his early radical days and 
claimed he was never a Communist. He also tried to wave off 
his early activities in various radical groups, commenting 

that all that happened so long ago in the 1960s and 1970s. He 
is still proud of his support for the Sandinista takeover of 
Nicaragua and argued that the Sandinistas were fighting for a 
good cause and the whole world wanted Somoza gone. Reina was 
very general in discussing the terrorist-related allegations 
against him and tried to dismiss them as either never 
occurring or they were not as serious as the USG may think. 
In the end, Reina offered to meet with Post officials to talk 
about the allegations and stated he will \"come clean\" about 
his early activities. 


10. (C) Ambassador Ford responded that Post will try to 
accommodate Reina\'s visa request but made no guarantee as to 
the eventual outcome or a timeframe for a final decision. The 

one condition requested by the Ambassador, and quickly agreed 
to by Zelaya, was that the GOH keep this matter out of the 
papers, particularly any characterization of US views on this 

visa. The local media does not need to know every step of 

this visa application process. Zelaya ended the subject by 

telling Reina to work with Post on this matter. 


11. (C) COMMENT. Obtaining President Zelaya\'s commitment to 
begin work on five or six key items that are essential for 

the Honduran - U.S. agenda was the important result of this 
meeting. Post will develop the proposed agenda in detail and 
push the GOH to commence working jointly on the items. As for 
the visa problem, neither Zelaya nor Reina appeared to 

believe the issue will be resolved in their favor. Zelaya 

offered only minimal support for his candidate while Reina\'s 
speech was rather short and it did not appear that even Reina 
believed what he was saying. Reina appeared to simply be 
going through the motions of arguing on his own behalf but 

not believing that his explanations would change the outcome. 
This may signal that Zelaya will not give Reina much time to 
resolve the visa issue and if the matter reaches an impasse 


or takes too long, Zelaya may pick another candidate. Reina\'s 
visa is now solely a matter between him and the USG, while 
Zelaya and Minister Jimenez distance themselves from the 
problem. END COMMENT. 
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STATE FOR WHA/CEN ELIA TELLO AND WHA/EPSC LISA MARTILOTTA 
COMMERCE FOR ITA DESK OFFICER MARK SIEGELMAN 


E.0.12958: N/A 

TAGS: ECIN, ECON, EIND, PGOV, DR, CS, HO 

SUBJECT: MCC REQUIREMENTS KEY TO REDUCING BUSINESS OPENING TIME IN 
CAFTA-DR COUNTRIES 


REF: A: TEGUCIGALPA 1154 


1.(U) Summary. While the key indicator of days to start a business 

has shown a dramatic improvement in CAFTA-DR countries, one of the 
untold stories is the influence of The Millennium Challenge 

Corporation (MCC). As demonstrated by Honduras and the Dominican 
Republic, MCC is acting as a strong motivator to improve key 

indicators both before and after the implementation of reforms to 
qualify for MCC contracts and entrance into CAFTA-DR. End Summary. 


2.(U) During the negotiation and implementation process of CAFTA-DR, 
the time needed to register and open a business -- as based on the 
World Bank\'s Doing Business Index, one of the key indicators of 
competitiveness -- has been dramatically reduced in most of the 
treaty countries (ref A). During the same period, requirements for 
several of these countries to meet MCC standards proved to be a 
major motivating factor behind the improvements. Embassy Santo 
Domingo and Embassy Tegucigalpa have incorporated additional 
comments on the role of MCC in reducing the time it takes to 
register and open a business in CAFTA-DR countries. (Note: Costa 
Rica is not eligible for MCC funds due to its status as a 
middle-income country, and therefore was not involved in this 
cable.) 
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3. (U) Honduras was the second country to qualify for MCC funds, 
formally implementing the pact in July 2005. This was quickly 
followed by the ratification of CAFTA-DR in April 2006. It was 

during this key period in 2005 that Honduras made the greatest 
progress of any Central American country in reducing the process 
time to open a business, from 62 to 44 days (29 percent). 
MCA-Honduras, the implementing agency for MCC, highlighted the 
continued reduction to just 9 days in their first quarter 2007 

report as evidence that the GOH is maintaining good performance on 
the MCC selection criteria. 


4. (U) Minister of the Presidency Yani Rosenthal highlighted the 

role of this indicator in MCC and CAFTA negotiations. In a July 
meeting on competitiveness hosted by Ambassador as follow-up to the 
Americas Competitiveness Forum in Atlanta, Rosenthal cited the Doing 
Business Index as the key metric for quality of business regulation. 

He indicated that even before signing the MCC pact, the GOH was 
aware that such a reduction was a selection criteria and has 

continued to focus on improving the measure. MCC is currently 
working with Honduras on reforming their Real Estate Law, which 
according to Virgilio Umanzor of the Presidential Competitiveness 
Commission will facilitate greater access to credit for (and perhaps 

a rise in the creation of) small and medium enterprises. 


DOMINCAN REPUBLIC: 
IMPROVEMENTS MAINLY DUE TO MCC PROCESS 


5.(U) In the Dominican Republic, the steps towards improving the 
number of days to start a business have been directly linked to the 
Dominican governmenti\'s efforts both to qualify for the MCC and to 
attract investment under CAFTA-DR. While the country still has a 
long way to go before it qualifies for MCC assistance, the CAFTA-DR 
treaty entered into force on March 1, 2007. Between 2006 and 2007, 
the Dominican Republic realized a nearly 74 percent decrease in days 
to start a business, dropping from 75 to just 20 days. 


6. (U) In response to an MCC inquiry on Dominican efforts to qualify 
for its assistance, the Dominican State Secretariat for Economy, 
Planning, and Development released a report in July 2007 on its 
progress to date in reforming the business registration process. 

This report recapped the country\'s initiatives to qualify for MCC, 
specifically noting the concern created by the country\'s low ranking 

in the World Bank\'s Doing Business Index 2005 (114 out of 175 
countries ranked). The Secretariat cited the Dominican Republic\'s 
strong \"desire to participate and be chosen by the MCC\" as the main 
impetus behind improving its standing. 


7. (U) The lead agency responsible for implementing these reforms is 
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the National Competitiveness Council (CNC), which was created \"to 
continue the necessary reforms and push forward the formal 
institutional commitment towards reaching the [MCC] program goals.\" 
With financial support from the Inter-American Development Bank and 
USAID, the CNC has developed a one-stop-shop pilot window, has 
reduced the required steps to register a business from ten to seven, 
and says it has reduced the time to register a business from 75 to 

20 days. The CNC is currently addressing other necessary reforms, 
including the modernization of the property registration process. 
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8. (U) Comment. As with the CAFTA-DR treaty itself, MCC has helped 
to reduce business registration and opening times in Central 
American countries. MCC has proven a motivating factor when 
preceding reforms -- as in Honduras -- and when offered as a 
possible future carrot, as in the Dominican Republic. The 

versatility and monetary rewards in the Millennium contracts have 
helped to reinforce and complement the potential gains of CAFTA-DR, 
and should help promote similar successes in future MCC eligible 
countries. End comment. 


9. (U) This cable was coordinated with Embassy Santo Domingo. 
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Column 3 
SUBJECT: HONDURAS SUPPORTS ADDITIONAL SPECIALIZED 
1206-FUNDED CT TRAINING 


REF: TEGUCIGALPA 1258 
Classified By: AMB. CHARLES FORD. REASONS 1.5(A) AND (D). 


1. (S) In addition to the two proposals detailed in reftel, 
Embassy Honduras fully endorses the following FY08 funding 
proposal submitted in support of the Honduran Armed Forces 
under Section 1206 of the National Defense Authorization Act 
(NDAA): the Regional Aircraft Modernization Program (RAMP). 


2. (S) This proposal, along with the other two, will build 
Honduras\'s capacity to conduct counterterrorist operations 
and strengthen overall bilateral relations. 
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E.O. 12958: N/A 
TAGS: PREL, KPAL, ID, QA 
SUBJECT: UNSC: QATAR AND INDONESIA DROP GAZA PRST 


1. (SBU) Qatar and Indonesia formally abandoned July 30 an 
effort to push a UNSC Presidential Statement expressing 
concern about the humanitarian situation in Gaza, including a 
call to open the border crossings, after USUN advised the 
Council we would not be able to support the statement. USUN 
noted that the Council had not condemnded the violent 
takeover of the Gaza strip by Hamas in June and that the 
Palestinians and Israelis did not support the effort. 
Notwithstanding their role in the Quartet, the Russians had 
expressed support for the statement. Other Council members, 
citing the views of UN SYG Ban and UNSCO Michael Williams 
calling for the border crossings to be open to ameliorate the 
economic and humanitarian crisis, also had supported the 
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statement. Throughout discussions of the matter, the 
Palestinian representative, Riyadh Mansour, maintained 
unyielding opposition to the Qatari and Indonesian 

initiative, stating Palestinian \"sovereignty\" had been 
affronted because Qatar had not consulted with the 
Palestinian delegation. The open rift between the two Arab 
delegations on an issue involving Palestinian matters, which 
reflects policy differences over Hamas, is extraordinary in 
the Security Council. 


2. (SBU) Below is the draft of the text that had been 
proposed by Qatar and Indonesia. The two delegations had 
earlier dropped any reference to the government of Israel, 
feeding Palestinian suspicions that Qatar was seeking to 
embarrass the Palestinian Authority government. 


Draft PRST on the Middle East follows: 


The Members of the Security Council express their deep 
concern for the deteriorating humanitarian and economic 
situation in Gaza and its dire effect on the Palestinian 
population in Gaza. 


The Members of the Security Council also express their 
concern for the situation of the Palestinians stranded 
outside the Rafah border crossing and call for an expedient 
solution to ensure their urgent and safe return to Gaza. 


The Members of the Security Council call on all parties to 
ensure unhindered access for humanitarian assistance to the 
Palestinian people in Gaza to alleviate the situation and to 
open the border crossings into Gaza to facilitate the passage 
of imports and exports and the access of humanitarian workers 
to Gaza. The Members of the Security Council stress the 
importance of the maintenance of a continuous and 
uninterrupted supply of fuel, electricity and water to Gaza. 


The Members of the Security Council call on the international 
community to continue to provide emergency and humanitarian 
assistance to the Palestinian people in Gaza to meet their 

dire humanitarian needs. 

End Text. 
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DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 08/01/07-1 


Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Post-election opinion polls: 
4) Abe Cabinet non-support rate spurts to 63%, with 44% of public 
seeking Lower House dissolution and snap election this year: Nikkei 


poll 
5) Half the country wants Prime Minister Abe to resign in Kyodo 
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poll; Cabinet support rate drops 6.8 points to 29% 

6) Asahi poll: 47% of public want Abe to quit, while 40% say stay 
on, but non-support rate for Abe Cabinet now at 60% 

7) Public split on whether Abe should stay or quit following 
election defeat: Yomiuri poll 


Political scene: 

8) Abe says scandal-accused farm minister Akagi will be shuffled out 
of the cabinet but he does not say when 

9) Eruption of criticism at LDP meeting over Abe staying on in 

office 

10) Election defeat puts the brakes on prime minister\'s policy 
scenario, particularly drive for constitutional revision 


Defense and security affairs: 

11) Abe faces challenge in fall when anti-terror law is up for 

another extension: Failure to pass the bill could create crack in 
US-Japan alliance 

12) DPJ (Democratic Party of Japan or Minshuto) gathering party 
views to oppose passage of the extension of the anti-terrorism 
special measures law 

13) Cabinet passes extension of SDF PKO duty in the Golan Heights 


Articles: 
1) TOP HEADLINES 


Asahi: 
Poll: 47% want Prime Minister Abe to quit, while 40% want him to say 
on in office 


Mainichi: 

Nagoya District Court orders state and drug maker to pay 
compensation to people who contracted hepatitis-C through 
state-approved drugs 


Yomiuri: 
Poll: 44% approve of Abe\'s decision to stay on in office, while 45% 
disapprove 


Nikkei: 
Government to adopt open source OS to provide administrative 
services via Internet 


Sankei: 
Agriculture Minister Akagi likely to step down 


Tokyo Shimbun: 
Poll: 49.5% want Abe to step down, while 43.7% want him to stay on; 
Cabinet support rate drops to 29% 
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Akahata: 
US House adopts \"comfort women\" resolution 


2) EDITORIALS 


Asahi: 

(1) US House passes comfort women resolution: Prime Minister Abe 
should issue statement 

(2) DPJ must prioritize policy over political maneuvering 


Mainichi: 

(1) DPJ should go head-to-head with ruling coalition 

(2) Japan should make efforts to bridge gaps in historical views of 
the war 


Yomiuri: 
(1) Concern about US House\'s passage of comfort women resolution 
(2) Break-up of Comsn serves public good 


Nikkei: 

(1) Ruling, opposition camps must have open dialogue to dispel 
public distrust in pension system 

(2) Comfort women resolution might hurt Japan-US relations 


Sankei: 

(1) Comfort women resolution: Correct misconceptions 

(2) Arrest of Hirakata mayor: Increase transparency of bidding in 
municipalities 


Tokyo Shimbun: 

(1) Comfort women resolution: History must constantly be relearned 
(2) DPJVs big win in Upper House race: DPJ must not forget public 
will 


Akahata: 
Comfort women resolution: Abe diplomacy should break away from US 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, July 31 


NIKKEI (Page 2) (Full) 
August 1, 2007 


10:03 
Cabinet meeting at the Kantei, followed by a meeting of the 
Comprehensive Ocean Policy Headquarters. Internal Affairs and 
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Communications Minister Suga and State Minister for Financial Policy 
Yamomoto remained. 


11:15 
Met with Deputy Chief Cabinet Secretary Matoba, followed by Lowe 
House member Tadamori Oshima. 


13:22 
Met with Matoba. 


13:31 
Visited former Prime Minister Nakasone at his office in 
Hirakawacho. 


13:57 
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Visited former Prime Minister Kaifu at his office in Nagatacho. 


14:27 
Visited former Prime Minister Mori at his office in Nagatacho. 


15:06 
Met with Executive Council Chairman Niwa at the Kantei. 


19\"03 
Arrived at the official residence. 


4) Poll: 44% call for Diet dissolution this year; Cabinet support at 
28%; Nonsupport shoots up to 68% 


NIKKEI (Page 1) (Abridged) 
August 1, 2007 


In the wake of the ruling coalition\'s massive defeat in the July 29 
election for the House of Councillors, the Nihon Keizai Shimbun 
conducted a spot public opinion survey on July 30-31. In the survey, 

a total of 44% urged Prime Minister Shinzo Abe to dissolve the House 
of Representatives for a general election within the year. The Abe 
cabinet\'s approval rating was 28%, up 1 percentage point from a 
survey taken July 19-21. Meanwhile, its disapproval rating jumped 13 
points to 63%. Abe is in a hurry to reform his governing setup by an 
early shuffle of his cabinet. However, the public is taking a severe 
view of his administration. 


Public support for political parties also underwent a sea change. 
The ruling Liberal Democratic Party stood at 29%, leveling off from 
the last survey. Meanwhile, the leading opposition Democratic Party 
of Japan (Minshuto) rose 14 points to 44%. 
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5) Poll: Public urges Abe to quit; Abe cabinet\'s support rate down 
to 29% 


TOKYO (Top play) (Abridged) 
August 1, 2007 


Kyodo News conducted a telephone-based nationwide spot public 
opinion survey on July 30-31 after Sunday\'s election for the House 
of Councillors. Prime Minister Shinzo Abe has now stated his 
intention to stay on as premier in spite of his ruling Liberal 
Democratic Party\'s crushing defeat in the election. In the survey, 
respondents were asked what they thought Abe should do. In response 
to this question, 49.5% answered that Abe should step down, with 
43.7% saying he should stay on. The approval rating for the Abe 
cabinet was 29.0%, plummeting 6.8 percentage points from the last 
survey taken in early June. The disapproval rating for the Abe 
cabinet rose 10.3 points to 59.0%. 


In the survey, nearly half of those who responded to the survey 
urged Abe to quit, revealing a strong backlash from the public. The 
Abe cabinet\'s support rate also stays low. It was the lowest level 

in a series of surveys, with the exception of the 28.1% rating shown 
in a telephone-based survey conducted July 14-15 after the election 
was announced. 


In the breakdown of public support for political parties, the 

leading opposition Democratic Party of Japan (Minshuto) stood at 
37.6%, up 15.4 points from the last survey. The DPJ now tops the 
LDP. 
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The LDP was at 31.5%, the same as in the last survey. The DPJ\'s 
support rate was an all-time high since its merger with the Liberal 
Party (Jiyuto) in the fall of 2003. The DPJ topped the LDP for the 
first time since August 2004. 


6) Poll: 47% want Abe to step down; 40% want him to stay on; 60% 
don\'t support Abe cabinet 


ASAHI (Top play) (Abridged) 
August 1, 2007 


In the wake of the ruling Liberal Democratic Party\'s debacle in 
Sunday\'s election for the House of Councillors, the Asahi Shimbun 
conducted a telephone-based nationwide spot public opinion survey 
from the evening of July 30 through the night of July 31. In the 

survey, 47% urged Prime Minister Abe to resign, with 40% saying they 


Column 3 

would like Abe to stay on. As seen from these figures, the public is 
taking a severe view of the prime minister\'s clear intention to hang 
on. The approval rating for the Abe cabinet was 26%, the lowest ever 
since Abe took office in September last year. In the last survey 

taken July 21-22), the Abe cabinet support rate was 30%. Meanwhile, 
the disapproval rating for the Abe cabinet reached 60%, breaking 
that level for the first time. In the last survey, the disapproval 

rating was 56%. In the breakdown of public support for political 
parties, the leading opposition Democratic Party of Japan (Minshuto) 
marked 34%, substantially above the 21% rating for the LDP. The 
figures mirror the outcome of the election. 


In the survey, respondents were also asked if they were pleased with 
the election results this time. In response to this question, there 

were many affirmative answers, accounting for 68%. Meanwhile, \"no\" 
accounted for 18%. Even among LDP supporters, there were also 
affirmative answers, accounting for nearly 40%. 


In response to another question asking about the LDP\'s crushing 
defeat, 34% attributed it to Abe himself, with 59% saying they did 

not think so. Respondents were also asked to pick the primary reason 
from among three options for the LDP\'s loss of seats. To this 
question, 44% picked \"the government\'s pension fiasco,\" with 38% 
choosing \"scandals involving cabinet ministers\" and 12% taking up 
the \"social divide.\" The nation\'s pension system was said to be the 
biggest point at issue in campaigning for the election. However, the 
survey shows that the election results were also ascribable largely 

to cabinet ministers\' money scandals and gaffes. 


After the election, Abe said many people understood his ruling 

party\'s basic policy course. Respondents were asked if they thought 

that way. In response, 62% answered \"no,\" with 26% saying \"yes.\" As 
seen from these figures, there is a perception gap between the 

premier and the electorate. Respondents were further asked if they 
supported Abe\'s reform stance with emphasis on economic growth, 36% 
answered \"yes,\" with 43% saying \"no.\" 


7) Public split, 44% for and 45% against, over whether prime 
minister should stay or quit, according to Yomiuri spot opinion 
poll 


YOMIURI (Top play) (Excerpts) 
August 1, 2007 


The Yomiuri Shimbun on July 30-31 carried out a spot opinion poll 
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nationwide (by telephone) on the results of the Upper House 
election. Asked about the election results of the ruling coalition 
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of the Liberal Democratic Party and the New Komeito suffering a 
defeat, and the Democratic Party of Japan (DPJ or Minshuto) becoming 
the number 1 party in the Upper House, 64% said they were pleased, 
far more than the 21% who said they were not. Regarding Prime 
Minister Shinzo Abe\'s decision to stay on in office, 45% were 

against it and 44% approved. Although there have been views that the 
election result was a vote of no-confidence in the prime minister, 

the public is clearly split on whether he should stay on or leave 

office. 


8) WI will reshuffle the cabinet, including Agriculture Minister 
Akagi,\" says prime minister, but steers clear of mentioning when 


ASAHI (Page 4) (Excerpts) 
August 1, 2007 


Concerning a cabinet reshuffle to be carried out following the ruing 
parties\' crushing defeat in the Upper House election, Prime Minister 
Abe yesterday said, \"I will reshuffle the cabinet, including 
Agriculture Minister Akagi.\" It has been only two months since Akagi 
took office as agriculture minister, succeeding former Agriculture 
Minister Matsuoka, who killed himself. However, Abe has indicated 
his intention not to reappoint him, because Akagi has been under 
constant criticism over his management of political funds. Regarding 
the timing for the reshuffle, he indicated a stance of undertaking 
personnel selection in a cautious manner, just by repeating, \"I will 
give much thought to it.\" 


The prime minister made those statements in response to questions 
asked by reporters at the Kantei. It is unusual for any prime 

minister to mention the name of a specific cabinet minister before 
reshuffling his cabinet. His statement is viewed as being based on 
the fact that many have pointed out that one cause of the ruling 
parties\' devastating defeat in the Upper House election was Akagi\'s 
approach to his political funds problem.Some LDP members are calling 
on the prime minister to deal with personnel matters as soon as 
possible. Abe responded: \"Regarding the timing, | will be deliberate 
in council and prompt in action, while taking my own schedule and 
the political schedule into full consideration. | would basically 

like to carry out cabinet and LDP leadership reshuffles 
simultaneously.\" He thus hinted at his intention to carry out the 
reshuffles late August or later after winding up his trip to India, 

etc. which is to take place from Aug. 19-25. 


9) Many LDP executives criticize prime minister\'s staying in power 


TOKYO SHIMBUN (Page 2) (Full) 
August 1, 2007 


In a meeting of the Liberal Democratic Party Executive Council 
yesterday, criticism erupted over Prime Minister Abe\'s decision to 
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stay on despite the party\'s crushing defeat in the July 29 House of 
Councillors election. 


Keeping in mind the prime minister\'s reference to the Upper House 
election as \"an occasion for voters to decide on who is more 
qualified to serve as prime minister, Mr. (Ichiro) Ozawa or myself,\" 
former Home Affairs Minister Takeshi Noda said: \"The prime minister 
pressed the voters to choose which party should take power in the 
Upper House election. As a result, since he was completely defeated, 
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he should decide (to resign).\" Former Defense Agency Director 
General Shigeru Ishiba also criticized the prime minister\'s decision 
to stay in power, saying: \"How is he going to explain it to the 
voters ?\" 


Former Secretary General Koichi Kato, even while approving of the 
prime minister\'s staying on, expressed his dissatisfaction with the 
fact that plans to change the lineup of party executives and cabinet 
members are being discussed before the election outcome has been 
analyzed. He said: \"The LDP will become completely hopeless if it 
pushes ahead with things without analyzing the cause of its defeat 

in the election.\" 


Over the office expense scandal involving Agriculture, Forestry and 
Fisheries Minister Norihiko Akagi, former Minister of International 
Trade and Industry Takashi Fukaya stated: \"The government is taking 
stopgap measures. Does he have the competence required of an 
agriculture minister? He should immediately step down.\" 


The prime minister told reporters at his official residence last 
night: \"While taking criticism seriously, | would like to make 
utmost efforts to produce results.\" 


10) Move to debate constitutional revision stalled with opposition 
parties taking control of Upper House deliberations; Prime 
minister\'s scenario derails 


TOKYO SHIMBUN (Page 2) (Full) 
August 1, 2007 


Discussion of constitution revision, to which Prime Minister Abe has 
given top priority, will likely be stalled due to the Liberal 

Democratic Party\'s (LDP) crushing defeat in the Upper House 
election. There is now but a slim chance that discussion of 
constitutional revision will progress at the speed desired by Abe, 

due to the huge election win by the Democratic Party of Japan (DPJ), 
which takes the stand that issues concerning people\'s daily lives, 
such as the pension fiasco, are more important than amending the 
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Constitution. 


Abe during a press conference on July 30 said in disappointment: 
\"Unfortunately we were unable to debate the Constitution in the 
election this time. | would like to discuss the issue by properly 
sparing sufficient time in the future.\" He has apparently toned down 
his drive to amend the Constitution from the statement he made in 
his New Year\'s press conference, in which he categorically noted 
that he wanted to make a public appeal on his cabinet aiming at 
constitutional revision. 


New Komeito head Akihiro Ota during a meeting with Abe yesterday 
advised him, \"Constitutional affairs, of course, are important, but 

it is important for you as prime minister to come up with a 

clear-cut stance toward matters related to the people\'s daily lives, 
such as income disparities between urban and rural districts. 


Abe had planned to fight the Upper House election with 
constitutional revision as a major campaign issue. To that end, he 
had secured the passage of the National Referendum Law 
(constitutional revision procedures law) in May, enabling the ruling 
coalition to propose constitutional revision in 2010. Following 
Abe\'s will, the LDP\'s election manifesto included a pledge that the 
LDP would stage a national movement with the aim of proposing 
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constitutional revision in the Diet in 2010. 


The LDP had a scenario of having constitution examination councils 
to be established both in the Lower and Upper Houses in the next 
extraordinary Diet outline a constitutional revision bill so as to 
heighten a mood for revising the Constitution in one sweep. 


However, the atmosphere has completely changed due to the ruling 
parties\' devastating defeat. Chances are now the DPJ will seize the 
chairmanships of both panels and take the lead in discussions by the 
panels. Given the observation that the number of DPJ lawmakers who 
support who the current Constitution is larger in the Upper House 
than in the Lower House, it will become difficult for the ruling 

parties to lead discussion as it desires. 


LDP sources are lamenting the situation with one party official 
saying, \"Discussion on constitutional revision will be slow. 
Prospects for proposing constitutional revision in 2010 has dimmed. 
It is undesirable that discussion of constitutional revision be 
dictated by politics.\" 


11) Diet rejection of antiterrorism law extension would harm 
Japan-US alliance 
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SANKEI (Page 5) (Abridged slightly) 
August 1, 2007 


The extension of the Antiterrorism Special Measures Law, the legal 
basis for the Maritime Self-Defense Force\'s refueling activities in 
the Indian Ocean, is expected to be the biggest issue in the 
extraordinary Diet session this fall. The government plans to submit 
a bill extending the law, which is scheduled to expire on November 
1. Meantime, the opposition camp, which obtained a majority in the 
House of Councillors in Sunday\'s poll, is poised to oppose that 
legislation. A termination of the SDF mission against the background 
of the deteriorating situation in Afghanistan might rock the 
foundation of the Japan-US alliance and undermine Japan\'s 
international credibility. 


Prime Minister Shinzo Abe told reporters yesterday: \"Japan has been 
making international contributions based on this law to meet 
international expectations. We will work hard to obtain the support 

of the Democratic Party of Japan, as well.\" Although a government 
source also indicated that the government would seek the opposition 
camp\'s cooperation, the situation is unpredictable. 


In the wake of the September 11, 2001 terrorist attacks on the 
United States, the government established the law, and in December 
that year the MSDF began refueling vessels of US-led coalition 
forces taking part in the war on terror in Afghanistan. Two MSDF 
vessels -- one supply ship and one destroyer -- are now deployed in 
the Indian Ocean. 


The DPJ, which had opposed the establishment of the law from the 
start, has since opposed extending the MSDF mission on three 
occasions, citing a lack of a prior Diet approval system. DPJ 
President Ichiro Ozawa indicated yesterday that his party would 
oppose the law\'s extension in the next Diet session, saying: \"We 
have opposed the measure in the past, and there is no reason for us 
to support it in the upcoming Diet session.\" 


Even if the bill is rejected in the opposition-controlled Upper 
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House, it could be enacted with two-thirds approval back in the 
Lower House. Although the ruling coalition holds the necessary seats 
in the Lower House, the government and the ruling bloc fear that the 
DPJ, which is expected to grab the Upper House presidency and the 
chairmanship of major committees in the chamber, might block the 
Lower House\'s re-approval of the bill by calling for thorough 
deliberations in the Upper House. 
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Clause 4 of Article 59 of the Constitution stipulates: Failure by 

the House of Councillors to take final action within 60 days after 
receipt of a bill passed by the House of Representatives may be 
determined by the House of Representatives to constitute a rejection 
of the bill by the House of Councillors. For this reason, some have 
begun to point out the need to start Diet deliberations early. A 
senior Defense Ministry official said: \"On the assumption that the 
Upper House will effectively reject the bill, the next extra Diet 
session has to be convened in early August in order to allow 
sufficient time for deliberations (back in the Lower House).\" 


In the event the government failed to extend the law, the MSDF would 
have to withdraw from the Indian Ocean. The SDF\'s participation in 
the war on terrorism is a symbol of the Japan-US alliance. A 
withdrawal would have a major impact on relations with the United 
States, as well. Abe delivered a speech at the North Atlantic 

Council in January in which he said: \"Japanese will no longer shy 
away from carrying out overseas activities involving the SDF, if it 

is for the sake of international peace and stability.\" 


\"Supporting the reform bill can be a test for the DPJ to become a 
responsible political party,\" said a former defense chief of the 

LDP. Defense Minister Yuriko Koike, too, said in a press conference 
yesterday: \"Making Japan withdraw from the war on terror is not an 
appropriate decision by any responsible party.\" 


12) DPJ to iron out views for opposing antiterrorism law\'s 
extension 


SANKEI (Page 5) (Full) 
August 1, 2007 


The major opposition Democratic Party of Japan has decided to 
consolidate views in the party in line with DPJ President Ichiro 

Ozawa\'s announcement yesterday opposing an extension of the 
Antiterrorism Special Measures Law. A Lower House lawmaker close to 
Ozawa predicted yesterday that the party would unanimously oppose 
the law, saying: \"Given the party\'s overwhelming victory in Sunday\'s 
House of Councillors election under Mr. Ozawa\'s leadership, the 

party will reach a conclusion based on his wishes.\" 


Conservative members in the party are also drawing attention. In 
fact, a lawmaker positive about the dispatch of the Self-Defense 
Forces for overseas missions noted: \"Even if the ruling bloc expects 
rebellion in the DPJ, that won\'t happen. In the wake of the 
abduction of a group of South Korean civilians in Afghanistan, the 
public will not react negatively if (the opposition camp) calls for 

an end to the mission in the Indian Ocean.\" 


Another conservative member took this view: \"Mr. Ozawa expressed 
opposition to extending the mission under the current law. If the 
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government and ruling bloc accepted our party\'s calls entirely, such 
as revising the retroactive Diet approval system for the dispatch of 
the SDF into an advance approval system, that would be a different 
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story.\" 


The DPJ has not ironed out views in the party on the special 

measures law. Secretary General Yukio Hatoyama suggested on July 30 
that the party would oppose the law\'s extension, saying: \"(The 

DPJVs) position has been that the law must not be extended. We will 
adhere to that policy course.\" 


But Seiji Maehara, who futilely attempted to reach a party consensus 
to support the law\'s extension as DPJ president in 2005, expressed 
concern during a TV program on July 30, saying that withdrawing the 
Maritime Self-Defense Force would seriously harm Japan-US 
relations. 


13) Extension of SDF dispatch to PKO in Golan Heights approved at 
cabinet meeting 


SANKEI (Page 5) (Full) 
August 1, 2007 


The government during a cabinet meeting yesterday decided to extend 

for six months until the end of next March the dispatch of 

Self-Defense Forces (SDF) personnel to the United Nations 
Disengagement Observer Force (UNDOF) deployed in the Golan Heights. 
The UNDOF is monitoring the ceasefire between Syria and Israel. The 
Japanese government joined the UNDOF in February 1996, based on the 
UN Peacekeeping Operations (PKO) Law. Currently 43 SDF personnel and 
two command center officers are engaging in transporting goods, 

repairing roads and removing snow there. 
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20) House passes resolution praising Japan as ally to \"balance\" the 
comfort-women resolution 


Articles: 


14) US House passes \"comfort women\" resolution calling for Japanese 
government\'s formal apology, another blow to Abe government 


TOKYO SHIMBUN (Top Play) (Full) 
Eve. July 31, 2007 


Yasuyuki Oguri, Washington 


The US House of Representatives on the afternoon of July 30 (early 
on July 31, Japan time) passed a resolution calling on the Japanese 
government to formally apologize to the wartime comfort women. This 
is the first time that such a resolution has been approved in the 
history of the United States. Following the Abe administration\'s 
setback in Sunday\'s House of Councillors election, the House\'s 
approval of the comfort-women resolution is another blow to Prime 
Minister Shinzo Abe, who had hoped the resolution would not be 
adopted. 


The resolution, which was submitted in January by Representative 
Mike Honda (California), urges the Japanese government to accept the 
historical fact in a clear manner and to apologize to the comfort 
women, pointing out that the Japanese government entrusted others to 
recruit young women for the purpose of making them sex slaves for 
the Japanese Imperial army. 


Support for the resolution increased in the US House of 
Representative in protest against Abe\'s comment in March that there 
was no proof the government coerced women to work in brothels. The 
House of Representative Foreign Affairs Committee passed the 
resolution on June 26 with an overwhelming majority. The resolution 
was sponsored by a total of 167 Democratic and Republican members. 


The House took a vote on the resolution by acclamation on June 30. 
The resolution was unanimously approved as no objection was raised. 


Prior to the vote, Democratic Rep. Tom Lantos, chairman of the 
committee, criticized Japan, saying, \"Moves in Japan to distort and 
deny history and to criticize the victims are nauseating.\" He sought 
a formal apology from the Japanese government. 


The House of Representatives had planned to take a vote in the 
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middle of July, but it delayed it to on July 30 soon after Japan\'s 
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Upper House election in order to avoid a negative impact on the 
outcome of the poll. 


The expectation is that the House will t vote on a resolution 

playing up the importance of Japan-US alliance also on the 31st, as 
a gesture of giving a certain level of consideration to the Japanese 
government. 


15) US House rejects Japan\'s \"excuses,\" approves \"comfort women\" 
resolution 


SANKEI (Page 2) (Full) 
Eve., July 31, 2007 


Yasuyuki Oguri, Washington 
Analysis 


The United States House of Representatives approved a resolution 
calling on Japan to offer an apology over the so-called comfort 
women issue involving its military during World War II. This move 
presumably reflects the House\'s irritation at the Japanese side\'s 
hesitation in offering a formal apology. 


The Japanese government has explained that it has already apologized 
to former comfort women through a statement issued in 1993 in the 
name of then Chief Cabinet Secretary Yohei Kono. But this 

explanation was simply taken by the House as an \"excuse\" to refuse 
to apologize. Besides, there is no doubt that Prime Minister Shinzo 
Abe\'s remarks denying any \"coercion\" by the former Imperial Japanese 
Army helped the US side to become even further distrustful of 

Japan\'s attitude toward the historical issues. An opinion 

advertisement placed in the Washington Post by a group of Japanese 
lawmakers and intellectuals also fanned the flames of anger in the 
House. 


Furthermore, the fact that the Democratic Party, which is sensitive 

to human rights issues, took control of the House after last year\'s 
midterm election by defeating the Republican Party, which had given 
consideration to the Japanese governmenti\'s position, paved the way 
for the resolution to be approved. Speaker Nancy Pelosi of the 
Democratic Party was positive about adopting the resolution. One 
Democrat said, \"The key lay with Speaker Pelosi.\" 


There are many Korean- and Chinese-American voters in the electoral 
district of Rep. Michael Honda (D-CA), who submitted the resolution 
to the House. Apparently, Honda introduced the resolution to ensure 
their support for him. In addition, he obstinately refused to take 

the chief cabinet secretary statement as an official apology. 
Emotionally affected by these factors, the House held debate on the 
resolution. This way of debating appeared problematic. 
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The Japanese government tried to persuade the House not to approve 
the resolution by mentioning Japan\'s contributions to the US 
government like dispatching Self-Defense Forces (SDF) troops to 

Iraq, but failed. There was also a tendency found in the House to 

think of the wartime \"comfort women\" issue separately from the 
importance of the Japan-US alliance. 


At this point in time, many take the view that the passage of the 
resolution will not rock Japan-US relations. But should the Japanese 
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government again make a rebuttal denying coercion, the situation 
could turn sour and Japan-US relations would rapidly deteriorate. 
The Abe administration needs to deal with this situation in a 
cool-headed manner. 


16) Rep. Honda: WI hope to see debate on official apology begin in 
Japan 


SANKEI (Page 2) (Full) 
Eve., July 31, 2007 


Yasuyuki Oguri, Washington 


The US House of Representatives approved a resolution calling on the 
Japanese government to offer an official apology over the issue of 
wartime comfort women. After the session, Rep. Michael Honda (D-CA), 
the sponsor of the resolution, said to reporters in Congress, \"The 
approval this time sends a strong message to political leaders in 
Japan.\" He then called on the Japanese government to offer an 

official apology in line with the resolution. 


Honda emphasized, \"We hope Prime Minister Shinzo Abe listens to our 
friendly advice.\" Expressing his hope for an official apology, Honda 
said, \"| hope to see debate start in Japan.\" 


YI don\'t think this has put an end to the issue,\" Honda said, 
indicating his intention to continue his efforts for the issue until 
an official apology is realized. 


Meanwhile, Honda stressed, \"The resolution is not something to 
denounce the Japanese public.\" He asked for the Japanese public\'s 
understanding, saying, \"If Japan apologizes, Japan-US relations will 
be further buttressed, and the Japanese people and the Japanese 
government will receive more praise. \" 


17) \"Comfort women\" resolution approved by US House; Disputes over 
historical views likely to continue 
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MAINICHI (Page 8) (Abridged) 
Eve., July 31, 2007 


Masaya Oikawa, Washington 


The US House of Representatives approved a resolution for the first 
time calling on Japan to apologize for the issue of wartime comfort 
women. This fact implies that American people\'s concerns over 
Japan\'s historical perceptions are growing now. Japan and the US are 
likely to face disputes caused by the differences in historical 

views in the future as well. 


The US government has firmly taken the position that the issue of 

the \"comfort women\" resolution has been already settled between the 
governments of Japan and the US as President George W. Bush said, \"l 
accept\" an apology made by Prime Minister Shinzo during his visit to 

the US in this April. However, there are still concerns heard in the 

US about Japan\'s historical views. 


Bush did not interfere in former Prime Minister Junichiro Koizumi\'s 
repeated visits to Yasukuni Shrine, but he reiterated his strong 

hope that the historical issue between Japan and China would be 
resolved. Among the Democrats, who have taken control of the House 
since last year\'s midterm election in the US, some are strongly 
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concerned about Japan\'s historical perceptions. The adoption this 
time of the \"comfort women\" resolution by the full House may be 

proof that doubts about Japan\'s way of dealing with the historical 

issue exist in the US. 


In the US, the so-called comfort women issue is likely to be settled 
for now, but this does not mean that Japan will not be pursued for 
its historical issues. 


This December will mark the 70th anniversary of the 1937 Nanjing 
Incident. The Washington Post in its July 12 edition again carried 

an opinion advertisement endorsing the \"comfort women\" resolution. 
The ad, sponsored by pro-Chinese organizations in the US, said, \"No 
good future will come from revisionists\' visions.\" The Chinese 
society in the US may stage a campaign against Japan. 


Meanwhile, there is the concern in the US that the hawks in Japan 

may gain momentum over the issue of former Defense Minister Fumio 
Kyumal\'s controversial comment that America\'s use of atomic bombs on 
Japan \"couldn\'t be helped\" and may retaliate against the US in 
connection with the \"comfort women\" issue, as a congressional source 
said, \"They may call on the US to apologize (over the use of atomic 
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bombs) on the pretext of the human rights issue.\" 


Should protests against the dropping of atomic bombs or air raids on 
Tokyo during World War II erupt in Japan, that would cast a blight 
on Japan-US relations. All the more for this reason, the US 
government is indeed nervous about historical issues involving 
Japan. 


18) US House passes comfort women resolution: Government outwardly 
remains cool 


YOMIURI (Page 4) (Full) 
August 1, 2007 


The United States House of Representatives approved a resolution on 
July 30 calling on the Japanese government to officially apologize 

for the so-called comfort women issue. The government has outwardly 
remained cool, with Chief Cabinet Secretary Shiozaki remarking: \"It 

is a resolution passed by the legislature of a foreign country.\" But 

it fears that this issue could trigger a new dispute between Japan 

and the US. The government is now careful so as not to allow the 
situation to grow complicated. 


Prime Minister Abe told the press corps at the Kantei (Prime 
Minister's Official Residence) last night: \"I need to explain to the 

US Congress my own view and the response measures the Japanese 
government has so far taken.\" 


During his visit to the US in April, Abe offered an apology to 

former comfort women. The apology appeared to ward off criticism of 
Japan. But Japanese suprapartisan likeminded lawmakers ran an 
advertisement refuting the US resolution in the Washington Post in 
mid-June. This move prompted Congress to adopt the resolution. 


In response to the passage of the resolution, there have been no 

major moves seen in the government and the ruling camp. Diet members 
critical of the resolution have also refrained from making any 

reaction. 


Former Education and Science Minister Nariaki Nakayama, chairman of 
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the Liberal Democratic Party\'s \"parliamentary group to consider the 
Japanese future and history education,\" said: \"I think it is quite a 
regrettable resolution.\" But he indicated no intention of making a 
counterargument for the time being. The group has called on the 
government to review the 1993 statement issued by then Chief Cabinet 
Secretary Yohei Kono. 
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SIPDIS 


The Kantei has ordered lawmakers to keep silent on the resolution. A 
government source disclosed: \"We have been told that other persons 
than the prime minister and the chief cabinet secretary should not 
make any comment.\" 


Behind this instruction, there seems to be concern that reaction 
could negatively affect the Japan-US alliance. The LDP\'s crushing 
defeat in the July 29 House of Councillors election also appears to 
be working to discourage LDP members from taking any radical 
action. 


After the advertisement refuting the US resolution was carried in 

the US paper, the Dutch House of Representatives president sent a 
letter referring to the comfort women issue to Speaker Kono of the 
House of Representatives. As it stands, the issue could develop into 
an international problem. Now that the Abe administration is losing 
momentum due to the devastating defeat in the election, the 
government is aiming to swiftly put an end to the comfort women 
issue. 


19) Leader who filed a letter of protest: \"Our efforts were 
inadequate\"; Doctor who treats PTSD: \"Support the comfort women\'s 
psychiatric treatment\" 


ASAHI (Page 22) (Abridged) 
July 31, 2007 


The US House of Representatives approved a resolution calling on the 
prime minister to officially apologize over the wartime \"comfort 

women\" issue. This newspaper asked a few of the persons involved how 
Japan should respond. 


Upon hearing that the House approved the resolution, Satoru 

Mizushima (58), president of Nihon Bunka Channel Sakura, commented: 
\"Our efforts were inadequate. We were thwarted by forces that want 

to divide the US from Japan.\" On July 13, after the resolution was 
approved by the US House of Representatives Committee on Foreign 
Affairs, Mizushima visited the US Embassy in Tokyo to file a letter 

of protest in hopes of preventing the approval of the resolution by 

the full House. 


Mizushima, along with some Diet members, formed the \"lanfu Mondai no 
Rekishiteki Shinjitsu o Motomeru Kai\" (Committee Seeking the Truth 
Regarding the Comfort Women Issue). Their protest letter said, 

\"There were women around the military who serviced the soldiers, but 
there were no sexual slaves.\" 


Mizushima asserts, \"If we do not say anything, it means that we have 
accepted what the resolution says.\" 
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This past June, Professor Masaaki Noda of Kwansei Gakuin University 
(psychopathology) examined 6 women on Hainan Island who were 
suffering from psychological trauma. He said, \"The US resolution is 
simply an extension of the resolutions calling for Japan\'s apology 
approved by the legislatures of Asian countries.\" 
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Regarding the six women he examined, Noda explained that he saw 
signs of extreme post-traumatic stress disorder (PTSD). He says the 
women\'s traumatizing experiences 60 years ago of having Japanese 
soldiers break into their homes, take them away, and continuously 
rape them have caused them to have repeated nightmares and 
personality changes. \"The former comfort women are still suffering 
today. Japan has a responsibility to support their treatment. Japan 
cannot continue to ignore the admonishments of other countries.\" 


Regarding the fact that Japanese-American representatives, such as 
Rep. Mike Honda, were pushing for the approval of the resolution, 
Akihiko Reizei (48), who lives in the US and is knowledgeable about 
US societal trends, explained: \"(Japanese-Americans) who have 
cultural roots in Japan feel that they must raise the alarm. They 

are desperately trying to bring Japan, South Korea, and China to an 
understanding.\" Americans of Japanese descent battled against 
prejudice to reach positions of trust, and along the way, they 
befriended Americans of Chinese and Korean descent. Reizei comments, 
\"They (Japanese-Americans) are afraid that the trust between them 
and their Korean- and Chinese-American friends will be lost because 
of comments by Prime Minister Abe and others regarding comfort 
women.\" 


Reizei saw the House approve the resolution on live television. \"It 
was very striking to me that several representatives said, \'It is 
because Japan and the US have unparalleled good relations that we 
want to point out our good friend\'s mistakes.\\" 


20) US House passes resolution praising Japan to balance it with 
comfort women resolution 


YOMIURI (Page 2) (Full) 
August 1, 2007 


Igarashi, Washington 


The United States House of Representatives adopted a resolution 
praising Japan, stressing the importance of Japan\'s status as an 
ally ofthe US. Republican Jim Saxton submitted the resolution with 
the aim of balancing it with the resolution calling for Japan\'s 
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apology over the so-called comfort women issue - passed on July 30 - 
and underscoring the US Congress\'s stance of placing importance on 
the Japan-US alliance. The resolution designates Japan as one of the 
most reliable security partners of the US, praising Japan\'s 
international contributions in Iraq and the Indian Ocean. 


In reference to the House\'s passage of the comfort women resolution, 
White House Press Secretary Snow said on July 31: \"It is not a 
question about which to support (the House of Representatives or 
Japan). Japan is an important ally of the US.\" 


SCHIEFFER 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PHUM, SOCI, PREL, PGOV, KIRF, VM 

SUBJECT: ONE YEAR AFTER NATIONAL REGISTRATION, UNITED WORLD MISSION 
CHURCH LARGELY SATISFIED 


REF: A. HANOI 1340, B. 05 HANOI 580, C. 05 HCMC 238 


1. Summary: On July 24, 2007, the Consul General met with Pastor 
Nguyen Toi, Chairman of the United World Mission Church of 
Vietnam (UWMC), one of Vietnam\'s larger Protestant 
denominations with approximately 22,000 adherents, largely from 
ethnic minority areas. Toi was generally upbeat about his 
church\'s current relationship with the GVN. Toi said that the 
situation for his church has been consistently improving for a 
number of years, particularly since Vietnam\'s new legal 
framework on religion went into effect in 2004 and 2005(reftels) 
and since the church received its national registration license 

in September 2006. Noting some ongoing issues, Toi\'s major 
complaint was the competition his church is receiving from other 
Protestant groups under Vietnam\'s religious freedom policy. End 
summary. 
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2. (SBU) Since the United World Mission Church\'s (UWMC) national 
registration, Pastor Toi said the typical application turnaround 

time for the majority of new UWMC-affiliated congregations is 

one week, but noted that there were problems in a handful of 

rural areas, particularly in the Northwest. Looking back over 

the past year, Toi also said that in the beginning registering 

was very difficult and slow but that by working with both local 

and national authorities -- and by lots of in-house learning on 

how to do the required paperwork -- the situation has improved 
dramatically for his UWMC congregations. 


3. (SBU) Pastor Toi said the most common reason for delays is 
that when authorities check registration documents they find 

that some of the UWMC-affiliated church members have already 
switched to another church. In a classic example of be careful 
of what you wish for, Pastor Toi complained that because of 
religious freedom reforms, there are (in his view) too many 
Protestant denominations operating in the Central Highlands 
today and that some churches are quite aggressive in recruiting 
members from other churches, even going so far as giving people 
money to join. After complaining somewhat bitterly, he 
back-tracked a bit and said that the actual number of 
church-jumping believers is fairly small, but he upheld his 
contention that there are just too many denominations as a 
result of Vietnam\'s new policy of religious freedom. 


4. (SBU) Pastor Toi said that his current focus as chairman of 
UWMC is on the denomination\'s efforts to train approximately 
fifty new pastors and religious workers, which UWMC has been 
done clandestinely since 1975. The UWMC\'s current training 
session is the first time that the training has occurred openly 
under the church\'s national license and with the support of the 
GVN. GVNVs \'support\' for training clergy also includes the 
teaching of two government-mandated courses by 
government-supplied instructors--History of Vietnam and 
Vietnamese Laws and Regulations. Toi stated that he hopes to 
expand the training to 150 pastors over the next two years. 
Several UWMC pastors have been sent abroad to attend religious 
conferences and seminars, but Toi himself has not participated 
in any overseas seminars. 


5. (SBU) Pastor Toi said that the UWMC is also in the process of 
obtaining Vlegal person\' status, a form of incorporation which 

will allow the church to expand its educational and social 
activities. Toi also said that once the church obtained legal 
person status, they would be able to enter into negotiations 

with the government to obtain additional land for use as offices 
and training centers for religious workers. Toi said that the 
church lost all its land after the fall of the Republic of 

Vietnam in 1975. 
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6. (SBU) Comment: Pastor Toi\'s complaints about other 
denominations \'poaching\' a congregation\'s members before 
registration occurred appear to us to be a backhanded compliment 
of the GVN\'s new policy on religious freedom. That said, the 
GVNVs support of UWMC\'s training classes for religious workers 
on the condition that the courses include what amounts to 
propaganda for the GVN is a good example of the continued 
suspicion with which the GVN regards religious activities. END 
COMMENT. 


7. This cable was coordinated with Embassy Hanoi. 
FAIRFAX 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPT AF/E FOR BYODER; AF/EPS FOR MNORMAN; EEB/IPE; PLEASE 
PASS TO USTR FOR WJACKSON 


E.O. 12958: N/A 

TAGS: KIPR, ETRD, ECON, TZ 

SUBJECT: BATTLE AGAINST COUNTERFEIT GOODS UNDERWAY, 
REINFORCEMENTS EXPECTED 


REF: NAIROBI 02393 


1. (SBU) SUMMARY: The Government of Tanzania (GOT) is 
establishing a comprehensive system for addressing the 
problem of counterfeit goods by improving existing 

legislation, preparing implementing regulations and seeking 
autonomy from the judiciary. In the meantime, the GOT\'s Fair 
Competition Commission (FCC) is using existing law and 
customs regulations to expose and destroy counterfeit goods. 
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END SUMMARY. 


2. (SBU) The FCC has located, seized, and destroyed caches 
of counterfeit goods in recent months, primarily upon their 
entry at the port of Dar es Salaam, Godfrey Mkocha, Director 
General of the Fair Competition Commission (FCC), and John 
Mponela, Head of the FCC\'s Anti-Counterfeit Department, told 
Emboff July 10. In May 2007, the FCC received a tip that 
counterfeit light bulbs, imported from China by a Chinese 
company operating in Dar es Salaam since 1998, were at the 
port. The FCC used customs regulations to open the container 
in question, confirmed the goods were counterfeits of the 
Dutch brand Phillips, and destroyed them in the presence of 
the media and at the cost of the importing company, 

increasing awareness and serving as a deterrent. 


3. (SBU) Mkocha believes there are a relatively small 
number (no more than twenty) of counterfeit import operations 
in Tanzania, but that they are well-organized and 
well-connected. Counterfeit importers identify a fast-moving 
branded item, send a sample to a firm in Hong Kong or South 
East China and ask the firm to manufacture a container\'s 
worth of the item which the importer then sells at a price 
lower than that of the branded item. Mkocha noted this 
system of counterfeiting is popular with fast-moving branded 
clothing and is used by small businesses as well as larger 
operations. 


4. (SBU) The \"scourge\" of counterfeit goods is affecting 

many unsuspecting and uneducated consumers in rural and urban 
areas, especially counterfeit medicine, food and electrical 

goods which often cause fires, Mkocha told Econoff July 12. 

Due to the dangers of sub-standard goods, Mkocha aims to 
\"protect the people first, then the general merchandise.\" 

Mkocha and Mponela said they want to work closely with 

foreign businesses affected by the trade in counterfeit 

goods. 


5. (SBU) John Mhina, Director of International Trade in the 
Ministry of Industry, Trade, and Marketing, told Emboff the 
FCC \"has the teeth to bite,\" expressing both his belief that 
the FCC is empowered to take action against the trade in 
counterfeit goods, and his positive view of the FCC\'s recent 
efforts. 


6. (SBU) The FCC is enhancing the GOT\'s efforts to combat 
counterfeit goods by proposing amendments to the Merchandise 
Marks Act, Mkocha told Econoff. The Merchandise Marks Act 
outlaws the manufacture or importation of goods with forged 

or deceptive trademarks, false trade description, or false 

name or initials. The proposed amendments, which Mkocha 
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expects Parliament to pass as part of an omnibus 
miscellaneous bill at the end of the current session, creates 
the position of Chief Inspector at the FCC and empowers the 
Minister of Industry, Trade and Marketing to appoint the 
Chief Inspector and other inspectors and to issue 
implementing regulations. Mkocha expects the amendments to 
grant the FCC greater autonomy, particularly from the 
judiciary, by granting investigatory and prosecutorial 
authority to the Chief Inspector. Current law requires the 
FCC to obtain a judicial order to perform a search and 
seizure. 


7. (SBU) The FCC wants regulations which formalize the 
powers of a Task Force regarding intellectual property rights 
(IPR) and counterfeit issues, and address certain gaps in the 
Merchandise Marks Act. These gaps include the process for 
storing and destroying counterfeit goods, how to discourage 
frivolous allegations that goods are counterfeit, 

establishing an internal appeal mechanism and establishing 
modalities for paying fines. At the FCC\'s request, the 
Tanganyika Law Society drafted regulations which have been 
reviewed by stakeholders and the Attorney General so when 
Parliament passes the amendments, the Minister may sign and 
publish the regulations for immediate use. \"With 


regulations, three-quarters of the problems would be solved,\" 
Mkocha said. 

8. (SBU) To further the fight against counterfeit goods, 
Mkocha suggested Dar es Salaam undergo a port audit similar 
to one conducted in Mombasa, Kenya in 2006, noting the 
potential for counterfeit goods to proliferate in Tanzania if 
authorities can\'t account for goods entering the country via 
the port. Mkocha added \"counterfeits generate big money, so 
it\'s not difficult to buy influence at the port.\" 


9. (SBU) COMMENT: Given the widespread believe that 
Tanzania\'s judiciary is susceptible to corruption and 
Mkocha\'s characterization of counterfeit traders as 
well-connected, his desire to obtain greater autonomy from 
the judiciary is highly practical. The FCC\'s swift action to 
amend the Merchandise Marks Act and put regulations in place 
before the October 2007 regional IPR conference in Dar es 
Salaam (reftel) is commendable and, if successful, indicates 
high-level support within the GOT to protect intellectual 
property. END COMMENT. 

RETZER 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE PASS OPIC FOR LOREN RODWIN 

STATE PASS TDA AND EXIMBANK 

STATE FOR EAP/CM AND EB/IFD/OIA 

TREASURY FOR TTYANG AND FINCEN 
TREASURY FOR USEDS TO WORLD BANK, IMF 
MANILA AND LONDON FOR USEDS TO ADB, EBRD 


E.O. 12958: N/A 

TAGS: EINV, ECON, OPIC, PGOV, MG 

SUBJECT: POST\'S RESPONSE RE INVESTMENT GUARANTY TO CALVERT SOCIAL 
INVESTMENT FOUNDATION FOR MONGOLIAN MICROFINANCE INSTITUTIONS KHAN 
BANK AND KHAS (XAC) BANK 


Ref: STATE 00103089 
SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION 


1. (SBU) Post has the following response to OPIC\'s request for 
background information regarding the two possible Mongolian 
microfinance institutions (MFI) Khan bank and Khas (hereafter using 
local spelling \"Xac\", but pronounced \"khas\") bank. First, to post\'s 
knowledge neither Khan Bank nor Xac bank has any ties to terrorism, 
money laundering, corruption, and violations of Mongolian or U.S. 
law. 


2. (SBU) Both institutions have long and deep ties with the U.S 
Government. Formally owned by the Government of Mongolia (GOM)and 
insolvent, Khan Bank was rescued by a USAID-funded management team 
and restored it to financial health. Once restored, AID assisted 

with the privatization of Khan Bank to a Japanese-Mongolian joint 

venture, which has continued to manage the bank according to best 
practices. In addition to the Japanese-Mongolian owners, other 

investors in Khan Bank include Development Alternatives Inc. (DAI) 
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and the International Finance Corporation (IFC). In a May 4, 2007, 
report on Khan Bank, Fitch Ratings rated the bank as \"stable\" with a 
B+ issuer default rating for both foreign and domestic debt. 


3. (SBU) With its extensive 439+ branch system, Khan Bank is 
Mongolia\'s largest retail bank serving most of Mongolia\'s 2.6 
million citizens in some way. Khan Bank\'s reach makes it an 
essential institution for distributing pensions, salaries, and other 
Government of Mongolia transfers to both an urban and rural 
constituency that has difficulty accessing the relatively small 
number of branches of Khan Bank\'s competition. In addition, Khan 
Bank\'s branch network makes it the ideal venue for business to 
business transactions throughout Mongolia. 


4. (SBU) Xac Bank was once two separate institutions, the 
UNDP-funded Micro-Start Mongolia (MSM) and the USAID-funded Goviin 
Ekhlel, both organizations were specifically created with 

micro-finance in mind. Although funded by the UNDP, MSM was 
essentially privatized to a group of Mongolian NGO\'s who became 
shareholders and served as MSM\'s board of directors, under the 
supervision of western experts. As both organizations were dedicated 
to micro-finance, it was argued that better results for shareholders 
and services for clients were more likely to be obtained if the two 
banks combined their resources and ceased competing for essentially 
the same customer base. 


5. (SBU) Currently Xac Bank maintains a 66 branch network covering 
all of Mongolia\'s aimags (provinces), employing some 840 staff. At 
the end of the 1st quarter 2007, total loans amounted to nearly 
US$56 million in loans to some 60,000 borrowers. Total deposits 
reached US$41 million among 154,000 savings and current account 
holders. Foreign investors own 55% of the bank and include Mercy 
Corps, a US-based charity, Micro Vest, ShorCap, and Triodos. 
Moody\'s rated Xac Bank \"Ba2\" with a \"stable outlook\" for long and 
short term deposits in both foreign and local currencies. 


5. (U) Point of contact: Senior Commercial Specialist Michael 
Richmond. RichmondMD@state.gov. 


Minton 
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DEPT PASS TO SCA AND OPS CENTER 


E.O. 12958: N/A 
TAGS: OTRA, AMGT, KG 
SUBJECT: AMBASSDOR\'S RETURN TO POST 


Ambassador Marie L. Yovanovitch returned to post August 1, 
2007, at approximately 0140 local time and has assumed charge. 
YOVANOVITCH 
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SIPDIS 


SENSITIVE 
SIPDIS 


SINGAPORE FOR ICE; HQ ICE IAO FOR INTERNATIONAL AFFAIRS, FOREIGN 
OPERATIONS DIVISION, ASIA DESK OFFICER ROBERT J> COOKE 


E.O. 12985: N/A 

TAGS: OTRA, ASEC, NZ, ETRD, AMGT, AS 

SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR DHS/ICE TTU SC DEAN 
WAUSON AND SINGAPORE ICE REP VANESSA PIEPENBURG - AUGUST 1-3 2007 


REF: SINGAPORE 01293 


1. (SBU) Embassy Wellington and Consulate General Auckland welcome 
and grant country clearance to DHS ICE Washington DC TTU Section 
Chief Dean A. Wauson and Singapore ICE Representative Vanessa 
Piepenburg for travel to Auckland, New Zealand during the time 

period August 1-3, 2007. The purpose of this visit is to meet with 

New Zealand Customs officials to conduct a TTU technical assessment 
and provide a comprehensive demonstration of the Data Analysis and 
Research for Trade Transparency System. 


2. (U) Post understands no further assistance is required at this 
time. 
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3. (SBU) Embassy point of contact is RSO James Doherty. 
Contact details are as follows: 


Office: 644-462-6013 
Fax: 644-462-6070 
Cell: 027-451-2537 
E-mail: dohertyjp@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington who stay over 5 days 
are required to report to the Regional Security Office for a 

security briefing if they have not completed an approved overseas 
personal security training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Wellington hotels is approximately 30 NZD. A commercial shuttle 
service is also offered at the airport. Taxi fare from the airport 
to downtown Auckland hotels is approximately NZD55-NZD65. A 
commercial shuttle service is also offered at the Auckland airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD100.00. Personal checks will not be accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. 

Travelers found carrying these undeclared items will be immediately 
fined NZD200.00 (USD150.00). Biosecurity is a serious issue in New 
Zealand and fines will be administered immediately and without 
warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families & Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 
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is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand has a medium threat crime environment. As such, 
Wellington and Auckland have experienced an increase in violent and 
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petty crimes, but they are usually non-confrontational in nature. 
However, home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur countrywide but 
primarily in the large cities of Auckland, Christchurch and 

Wellington, and visitors should be especially aware that street 

crime, such as scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, especially at 
night, to avoid becoming a target of opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 

the world drug situation; however, evidence indicates that New 

Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drug in 

New Zealand is locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as to not become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and 

Christchurch traffic is significantly better; however, during rush 
hour moderate delays can be expected. Visitors are advised that 
traffic drives on the left-hand side of the road. Visitors are 
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advised that traffic accidents are common and that it is safe to 

pull over so that police may take an accident report. However, 
visitors who experience hostility or anti-American sentiment should 
depart the scene immediately and notify the RSO. 


h. (U) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic or 
photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop be permitted to be 
used in the Chancery or connected to Wellington\'s LAN. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand and the most 
recent Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise appropriate 
caution and be alert to their surroundings with regard to their 
personal security. Suspicious incidents/activities should be 

reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


MCCORMICK 
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E.O. 12958: DECL: 08/01/2017 

TAGS: PINR, PGOV, KDEM, KMPI, KWMN, MU 

SUBJECT: C-NE7-00774: OMAN FORGES AHEAD IN PREPARING FOR 
FALL ELECTIONS 


REF: A. STATE 55848 


Column 3 
B. MUSCAT 181 
C. 06 MUSCAT 1468 


Classified By: AMBASSADOR GARY A. GRAPPO FOR REASONS 1.4 (b, d) 


1. (C) A total of 717 candidates, including 20 women, have 
been certified to run in national elections on October 27 for 

the Majlis al-Shura. The Omani government has worked 
aggressively to increase the number of registered voters, 
including by sending \"awareness teams\" to address employees 
at government offices and major private companies. The 
results may have been somewhat disappointing, however, as the 
deadline for voter registration was extended for three months 
until July 31. Regulations on official campaign activities 

limit outreach to voters, but candidates often campaign 
informally at social events and many rely heavily on tribal 
connections to win their electoral races. While press 

editorials have generally backed the government\'s voter 
registration drive, some articles have surprisingly 

questioned the utility of casting a ballot for a body often 

seen as failing to seriously benefit citizens. On-line 
commentaries and polls indicate that voter apathy continues 

to plague the governmenti\'s efforts to increase participation 

in the elections. End Summary. 


2. (SBU) Oman\'s Ministry of Interior announced on July 19 
that national elections for the Majlis al-Shura, the lower 

house of the country\'s bicameral advisory body, will be held 
on October 27. Previously, the Under Secretary for the 
Ministry of Interior, Mohammed bin Sultan al-Busaidi, told 
press on May 29 that 717 candidates have been approved to run 
for seats in the Majlis al-Shura. (Note: Over a month 

earlier, the Ministry of Interior disclosed that 818 Omanis 

had registered to be candidates in the election. No reason 
was given why the final number had been pared back, but 
presumably some of the 101 individuals not on the approved 
list chose to withdraw their names, while others failed to 

meet statutory age, educational and character requirements. 
End Note.) Of the 717 approved candidates, 20 are women, 
compared to 16 women -- two of whom were elected -- out of 
570 candidates in the 2003 national elections. Seven of the 
current 20 female candidates are from the governorate of 
Muscat, with another seven from the coastal al-Batinah region 
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in the north. Three of the women are running in the Musandam 
peninsula, two in the governorate of Dhofar in the far south, 
and one in the al-Thahira region. 


3. (SBU) Large tribes dominated the candidate list in 
non-urban districts (\"wilayats\"). In the sparsely-populated 
al-Wusta region, for example, more than 90% of the candidates 
hail from the same few tribes. Candidates for urban area 
districts, especially in greater Muscat, are more diverse and 
include a larger number of first-time participants. Overall, 

18 of the 83 current Majlis al-Shura members chose not to run 
for re-election. It is widely expected that a sizable number 

of candidates will drop out of the race before the elections 
due to low support or after negotiating deals with their 
competitors. 


4. (U) As reported previously (refs A, B), the Omani 
government has made a concerted effort to encourage Omanis to 
register to vote. Throughout the spring, Oman TV and local 
papers ran frequent announcements urging citizens to 
register. In April, government \"awareness teams,\" including 
both men and women, visited nearly every Omani ministry in 
Muscat to show employees a brief documentary on the Majlis 
al-Shura, explain voter registration forms, and answer 
questions about the elections. (Note: A large majority of 
Omani citizens work in the public sector. End Note.) The 
teams also visited large private companies, as well as 
government offices in districts outside of Muscat, to prod 
Omanis to become registered voters. 


5. (U) On April 28, two days before the end of the voter 
registration period, the Ministry of Interior announced that 
citizens would be allowed to register for the Majlis al-Shura 
elections for three additional months (i.e., until July 31). 
The central elections committee at the Ministry of Interior 
made a final public appeal in local media on July 25, urging 
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Omanis who had not yet registered to do so the following (and 
final) week. 
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6. (SBU) Given uncertainty among election candidates on 
permissible campaign activities, Under Secretary al-Busaidi 
of the Interior Ministry, who also serves as the chairman of 
the central elections committee, attempted to clarify 
applicable campaign rules in an April 3 interview with 
government-owned Arabic daily \"Oman.\" Al-Busaidi stated that 
campaigning is banned at all government establishments and 
mosques. Candidates are allowed to formally meet with 
voters, he explained, but only in a specified venue after 
receiving approval from the relevant district election 
committee. Similarly, according to al-Busaidi, public 
campaign propaganda is limited to posters placed on 
designated \"notice boards.\" 


7. (U) In an April 30 press interview, Ministry of 

Information Under Secretary Abdullah al-Hausani -- who chairs 
the government\'s elections media committee -- said that 
candidates are permitted to place press ads and mount posters 
in specified areas containing information on their background 
and qualifications, and to meet with voters in a public tent 

or \"Majlis,\" upon the approval of their district\'s election 
committee. He stressed that candidates are banned from 
\"defaming\" others or from making pledges that they are \"not 
able to fulfill.\" 


8. (C) According to contacts, many candidates choose to 
avoid restrictions on formal public campaign activities by 
campaigning \"informally\" at social functions such as 
weddings, parties and clan gatherings. Some candidates 
reportedly do little campaigning at all once they secure the 
support of key tribal leaders, confident that members of 
these tribes will heed the voting advice of their sheikhs 
regardless of candidate outreach efforts. 


9. (SBU) One area not specifically addressed by campaign 
regulations is use of the Internet. A handful of candidates 
have taken advantage of this ambiguity by creating websites 
displaying their photos, resumes and other information such 
as a proposed \"action plan,\" although these sites studiously 
avoid directly criticizing current government policies. 

Omanis visiting Oman-focused Internet chatrooms have also 
posted endorsements of certain candidates, usually someone 
they know personally such as a friend or family member. 


10. (U) The Ministry of Interior announced in July that 101 
\"voting centers,” evenly distributed throughout country\'s 
electoral districts, will be open for balloting on election 
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day. In addition, Omani embassies in the following ten 
countries will accept votes from Omani citizens abroad: 

Saudi Arabia, Kuwait, the UAE, Qatar, Bahrain, Yemen, Jordan, 
Egypt, Tunisia and Malaysia. To tabulate ballots, the Under 
Secretary of the Interior Ministry signed an agreement on 
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July 9 with Muscat-based Bahwan Cybertech Company for the 
purchase of electronic vote sorting machines -- a deal valued 
at 500,000 Omani rials (USD 1.3 million). 


11. (SBU) Editorials in Oman\'s highly constrained press have 
shown a surprising breadth of opinion towards the upcoming 
elections. Some op-ed pieces predictably praised the 
government\'s voter registration drive, noted the important 

role played by the Majlis al-Shura, and highlighted the civic 
duty of Omanis to participate in the Majlis elections. 

Others, however, were more critical or questioning. A May 5 
editorial in Arabic daily \"Shabiba\" by Mohammed al-Bulushi (a 
PA-sponsored Murrow Journalism Fellows program alumnus) 
asserted that the Majlis al-Shura needed to be \"empowered\" 
and granted more legislative authority in order to attract 

more citizen interest, \"otherwise it will continue to be 

viewed as a body of tribal representatives discussing water, 
electricity and waste management services.\" 


12. (U) An article in semi-independent \"Al Watan\" claimed 
that the government election awareness campaign had turned 
into a \"disaster\" at one venue when a team member asserted 
that a significant percentage of current Majlis al-Shura 
members, particularly those from rural tribal areas, were 
functionally illiterate. In urging Omanis to cast their 
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votes wisely, an editorial in government-owned \"Oman\" stated 
that there are three types of candidates for the Majlis: 

those who \"try to bribe voters with money;\" those who \"bribe 
voters with luncheons and buffets;\" and those who \"are true 
nationalists who understand the real value of the Majlis.\" 


13. (C) Following the announcement of the date for the 
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Majlis al-Shura elections, visitors to Oman\'s principal 
Internet discussion group (www.Omania2.net) posted mostly 
negative remarks on the subject. One person suggested that 
no one vote in Majlis elections until the institution was 

\"given real powers.\" Another considered calling for a 
boycott of the elections and described the Majlis as \"a body 
without a hand, foot or even eyes.\" An earlier poll 

conducted at the same website revealed that roughly 75% of 
the respondents did not plan to vote in the Majlis al-Shura 
elections. In addition to statements critical of the Majlis\' 
usefulness, some Omani bloggers and chatroom participants 
complained that candidates had not yet presented platforms or 
taken positions on important issues. \"No program, no trust, 
no vote,\" were the on-line comments of one Omani. 


14. (C) The extension of the registration deadline indicates 
that the government\'s unprecedented voter awareness efforts 
have failed to fully meet expectations. (Note: The 
government has not disclosed the current number of registered 
voters. End Note.) It is unclear exactly who or what is the 
driving force behind the \"get out of the vote\" campaign, but 
efforts to seriously increase the number of voters are 

solidly in line with the stated goal of the Sultan and senior 
officials to increase citizen participation in government. 

As reported ref B, the Majlis al-Shura, while far from a 
vigorous legislative body and with more than a few 
non-contributing members, often suffers unfairly from claims 
of being \"useless\" as some of its legislative review 

functions are intentionally kept out of the public eye. 

Attempts to dispel this negative image will be key in 
overcoming voter apathy. 

GRAPPO 
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E.O. 12958: DECL: 07/31/2017 

TAGS: EIND, EFIN, EINV, PGOV, UP 

SUBJECT: UKRAINE: POLITICAL CLASH HIGHLIGHTS CORRUPTION IN 
GOVERNMENT PROCUREMENT 


Classified By: ECONOMIC COUNSELOR DOUGLAS KRAMER, REASONS 1.4 B) AND D) 


1. (SBU) Summary: The GOU attempted to push through a 
controversial amendment to the government procurement law, 
causing indignation among political opponents and spurring 
claims that the Party of Regions was trying to grab public 
funds for their election coffers. Opposition by President 
Viktor Yushchenko, along with a court ruling against the GOU, 
appears to have blocked the amendment from taking effect. 
The story illustrates the sad state of Ukraine\'s procurement 
law and the corruption endemic to the system. Amendments to 
the procurement law in 2006-2007 actually made matters worse, 
introducing murky supervision, nontransparent special 
requirements, and sectoral exemptions. Foreign companies 
have little opportunity to compete for GOU tenders on an 
equal footing. Ukraine has committed to cleaning up its 
government procurement system in line with WTO rules, but 
thus far President Yushchenko appears to be the only major 
actor pushing for reform. End Summary. 


Contentious Procurement Law 


2. (U) On June 19, the Rada (parliament) approved a 
controversial bill that excluded all state-owned enterprises 
from requirements to follow government procurement rules, 
such as the announcements of open tenders. The law also 
stipulated an increase in the threshold requiring government 
procurement to be performed via open tenders (from US$10,000 
to $20,000 for goods and services, from $80,000 to $120,000 
for works). Because the law was passed after President 
Viktor Yushchenko\'s decrees dissolving the Rada, the 
President refused to recognize the legitimacy of the law and 
never signed it into force. First Deputy Prime Minister 

Mykola Azarov announced on July 5 that the GOU intended to 
implement the law regardless. (Note: If the Cabinet were to 
implement this law, it will be the first passed by the rump 
Rada that the Cabinet had chosen to move forward on. End 
note.) A Kyiv Commercial Court ruling on July 6 banned 
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official publication of the law, however. Two heavyweight 
politicians and high-ranking officials of the Tender Chamber 

-- Raisa Bohatyreva, leader of the Party of Regions Rada 
faction and honorary President of the Chamber, and Ksenia 
Lyapina, Our Ukraine MP and Vice President of the Chamber -- 
resigned from the Chamber in protest of Azarov\'s move. 


3. (U) President Yushchenko responded on July 12 by issuing a 
decree aimed at managing procurement funds until the new Rada 
is in session. The President, through the National Security 

and Defense Council, requested law enforcement agencies to 
audit state-owned enterprises to ensure adherence to the 
current law and proper use of government awards. The 
agencies must submit a report on the results of the 
investigation to Yushchenko by September 1. (Note: Post has 
heard anecdotal evidence that in fact some state-owned 
companies (in this case a subsidiary of the state-owned oil 

and gas company NaftoHaz) have not been following 
requirements for open tenders.) 


Illegal Campaign Finance? 


4. (SBU) Several press reports speculated that the GOU was 
pushing this new procurement law in order to enable state 
funding to be diverted to political campaigns of parties 

loyal to the government in the upcoming election. Lyapina 
reminded Econoff in a meeting on July 18 that Ukraine had a 
precedent for such a scheme, as the Party of Regions had 
diverted funds from state-owned NaftoHaz to fund its 2004 
electoral campaign. The man behind that scheme, noted 
Lyapina, was none other than Azarov, making Azarov\'s motives 
in pushing this recent law very suspicious. 


5. (C) In a July 27 meeting, Bohatyreva told Ambassador that 
the government procurement process was nontransparent and 
corrupt. She had tried to put an end to some of the corrupt 
schemes, she maintained, which brought her into conflict with 
a number of ministers. First Labor Minister Papiyev promoted 
one tender involving disabled people, which Bohatyreva had 
squashed. Then she had problems with EnergoAtom Head 
Derkach, Energy Minister Boyko, and Health Minister Haidayiv, 
all of whom she placed in Azarov and Klyuyew\'s circle. She 
said Azarov pushed for control of the Tender Chamber, and she 
was threatened and subsequently told to resign for the good 
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of the party. Moreover, she was in Vienna for medical 
consultations when statements attacking Azarov were leaked in 
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her name. Bohatyreva argued that the nontransparent 
procedures would continue regardless of who ran the Tender 
Chamber, but with her out of the chamber compromising 
materials about ministers might now be made public. 


How the System Operates 


6. (U) The law \"On Procurement of Goods, Works, and Services 
for Public Funds\" of February 22, 2000 established a single 
government procurement system. According to the law, 
subjected to a succession of amendments, all government 
procurement of goods and services (if valued at more than 
$10,000) and works (if more than $80,000) must be contracted 
via tenders (either open, or open with pre-qualification). 
According to Paul Bermingham, World Bank Director for 
Ukraine, Belarus and Moldova, Ukraine\'s procurement law 
largely complied with international standards until 

questionable amendments were made in 2006-2007. March 2006 
amendments to the law \"On Procurement\" complicated the 
institutional framework, assigned overlapping tasks of 

monitoring public procurement to several bodies, and created 
rules that encourage conflict of interest. President 

Yushchenko initially vetoed this bill, but the Rada mustered 
enough votes to override. 


7. (U) The Department of Coordination of State Procurement 
under the Ministry of Economy had been responsible for 
overseeing the procurement system until March 2006. The 
system was notoriously corrupt under the Ministry of 

Economy\'s oversight, and this authority was transferred to 

the Anti-Monopoly Committee. The Anti-Monopoly Committee is 
a strange choice for regulating government procurement, 
however, as it does not have particular competence in this 

area. The Netherlands is the only other country with such a 
practice. 


Tender Chamber - NGO with Governmental Functions 


8. (SBU) The 2006 amendments also established the Tender 
Chamber, an NGO, as a major player in the procurement 
process. The Tender Chamber became responsible for 
maintaining a catalogue of bidders, monitoring transparency, 
and assuring fairness. Transferring governmental functions 
to the private sector generated more negligence in the 
administration of public money. For example, the Tender 
Chamber maintains a UAH 7000 ($1400) obligatory fee that 
bidders are forced to pay in order to be registered in the 
catalogue, in conflict with the international practice of 

free listing for all interested bidders. Lyapina told 
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Econoff that, even as the Tender Chamber\'s Vice President, 
she was unable to determine how the decision to introduce 
this fee was taken. 


9. (C) The Tender Chamber\'s membership includes not only 
governmental and parliamentary representatives, but also 
private sector associates. Press reports have often claimed 
that this situation creates conflict of interests since some 

of the Chamber members exploit their positions financially 
and informatively. Lyapina told Econoff that intermediaries 
had begun to control access by potential bidders to the 
Chamber. Of course, these intermediaries were charging fees 
for their \"services,\" thus expanding the scope of corruption. 
(Comment: If practice in other areas is any guide, we 
suspect intermediaries in turn may have been kicking back 
part of their fees to members of the Tender Chamber.) 


Murky Supervision and Special Requirements 


10. (U) The March 2006 amendments scattered policy and 
oversight functions across several bodies, including the 
Anti-Monopoly Committee, the Accounting Chamber (a supreme 
audit body, reporting to the Rada), the State Control and 

Audit Unit (a body for internal audit, under the Ministry of 
Finance), and the Tender Chamber. Experts argue that such 
fragmentation prevents the bodies from implementing effective 
and sound policy and contributes to a lack of transparency in 
the decision making process. 


11. (U) The March 2006 provisions also introduced special 
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security requirements for websites in order to be eligible 

for tender announcements. In May 2006, the Security Service 
of Ukraine (SBU) issued its conclusion that none of the 
proposed internet sites complied with the safety measures. 
Subsequently, however, the SBU allowed the European 
Consulting Agency, a Ukrainian private enterprise with links 

to the Tender Chamber, to operate a temporary website 
announcing the tenders. The European Consulting Agency 
continues to this day to operate a monopoly over tender 
announcements. 


Sectoral Carve-Outs 


12. (U) The March 2007 amendments created a legion of special 
public sectors, such as defense, postal and 
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telecommunications services, and railways, for which 
procurement rules do not apply. While international norms do 
allow strategically important areas like national defense to 

be excluded from the general procurement rules, Ukraine\'s 
practice of \"sectoral preference\" is likely problematic in 
terms of compliance with international standards. 


Foreigners Left Out 


13. (U) The law \"On Procurement\" does not restrict foreign 
enterprises from participating in government procurement. In 
practice, however, foreign companies are rarely able to 
compete on an equal footing. Unclear rules and requirements, 
secret wheeling and dealing, and corruption result in a low 
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level of participation by foreign companies. According to 

the Anti-Monopoly Committee, foreign companies won tenders 
for only 0.01 percent of government procurement during the 
first six months of 2006. 


Moving Toward the WTO 


14. (SBU) Ukraine is not currently a signatory to the WTO 
Agreement on Government Procurement (AGP), but will become an 
observer to the AGP at the time of WTO accession (expected 
within 6-12 months), and has promised to begin negotiations 

to accede to the AGP after then. On December 11, 2006 the 

WTO Government Procurement Committee, which oversees the GPA, 
presented a roadmap for Ukraine\'s accession to the agreement. 
President Yushchenko has tasked Valery Pyatnytskiy, Deputy 
Minister of Economy and Ukraine\'s lead WTO negotiator, to 
prepare a WTO-consistent draft law on procurement by 

September 15, 2007. A USAID-funded project is working with 

the Ministry of Economy on this draft law. 


Comment: A Web of Corruption 


15. (C) Public procurement cuts to the heart of governmental 
corruption, and Ukraine\'s track record in this area is not 
encouraging. Since independence, Ukrainian officials have 
used procurement rackets and kickbacks from state-owned 
companies as a handy way to line their pockets. Observers 
often cite NaftoHaz as a prime example of this kind of 
widespread procurement corruption. That the procurement 
process has gotten worse in recent years is of particular 
concern. The recent political infighting over amendments to 
the procurement law served to expose just how many layers of 
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corrupt activity exist. Azarov\'s move to exempt state-owned 
enterprises from procurement rules, ironically, would 

actually bring Ukrainian practice more in line with WTO 

rules. However, the vehemence with which he attempted to ram 
through this change made us suspicious that truly substantial 
amounts of money were at stake; we strongly suspect Azarov\'s 
motive was likely to make it easier to pilfer from the 
companies\' budgets. Azarov faced resistance from a leader 
within his own party (Bohatyreva) and the opposition 

(Lyapina), yet it is hard to believe their motives were any 

more principled. As members of the Tender Chamber, it is 
logical they would have shared in the apparent flow of 
kickbacks, although we have no hard evidence to this effect. 

It seems that in Ukraine, corruption is one trait that 

crosses party lines. 

Taylor 


117335 

RR RUEHGH 

DE RUEHIN #1710/01 2130550 

ZNR UUUUU ZZH 

R 010550Z AUG 07 

FM AIT TAIPEI 

TO RUEHC/SECSTATE WASHDC 6206 

INFO RUEHBJ/AMEMBASSY BEIJING 7079 
RUEHJA/AMEMBASSY JAKARTA 4116 
RUEHKL/AMEMBASSY KUALA LUMPUR 3794 
RUEHHK/AMCONSUL HONG KONG 8326 
RUEHGH/AMCONSUL SHANGHAI 1253 
RUEHGZ/AMCONSUL GUANGZHOU 0431 
RUEHSH/AMCONSUL SHENYANG 5977","UNCLAS SECTION 01 OF 02 TAIPEI 001710 


SIPDIS 
SIPDIS 


DEPT PASS TO AIT/W 
STATE FOR EAP/RSP/TC and EB/TPP/IPE 
STATE ALSO PASS USTR FOR WINELAND/ALTBACH/STRATFORD 


E.O. 12958: N/A 
TAGS: KIPR, ECON, ETRD, USTR, TW 
SUBJECT: MOE Backtracking on Campus IP Action Plan? 


Summary 

1. (SBU) In response to media, student, and university criticism 

that the Ministry of Education (MOE) overstepped its bounds in its 
recently-proposed \"Campus Intellectual Property (IP) Action Plan\", 
Education Minister Tu Cheng-sheng announced that the action plan is 
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still open to changes and that the MOE will listen to their opinions 
before finalizing the plan in August. The MOE\'s final plan will 

likely encourage rather than require universities to implement the 
plan\'s proposals, which include having students take an intellectual 
property rights (IPR) test before gaining access school computers 
and libraries, monitoring student bandwidth usage to detect possible 
illegal downloads, and punishing students found making illegal 
copies of textbooks. Although the MOE drafted the action plan in 
response to encouragement from the U.S. to improve campus 
intellectual property rights (IPR) enforcement, the Ministry did not 
consult with AIT or the U.S. before writing the plan. END SUMMARY 


Campus IP Action Plan 

2. (SBU) Following Assistant USTR Timothy Stratford\'s March 22 
letter urging Taiwan to set up a task force for improving IPR 
protection at Taiwan universities, the MOE formed an 
inter-ministerial task force and initiated the \"Campus IP Action 
Plan\" headed by MOE Political Deputy Minister Lu Mu-lin. Lu 
convened the task force in April and--with no U.S. input--began 
drafting an action plan. The draft plan called for universities to 
institute a mandatory IP knowledge quiz that students must pass in 
order to use the campus internet and library; to monitor campus 
computer networks for possible illegal downloads; to provide a 
platform for the buying and selling of used books; and to set a 
standard operating procedure for handling suspected IPR infringement 
cases. On July 3, Lu invited representatives from the Taiwan 
Intellectual Property Association (TIPA), student groups, 
universities, and government offices to discuss the draft plan. 
TIPA had only received the plan on July 2 and was therefore not 
prepared to comment, but the other representatives discussed the 
draft in detail, and following clarification and slight 

modifications, the draft met with no strong objections. 


Public Reaction the Action Plan 

3. (SBU) On July 23, the Chinese-language United Daily News ran a 
front page story claiming that, under U.S. pressure, the MOE planned 
to deny student IDs to students who do not pass an IP knowledge 
exam. The story also claimed that the MOE will require school 
officials to check student computers for illegal downloads. News of 
the plan sparked criticism from the academic community that the MOE 
is overstepping its bounds in trying to establish campus IPR police 
and that university authorities have no right to monitor student 
downloads or deny students library access. Students complained that 
the MOE\'s measures would create conflict between students and 
university administrators, would be ineffective in improving campus 
IPR protection, and could affect students\' future employment by 
saddling them with criminal records for IPR violations. Although the 
article quoted Deputy Minister Lu\'s comment that the idea for an IPR 
test came from a central-Taiwan university, several KMT legislators 
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also expressed their opposition to the measures in television 
interviews, complaining that the MOE is caving in to U.S. requests. 
(Note: the Minister of Education is from the DPP. End note.) 


MOE May Backtrack on Plan 

4. (SBU) Faced with such criticism, Taiwan authorities have thus 
far made no strong statements in defense of the plan. Minister Tu 
emphasized during a July 23 visit to Ming Chuan University that the 
action plan is a draft only and the MOE is still open to changes, 

and Director He Chou-fei of the MOE\'s Higher Education Department 
told the press the same day that the MOE will only encourage, not 
require, schools to implement an IP knowledge test, and that there 
will be no restrictions on student and library IDs. Moreover, he 

said that the Ministry would not ask schools to monitor computers 
and servers but instead student bandwidth usage. In response to a 
July 31 inquiry from AIT, Fu Mu-long, Commissioner of the Ministry 
of Education\'s Student Affairs Commission, said that the MOE will 
meet on August 8 to discuss changes to the plan, which is still 
\"flexible,\" and will make details of the final action plan public 

later in August. 


Comment 
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5. (SBU) Although coverage has been limited to the United Daily 
News, media criticism of the Campus IP action caught the MOE off 
guard, and we believe that the Ministry will soften the language of 
the plan\'s final version to encourage rather than require schools to 
take the steps outlined in the plan. Even with this change, 
however, the action plan would be a step forward for the MOE in 
accepting responsibility for bringing campus IPR issues under 
control. END COMMENT. 

Young 
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SIPDIS 

SIPDIS 

NSC FOR ABRAMS/DORAN/MARCHESE/HARDING 


E.O. 12958: DECL: 07/30/2017 

TAGS: PGOV, PREL, PTER, LE 

SUBJECT: LEBANON: BERRI SAYS MARCH 14 SCUTTLED FRENCH 
EFFORTS, ARGUES ONLY UNITED STATES CAN IMPOSE A SOLUTION 


Classified By: Ambassador Jeffrey D. Feltman for reasons 1.4 (b) and (d 
). 


SUMMARY 


1. (C) French efforts produced nothing, Speaker Berri told 
the Ambassador, thanks to March 14\'s refusal to discuss 
Berri\'s latest initiative. To avoid a divided Lebanon the 
country needs a consensus president, Berri argued, and the 
opposition won\'t agree on a compromise candidate until it is 
part of a national unity government. Finally, Berri argued 
that only the United States can impose a solution in Lebanon 
and demand stability. End summary. 


MARCH 14 SCUTTLED 
FRENCH EFFORTS 


2. (C) French efforts produced nothing, a notably relaxed and 
cheerful Speaker Nabih Berri told Ambassador Feltman and 
Econoff in a July 30 meeting with Berri advisors Ali Hamdan 
and MP Ali Bazzi. March 14, not Hizballah or Aoun, scuttled 
Berri\'s latest initiative, Berri argued. On July 28 Berri 

gave French Foreign Minister Bernard Kouchner a written 
proposal. Berri said he would only attend Kouchner\'s July 29 
luncheon for National Dialogue leaders if there was a new 
basis for discussion. He verbally pledged that the 

opposition would allow Siniora to remain Prime Minister. In 
addition, he promised a new cabinet statement to include 
Paris Ill reforms, UNSCR 1701 commitments, the National 
Dialogue resolutions, unspecified economic and social 
guarantees, and a promise that the blocking minority would 
not resign. Berri produced a faxed exchange with Kouchner to 
show the Ambassador his pledges: 

--Respect for constitutional deadlines 

--Formation of a national unity cabinet with a blocking 
minority and a commitment not to resign 
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--Agreement on a president with two-thirds of the actual 
deputies 

--Formation of committee of four to six people to immediately 
implement a national unity cabinet 


3. (C) Late on July 28, after consultations with Hariri, 
Jumblatt, and Siniora, Kouchner told Berri his proposal was 
well received, and promised to raise it on July 29 at lunch. 
Berri faxed the proposal to General Aoun and Hizballah to 
ensure their agreement and that their representatives would 
cooperate at lunch. 


4. (SBU) After the July 29 lunch, however, Kouchner told 
Berri that the broader March 14 group had rejected his 
proposal and made several of its own demands, including: 
--No opposition blocking minority 

--A simple majority election of the president 

--No national unity government until the president is elected 


BERRI INSISTS ON A 
CONSENSUS PRESIDENT 


5. (C) Berri argued that he will not accept a divided or 
disturbed Lebanon, and thus insists on a consensus president. 
Without a national unity government, he argued, the 
opposition will not agree on a consensus president. (Note: 
Berri seems to believe that March 14 could still rally a 

simple majority to elect a candidate, despite the statements 

of several key figures in March 14 demanding a two-thirds 
quorum. End note.) 


6. (C) Berri told us that he can wait another 20 days for 
progress in selecting a consensus candidate, but then will 
have to take action. Though the electoral session of 
parliament is scheduled for September 25, Berri noted that 
Lebanon will need at least a month of discussions before 
convening an election, and Berri is considering delaying the 
session until October 10. 


ONLY US CAN RESOLVE 
LEBANON\'S PROBLEMS 


7. (C) Berri and his team said only the United States can 
impose a solution in Lebanon, and demand stability. Berri 
noted, \"I tried to do something, and (since that failed) | am 
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more sure than ever that the United States doesn\'t want 
movement\" beyond the impasse. After Berri and the Ambassador 
moved to a private side conversation to discuss potential 
presidential candidates, MP Ali Bazzi confided to Econoff 

that Berri believes only the US can impose a solution in 

Lebanon, by pressuring various political figures and by 

making it clear that violence is not acceptable. 


8. (C) At the beginning of the meeting Berri noted that after 

his efforts failed he is more convinced than ever that the 

United States doesn\'t want to end the impasse. The next 
president of Lebanon will be decided by outsiders as well as 
Lebanese, Berri stated. It doesn\'t matter which political 

group the candidate is from, as long as he is elected by 
consensus. If March 14 pursues an election with a simple 
majority, Berri said, it means the United States wants to 
destroy Lebanon, because the United States controls March 14. 


FELTMAN 
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DEPARTMENT FOR EAP/CM, EAP/EP, OES/STC, OES/IHA 
E.O. 12958: DECL: 08/01/2032 

TAGS: KFLU, KHIV, TBIO, PGOV, SOCI, EAGR, CH 


SUBJECT: HIV/AIDS AND AVIAN FLU IN NORTHEAST CHINA: STATUS, 
DEVELOPMENTS AND CONCERNS 


Classified By: CONSUL GENERAL STEPHEN B. WICKMAN. 
REASONS: 1.4(b)/(d). 


1. (C) SUMMARY: Health officials in Liaoning Province claim 
remarkably few official HIV/AIDS cases, though they 
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acknowledge a nexus between the virus, the province\'s 
growing drug problem and its seedy sex industry. 
Liaoning\'s Center for Disease Control (CDC) is \"not 
worried\" about an imminent avian influenza outbreak, but it 
is also \"not fully optimistic\" either, and remains \"on 

alert.\" The CDCVs budget--and Beijing\'s contribution to 
it--has grown on the heels of SARS and bird flu scares, and 
the center is now partnering with groups as unlikely as the 
local Catholic Church on HIV/AIDS work. Officials seem to 
suggest that information-sharing across provincial lines in 
northeast China is still less than ideal. END SUMMARY. 


2. (SBU) Poloff on July 11 discussed HIV/AIDS and avian 
influenza (Al) prevention/control efforts in Liaoning 
Province--northeast China\'s most populous--with Dr. GUO 
Jungiao, Deputy Director of the Liaoning Provincial Center 
for Disease Control; LU Chunming, chief of its HIV/AIDS 
Control section; and YAN Dawei, head of the Liaoning 
Provincial Health Bureau\'s Disease Control section. 


HIV/AIDS: THE DRUGS/PROSTITUTION NEXUS 

3. (SBU) Health officials claim the HIV/AIDS situation in 
Liaoning is \"among the best\" in China, even if official 
cases outnumber those in Jilin and Heilongjiang, northeast 
China\'s other two provinces. Since 1991, Liaoning has 
officially registered over 600 cases, according to LU 
Chunming, who attributed two-thirds to sexual transmission 
and the remainder to intravenous drug use and other 
\"unknown\" vectors. Particularly vulnerable populations in 
Liaoning, he said, include drug addicts and prostitutes. 

Lu claimed \"few\" infections among Liaoning\'s many migrant 
workers but noted all the same that his office continues to 
conduct special education programs for migrants at one of 
Shenyang\'s largest labor markets. 


5. (C) This astoundingly low number of infections is likely 
underreported in this province of over 42 million. 

Officials did, however, more frankly acknowledge that 
Liaoning\'s seedy sex industry and--perhaps more 
importantly--its growing problem with drugs have been 
particularly irksome on the HIV/AIDS front, and even more 
so than in other areas in China. Lu claimed that although 
drug abuse in Liaoning is not as serious as it is in places 
like \"Yunnan or Xinjiang\"--where drugs are far cheaper than 
in Liaoning---Jilin and Heilongjiang have experienced fewer 
infections because of intravenous drug use. Liaoning 
Public Security Bureau (PSB) estimates put the number of 
addicts in the province at 10,000, probably a conservative 
figure. But Lu noted that the CDC does not presently offer 
any clean-needle programs because the number of addicts 
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officially reported in any given area of Liaoning falls 
below the threshold--i.e., a minimum of 500 addicts in an 
administrative district--required by national regulations 
for such programs to be allowed. 


6. (C) Infection rates among sex workers are on the 
decline, Lu also reported, ascribing progress to 

educational efforts on prevention; growing condom use by 
prostitutes (over ninety percent, he claimed, also at the 
encouragement of the CDC); and new requirements that condom 
machines be installed for clients at hotels and 
\"entertainment\" outlets (i.e., the many karaoke parlors, 
bathhouses and similar venues that pepper the province\'s 
cities and host parts of the sex industry). (NOTE: In our 
memory, Lu is the first local Chinese official Post has 
encountered to openly refer to sex workers as \"prostitutes\" 
during on official meeting in the presence of a superior; 
most officials are generally not keen to acknowledge their 
existence. END NOTE.) 


7. (U) Against this backdrop, the CDC\'s HIV/AIDS efforts 
are primarily focused on four areas: effective monitoring 
and reporting of infections by sub-offices throughout the 
province; a network of over 200 testing stations offering 
free, anonymous HIV tests to anyone interested; a growing 
educational outreach program targeting at-risk populations, 
as well as the general public; and, lastly, free medical 
treatment for those already infected. Lu claimed the 
Liaoning CDC is currently providing medication--and 
quarterly check-ups--for over 80 HIV-positive patients. 
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AVIAN FLU: "NOT FULLY OPTIMISTIC,\" BUT ALSO “NOT WORRIED" 
8. (C) The Liaoning CDC is \"not fully optimistic,\" but also 
\"not worried\" about an imminent outbreak of avian 
influenza, according to Dr. GUO Jungiao, a frank, 
impressive young CDC official who recently spent several 
years in New York, where she earned her PhD. The 
provincial CDC remains \"on alert,\" she said, and continues 
to coordinate Al monitoring, reporting and control efforts 

at 15 hospitals in the province\'s 14 largest cities, which 
have been designated as special treatment centers for Al 
infections. Guo maintained that sudden outbreaks of 
\"unpredictable\" infectious diseases like SARS and avian flu 
remain the CDC\'s most significant challenge (and worry). 


9. (U) Per national guidelines, the province elaborated and 
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now maintains an Avian Influenza Emergency Reaction Plan, 
which it updated in 2005 and 2006. In the event of a 
suspected outbreak, Guo explained, preliminary information 
is to be submitted to a nationwide reporting/monitoring 
network while an emergency reaction team is dispatched to 
the scene \"within two hours.\" Upon submission of the data, 
information on the incident would be available to the 

Ministry of Health and other provincial CDCs \"within 
minutes,\" Guo claimed. At the scene, the CDC\'s emergency 
reaction team would make an assessment and give further 
instructions, presumably in coordination with relevant 
provincial and/or national authorities. 


PARTNERSHIPS TRADITIONAL AND LESS SO 

10. (SBU) The Liaoning CDC in recent years has not been 
acting in isolation, and at times has worked in tandem with 
somewhat surprising partners. A more traditional partner 

has been the World Health Organization (WHO), with whom the 
CDC pairs in monitoring 11 different types of infectious 
diseases, Guo noted. On the Al front, in 2005 both 

partners expanded to year-round surveillance their joint 
influenza monitoring program that had previously run only 
from March through September. (The WHO does not fund the 
Liaoning CDC\'s Al programs.) A somewhat less traditional 
(and \"private\") partner has been Liaoning\'s Catholic 

Church, with whom health authorities have quietly partnered 
on the HIV/AIDS front. 


11. (C) Reverend Joseph Zhang Kexiang and Sister Fabian Han 
Fengxia run the Liaoning Diocese\'s Catholic Social Service 
Center (CSSC), which was established in 2004 and runs a 
number of innovative HIV/AIDS initiatives blessed by the 
Liaoning CDC. Examples of CSSC programs include awareness 
and prevention campaigns, both in urban and rural areas; 
educational workshops; financial support and counseling for 
families of HIV-positive patients; and home-care visits to 
infected patients. Zhang and Han--both former students in 

the United States-- have been frank and open and in their 
conversations with Poloff over the past several months and 
have generally struck a positive note on the local health 
authorities\' support of their HIV/AIDS-related work. The 
Liaoning CDC itself, for instance, now refers patients to 

the CSSC for home-care, something which Guo and Lu 
acknowledged without hesitation. Both the CSSC and the 
Liaoning CDC, moreover, have been quite visible in their 
HIV/AIDS educational efforts in Shenyang, particularly 

during occasions like International AIDS Day. 


FUNDING AND INFORMATION-SHARING: CAUSE FOR CONCERN? 
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12. (C) Liaoning health officials consider their budgetary 
levels to be generally sufficient, noting the catalytic 

effect of SARS, which sparked multi-million renminbi (RMB) 
upgrades to the CDC, its budget and provincial health 
infrastructure more broadly. The Liaoning CDC\'s budget is 
largely drawn from provincial funds, according to Guo and 
Liaoning Health Bureau official Yan Dawei. But \"twenty to 
thirty percent\"--up from ten percent before SARS and Al 
scares hit in 2003 and 2005, respectively--now comes from 
Beijing. Interestingly, Guo and Lu noted that funding for 
the province\'s HIV/AIDS work has not changed dramatically 
since Liaoning Party Secretary LI Kegiang officially took 
office in 2005. (NOTE: As a high-level official in charge 

of Henan Province during the tail end of its infamous 
blood-selling scandal several years ago, Li is perceived by 
some to have suffered some political fallout. END NOTE.) 
They did, however, note that Li had recently managed to 
secure an additional RMB 2 million (USD 263,000) in 
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\"special funds\" for HIV/AIDS control. 


13. (C) If Liaoning health officials were generally upbeat 

on budgetary issues, they seemed somewhat less so when 
asked about information-sharing with other provinces. On 
the one hand, the Liaoning CDC now has over 130 constituent 
CDC offices at different levels throughout the province, 
according to the Liaoning Health Bureau\'s Yan Dawei; these, 
in turn, figure into a broader nationwide network for 

statistical reporting, monitoring and so on. But when 

asked about the regularity and quality of the Liaoning 

CDC\'s communication and information-sharing with other 
parts of northeast China, Yan and Lu Chunming both conceded 
that the situation was less than ideal. Both noted that 

their offices rarely communicate with, much less see, their 
counterparts in Jilin and Heilongjiang. (Lu, for example, 

had trouble describing to Poloff the nature of the HIV/AIDS 
situation in the rest of northeast China.) CDC Deputy 
Director Guo Jungiao pointed out a reality not dissimilar 

from that in other PRC government offices: that 
information-sharing is more typically conducted vertically 
(i.e., through functional networks, from the national level 
down, or vice versa), rather than horizontally (i.e., 

across provinces). 

WICKMAN 
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STATE FOR EAP/MTS 

USPACOM ALSO FOR J5 

SECDEF/OSD.ISA/AP TOOLAN/REDMAN 

JOINT STAFF J5 (WILKES/ROBINSON/COLEMAN) 


E.O. 12958: DECL: 08/01/2017 

TAGS: PTER, MOPS, PINS, RP 

SUBJECT: JOINT COMMITTEE IDENTIFIES FIVE PERPETRATORS OF 
BEHEADINGS; GOVERNMENT DELAYS PUNITIVE ACTION 


REF: A. MANILA 2503 


B. MANILA 2474 
C. MANILA 2428 
D. MANILA 2369 
E. MANILA 2358 
F. MANILA 2344 


Classified By: Ambassador Kristie Kenney for 
reasons 1.4 (b) and (d). 


1. (C) Summary. The Philippine government has adopted a 
more measured approach to bring to justice the perpetrators 
of the beheadings of ten Philippine Marines in Tipo Tipo, 
Basilan. Philippine officials hope that the visible 

deployment of troops -- rather than use of force -- will be 
sufficient to convince local leaders to turn over five 

identified perpetrators of the beheadings without punitive 
operations against Muslim insurgents. Ambassador and DCM 
have reached out to both sides, urging them to seek a 
judicial course of action to avert a military confrontation 

that would result in bloodshed and undermine the peace 
process. It is unclear whether the effort will work, as some 
elements within the government and military appear to be 
pressing for a punitive operation. President Arroyo has 
delayed military operations until at least August 3 to allow 
the investigation -- as well as the ASEAN Regional Forum 
meetings in Manila -- to continue. End Summary. 
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2. (C) During a July 27 command conference at the Armed 
Forces of the Philippines (AFP) Western Mindanao Command 
Headquarters in Zamboanga City, President Arroyo delayed 
until July 31 punitive action against the perpetrators of the 
beheadings of ten Philippine Marines in Tipo Tipo, Basilan. 
Arroyo granted the three-day reprieve to allow the Joint 
Committee composed of government and Moro Islamic Liberation 
Front (MILF) members to complete their investigation of the 
July 10 incident. However, on July 31, the government 
announced a further three-day extension (until August 3) to 
enable the Joint Committee to complete its fact-finding 
mission. According to Presidential Advisor on the Peace 
Process Jesus Dureza, the Joint Committee has identified five 
suspects in the beheadings. We are currently hearing that 
the military operations will not commence until August 3, at 
the conclusion of the ASEAN Regional Forum meetings. 


3. (C) Ambassador and DCM urged Dureza on July 30 to 
preserve the peace process when bringing the perpetrators of 
the beheadings to justice. Dureza said he was working very 
closely with Basilan Congressman Wahab Akbar and local mayors 
to affect the turn over of the four perpetrators identified 

by the Joint Committee. Such an action, according to Dureza, 
could appease the Philippine Marines, and avert military 
operations against over 130 individuals who were charged by 
the Philippine National Police (PNP) with frustrated murder 
for their alleged role in the July 10 ambush. Arrest 

warrants for the PNP\'s suspects were issued July 26 by 
Basilan Regional Trial Court Judge Leo Jay T. Principe. 


4. (C) DCM pressed MILF Vice-Chairman for Political Affairs 
Ghazali Jafaar to render MILF assistance in bringing those 
responsible for the beheadings to justice. Jafaar 
acknowledged the urgency of apprehending the perpetrators 
while expressing his support for the Joint Committee\'s 
investigation and the preservation of the peace process. 


5. (C) Senior government security officials, including 

National Security Advisor Norberto Gonzales and AFP Chief of 
Staff General Hermogenes Esperon, are stressing legal 
processes \"to avoid unnecessary action and reaction.\" 
Esperon said during a news conference that \"until such time 
that the results of the investigation come in, there should 

be no punitive action.\" 


Visit Embassy Manila\'s Classified SIPRNET website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 


You can also access this site through the State Department\'s 
Classified SIPRNET website: 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, TU 

SUBJECT: $50 AND A FREE LUNCH: THE PERKS OF HELPING RUN A 
TURKISH ELECTION 


1. (U) Summary. Unlike most voters, who were in and out of 
their polling places in five minutes, the Consulate bank 

teller spent all day at his polling station, helping to 

administer the official voting. His experience gives a 

glimpse of civil society\'s contribution to Turkey\'s 
parliamentary elections. End Summary. 


2. (U) While the majority of the officials selected by the 
Supreme Election Board (SEB) are teachers and other civil 
servants, the government also asked large private companies 
to help. Fortis Bank selected our teller, who received the 
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equivalent of $50, a free lunch, and the following day off as 
compensation. He and other lucky winners were given two or 
three briefing sessions before arriving at their polling 

stations, generally a school. Under the supervision of a 
senior official (in his case this was a teacher who had 
monitored previous elections), he was assigned to a 
particular ballot box intended to be used by no more than 400 
voters. Each polling place had anywhere from five to twenty 
boxes. 


3. (U) After voting themselves when they arrived at 7:30am, 
the monitors were expected to remain at their stations all 

day, checking identification, distributing ballots and 

envelopes, and making sure that each voter went into the 
voting booth alone. Even those assisting older voters were 
prohibited from entering the booth. Each political party was 
allowed to have an official observer on hand, but many of 
them chose not to send representatives. A Consulate FSN 
noted representatives from the Justice and Development Party 
(AKP) and the Republican People\'s Party (CHP) at his polling 
place in Istanbul,s third district. Other parties were 

allowed to come and go throughout the day, and when AKP opted 
not to provide lunch for the officials at the teller\'s 

station, Saadet Party volunteered. 


4. (U) In spite of an 86% turnout rate at the teller\'s 

ballot box (260 of the 301 registered voters came), it was 
rarely busy. Even during the morning peak there were never 
more than four people waiting in line. Although the polls 
closed at 5:00pm, the monitors were there counting the votes 
until 9:00pm. The teller\'s tabulation was complete by 
6:00pm, but official procedures required monitors to wait 

until all of the boxes from the site were counted before they 
could leave. 


5. (U) SEB officials helped record the votes during the 
counting process. Each envelope was opened and the ballot 
was held up for everyone in the room to see. Two officials 
then separately recorded each vote on papers previously 
printed with each party\'s name, so that they could check the 
accuracy of their recordings. The vote count was entered 

into a computer provided by the SEB and then the ballots were 
sealed in bags and transported by bus to the district\'s 

Election Board Center where they remained until the results 
are finalized on July 30. 


6. (U) Voting is compulsory in Turkey but serving as a 
polling official is not. Our teller,s willingness to do so, 
along with others like him, help explain the rapid vote tally 
on election night despite 84% turnout (42 million votes) and 
Turkey,s reputation for fair, well-organized elections. 
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E.O. 12958: N/A 

TAGS: MASS, MARR, MOPS, PHUM, PO 

SUBJECT: REQUEST FOR VETTING UNDER LEAHY AMENDMENT OF 
PORTUGUESE PERSONNEL (MARQUES) 


1. (U) This is an action request. Embassy Lisbon requests 
the Department initiate a review of the following Portuguese 
national: 


NAME: Jorge de Jesus Marques 

DOB: 05/24/1972 

POB: Maputo, Mozambique 

PASSPORT NUMBER: V102308 

COURSE TITLE: Basic American Language Instructor Course 
COURSE DATES: 08/15/2007-02/22/2008 


2. Embassy Lisbon has completed an internal vetting on the 
individual listed above and found no derogatory information. 


3. The Department\'s prompt consideration and reply to this 
request is greatly appreciated. The Embassy POC is Pol-Econ 
Gina Felix, ph 351-21-770-2331. 

Hoffman 
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E.O. 12958: N/A 

TAGS: PREL, SENV, TPHY, KPAL, JO, IS, XF 

SUBJECT: EXACT Continues to Play a Vital Role in Fostering 
Arab-Israeli Cooperation on Water 


Sensitive but Unclassified. Not for internet distribution. 


1. (SBU) SUMMARY: The USG organized a Steering Committee meeting of 
the Regional Water Data Banks project (EXACT) July 15 - 16 at the 
Dead Sea in Jordan. EXACT is a project initiated under the 
Multilateral Peace Process Working Group on Water Resources. The 
EXACT meeting brought Palestinian, Israeli and Jordanian water 
officials together for the 24th time since the project started in 

1995; officials and experts from the U.S., the UK, the EU, and the 
Netherlands, whose governments all contribute expertise and 
resources to project activities, also participated. For the first 

time in more than one and one-half years, a Palestinian Water 
Authority official participated in the meeting. In their executive 
session, the Israeli, Palestinian, and Jordanian teams agreed on the 
importance of continuing to work together on the project and 

pursuing additional possible donors to support their various project 
activities. The three core parties also agreed to meet again in 
executive session in Jerusalem in a few weeks to follow up on 

several action items. The U.S. continues to play a leading role in 
working with the three core parties to help them develop their 
Regional Water Training Initiative. END SUMMARY. 


EXACT Activities Continue; PA Returns to the Table 


2. (SBU) The Regional Water Data Banks Project (known by the 
acronym EXACT, representing the name of its steering committee, the 
EXecutive ACtion Team) consists of a portfolio of technical 

activities undertaken by the core parties: experts from Israel, 
Jordan, and the Palestinian Authority (PA). All the activities are 
designed to build capacity and improve the parties\' technical 
capabilities to address a wide range of water issues. At the July 
15-16 meeting, the donors, and the Israeli and Jordanian delegations 
all welcomed the Palestinian Water Authority back to the project. 
From the time that Hamas took control of the PA until the formation 
of the Fayad-led PA, Palestinian participation was limited to 
non-governmental Palestinian water experts and personnel from 
President Abbas\' office. 
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3. (SBU) Despite the difficult conditions under which all EXACT 
members had been working since March 2006, project activities have 
continued. The EU reported that it continued to work with the core 
parties on developing a Decision Support System (a computer program 
designed to help better manage water resources), carried out 
training activities, and provided laboratory equipment to the core 
parties. The EU delegation noted that its current activities will 

end in mid-2008 and that it looked forward to working with the core 
parties to develop a proposal for follow-on project activities. The 
Dutch reported that they have continued to work with the core 

parties to develop the water treatment and artificial recharge sites 

in Jordan, Israel, and the Palestinian territories. The Dutch will 

host a regional workshop in Jerusalem in September to discuss 
results from the different sites. The Dutch delegation also 
announced that it has extended its project activities through 2010. 
The UK reported that it has continued to work with the parties to 
define the pollution problems present at the project sites and 

design appropriate mitigation approaches. The UK also noted that it 
had just finished a very successful regional experts workshop in 
Aqaba. 


4. (SBU) U.S. Chair NEA Senior Advisor for S&T Charles Lawson 
reported that the U.S. has continued to work with the core parties 

on their Regional Water Training Initiative. The U.S. senta 
three-person expert team to the region in February 2007 to help 
assess the core parties\' training needs and develop the outlines of 
a work plan for the initiative. All the EXACT members welcomed the 
expert team\'s paper as a good first step upon which to build the 
initiative. The U.S. announced that it would organize a regional 
workshop in the fall at which experts from the core parties and the 
donors would develop the detailed initiative work plan. The U.S. 
also reiterated its commitment to help support implementation of the 
initiative by offering to support specific training courses once the 
core parties finalized the work plan. 


Reaching out to Potential Donors 


5. (SBU) As they have done in the past, the core parties expressed 
their great interest in bringing new donors into EXACT. Lawson 
reported that, based on conversations he had had with Swedish 
officials, Sweden was very interested in becoming a member of EXACT. 
He noted that in order for the core parties to secure Swedish funds 
that are available this year, they would have to submit a proposal 

to the Swedish International Development Agency (SIDA) as soon as 
possible. The core parties agreed to do so. Lawson also noted that 
he had been contacted by an Italian NGO that was interested in 
participating in EXACT activities. EXACT members agreed that 
contact should be made through the Italian government, since EXACT 
is agovernmental group. 


Column 3 


AMMAN 00003230 002 OF 002 


6. (SBU) The core parties also noted their continued interest in 
having Norway join EXACT. NOTE: Norway led several multilateral 
water projects over the years. However, due to internal problems, 
Norway stopped its participation several years ago. END NOTE. 
Lawson noted that Norwegian officials continued to express interest 
in re-engaging on regional water projects but that it was not clear 
when Norway might make a final decision. 


7. (SBU) COMMENT: The warm and collegial atmosphere that has 
exemplified the working relationship among EXACT members over the 
years was in clear evidence at the mid-July meeting. The Israeli, 
Jordanian, and Palestinian EXACT members, as they have done since 
the project started, demonstrated their continuing commitment to 
working together on EXACT. The EXACT mechanism, and its focus on 
technical issues, has provided a forum over the past 12 years for 
continuous Arab-Israeli cooperation despite regional, political 

instability. 


8. U.S. Chair Lawson has cleared this message. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/jamman 
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SUBJECT: SPANISH DEFENSE POLDIR ON LEBANON, AFGHANISTAN, 
KOSOVO 


REF: A. MADRID 1202 
B. STATE 102187 
Classified By: DCM Hugo Llorens for reasons 1.4 b & d. 


1.(C) SUMMARY: MOD Secretary General for Defense Policy 
Luis Cuesta told DCM on July 26 that Spain believes that the 
UNIFIL mission in Lebanon is helping. He rejected press 
reports that Spanish troops in Lebanon had been working with 
Hizballah. Cuesta said that MOD would be working throughout 
August to prepare for the deployment of its two military 

training teams, which would be in Afghanistan in September. 
He said that Spain had talked to Kyrgyzstan about the 
importance of the continuing use of Manas air base. Cuesta 
said that politically and legally it would be very hard for 

Spanish troops to remain in Kosovo after a declaration of 
independence in the absence of a UNSCR, but accepted DCM\'s 
request to examine the details of the existing UNSCR. 

Finally, Cuesta said that Spain is considering nominating 
CHOD GEN Felix Sanz for chairman of the NATO Military 
Committee. END SUMMARY. 


-- LEBANON: UNIFIL IS WORKING -- 


2. (C) Cuesta said that Spain believes that UNIFIL is 

achieving its mandate by helping the Lebanese army; reducing 
movement of weapons; and preventing attacks from Lebanon into 
Israel and vice versa. He said that Spain currently sees no 
signs of an impending return to violence, noting that (1) 
Hizballah generally prefers calm at the moment as it tries to 
build electoral support; (2) UNIFIL is taking care of 

security, allowing political efforts to move forward; and (3) 
international attention to the Israel/Palestine problem often 
lowers the temperature in Lebanon. Cuesta said that as long 
as the political and security conditions remain as they are 

now, Spain will keep its troops in UNIFIL. 


3. (C) Cuesta denied press reports that Spanish troops had 
been operating with Hizballah in Lebanon, saying that Spain 
had no/no contact with the armed parts of Hizballah. He said 
that there was some coordination at the political level by 
their embassy in Beirut, but not in the field. Cuesta said 

that Hizballah sees the Spanish presence as competition for 
the hearts and minds of the local people. Furthermore, he 
said that while he didn\'t directly blame Hizballah for the 

car bombing that killed six Spanish soldiers, which he said 
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was the work of foreigners on behalf of the international 
jihad, he found it unlikely that such an attack could have 
happened in a Hizballah-controlled zone without at least the 
acquiescence of the group. 


-- AFGHANISTAN: SPANISH OMLTs ALMOST ON THEIR WAY -- 


4. (C) DCM told Cuesta that Spain should be pleased by the 
high marks that it gets for the civ-mil cooperation at its 
Spanish Provincial Reconstruction Team (PRT) in Afghanistan. 
He said that the US recognizes that countries bring different 
assets and attributes to a mission like ISAF, and does not 
seek to force countries to do things that they cannot do. 

That said, it is time for Spain to fulfill its own commitment 

by deploying its military training teams (OMLT) as soon as 
possible. The DCM noted that we were disappointed that the 
Spanish OMLTs had not been deployed as scheduled in early 
June. DCM said that the sort of institution-strengthening 
represented by the Afghan national security force training 
mission is exactly the role that Spain sees for itself. 


5. (C) Cuesta said that the OMLTs would go in September. He 
said that Defense Minister Alonso had planned to get 
Parliamentary approval for the mission in late June, but had 

to change his plans after a car bomb killed six Spanish 

soldiers in Lebanon. Cuesta said that while Alonso would 
have to wait till early September to go to Parliament, MOD 

was already laying the groundwork to ensure quick deployment 
once Parliament approved. He said that MOD teams had met 
with the Afghan MOD in Kabul, were examining a few key 
updates that would be needed in the NATO OPLAN, and would be 
at Camp Stone advancing the OMLTs arrival by mid-August. 


6. (C) Regarding signs of Taliban activity (including two 
recent attacks against Spanish patrols) in the area of the 
Spanish PRT in Badghis province, Cuesta said that Spain is 
not overly concerned. He said that their numbers are small 
and they are mostly \"part-time Taliban\" who are not 
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well-trained. Cuesta said that Spain appreciates being able 
to patrol with the Afghan National Army (ANA) troops that 
recently came to Badghis, and that as other ANA troops are 
trained and available, they will be able both to push back 
the Taliban and to expand development and reconstruction 
efforts outside the province\'s capital. 


7. (C) Cuesta also mentioned Spain\'s appreciation of the 
recent dialogue at NATO regarding coordination between ISAF 
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and OEF. He said that Spain believed that such discussions 
should be held away from the public eye, but are important in 
making the mission successful and ensuring adequate political 
supervision over military operations. DCM agreed that no one 
wants to see civilians killed and that coordination can 

always be improved, but noted that ISAF and OEF must continue 
to carry out tough missions that ultimately reduce the 

Taliban threat. 


-- SPAIN PUSHES CONTINUED USE OF MANAS -- 


8. (C) Following up on a previous conversation (ref A), 

Cuesta told DCM that Spain had talked to Kyrgyzstan about 
maintaining use of Manas air base and keeping the topic off 
the agenda for the Shanghai Cooperation Organization meeting. 
He said that Spain had approached Kyrgyzstan both in the 
capital and in Brussels. In both places, the GOK had 

promised that Manas would not be on the agenda for the SCO 
meeting and had said that GOK would continue to permit use of 
the base consonant with its international counterterrorism 
commitments. Cuesta said that Spain feels strongly about the 
importance of continued use of the base. 


-- KOSOVO: TOUGH TO STAY WITHOUT UNSCR -- 


9. (C) Drawing on ref B points, DCM made the case that a 
decision on Kosovo independence cannot be avoided forever; 
that further delay endangers KFOR; that the US and allies 
have bent over backwards to propose creative solutions; and 
that Spain needs to stay committed to the EU position rather 
than taking action that could break the international 
consensus. He asked Cuesta to take a close look at UNSCR 
1244, which we believe authorizes a continuing presence in 
Kosovo even if Kosovo were to declare independence after the 
120 day negotiating period. 


10. (C) Cuesta replied that while he does not expect security 
problems during a transition period, it would be important 
from the MOD perspective to keep a robust international 
presence. However, he said that both legally and 

politically, Spain needs a UNSCR to keep troops deployed in 
Kosovo. Promising to take another look at 1244, Cuesta said 
that Spanish participation could depend on whether Kosovo\'s 
neighbors might recognize it, but that the political lead 

would belong to MFA policy director Dezcallar, not to him. 


-- GOOD DEFENSE INDUSTRIAL COOPERATION -- 
11. (C) DCM said that while procurement issues don\'t belong 


to Cuesta, they are an important aspect of the bilateral 
defense relationship. Cuesta thanked the Embassy for 
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recently helping Spain to resolve a licensing paperwork issue 
that was threatening to hold up the delivery of Spanish built 
frigates to Norway. DCM noted that Raytheon (which had 
teamed with Spanish company EADS-CASA) is appealing the 
Pentagon\'s decision to award the Joint Cargo Aircraft 
contract to an Italian consortium, underlining that the 

process was being carried out with complete transparency. He 
said that, while Spanish companies don\'t win every contract 
on which they bid, they are successful in the US market, 
increasingly teaming with US firms and winning subcontracts. 
DCM also mentioned the recent briefing that Spanish air force 
and navy chiefs had received on the Joint Strike Fighter 
program. He said that in the future, many allies will take 
advantage of the JSF\'s fifth generation technology. 


-- SANZ FOR NATO MILITARY COMMITTEE CHAIR?? -- 


12. (C) Cuesta said that one of the US\'s best friends in 

Spain, Chief of Defense GEN Felix Sanz, was likely to be 
Spain\'s nominee for chairman of the NATO military committee. 
Emphasizing that Defense Minister Alonso had not yet cleared 
the nomination with President Zapatero, Cuesta said that MOD 
is convinced that Sanz would be a superb candidate because of 
his significant international experience and skills as a 
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conciliator. He argued that as one of only three \"core\" 
countries not to have held the post, it is Spain\'s turn, and 

said that naming a chairman from a southern European country 
would be a good sign to the Med Dialogue countries that NATO 
is attentive to its southern flank. 

AGUIRRE 
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E.O. 12958: DECL: 07/30/2032 

TAGS: PGOV, TW 

SUBJECT: KMT CHAIRMAN WU ON PRESIDENTIAL RACE, UN 
REFERENDUM, AND MA VISIT TO THE U.S. 


Classified By: AIT Director Stephen M. Young, Reason(s): 1.4 (B/D). 


1.(C) Summary: DPP vice-presidential hopefuls Yeh Chu-lan 
and Su Tseng-chang are both formidable opponents, and either 
would help DPP presidential candidate close the gap with KMT 
presidential candidate Ma Ying-jeou, KMT Chairman Wu 
Po-hsiung told the Director on July 27. However, the KMT is 
more united at this point in the campaign than Wu and others 
had expected, enabling the KMT to put its full strength 

behind campaign tactics like a UN referendum of their own. 
The KMT does not want its referendum to pass, Wu explained, 
but instead hopes to dilute public support for the DPP 
referendum on joining the UN as \"Taiwan.\" Wu expressed 
concern that Ma\'s next visit to the U.S. must rival the 

success of his last; otherwise, it would appear to Taiwan 

that U.S. support for Ma is dwindling. DIR assured both men 
that the USG would remain impartial and treat both candidates 
equally. The KMT remains worried that DPP campaign cries for 
\"Taiwan identity\" will trump the KMT\'s emphasis on practical 
economic concerns. Wu predicted that China will sit tight 
during this election to avoid branding Ma as Beijing\'s 

favorite. End Summary. 


Both Potential DPP V-P Candidates Will Boost Hsieh 


2. (C) KMT Chairman Wu Po-hsiung, accompanied by Vice 
Chairman John Kuan (Kuan Chung) and Amb. Steven Chen, told 
DIR on July 27 that DPP presidential candidate Frank Hsieh 
(Chang-ting) will likely choose former premier Su Tseng-chang 
or former vice premier Yeh Chu-lan as his vice-presidential 
running mate. Both are formidable opponents, who will bring 
different strengths to the DPP ticket. Yeh is female and an 
ethnic Hakka. Her gender will mean little to most voters, Wu 
predicted, but as a Hakka she will certainly help Hsieh 

attract Hakka voters in Taoyuan, Hsinchu, and Miaoli 

counties. Hakka voters in these three counties typically 

back KMT candidates two-to-one over their DPP opponents, Wu 
continued, but if Yeh joins Hsieh\'s ticket, Hakka voters 
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could split almost evenly between the two parties. For his 
part, Su has established himself as an expert administrator 
in Pingtung and Taipei counties, where he remains very 
popular. For these reasons, Wu worried that Su could sap 
large numbers of voters from the Ma-Siew ticket, even in 
traditionally \"Blue\" counties like Taipei. 


KMT Referendum A Means, Not An End 


3. (C) Wu told the DIR that, despite lingering personal 

conflicts between certain party leaders (e.g. Ma and LY 

Speaker Wang Jin-pyng), the KMT is \"more unified\" in its 
opposition to \"DPP campaign tactics\" than expected at this 
point in the legislative and presidential campaigns. KMT 

party leaders, he said, fully understood that the DPP is 

using its UN referendum to promote \"Taiwan identity\" and to 
draw Green voters to the polls. In response, KMT leaders 
further agree that the best strategy is to dilute support for 

the DPP referendum by offering voters a KMT alternative. 
Although the KMT does not actually want any of the proposed 
referenda, including its own, to pass, party leaders felt the 

KMT could not let the DPP referendum go unchallenged. Voters 
will support the DPP or KMT version, but not both, Wu 

asserted, increasing the likelihood that neither will pass. 

DIR told Chairman Wu that the US supports Taiwan\'s democracy, 
but wished to avoid actions which could damage US-PRC-Taiwan 
relations. Wu stressed that the KMT continues to view the 

U.S. as Taiwan\'s most important political, economic and 
military ally, and urged the USG to view the KMT referendum 

as consonant with U.S. efforts to keep Taiwan\'s democratic 
process from touching on sensitive sovereignty-related 

matters. 


KMT Concerned About Lukewarm US Reception For Ma? 


4. (C) Noting the success of then-KMT Chairman Ma\'s visit to 
the U.S. in March 2006, Amb. Chen sought assurances from DIR 
that Ma would enjoy an equally warm reception should he visit 
the U.S. this fall. Taiwan voters will certainly compare the 

two visits, Chen explained, and would interpret a less 
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enthusiastic reception as a sign of waning U.S. support for 

Ma. Chen insisted that Ma must \"at least outshine Frank 
Hsieh,\" who returned to Taiwan from the U.S. on July 30. DIR 
responded that the USG strives to treat Taiwan\'s presidential 
candidates equally, and that Ma is welcome to visit the U.S. 
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if he wishes to do so. But the USG could not guarantee in 
advance who would be available to meet with Ma during his 
visit, due to the demands of other pressing issues. (Note: 
The specific quarrel centered around the Deputy Secretary of 
State\'s availability. End Note.) 


Campaign Is Head-vs-Heart Struggle 


5. (C) This presidential election pits the KMT\'s promise of 
economic recovery against the DPP\'s promise of a greater 
\"Taiwan identity,\" Wu explained. Vice-Chairman John Kuan 
explained that KMT leaders are worried that the DPP\'s 
\"emotional\" appeal could trump the KMT\'s \"rational\" appeal to 
their pocketbooks. DIR asked how the Ma campaign responds to 
the DPP challenge on \"identity.\" Wu insisted that Ma had 
responded to each of the DPP\'s recent salvos, but he claimed 
the press had not been giving these responses the attention 
they deserved. Ma has the harder job of explaining how a 
common market with China might work, Wu argued, while Hsieh 
and the DPP need only to equate it with \"One China\" to poison 
many voters against the idea. 


KMT Ranks are Increasingly Taiwanese, But Leaders Aren\'t 


6. (C) DIR then asked whether the KMT had become \"Taiwanese\" 
enough to appeal to Taiwan\'s centrist voters. Wu, a 
Taiwan-born Hakka, replied that one\'s status as a 
\"mainlander\" or \"Taiwanese\" was no longer important to one\'s 
eligibility for leadership positions within the party. KMT 
membership demographics increasingly resemble those of 
Taiwan\'s general population, Wu continued, with similar 
proportions of \"mainlanders\" and \"Taiwanese.\" Nonetheless, 
most of the KMT\'s most prominent leaders are mainlanders, Wu 
conceded, a fact which the DPP continues to exploit during 
elections. 


PRC Will Keep Its Mouth Shut 


7. (C) What is the PRC\'s current attitude toward Taiwan, DIR 
asked, particularly toward President Chen? Wu asserted that 
Chinese President Hu Jintao is facing internal political 
pressures because Chen has already crossed several of the 
Anti-Secession Law\'s red lines with impunity. Nevertheless, 
Hu and others in the PRC leadership understand that reacting 
too harshly to Chen will only strengthen the position of Chen 
and the DPP, to the detriment of Ma and the KMT. Beijing 
will continue efforts to avoid showing any clear preference 

for Ma, or opposition to Hsieh, Wu predicted, to avoid 
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helping the DPP or undermining Ma\'s presidential chances. 


Comment 


8. (C) Typically, Taiwan presidential candidates from both 
parties want to visit the U.S. because it gives them a chance 
to burnish their international credentials and to communicate 
directly with the USG. But the KMT leadership, perhaps Ma 
himself, seems more interested in damage control -- keeping 
Ma from anything that might negatively affect his campaign. 
This suggests that they are worried over the U.S. reaction to 
the KMT\'s own UN referendum proposal, and are hoping to 
ensure a positive program before committing to the trip. We 
will continue to respond that the U.S. aims at general 

parity, but will not succumb to a priori \"guarantees\" about 
the level of meetings or the agenda. 

YOUNG 
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E.O. 12958: N/A 

TAGS: PREL, PBTS, PGOV, KPAO, SCUL, SR, MW, YI 
SUBJECT: NATIONWIDE MEDIA APPEARANCES IN SERBIA BY 
OUTGOING AMBASSADOR MICHAEL C. POLT 


1. Summary: From July 17-26 outgoing U.S. Ambassador 
to Serbia Michael C. Polt conducted a series of 

interviews with a broad spectrum of Serbian media in 
which he forcefully conveyed messages on U.S. 
ambitions for Kosovo, Serbia and the region. The 
Ambassador reiterated that the U.S. supports 

supervised independence for Kosovo and a Serbia fully 
integrated into the Euro-Atlantic community. The 
interviews reached huge numbers of the viewing and 
reading public in Serbia, ensuring that critical USG 
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messages, especially on Kosovo and future bilateral 
relations, could not be misinterpreted. End Summary. 


2. During his last weeks at post, Ambassador Polt gave 
a series of interviews to a spectrum of Serbian media 
outlets, including local Radio Velika Plana, 
Vojvodina-based daily Gradjanski List, wide 

circulation Belgrade daily Blic, wire service BETA, 
national broadcaster TV B92 and influential daily 
Danas. Excerpts of the interviews were subsequently 
carried by other Serbian print media and news agencies 
(RTS, TV Pink, TV Avala, TV Vojvodina, Politika, 
Vecernje Novosti, Blic, Kurir, Dana, etc) ensuring 

that the Ambassador\'s message of the need for a final 
resolution on Kosovo and a future path towards 
integration with the West for Serbia was multiplied 
many times over. Highlights of the coverage follow. 


MEDIA HIGHLIGHTS 


3. In an extensive interview with Novi Sad-based 
daily Gradjanski List titled \"People are More 
Important than a Piece of Land,\" Ambassador Polt 
explained that Kosovo is not a precedent that will 
trigger a domino effect in other breakaway regions 
throughout the world and stressed that Kosovo is a 
unique case. He stated that he very much respected 
the significance Serbia attaches to Kosovo in 
historical and religious terms as well as in the 
context of the nation\'s ancestral heritage. He also 
said that the unresolved status of Kosovo prevents 
Serbia, Kosovo and the entire region from making 
progress. Ambassador Polt reiterated that he hopes 
Kosovo will have the status of supervised independence 
by the end of the year and assessed that such an 
outcome will lead to a stronger and more successful 
Serbia, fully integrated in the Euro-Atlantic family 

of nations. He added that RussiaQs backing of the 
Serbian governmentQs position on Kosovo did not 
contribute to reaching an agreement. 


4. In a farewell interview with daily Blic, 

Ambassador Polt described his mandate in Serbia as 
\"intensive.\" The daily wrote that the Ambassador said 
a new resolution on Kosovo is not possible in the UNSC 
because Russia, on behalf of Serbia, has blocked the 
process in spite of many offered draft resolutions. 
\"Kosovo\'s status has to be resolved and if that is not 
possible within the UNSC, we will find another way to 
reach a solution,\" said the Ambassador. 
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5. In an interview with BETA news agency that was 
also carried by RTS, Fox, TV stations Kosava, Pink and 
Avala and dailies Politika, Vecernje Novosti and 

Kurir, Ambassador Polt said that the U.S. will work 

with the EU and Russia, if the latter wants to 

cooperate, to ensure that after 120 days of 

negotiation Kosovo status will be resolved. The U.S. 
believes that independence is the best solution for 
Kosovo and intends to see it implemented, if not 
through a UNSC resolution, then in some other way, the 
Ambassador told BETA, adding that even though the U.S. 
backs independence, it does not agree with Kosovo 
unilaterally declaring independence. 


6. In his farewell interview with TV B92, aired 

during prime time on July 26, Ambassador Polt said 
that the upcoming negotiations between Belgrade and 
Pristina would be the final phase in determining the 
future status of Kosovo. The Ambassador said that 
while he had no high hopes for making any significant 
progress, but that we should give the negotiations 
one more try before wrapping up the process. 
QKosovo\'s status will be resolved in one way or 
another,Q the Ambassador stated, adding that the U.S. 
continues to insist that independence is the best 
solution for Kosovo. Ambassador Polt said he would 
grade bilateral relations at the end of his 
ambassadorial term as \"B+\" from the U.S. side. He 
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stated thatthe GOS would no doubt give a lower grade,\" 
but added that Washington was striving to make the 
grade an \"A.\" 


7. On July 27, Ambassador Polt visited editors and 
journalists of Belgrade daily Danas. The Ambassador, 
in his last public appearance in Serbia, said that he 

is still an optimist regarding Serbia\'s future as a 
productive member of Euro-Atlantic organizations. He 
also said that he was the \"luckiest ambassador\" 
because he had had an opportunity to work with an 
excellent team in the Embassy Belgrade and to meet 
many average citizens across Serbia. 


8. Daily Danas last week published an op-ed by 
columnist Natasa Odalovic who in an interesting and 
positive way described why she is sorry that 
Ambassador Polt is departing. Odalovic saw the 
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Ambassador \"as rare among ambassadors who had 
difficult dealings with the government but who made 
himself very available to the media, and elegantly 
refused to underestimate the intelligence or hurt the 
feelings of the average citizen of Serbia.\" 


9. Comment: Ambassador Polt\'s \"farewell statements\" 
received significant media coverage in Serbia. The 
message Clearly picked up by the local media is that 
while the U.S. agreed to the resumption of 

negotiations on the future status of Kosovo, the U.S. 
position on independence had not changed. The 
Ambassador repeatedly stated that \"the U.S. is a 

friend, not an enemy of Serbia\" despite its 
disagreements on the Kosovo issue. The Ambassador\'s 
messages strongly reflected and repeated recent 
statements by President Bush, the Secretary, U/S 
Burns, A/S Fried and other senior USG officials on 
Kosovo\'s status and U.S.-Serbia relations. 

Nonetheless, the Serbian media and the general public 
continue to cling to their emotional understanding of 

the Kosovo issue (\"K-Albanians are trying to rob 

Serbia of 15% of its territory with the help of the 
Americans.\") We will therefore continue public 

outreach efforts with optimistic and future-oriented 
messages 
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OO RUEHWEB 

DE RUEHTC #1436 2130715 

ZNR UUUUU ZZH 

O 010715Z AUG 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9925 
RUCNDT/USMISSION USUN NEW YORK IMMEDIATE 4306 


SIPDIS 
SIPDIS 


STATE FOR EUR/PGI (ELDRIDGE) AND IO/PPC (BATLLE) 
USUN FOR MCBRIDE 
NSC FOR MCDONALD 


E.O. 12958: N/A 

TAGS: PREL, SOCI, TSPL, UNGA 

SUBJECT: NETHERLANDS/UNGA: FM VERHAGEN TO ATTEND GENERAL 
DEBATE WHILE PM BALKENENDE ONLY COMING FOR CLIMATE CHANGE 


Column 3 


REF: A. A. SECSTATE 101170 
B. B. SECSTATE 104172 


1. This is an action request. Please see paragraph (5). 


2. Jan Peter Balkenende, Prime Minister, the Netherlands: 
plans to attend the Climate Change Ministerial Meeting on 
September 24th but will not attend the General Debate. 
Balkenende will likely arrive somewhat prior to the 24th and 
leave sometime around the 25th. No information as to whether 
his spouse will accompany him. 


3. Foreign Minister Maxime Verhagen, the Netherlands: plans 
to attend the General Debate. The dates for FM Verhagen\'s 
visit have not yet been finalized. No information as to 
whether his spouse will accompany him. 


4. Neither minister requires interpretation assistance. 
(Comment: These plans will remain tentative until the second 
half of August when the ministers return from vacation. End 
Comment). 


5. Action request: Given that Verhagen, rather than 
Balkenende, will be the Dutch representative at the UNGA 
General Debate, Head of Dutch MFA Political and Legal Affairs 
Division Peter Van der Vliet was curious whether Verhagen\'s 
spouse would be invited to the event hosted by Mrs. Bush (ref 
b). 
GALLAGHER 
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FM AMEMBASSY BAGHDAD 

TO RUEHC/SECSTATE WASHDC 2569 

INFO RUCNRAQ/IRAQ COLLECTIVE 
RUEHBY/AMEMBASSY CANBERRA 0052 
RUEHLO/AMEMBASSY LONDON 1654 
RUEHRO/AMEMBASSY ROME 0099 
RUEHKO/AMEMBASSY TOKYO 0053 
RUEATRS/DEPT OF TREASURY WASHDC 
RUEHBS/USEU BRUSSELS","UNCLAS BAGHDAD 002550 


SIPDIS 


SENSITIVE 
SIPDIS 
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E.O. 12958: N/A 

TAGS: ECON, EFIN, EAID, IZ 

SUBJECT: IRFFI DONORS DISCUSS TERMS OF REFERENCE 


1. (SBU) The Italian Embassy hosted an informal meeting of 
the International Reconstruction Fund Facility for Iraq 

(IRFFI) Donors Committee on July 31. Representatives from 
Donor countries were invited to review a draft report on the 
Terms of Reference (TOR), which were originally raised at the 
last IRFFI meeting in Istanbul. Comments on the TOR are due 
by September 10, and the final product is scheduled for 
release by September 30. A soft copy ofthe TOR will be sent 
separately. The next official IRFFI Donors Committee meeting 
will be held in Bari (Italy) October 29-30. 


2. (SBU) Earlier the same day, Donors Committee Co-Chair 
Gianludovico de Martino met with his Iraqi Ministry of 

Planning and Development Cooperation Co-Chair counterpart, 
Dr. Faik Al Rasol (on behalf of Minister Ali Baban), to 

discuss the draft TOR. Martino noted that the focus for IRFFI 
now would be a transition to an Iraqi-led reconstruction and 
development process. Emphasis has shifted to implementation, 
monitoring, evaluation and ensuring the sustainability of 
projects. 


3. (SBU) Member comments highlighted the need to avoid 
duplication of effort with the International Compact with 

Iraq (ICI). Currently, separate Secretariats for IRFFI and 

ICI are being developed, and all agreed that IRFFI should aim 
to complement the ICI. Additionally, IRFFI would solicit new 
monetary donations from lraq\'s neighbors, namely the Gulf 
states. 


CROCKER 
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FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 6016 
INFO RUEHAM/AMEMBASSY AMMAN PRIORITY 0317 
RUEHBJ/AMEMBASSY BEIJING PRIORITY 8144 
RUEHLB/AMEMBASSY BEIRUT PRIORITY 0258 
RUEHEG/AMEMBASSY CAIRO PRIORITY 0277 
RUEHDM/AMEMBASSY DAMASCUS PRIORITY 0475 
RUEHLO/AMEMBASSY LONDON PRIORITY 1849 
RUEHMO/AMEMBASSY MOSCOW PRIORITY 1791 
RUEHFR/AMEMBASSY PARIS PRIORITY 5660 
RUEHRH/AMEMBASSY RIYADH PRIORITY 0536 
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RUEHUL/AMEMBASSY SEOUL PRIORITY 4210 
RUEHTV/AMEMBASSY TEL AVIV PRIORITY 0713 
RUEHJM/AMCONSUL JERUSALEM PRIORITY 0342 
RUEKJCS/CJCS WASHINGTON DC PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 
RHEHAAA/NSC WASHDC PRIORITY 
RUEKJCS/SECDEF WASHDC PRIORITY 
RHMFIUU/USCENTCOM MACDILL AFB FL PRIORITY 
RUEHBS/USEU BRUSSELS PRIORITY 
RUCNDT/USMISSION USUN NEW YORK PRIORITY 5229 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, MOPS, IS, SY, JA, KPKO 

SUBJECT: JAPAN TO EXTEND SELF DEFENSE FORCE PARTICIPATION 
IN GOLAN HEIGHTS OBSERVER FORCE 


1. (U) Japan decided July 31 to extend Japan Self Defense 
Force (JSDF) participation in the U.N. Disengagement Observer 
Force in the Golan Heights (UNDOF) for an additional six 
months ending March 31, 2008, according to press reports 
confirmed by MOFA contacts. The decision was made in 
response to a July 20 UNSC decision to extend the mandate of 
UNDOF for another six months. 


2. (U) Japan has been providing rear area support to UNDOF by 
sending Ground Self Defense Force (GSDF) units and other 
personnel to take part in transport operations and road 

repair work since February 1996. In addition, the Air Self 
Defense Force (ASDF) has been supporting the GSDF with 
occasional airlifts of food and other supplies with its C-130 
transports, although the ASDF is not a member of UNDOF. 


3. (U) The decision to extend JSDF participation was based on 
the understanding that Japan, as a member of the 
international community, should continue making contributions 
toward the achievement of peace in the Middle East, according 
to MOFA Foreign Policy Bureau\'s Peacekeeping Operations 
Office. 

SCHIEFFER 
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TO RUEHC/SECSTATE WASHDC 6017 

INFO RUEHFK/AMCONSUL FUKUOKA 2334 

RUEHNAG/AMCONSUL NAGOYA 1380 

RUEHNH/AMCONSUL NAHA 4762 

RUEHOK/AMCONSUL OSAKA KOBE 5934 

RUEHKSO/AMCONSUL SAPPORO 3108 

RULSDMK/DEPT OF TRANSPORTATION WASHINGTON DC 

RUCPDOC/DEPT OF COMMERCE WASHINGTON DC","UNCLAS SECTION 01 OF 03 TOKYO 003507 


SIPDIS 
STATE PLEASE PASS TO USTR 


SIPDIS 
SENSITIVE 


E.O. 12958: N/A 
TAGS: ETRD, ECON, ECOM, JA 
SUBJECT: Earthquake Dents Japan\'s Auto Industry 


1. (SBU) Summary. The July 16 earthquake off Niigata affected 
the Japanese auto industry nationwide. Production recovered 
relatively rapidly, however, and industry sources tell us that 

lost production will be made up by year end. Companies\' all- 
important bottom lines will only be minimally affected, if at all. 


The quake provoked some criticism of the industry\'s vaunted just-- 
in--time lean production system and anxieties over the 
vulnerability of manufacturing supply chains. The auto industry 
and METI claim the system worked as designed: maintaining low 
inventories and a flexible workforce, hallmarks of the lean 
production system, proved to be the most cost-effective way to 
manage risk. In the future, the auto industry will be hedging 

its bets and looking to disperse production around Japan and 
abroad. The dominant position of Japan in key manufacturing 
areas and the concentration of production in certain companies 
and plants create the lingering possibility that a major natural 
disaster in Japan could affect manufacturing globally. End 
summary. 


The Effect of the Earthquake on Auto Production 


2. (U) The earthquake off Niigata on July 16 shook the auto 
industry all over Japan. Riken Company\'s Kashiwazaki plants in 
Niigata prefecture produce fifty percent of the piston rings used 

by vehicle manufactures in Japan and seventy percent of seal 

rings used in hydraulic transmission systems on vehicles. By 

July 18 auto companies began to announce plant shutdowns due to 
lack of these key components starting July 19. The auto plants 
stayed shut until the Riken re-started some of its production 
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lines on July 22, allowing the automakers to resume production as 
of July 25. The effects of the earthquake on output, however, 

will be felt for another few weeks. Fujio Cho, Chairman of 

Toyota and the Japanese Automobile Manufacturers Association 
(JAMA), told the press on July 25 that the assembly plants would 
not resume full operation until the end of the mid-August 

holidays. Toyota President Katsuaki Watanabe announced his firm 
missed production of 60,000 vehicles, and depending on the source, 
nationwide production was delayed on 100,000-120,000 cars, buses 
and trucks, considerably more than the 40,000 units of lost 
production caused by the massive 1995 Kobe quake. New-car sales 
in the domestic market will temporarily decline, Cho said, noting 

that popular cars are out of stock at some dealerships because of 
suspended production. 


3. (SBU) The shutdowns and production delays are not expected 
to have a major impact on the industry, automakers\' overall 
production or bottom lines. (Note: Eight percent of the total 
Japanese work force -- 4.95 million people, of which 820,000 work 
in manufacturing -- are involved in the auto industry according 

to JAMA. Endnote.) The main shutdown period of July 19-24 
spanned a weekend and only three or four days of full production 
were lost: At Nissan, a company official told us their plants 

were down for just three days. Although the press reports some 
grumbling on the part of workers who may be working overtime or 
during holidays, a Honda official\'s remarks to us that that Honda 
can compensate by boosting production generally confirmed the 
press accounts of the industry\'s ability to make up lost 
production. One of the big investment houses shared their 
\"instant\" analysis with us, estimating a loss of 20 billion yen 

per day for halted production collectively for the automakers. 

This could be made up by year end by increased production in the 
second and third quarters. Toyota\'s President Watanabe 
independently confirmed the same in a statement to the press. 
The Big Three Japanese automakers -- Toyota, Honda and Nissan -- 
all told the media that the shutdowns would not affect exports. 


Debate Over the Just In Time -- Lean Production System 


4. (SBU) The press has questioned Japanese automakers\' just in 
time or lean production systems which focus on keeping minimal 
inventories. Widely acknowledged to be an effective production 
method during normal times, its strength now seems to be a major 
weakness. The industry and government, however, are disputing 
this criticism. A JAMA representative told us the cynicism 
displayed by the Japanese press toward the just in time-lean 
production system was unfounded. It is a system that works and 
strikes the correct balance in managing risks and costs. 


5. (SBU) A METI official added that, in fact, the principles of 
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the system were used to mitigate the consequences of the quake. 
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He underscored, moreover, the response was in accordance with 
pre-planned procedures the auto companies have developed to 
confront past production stoppages. Since an emergency and its 
effect on parts production cannot be predicted, the trick is to 
have a flexible workforce rather than a stockpile of \"gadgets.\" 
For example, he recounted, a while ago, a Toyota seat-making 
plant in the Philippines was hit by a labor strike. Observers 

had expected Toyota to stockpile seats as a precaution. Toyota 
did not, and when the walkout occurred, Toyota instead sent 
middle-aged Japanese women with seat-sewing experience to 
continue production. Similarly, the carmakers\' quick dispatch of 
some 700 workers to the damaged Riken plant demonstrated the 
resiliency of a production system that emphasizes labor 

flexibility rather than inventory stockpiles when confronted by a 
disaster. It was a very sophisticated response with logistics 

and support people being sent as well as engineers, the former 
arranging for housing and transport, freeing up the latter to do 
their primary work. (An industry insider explained to us that 
much of the equipment used by the automakers to produce engines 
is similar to the machinery at Riken. Thus, with the closure of 
the production lines, maintenance workers and engineers could be 
dispatched to Riken to repair the damage.) 


6. (SBU) Consulate Nagoya notes that Japanese automakers also 
may keep more inventory readily available than is generally 
understood, particularly for strategically important or single- 
sourced parts. On the plant floor, the just-in-time system may 
result in as little as two hours of inventory on hand, but 

depending on the part, nearby warehouses owned by the automakers 
can stock several days of supplies. The JAMA representative 
added that there is already some seasonal variation in 

inventories to take into account the possibility of a heavy 

snowfall interrupting the delivery of components parts from a 
snow-bound parts supplier. 


Worries Over Manufacturing Supply Chain Vulnerabilities 


7. (SBU) Although the industry may have dodged a bullet this 
time, the quake revealed an unexpected vulnerability -- at least 

to the general public and the press -- to Japanese manufacturing 
supply chains and has led to some fretting about other weak 
points, where one company has a large market share of a critical 
product. In the auto sector, several manufacturers have dominant 
market shares for other critical parts, e.g.: Denso Corp. has 60 
percent of the car air conditioner market; Asmo Co. supplies 53 


Column 3 

percent of radiator fans; and Tokai Rika produces 49.4 percent of 
the electrical switches. The quake also affected production at 
other companies such as Canon and additional electrical machinery 
and precision equipment manufacturers which rely on supplies from 
spring manufacturer Advanex, whose Kashiwazaki factory was also 
damaged. A Sanyo Electric chip making subsidiary stopped 
production temporarily due to the quake; the facility had 

suffered major damage from an earlier earthquake, which at the 
time caused a decline in Sanyo\'s earnings. 


8. (SBU) The Japanese press highlighted other industries that 
are vulnerable to disruption, the effects of which would not only 
be felt in Japan, but globally. The Yomiuri wrote that the 1995 
Kobe earthquake heavily damaged Kobe Steel\'s facilities, greatly 
disrupting the production of wire rods for valve springs on 
vehicle engines; with Kobe Steel\'s 50 percent of the global 
market share, the production of autos around the world was 
affected. The Yomiuri warned that Kobe Steel's Moka plant in 
Moka and Furukawa Electric Co.\'s Nikko plant, both in Tochigi 
Prefecture, are the sole world-wide manufactures of a substrate 
needed for the production of hard disks for personal computers 
and HD-DVD players, and Kuraray Co. has a share of about 80 
percent of the global market share in polyvinyl alcohol film 
which is used for a liquid crystal displays. 


9. (SBU) One Yomiuri editorial writer also used the quake as 
hook to expound on the dangers of foreign investment, noting on 
August 1 that, \"If a foreign company succeeds in a hostile 
takeover bid against Riken, all Japanese automakers will have 
their lifeline controlled by the foreign firm.\" Post has heard 
similar anti-FDI rhetoric before and does not think this opinion 
piece will have much impact -- the Yomiuri is the largest daily in 
Japan but is not the opinion leader on economic matters -- yet it 
is symbol of the depth of feeling here in some quarters about FDI 
and the lengths they will go to make their case. 


The Aftermath 
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10. (SBU) Despite the relative success of the auto industry\'s 
response, producers are hedging their bets. The JAMA 
representative emphasized that the quake provided a good 
opportunity to review supply chains and become more aware of 
problems resulting from concentration of production in one plant 

or area. Also, METI is recommending checking supply chains using 
a U.S. methodology to assess risk. Many big companies have 
already done this, but smaller companies have not. JAMA has 
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called on the parts and vehicle manufacturers to consider 
producing at multiple locations. Toyota announced it would 
reexamine its supply network to see if dominant manufacturers\' 
production can be dispersed. Riken is looking to distribute its 
production in Japan and as well as to China, the United States 
and Europe. 


Comment 


11. (SBU) The roll out of statistics in the Japanese press of 

the dominant market position enjoyed by certain component 
suppliers combined with the concentration of production in a few 
key plants is impressive for its implications were a major 

natural disaster to strike a central manufacturing area of Japan. 
As the Japanese auto-makers take stock of their manufacturing 
supply chain, identifying manufacturing vulnerabilities in Japan 
that could affect the global economy could be helpful preparation 
for the next big quake. Post expects the quake to give further 
encouragement to ongoing contingency preparations and disaster 
planning on the part of Japanese industry. Toyota, which is a 
proven learner as a company, will use the lessons of the quake to 
strengthen its operations and risk management practices. 
SCHIEFFER 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: ETRD, ECON, EINV, PGOV, CH 
SUBJECT: Amway or the Highway: QA in a Risky Business Environment 


1. (SBU) SUMMARY AND COMMENT: Amway is confident that its Quality 
Assurance (QA) program enhances the quality and safety of its 

products. As in its dealings with Wal-mart, the Chinese government 

seeks Amway\'s advice on ways to elevate safety standards and educate 
Chinese companies. Across-the-board, U.S. companies today are 
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playing a major role in shaping the consumer product/QA environment 
domestically and globally for Chinese-made products. This presents 
an opportunity for the USG to leverage Chinese policymakers\' 
receptiveness to U.S. business advice and expertise. This is 

another in our series of cables of interviews with U.S. and Chinese 
companies regarding consumer product safety and standards. END 
COMMENT 


Amway Sources Locally and from its U.S. Operations 


2. (SBU) Amway\'s Director of Technical Regulatory Services Hong Min 
Xu told us that the company generally relies on local Chinese 

suppliers to provide the raw materials, intermediate goods, and 

final goods for Amway\'s cosmetics, cleaning supplies, and household 
products. For some products, however, Amway buys the raw materials 
but assembles the final product at one of its China-based production 
facilities. In contrast, Xu explained, 99 percent of Amway\'s raw 
materials for its food products come from U.S. suppliers; that way, 
Amway can be assured that it is providing high quality goods. 


Good QA is Good Business 


3. (SBU) Amway\'s market strategy for China relies on a robust 
quality assurance system. Eighty QA engineers audit suppliers\' 
quality systems, product quality, and capacity at all levels of 
production, including raw materials, intermediate goods, final 

goods, and packaging. Amway, which received ISO 9001 certification 
from United Laboratories (UL) and BSI, has in the past required its 
Chinese suppliers to have similar certification. In recent years, 
Amway has raised its quality standards beyond ISO 9001 to guarantee 
the quality of products sold worldwide. While Amway generally uses 
U.S. quality and safety standards for its worldwide operations, Xu 
said, meeting this standard is sometimes impossible from 
country-to-country. However, Xu assured CongenOff, though without 
further clarification, this does not result in a lower level of 

safety or quality. 


4. (SBU) Amway maintains a list of \"qualified suppliers\" for its 
cosmetics, detergents, and other household products. To become a 
\"qualified supplier,\" a supplier goes through a 6-month to 3-year 
audit. Amway conducts regular inspections and audits of it 

\"qualified suppliers.\" If a supplier fails to meet standards 2-3 

times, Amway removes it from the firm\'s list of \"qualified 

suppliers.\" Amway also operates a Product Response System (PRS) 
used to elicit feedback from customers. This enables Amway to 
investigate instances of product failure and design solutions to 
prevent future occurrences. 


Amway to go \"Made in China\" for retail worldwide 
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5. (SBU) While Amway\'s China operations currently do not export 
products to the U.S., Xu volunteered that Amway would like to begin 
sending its products to the U.S. and other markets. In fact, prior 

to the pet food scandal, Amway had plans to export it \"softgel\" food 
supplements; this has put this on hold for the time being. Xu 

personally believes that Amway management now views one level of QA 
standards for all of its operations as a way to increase 

competitiveness and mitigate supply chain risk. 


Amway\'s QA investment has paid off 


6. (SBU) Xu was pleased that Amway had taken his advice and 
invested heavily in a quality control system, worldwide production 
facilities, and testing laboratories. This investment has resulted 

in local and national recognition. Xu explained that the national 
government has recognized Amway\'s testing laboratory as a national 
laboratory and frequently asks Amway to conduct tests on its behalf. 


Advice on Standards Given to the Chinese Government 


7. (SBU) Xu noted that the Chinese government frequently seeks out 
Amway expertise on international standards and ways to revise 

Chinese standards. He commended, with pride, that nearly fifty 

percent of his department\'s work consists of providing this expert 
advice. His work brings him into contact with the Ministry of 

Health (MOH), the Administration of Quality Supervision, Inspection 

and Quarantine (AQSIQ), the State Administration of Industry and 
Commerce (SAIC), and the State Food and Drug Administration (SFDA). 
To date, Amway has assisted the Chinese government in shaping and 
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creating some 170 technical standards. 


8. (SBU) Amway has also organized seminars on technical standards 
and safety regulations for these Ministries. One recent seminar on 
international regulatory standards included European Commission 
officials, U.S. scientists, and other technical standard experts. 

Amway sometimes works with the Cosmetic Ingredient Review (CIR) and 
trade associations - the Council for Responsible Nutrition and 
International Alliance of Dietary Food Supplements Associations 
(IADSA)- to advise the Chinese government on the Codex Alimentarius 
Commission\'s list of standards. Xu acknowledged that other foreign 
firms - Roche, Mead Johnson, Johnson & Johnson, Nestle, Heinz, P&G, 
Avon, and Este Lauder - also advise on international standards. 
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Too Many Cooks Spoil the Broth 


9. (SBU) Xu pointed out that many - actually too many - Chinese 
government agencies are involved in creating and enforcing product 
and safety standards. In Amway\'s case, nine agencies determine 
whether the company\'s products are acceptable. He complained that 
these agencies or, in some instances, different divisions with these 
agencies, issue conflicting standards and interpretations. He also 
believes that many Chinese agencies do not have the expertise to 
develop and enforce standards. 


10. (SBU) Five years ago, Xu said, the Chinese government actively 
sought to create sound technical standards and regulations. The 
government looked at different standards and regulations around the 
world as examples. In the area of cosmetics, for example, China has 
adopted the essence of the Cosmetic Ingredients Review\'s (CIR) 
recommended standards, as well as those of the European Union\'s. 
For food, China has generally looked to the U.S. standards as a 
model. Standards for other products have been an amalgam of 
internationally recognized and domestic standards. 


11. (SBU) China has grown weary of what it believes to be 

increasingly complicated and trade distorting standards in the 

European Union and the United States, Xu said. Additionally, 

Chinese companies, seeking a competitive advantage, have lobbied the 
Chinese government to adopt standards so limiting that only their 
company can benefit. Xu observed that these two factors have led to 

a decline in Chinese standards and stalled reform. 


GOLDBERG 
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E.O. 12958: DECL: 07/31/2022 

TAGS: PGOV, PREL, IV 

SUBJECT: SORO, FORCES NOUVELLES STAY TIGHT-LIPPED ON 
AUTHORS OF ATTACK 


REF: A. ABIDJAN 764 


B. ABIDJAN 755 
C. ABIDJAN 732 
D. ABIDJAN 719 


Classified By: EconChief EMassinga, Reasons 1.4 (b,d) 


1. (C) Summary. Emboff traveled to Forces Nouvelles 
stronghold Bouake to meet with key aides to Prime Minister 
Soro concerning the investigation into who attacked Soro on 
June 29 (reftel D, C). Soro aide Cisse Sindou said the PM 
will not comment on who the authors of the attack were until 
an international investigation is conducted, and his top 
lieutenants on the civilian and military side appeared to 

fall in line behind this directive. Several interlocutors 
outside of the Soro camp expressed unease that the peace 
process is stalled, largely due to mistrust between Soro and 
Gbagbo stemming from the attack, despite the pomp and 
circumstance surrounding the July 30 \"Flame of Peace\" 
ceremony. End Summary. 


2. (C) Emboff traveled July 25-26 to Bouake, stronghold of 
the Forces Nouvelles and de facto seat of Prime Minister Soro 
since the June 29 attack on his life (reftel C, D), to meet 

with senior aides to the PM concerning the investigation into 
who was behind the attempt. Senior Forces Nouvelles 
ministers and key advisors to the Prime Minister had become 
increasingly unavailable and unwilling to talk in Abidjan. 

The preparations for the July 30 \"Flame of Peace\" ceremony 
added to the general unavailability of key Soro aides. 


3. (C) Emboff took a UN Mission in Cote dVlvoire (ONUCI) 
flight. In Abidjan, the presidential Fokker 100 that had 
transported Soro when he and his entourage were attacked was 
in plain view, parked in front of the ONUCI hanger. The 
damage to the plane was easy to see and one large hole with 
burn marks around it and another, smaller hole without such 
marks were both covered with plastic sheeting. There was 
no/no additional damage, either from rocket or from automatic 
weapon fire visible from the outside. 


Column 3 


4. (C) Security at the Bouake airport is heavily 

reinforced. For Emboff\'s ONUCI flight, a platoon of armed 
ONUCI troops held strategic positions around the airfield and 
in a guard tower overlooking the ONUCI terminal. The brush 
had been recently pushed at least 100 meters back from the 
runway, taxiways and terminal by ONUCI equipment still in 
place. 


Forces Nouvelles Carefully Addresses Rumors, Exhibits Tight 
Message Discipline 


5. (C) Emboff was greeted by Forces Nouvelles Deputy 
Director of Cabinet Cisse Sindou at the group\'s civilian HQ. 
According to Sindou (an 18-year resident of the U.S. whose 
wife and children still reside in the NYC area), he has been 
active in the FNs since its inception and has taken on the 
role of chief interlocutor between the PM\'s office and the 
various governmental arms of the redeployment of civil 
administration and the FNs. Sindou told Emboff that the FNs 
and Soro were continuing to work diligently to put into place 
a durable peace process through deployment of administration, 
despite the unfortunate June 29 attack. Sindou said that 
neither the FNs nor the PM would dignify rumors concerning 
the authors of the attack, preferring to see a proper 
international investigation, whatever the length of time 
needed. 


6. (S) Emboff asked about a specific report in the press 
(which has also been the subject of several sensitive 

reports) that indicates the Burkina intelligence service had 
helped determine that elements close to the Presidency had 
conspired with I.B. Coulibaly to assassinate the PM. Sindou 
demurred at commentary, saying vaguely that others at a 
higher level would have to comment. Emboff asked about the 
150 Burkinabe troops pledged by President Compaore for ONUCI 
(Note: top aides to senior ONUCI officials had been dismayed 
at the potential for such a deployment, fearing the \"signal 

of mistrust it would give.\" End Note). Upbeat, Sindou said 
the troop deployment would occur as soon as the Burkina 
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legislature ratified the plan. 


7. (C) Emboff had been scheduled to meet with FNs military 
Chief of Staff Bakayoko. Pleading extreme scheduling 
conflicts and the demands to work around the clock with PM 


Column 3 

Soro and his top aides de camp on the \"Flame of Peace\" 
ceremony preparations, Bakoyoko said he could not find the 
time to meet. Zone Commander \"Big\" called Emboff personally 
later in the day, apologizing for his superior\'s 

unavailability, but promising profusely to meet once the 
ceremony had passed. (Comment: The interaction of the FNs 
top leadership with Emboff during the Bouake trip appeared 
closely choreographed. Both Bakayoko and ComZone Big were 
well aware of the visit, but the former allowed he would have 
little to say since the designated spokesman Sindou had 

already met with Emboff. Emboff called Minister Sidiki 

Konate (FNs #3) and the PMs spokesman Alain Lobognon, both of 
whom were in Bouake (along with #2 Dacoury Tabley); both 
declined to meet, despite being frequent interlocutors in 

Abidjan before the June 29. End Comment.) 


8. (C) The Mayor of Bouake, Fanny Ibrahima, met with Emboff 
for dinner on July 25. Ibrahima was at the center of a 

beehive of activity, taking friendly calls from the 

newly-installed (but not yet resident) prefect and having 

just come from an evening countdown meeting for the \"Flame of 
Peace\" ceremony presided over by Soro and attended by top 
aides. Clearly unwilling to discuss sensitive topics at 

Emboff\'s hotel, he and Emboff met at the Mayor\'s house for 
breakfast the following morning. Ibrahima chose not to 
comment on the rumors mentioned in para 6, but pointedly did 
not/not contradict them. Offering insights into the Forces 
Nouvelles\' inner workings, Ibrahima was dismissive of Konate, 
saying he\'d embarrassed himself in the immediate aftermath of 
the June 29 attack, and implying strongly that Sindou has 
effectively taken his place. Responding to questions 
concerning Tabley\'s near disappearance from the public scene, 
Ibrahima confirmed the War Victims and Solidarity Minister 

has been sidelined, partially over his reported unhappiness 

at Soro\'s decision to take the Prime Ministership, partially 

over a personal dispute with Soro involving the affections of 

a woman in Ouagadougou. 


Contacts in the Ministry of Foreign Affairs, ONUCI Express 
Misgivings 


9. (C) Ministry of Foreign Affairs\' Ambassador Tanoh 
Boutchoue, Director of the Office of International 
Organizations and UN Affairs, asked to meet with Emboff the 
evening of his return from Bouake, citing the urgent need to 


Column 3 

exchange several routine pending demarches. Meeting at 
Emboff\'s home, Boutchoue made it clear he strongly suspects 
the Presidential camp in the Soro attack, specifically 

hard-liner William Atteby (a close ally of First Lady Simone 
Gbagbo and who was quoted saying \"the attempted assassination 
pales in comparison to the war crimes of Soro and his 
confederates\"). Boutchoue was plainly worried that a 
Presidential hand in the attack would deal a fatal blow to 

the peace process, and sought to enlist the aid of the U.S. 

in preventing that. (Note: it was unclear if Boutchoue was 
freelancing or acting under orders from FM Bakayoko. Both 
Boutchoue and Bakayoko are members of the opposition PDCI. 
End Note). 


10. (C) ONUCIVs DDR head Jean Luc Stalon called Emboff on 
the evening of the 26th to express his own disappointment 

with the pace of the peace process. Speaking frankly, he 

said the pace of DDR and other key processes had slowed to a 
crawl, mostly due to mistrust ONUCI sees between the Soro and 
Gbagbo camps subsequent to the attack on Soro. While still 

in Bouake, Emboff spoke to ONUCIVs Acting Sector East 
Commander Col. Adams from the Ghana Battalion. Puzzled over 
the odd combination of amateurishness and cunning in the Soro 
attack, Col. Adams remarked at the inability of the 

assailants to hit the aircraft with small arms fire, despite 

it being no more than 80 meters away as it made a slow, 
vulnerable turn towards the ONUCI hangar. Adams noted the 
long-standing discord within the FNs military wing, which had 
been roiled by the March 4 Ouaga Accord, and pointed to the 
July 10 attack on ComZone Zakaria\'s Bouake residence as 
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evidence such tensions persist. Turning to the alternate 
theory of President\'s camp involvement in the attack, Adams 
said that \"informed opinion\" in Bouake before the attack had 
either Gbagbo or Soro moving to eliminate the other within 
short order, so the June 29 attack came as no surprise. 


11. (C) Comment. The organization of both the Forces 
Nouvelles\ engagement with Emboff and Soro\'s equally tight 
control over all of his lieutenants during the preparation 

for the \"Flame of Peace\" ceremony tends to indicate they are 
very cautious with their public and even private messages 
related to the ultra-sensitive topic of who tried to kill 

their leader. That same organization, in addition to the 

fact Soro has remained in Bouake for essentially the past 
month, tends to undercut the theory that the attack was an 
inside job, although Soro could merely be attempting to keep 


Column 3 

his enemies where he can see them. No one in his circle has 
pointed a public or private finger in the direction of the 
President. However, they seem to be taking prudent steps, 
such as bringing in a company of Compaore\'s paratroopers 
(though this is not yet a certainty), while at the same time 
pushing forward with the element of the peace process they 
care most deeply about, identification (the arms destruction 

in the \"Flame of Peace\" was symbolic, according to Soro\'s 
team, and does not signify a renewed focus or even a new 
breakthrough on the thorny questions hindering DDR progress). 
Going forward, it remains to be seen if the suspicions 

within the Soro camp that the Presidency had a role to play 

in the June 29 plot will poison the atmosphere to the point 
that the peace process will grind to a halt. End Comment. 
HOOKS 


117351 

PP RUEHPA 

DE RUEHAB #0804/01 2130747 

ZNY SSSSS ZZH 

P 010747Z AUG 07 

FM AMEMBASSY ABIDJAN 

TO RUEHC/SECSTATE WASHDC PRIORITY 3322 
INFO RUEHZK/ECOWAS COLLECTIVE 
RUEHDS/AMEMBASSY ADDIS ABABA 0111 
RUEHSA/AMEMBASSY PRETORIA 1607 
RUEPGDA/USEUCOM JIC VAIHINGEN GE","S E C RE T SECTION 01 OF 03 ABIDJAN 000804 


SIPDIS 
SIPDIS 


ADDIS ABABA FOR US REP TO AU 
PRETORIA FOR EXTERNAL POL AFFAIRS 


E.O. 12958: DECL: 07/31/2022 

TAGS: PGOV, PREL, IV 

SUBJECT: SORO, FORCES NOUVELLES STAY TIGHTLIPPED ON AUTHORS 
OF ATTACK 


REF: A. ABIDJAN 764 

B. ABIDJAN 755 

C. ABIDJAN 732 

D. ABIDJAN 719 
Classified By: EconChief EMassinga, Reasons 1.4 (b,d) 
1. (C) Summary. Emboff traveled to Forces Nouvelles 


stronghold Bouake to meet with key aides to Prime Minister 
Soro concerning the investigation into who attacked Soro on 


Column 3 

June 29 (reftel D, C). Soro aide Cisse Sindou said the PM 
will not comment on who the authors of the attack were until 
an international investigation is conducted, and his top 
lieutenants on the civilian and military side appeared to 

fall in line behind this directive. Several interlocutors 
outside of the Soro camp expressed unease that the peace 
process is stalled, largely due to mistrust between Soro and 
Gbagbo stemming from the attack, despite the pomp and 
circumstance surrounding the July 30 \"Flame of Peace\" 
ceremony. End Summary. 


2. (C) Emboff traveled July 25-26 to Bouake, stronghold of 
the Forces Nouvelles and de facto seat of Prime Minister Soro 
since the June 29 attack on his life (reftel C, D), to meet 

with senior aides to the PM concerning the investigation into 
who was behind the attempt. Senior Forces Nouvelles 
ministers and key advisors to the Prime Minister had become 
increasingly unavailable and unwilling to talk in Abidjan. 

The preparations for the July 30 \"Flame of Peace\" ceremony 
added to the general unavailability of key Soro aides. 


3. (C) Emboff took a UN Mission in Cote dVlvoire (ONUCI) 
flight. In Abidjan, the presidential Fokker 100 that had 
transported Soro when he and his entourage were attacked was 
in plain view, parked in front of the ONUCI hanger. The 
damage to the plane was easy to see and one large hole with 
burn marks around it and another, smaller hole without such 
marks were both covered with plastic sheeting. There was 
no/no additional damage, either from rocket or from automatic 
weapon fire visible from the outside. 


4. (C) Security at the Bouake airport is heavily 

reinforced. For Emboff\'s ONUCI flight, a platoon of armed 
ONUCI troops held strategic positions around the airfield and 
in a guard tower overlooking the ONUCI terminal. The brush 
had been recently pushed at least 100 meters back from the 
runway, taxiways and terminal by ONUCI equipment still in 
place. 


Forces Nouvelles Carefully Addresses Rumors, Exhibits Tight 
Message Discipline 


5. (C) Emboff was greeted by Forces Nouvelles Deputy 
Director of Cabinet Cisse Sindou at the group\'s civilian HQ. 
According to Sindou (an 18-year resident of the U.S. whose 
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wife and children still reside in the NYC area), he has been 
active in the FNs since its inception and has taken on the 
role of chief interlocutor between the PM\'s office and the 
various governmental arms of the redeployment of civil 
administration and the FNs. Sindou told Emboff that the FNs 
and Soro were continuing to work diligently to put into place 
a durable peace process through deployment of administration, 
despite the unfortunate June 29 attack. Sindou said that 
neither the FNs nor the PM would dignify rumors concerning 
the authors of the attack, preferring to see a proper 
international investigation, whatever the length of time 
needed. 


6. (S) Emboff asked about a specific report in the press 
(which has also been the subject of several sensitive 

reports) that indicates the Burkina intelligence service had 
helped determine that elements close to the Presidency had 
conspired with I.B. Coulibaly to assassinate the PM. Sindou 
demurred at commentary, saying vaguely that others at a 
higher level would have to comment. Emboff asked about the 
150 Burkinabe troops pledged by President Compaore for ONUCI 
(Note: top aides to senior ONUCI officials had been dismayed 
at the potential for such a deployment, fearing the \"signal 

of mistrust it would give.\" End Note). Upbeat, Sindou said 
the troop deployment would occur as soon as the Burkina 
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legislature ratified the plan. 


7. (C) Emboff had been scheduled to meet with FNs military 
Chief of Staff Bakayoko. Pleading extreme scheduling 

conflicts and the demands to work around the clock with PM 
Soro and his top aides de camp on the \"Flame of Peace\" 
ceremony preparations, Bakoyoko said he could not find the 
time to meet. Zone Commander \"Big\" called Emboff personally 
later in the day, apologizing for his superior\'s 

unavailability, but promising profusely to meet once the 
ceremony had passed. (Comment: The interaction of the FNs 
top leadership with Emboff during the Bouake trip appeared 
closely choreographed. Both Bakayoko and ComZone Big were 
well aware of the visit, but the former allowed he would have 
little to say since the designated spokesman Sindou had 

already met with Emboff. Emboff called Minister Sidiki 

Konate (FNs #3) and the PMs spokesman Alain Lobognon, both of 
whom were in Bouake (along with #2 Dacoury Tabley); both 
declined to meet, despite being frequent interlocutors in 

Abidjan before the June 29. End Comment.) 


Column 3 
The Mayor of Bouake Weighs In 


8. (C) The Mayor of Bouake, Fanny lbrahima, met with Emboff 
for dinner on July 25. Ibrahima was at the center of a 

beehive of activity, taking friendly calls from the 

newly-installed (but not yet resident) prefect and having 

just come from an evening countdown meeting for the \"Flame of 
Peace\" ceremony presided over by Soro and attended by top 
aides. Clearly unwilling to discuss sensitive topics at 

Emboff\'s hotel, he and Emboff met at the MayorYs house for 
breakfast the following morning. Ibrahima chose not to 
comment on the rumors mentioned in para 6, but pointedly did 
not/not contradict them. Offering insights into the Forces 
Nouvelles\' inner workings, Ibrahima was dismissive of Konate, 
saying he\'d embarrassed himself in the immediate aftermath of 
the June 29 attack, and implying strongly that Sindou has 
effectively taken his place. Responding to questions 
concerning Tabley\'s near disappearance from the public scene, 
Ibrahima confirmed the War Victims and Solidarity Minister 

has been sidelined, partially over his reported unhappiness 

at Soro\'s decision to take the Prime Ministership, partially 

over a personal dispute with Soro involving the affections of 

a woman in Ouagadougou. 


Contacts in the Ministry of Foreign Affairs, ONUCI Express 
Misgivings 


9. (C) Ministry of Foreign AffairsY Ambassador Tanoh 
Boutchoue, Director of the Office of International 

Organizations and UN Affairs, asked to meet with Emboff the 
evening of his return from Bouake, citing the urgent need to 
exchange several routine pending demarches. Meeting at 
Emboff\'s home, Boutchoue made it clear he strongly suspects 
the Presidential camp in the Soro attack, specifically 

hard-liner William Atteby (a close ally of First Lady Simone 
Gbagbo and who was quoted saying \"the attempted assassination 
pales in comparison to the war crimes of Soro and his 
confederates\"). Boutchoue was plainly worried that a 
Presidential hand in the attack would deal a fatal blow to 

the peace process, and sought to enlist the aid of the U.S. 

in preventing that. (Note: it was unclear if Boutchoue was 
freelancing or acting under orders from FM Bakayoko. Both 
Boutchoue and Bakayoko are members of the opposition PDCI. 
End Note). 


10. (C) ONUCIVs DDR head Jean Luc Stalon called Emboff on 
the evening of the 26th to express his own disappointment 
with the pace of the peace process. Speaking frankly, he 
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said the pace of DDR and other key processes had slowed to a 
crawl, mostly due to mistrust ONUCI sees between the Soro and 
Gbagbo camps subsequent to the attack on Soro. While still 

in Bouake, Emboff spoke to ONUCIVs Acting Sector East 
Commander Col. Adams from the Ghana Battalion. Puzzled over 
the odd combination of amateurishness and cunning in the Soro 
attack, Col. Adams remarked at the inability of the 

assailants to hit the aircraft with small arms fire, despite 

it being no more than 80 meters away as it made a slow, 
vulnerable turn towards the ONUCI hangar. Adams noted the 
long-standing discord within the FNs military wing, which had 
been roiled by the March 4 Ouaga Accord, and pointed to the 
July 10 attack on ComZone Zakaria\'s Bouake residence as 
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evidence such tensions persist. Turning to the alternate 
theory of President\'s camp involvement in the attack, Adams 
said that \"informed opinion\" in Bouake before the attack had 
either Gbagbo or Soro moving to eliminate the other within 
short order, so the June 29 attack came as no surprise. 


11. (C) Comment. The organization of both the Forces 
Nouvelles\ engagement with Emboff and Soro\'s equally tight 
control over all of his lieutenants during the preparation 

for the \"Flame of Peace\" ceremony tends to indicate they are 
very cautious with their public and even private messages 
related to the ultra-sensitive topic of who tried to kill 

their leader. That same organization, in addition to the 

fact Soro has remained in Bouake for essentially the past 
month, tends to undercut the theory that the attack was an 
inside job, although Soro could merely be attempting to keep 
his enemies where he can see them. No one in his circle has 
pointed a public or private finger in the direction of the 
President. However, they seem to be taking prudent steps, 
such as bringing in a company of Compaore\'s paratroopers 
(though this is not yet a certainty), while at the same time 
pushing forward with the element of the peace process they 
care most deeply about, identification (the arms destruction 

in the \"Flame of Peace\" was symbolic, according to Soro\'s 
team, and does not signify a renewed focus or even a new 
breakthrough on the thorny questions hindering DDR progress). 
Going forward, it remains to be seen if the suspicions 

within the Soro camp that the Presidency had a role to play 

in the June 29 plot will poison the atmosphere to the point 
that the peace process will grind to a halt. End Comment. 
HOOKS 
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E.O. 12958: DECL: 07/31/2017 
TAGS: ECON, ENRG, PGOV, IZ 
SUBJECT: ANBAR FORUM PLANNING MEETING WITH DPM BARHAM SALIH 


REF: A. BAGHDAD 2494 
B. BAGHDAD 2431 
C. BAGHDAD 843 


Classified By: Economic Minister Charles P. Ries for reasons 1.4 (b) an 
d (d). 


1. (C) Summary: The Anbar Provincial Council Chair, Anbar 
Governor, Deputy Prime Minister for Economic Affairs Barham 
Salih and Ministry of Finance Director General for Accounts 
met in Baghdad July 29 with PRT Anbar Team Leader Soriano, 
Economic Minister Ries, MNF-W Deputy Commanding Brigadier 
General Allen, and BGen Winfield Scott to discuss the next 
\"Anbar Forum,\" a conference focused on economic development 
in the province, planned for early September. This forum 

aims to follow the military success in Anbar with economic 
gains, and to further develop the province\'s relationship 

with the central government. Specific requests brought to 
DPM Salih\'s attention at this meeting include the following: 
increasing the 2007 GOI budget allocation to Anbar Province 
from $107 million to $177 million, launching a free trade 

zone along the Jordanian border, providing crude oil to the 
refinery in Haditha, and repairing the road from Ramadi to 
Qaim on the Syrian border. DPM Salih welcomed these 
suggestions, and said he will designate staff to follow up on 
them in advance of the Anbar Forum. A task force from the 
Embassy, MNF-I Strategic Effects, and PRT Anbar will work 
with the Deputy Prime Minister\'s office to finalize 

preparations and potential deliverables for the September 
event in Ramadi. End summary. 


Column 3 

2. (C) As security in Anbar Province continues to improve, 
the PRT, MNF-W and provincial officials have begun to focus 
on developing key economic initiatives (ref A). The meeting 
with DPM Barham Salih is part of ongoing efforts to 
strengthen the relationship between Anbar and the central 
government. Anbar Governor Ma\'amoun Sami Rasheed described 
the progress the provincial government has made on budget 
execution. He said the provincial government has tendered 
projects equal to all of the 2007 budget allocation of $107 
million (except for a 10% reserved for contingencies) and 
received 1000 bids for these projects. The Governor plans on 
signing the first contracts within the next two weeks. He 

said he could fully fund all of the projects submitted in the 
province if Anbar were allocated an additional $70 million. 
Reallocations by the Ministry of Finance are authorized by 
the 2007 Budget Law, in order to remove funds from 
under-spending provinces and ministries and allocate them to 
areas able to execute projects (ref C). By the end of the 
meeting DPM Salih agreed to support the extra funding on the 
condition that the provincial government had truly contracted 
its existing allocations. He also encouraged Dr. Ghazi, 
Director General of Accounts at the Ministry of Finance, to 
make sure that Anbar Province receives its allocations 
quickly and that provincial officials can prove that they 

have executed their existing allocations. (Note: DPM staff 
and Dr. Ghazi agree that the Ministry of Finance will not 

need the Council of Representatives\' approval to make such 
transfers, given the 2007 Budget Law. End note.) DPM Salih 
requested that the Governor give him a written report about 
the additional needs of the province and report on progress 

in executing the existing allocations within the next two 
weeks. He said that the GOI should be ready to reallocate 
funds by the third week in August. 


3. (C) The group also discussed the development of a free 
trade zone along the Jordanian border, with possible 
connections to free trade zones and telecommunication 
infrastructure within Jordan itself. Provincial officials 

and USG representatives underscored the benefits of a free 
trade zone in Anbar, and MNF-W noted the possibility of 
converting an old Iraqi military base for civilian use in 

this area. DPM Salih expressed a great deal of interest in 

the idea, linking it to proposals for free trade zones in 

Basra and Sulimaniyah (ref B). DPM Salih designated Ahmed 
Salman, his chief of staff, to work on this issue along with 
others in his office, and EMin offered staff support from the 
Embassy. DPM Salih requested further planning for this zone 
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to take place within the next two weeks, particularly with 
regards to location, infrastructure requirements and business 
focus. Ahmed Salman told econoff separately that the legal 
framework for establishing free trade zones already exists in 
Iraq, based on a 1998 law, and said that the Minister of 
Finance had just signed a letter authorizing the 
establishment of a free trade zone in Sulimaniya. 
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4. (C) The Provincial Governor also asked for assistance in 
revamping the Haditha refinery, providing sufficient 

electricity and sources of crude oil. The Governor said that 
this type of large project would have a significant effect on 
the economy in Anbar, lower prices for fuel, and address the 
high levels of unemployment. He also asked that the road 
between Ramadi and Qaim, which runs past the Haditha 
refinery, be repaired, as this will also allow for imports 

from Syria when the border crossing is open. DPM Salih said 
he would contact the Minister of Housing and Construction, 
responsible for public roads, and ask her to work on this 
road. Governor MaVamoun Sami Rashid also noted the severe 
shortage of electricity in Anbar, and DPM Salih said that he 
would urge the Minister of Electricity to assist in finding a 
solution. 


5. (C) BGen Allen highlighted other economic initiatives in 

the province, including micro-loan projects with a capital of 

$1 million, and progress in building telecommunications 
infrastructure. He also supported the provincial official\'s 
request for GOI support for reconstruction of houses in 
Ramadi now that the security situation has improved. DPM 
Salih was initially opposed to this idea, because of the cost 
(estimated at $300 million) and because he considered such a 
program Veasy money\' with few economic benefits. BGen Allen 
noted that such funding had been offered to Fallujah, and 
while estimates to repair the damage in Ramadi were high the 
actual costs would be less; in Fallujah settlements were 50% 
of claims and residents made up the difference through their 
own investment. EMin Ries encouraged the DPM to think of a 
program designed to take place over time with a combination 
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of investment options, underscoring how important this 
reconstruction was to the people in Ramadi. DPM Salih agreed 
that a carefully designed plan for this reconstruction might 
work, and mused that perhaps the government could supply 
assistance \"in kind\" (cement, bricks, etc) to ensure 
reconstruction actually took place. 


6. (C) This planning meeting was an important step towards 
developing concrete deliverables for the Anbar Forum in early 
September, which all present agreed should take place in the 
provincial capital of Ramadi. The provincial officials were 
enthusiastic about the prospects for progress in Anbar, and 
the Deputy Prime Minister committed to ensuring that the 
central government supported the province\'s development. A 
task force from the Embassy, MNF-I Strategic Effects, MNF-W 
and PRT Anbar will work with the Deputy Prime Minister\'s 
office to finalize logistical preparations and attainable 
deliverables for the September event in Ramadi. 

CROCKER 
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SIPDIS 
FOR IO/UNESCO 
E.O. 12958: DECL: 07/31/2017 
TAGS: UNESCO, PREL, JA 
SUBJECT: JAPAN WILL SUPPORT HOLOCAUST REMEMBRANCE RESOLUTION 
REF: A. STATE 99971 
B. TOKYO 3452 


Classified By: Ambassador J. Thomas Schieffer. Reasons 1.4 (b)/(d). 


(C) Embassy Tokyo Political Officer followed up on reftel A 
demarche August 1 with MOFA Multilateral Cultural Cooperation 


Column 3 

Division Officer Tadao Furukawa. Furukawa said that the 
Public Diplomacy Bureau, which handles UNESCO issues, had 
finished coordination with the Foreign Policy Bureau July 31. 
Japan would support a UNESCO resolution as long as there 
were not any program budget implications, stated Furukawa. 
SCHIEFFER 
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E.O. 12958: DECL: 07/31/2017 

TAGS: PREL, UN, JA 

SUBJECT: JAPAN WILL CONSIDER REQUEST FOR DEMARCHE TO UNSYG 
ON TAIWAN 


REF: STATE 106458 


Classified By: Ambassador J. Thomas Schieffer for reasons 1.4 (b) and ( 
d). 


(C) Embassy Tokyo Political Officer delivered reftel 

demarche August 1 to MOFA UN Policy Division Officer Kazuya 
Mori. In response to our request for a high-level demarche 

to UNSYG, Mori said that the UN Policy Division would need to 
coordinate with the regional bureau, and that we could expect 
an answer at the end of the week. 
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SIPDIS 


GENEVA FOR RMA 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREF, PREL, PHUM, ICRC 

SUBJECT: ESTONIA CONSIDERING CARR CANDIDACY FOR STANDING 
COMMITTEE 


REF: STATE 102873 


(SBU) On July 27, we delivered reftel points to Veikko 
Kala, MFA Desk Officer for the International 

Organizations and Regional Cooperation Division, to seek 
support for Steve Carr\'s candidacy to the International 

Red Cross and Red Crescent\'s Standing Committee. Kala 
thanked us for the points, but said that the MFA has not 
made a decision on whether it would support Carr\'s 
candidacy. However, Kala said that the MFA would take 
Carr\'s candidacy under serious consideration, and a 
decision would likely be made by the end of September. 
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SIPDIS 
SIPDIS 
STATE FOR THE DEPUTY SECRETARY FROM AMBASSADOR CLOUD 


E.O. 12958: DECL: 08/01/2017 
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TAGS: OVIP, PREL, PGOV, MOPS, MARR, IZ, LH, HT11 
SUBJECT: SCENESETTER FOR THE VISIT OF THE LITHUANIAN 
FOREIGN AND DEFENSE MINISTERS 


REF: VILNIUS 00511 
Classified By: Ambassador John A. Cloud for reasons 1.4(b) and (d). 


1. (C) As part of President Adamkus\'s decision to maintain a 
combat platoon on Iraq, he tasked Foreign Minister 
Vaitiekunas and Defense Minister Olekas to travel to 
Washington to discuss Lithuania\'s role in Iraq. MNF-lraq has 
given the Lithuanian military a variety of options and 

promised needed logistical support. Vaitiekunas supports the 
continued deployment of a platoon. Olekas has been opposed, 
but has been overruled by President Adamkus. While the 
Lithuanian Parliament has recently approved a three-year 
extension for their troops in Afghanistan and Iraq, the 
government still needs to extend its formal mandate in Iraq 
beyond December 2007. So, even though the Lithuanians claim 
to be only talking about a mandate until the end of 2007, 
finding the right role for the combat platoon should keep 

them in place much longer. However, the visit is as much 
about U.S.-Lithuanian relations as it is about Iraq. 


2. (C) Lithuania finds itself in the midst of multiple 

transitions each of which sows self doubt and angst. After 
having achieved its twin goals of membership in NATO and the 
EU in 2004, Lithuania has not developed a consensus on a new 
national goal. Instead, they are finding that membership in 

both institutions contains obligations as well as 

opportunities. Atthe same time, they have not completely 
internalized that these are very different institutions and 

that the trading culture of the EU is inappropriate for NATO 

and for dealing with us. 


3. (C) On the political side, this period coincides with the 
departure of Lithuania\'s first generation of leaders -- the 
move of conservative leader Landsbergis to the European 
Parliament and the retirement of post Communist leader 
Brazauskas. President Adamkus is now in the last two years 
of his second term. He will be almost 83 when his term ends 
and he is not expected to seek a third term. This situation 
places considerable political uncertainty over the country, 
particularly for an ambitious politician such as Olekas. 


4. (C) Lithuania has, to date, \"punched above its weight" in 
Iraq and Afghanistan and they take seriously NATO force goals 
and their contributions to the NRF. While the NATO air 
policing mission in the Baltics is symbolically important, 

NATO membership has not protected them from their big 
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neighbor -- Russia -- the way they expected. Instead, even 
with NATO membership, Lithuania feels vulnerable to new types 
of challenges from Russia. Russia\'s decision to suspend oil 
shipments via the Druzhba pipeline and to threaten to suspend 
natural gas shipments to Belarus (Lithuania receives natural 
gas via the same pipeline) has heightened Lithuanian 
awareness of their vulnerability. Many Lithuanians see 

Russia behind everything bad that happens in the country. 

The opposition conservative party recently promoted a series 
of measures designed to \"contain Russia.\" 


5. (C) 2002-2005 were halcyon years for the U.S.-Lithuanian 
relationship. President Bush visited in 2002. The 
Lithuanians were part of Secretary Rumsfeld\'s \"New Europe\" in 
2003, and they acceded to NATO in 2004. Now Lithuania\'s 
relationship with the U.S. is also changing. With the 
expansion of NATO and the EU, the relationship has become 
less about Lithuania and more about what we can do together 
globally. While we continue to want Lithuanian partnership, 
we now expect them to carry more of the costs (e.g., 
operating costs for the PRT in Afghanistan which we paid at 
first). Lithuanians found the old relationship with its high 

level visits and extensive financial support much more 
comfortable and less demanding, particularly on their budget. 
In addition, the Lithuanians have been taken aback to find 
that in cases such as OECD accession not only did we not 
provide them with the accustomed roadmap for their 
membership, but we did not even support their membership. 
While they might have been able to reconcile themselves to 
this, it was further complicated by provoking Baltic jealousy 
with Estonia gaining approval for accession negotiations and 
then -- even worse from their perspective -- acquiescing to 
their \"Great Satan\'s\" (Russia\'s) eventual membership. Our 
inability to get the Congress to approve the donation of two 
Osprey class minesweepers has led even our friends to 


question our support. 


6. (C) Vaitiekunas and Olekas will be looking to discuss and 
obtain U.S. support for several things during this visit 

going beyond Iraq. Most basically, Vaitiekunas will be 
looking for reaffirmation of our close relationship. Olekas 
will use any hesitancy on our part to convince their 
colleagues in the government that they no longer have to do 
the hard things for us. Beyond that, Lithuania really has 
four foreign policy focuses: energy security, Russia, their 
PRT in Afghanistan, and democratization in their 
neighborhood. They will be looking for assurances that we 
are not going soft on Putin and Russia. (They follow our 
discussions with Russia closely, and we constantly have to 
reassure them that the President and the Secretary mean what 
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they say.) On energy security, the Lithuanians appreciate 

the importance of diversity of supply. Their near term 

situation is difficult with their Chernobyl-style nuclear 

power plant required to close in 2009 under their EU 

accession agreement. They are working with their neighbors to 
have a replacement facility ready between 2015 and 2020. In 
the meantime, they appreciate the importance of a southern 

gas route from Central Asia to Europe and have been a driving 
force in creating a new EU consensus on energy policy. They 
have invited Secretary Bodman to an \"Energy Summit\" they are 
hosting October 10-11 designed to promote greater EU 
consensus and promote a new, independent Caspain gas route. 
They are hoping that Kazahk President Nazarbayev and Turkmen 
President Berdimuhammedov will attend. 


7. (C) On Afghanistan, they fear that Ghor Province will be 

left behind because they do not (and will not) have the 
resources to put into major economic development. They have 
done some work to bring the Gulf States on board with our 
assistance. But they are finding that they do not have the 
development expertise to create projects with sufficient 

scale to attract the attention of the Gulf States. They are 
looking for AID to continue to deliver some assistance in 

Ghor Province, but also for our help in designing projects 
suitable for Ghor that could attract funding from elsewhere. 


8. (C) With regard to Lithuania\'s neighborhood (Belarus, 
Ukraine, Moldova, and Georgia) cooperation is currently 
excellent. The Lithuanians remain uncomfortable with 
isolating Belarus, given that they see themselves as being of 
the same family, but they do appreciate that Lukashenko has 
done little to deserve a change of approach from the EU and 
the U.S. 


9. (C) The Lithuanians are in need of some alliance 
management. They have gone from being one of our darlings in 
the 2003-2005 period to being a trusted and important ally. 

This transition is natural and appropriate from our 

perspective, but a little daunting from theirs. | appreciate 

your willingness to spend some time helping the Lithuanians 
understand the important role they play as a friend and ally 

of the United States with both the privileges and 

expectations that go with that. | believe this time will be 
particularly well spent with DefMin Olekas. Although the 

driving force in working to downsize Lithuania\'s commitment 

to Iraq, he has been a strong proponent of Lithuanian 
involvement in Afghanistan. | have not found him to be 
anti-American. He is a medical doctor who is much more 
focused on domestic politics than on security issues. 

However, he appreciates the importance of NATO to Lithuania\'s 
security and the importance of U.S.-Lithuanian relations. He 
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is also the host for February\'s NATO Defense Ministerial. | 
believe he can be turned around if he appreciates that the 
Lithuanian forces are meeting an important need. 


CLOUD 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: KSEP, OVIP, PREL, UNGA, ITRA, BG 

SUBJECT: 62ND UNGA: HIGH-LEVEL GOVERNMENT OF BANGLADESH 
ATTENDANCE 


REF: SECSTATE 101170 


1. Post provides the following response to reftel regarding 
high-level GOB attendance and requests for meetings at the 
62nd UNGA: 


B. Attendance of Head of Government 

Name/Title: Fakhruddin Ahmed, Chief Advisor of the Caretaker 
Government 

Dates of Travel: Not yet determined 

Spouse Attendance: Yes 

Interpretation Required: No 


C. Attendance of Foreign Minister 

Name/Title: Iftekhar Chowdhury, Foreign Advisor 
Dates of Travel: Not yet determined 

Spouse Attendance: Yes 

Interpretation Required: No 
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SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: EAIR, ICAO, UK 
SUBJECT: UK VIEWS ON US ICAO SAFETY PAPER 


REF: STATE 77572 


1. Post received the following comments in response to ref cable, 
from Adrian Sayce at the UK Mission in Montreal, via Glenn Cronin of 
the UK Dept for Transport: 


Agenda Item 13 Vision for the future of USOAP. 


This WP proposes the application of a system safety approach to the 
future USOAP. This concept is not new and was the reason that the 
current USOAP was expanded in 2004 to apply Va comprehensive systems 
approachY. The systems part of this was to apply a risk assessment 
methodology - or so the Commission was told - but this does not seem 

to have happened. The idea was that auditors would spend more time 
assessing the data before an audit and would then audit all 16 

Annexes using a targeted approach. To my knowledge this has not 
happened. 


In view of this, | strongly support the US WP. The only problem is 

getting some idea how ICAO would go about accomplishing the safety 

risk analysis. At the moment the Secretariat has established an 

Audit Results Review Board which is supposed to serve as a link 

between USOAP, USAP and the Unified Strategy Programme (USP). The 
ARRB is a new concept that has not been described in detail to the 
Commission. It is supposed to review USOAP data and provide an 

early warning of problems. This is nice in theory and will sound 

good at the Assembly, but how it will work in practice will be 

interesting to see. 


In summary, | support this WP. 
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Agenda Item 23 Electronic sharing of AIP. 


| support this WP. It is good that ICAO is doing at least something 
to help the environment! However, | believe the WP does not 
emphasize the safety benefits from this. 


This subject has become very controversial as ICAOVs role in all 

this has been questioned by Eurocontrol and FAA, as well as data 
originators, processors, publishers, regulators, system designers, 
service providers and end users. There was a Eurocontrol AIS 
Congress in 2006 which ruffled ICAO feathers. (Note AIS is the 
Aeronautical Information Service, as detailed in Annex 15 and AlPs 
are the most important Aeronautical Information Publications 
provided by States under AIS). This WP may simply be used as part 
of a wider discussion on the future of AIS. 


Agenda Item 25 ICAO Safety Evaluations/Audits of International Air 
Operations. 


| believe that this presents a rather narrow view of the role of 

ICAO in evaluating/auditing a State. We have known that there are 
States where the national authority is poor but national operators 
are excellent. Although we can probably assume that there is some 
correlation between a State having appropriate oversight capability 
and operators being safe (this is the ICAO position), the strength 

of this correlation is open to question. Often national operators 
have working-relations with operators in other States and this can 
improve their level of safety (for example KLM and Kenya Airways, 
but this may not be the best example!). 


| do not believe there is a very strong correlation. For this 

reason, ICAO audits have included some assessment of a state\'s 
international air operators (during the UK Audit both easyJet and 

Air 2000 were visited). Also, ICAO is supposed to be working more 
closely with IATA so that combined USOAP and IOSA results can give a 
better picture of a State\'s level of oversight. | also believe the 

US position is slightly flawed because ICAO\'s objective to \'meet the 
needs of the peoples of the world for safe, regular, efficient and 
economical air transport\’. This implies that as airlines provide 

the service to \'the peoples of the world\', ICAO must try to ensure 
the operations are safe either directly or indirectly through their 
State. 


In spite of all this, | understand the US is trying to keep USOAP 
focused and this is a good thing to aim for. But some flexibility 
must be allowed. If a State has an excellent airline, this may be 
because the airline has acted responsibly and does not need to be 
spoon-fed by a State regulator. We could talk around the need for 
regulation and the value of self-regulation for a long time. 


Column 3 
Agenda Item 28 Analyzing Precursors of Accidents. 


It is hard to disagree with most of this. It is very ambitious and 
many of the subjects have been seen before. | agree with the 
Actions by the Assembly. 


My only reservation is that Annex 13 should really be examined to 
firm up the reporting requirements for Serious Incidents. At the 
moment, para. 7.7 states \'If a State conducts an investigation into 

an incidentY it shall send a report to ICAO Vas soon as 

practicable\'. This doesn\'t seem worth the paper it is written on. 

Even the new USOAP reports from States for Annex 13 will not reveal 
much. 


Perhaps we need another WP that highlights the weakness in Annex 13. 
| was once told that only about 5% of world reportable aviation 
accidents are produced as a Final Report. Needless to say, the UK 
does a terrific job. As Peter Hunt is producing a UK Information 

Paper on the UK Airprox scheme, perhaps the CAA should do the same 
for its MOR Scheme. 


Agenda Item 31 - Transforming today\'s ATS to meet tomorrow\'s 
challenges. 


This seems more of an Info Paper. Concerning the Action by the 
Assembly, para. 5.1 a), this seems to be asking the Assembly to 
promote the US systems. | am not sure this is what the Assembly 
should be asked to do. Perhaps it should instruct ICAO Council to 
examine such systems and recommend to States what they must do to 
harmonize with them. 


As for 5.1 b), | am a bit concerned about reference to \'development 
and acceleration of standards for required future systems\'. | would 
hope that ICAO will develop performance-based standards, or detailed 
specifications outside the Annexes 


TUTTLE 
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SIPDIS 
STATE FOR NEA, NEA/IPA, NEA/PPD 


WHITE HOUSE FOR PRESS OFFICE, SIT ROOM 
NSC FOR NEA STAFF 


SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 

DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 


JERUSALEM ALSO ICD 

LONDON ALSO FOR HKANONA AND POL 
PARIS ALSO FOR POL 

ROME FOR MFO 


SIPDIS 

E.O. 12958: N/A 

TAGS: OPRC, KMDR, IS 

SUBJECT: ISRAEL MEDIA REACTION 


SUBJECTS COVERED IN THIS REPORT: 
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HaVaretz reported that Secretary Rice\'s visit to Israel and the West 
Bank is the first step in preparations for the U.S.led international 
peace conference proposed for this fall. The paper, citing 

diplomatic sources in Jerusalem, reported that Prime Minister Olmert 
will tell Secretary Rice that he would like to make a diplomatic 
splash at the summit by having a meeting with a Saudi official. The 
paper noted that it is doubtful whether the Saudis will even attend 
the summit as Bush has stipulated that only countries that recognize 
Israel\'s legitimacy will be invited to participate. The Jerusalem 
Post reported that according to diplomatic officials Rice will ask 
Israel to continue taking steps to bolster PA Chairman Mahmoud 
Abbas. 


All media reported that Prime Minister Enud Olmert spoke at a 
graduation ceremony in Jerusalem for the Israel Defense Forces\' 
command college on Tuesday. He was quoted as saying that there is no 
reason to create an atmosphere of war and that all sides want 

peace, not war. In contrast Syrian President Bashar Assad was 

quoted as saying in a letter he wrote to the Syrian army that the 
\"resistence model\" has won and that the release of Syrian soil is 
sacred. 


Leading media reported that Secretary Rice signed a joint statement 
with the foreign ministers of Egypt, Jordan and six Persian Gulf 
states, endorsing the 2002 Arab peace initiative as one of the 
foundations for Middle East peace. 


All media quoted Syrian Foreign Minister Walid al-Moallem as saying 
on Tuesday that Syria is ready to take part in the U.S.-sponsored 
Mideast peace conference, despite the country\'s stance that 
Washington is behind the instability in the region. 


All media quoted Russia\'s deputy foreign minister as saying that 
Russia intends to downgrade its ties with Hamas, including a 
suspension of high level contacts.. Israel Radio reported that 

Hamas officials claim to have received official invitations to visit 
Moscow and that they intend to go in the near future. The media also 
reported that Russian President Vladimir Putin told visiting 

Palestinian Authority Chairman Mahmoud Abbas on Tuesday that he is 
the legitimate leader of all Palestinians. 


The Jerusalem Post quoted Jordanian government spokesman Nasser 
Judeh as saying on Tuesday that Jordan does not intend to deploy 
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troops in the Palestinian territories to aid with security. 


Leading media reported that Hamas is setting up a new intelligence 
service in Gaza. According to Hamas\'s Interior of Ministry 
spokesman, the new force will become operational within the next few 
weeks and it will focus on security throughout Gaza. 


Yediot reported that Israel is seriously looking at buildinga 
nuclear power station to meet future demand for electricity. 
According to the paper if Israel goes ahead with this plan, it would 
have to open up its nuclear activities to international inspection. 


The Jerusalem Post reported that the US Consulate General in 
Jerusalem announced yesterday a new on-line appointment system for 
American Citizens living in Jerusaelm. 


Yediot quoted US Consul-General Richard Beer as saying in an 
interview with the paper that the refusal rate in Israel stands at 4 
percent. According to the consul the number of Israelis applying 
for a US toiurist visa has risen by 50 percent this year. 


Columnist Akiva Eldar wrote in the independent, left-leaning 
HaVaretz: \"Despite Olmert\'s generously broad coalition, the prime 
minister is even failing to meet his commitment to dismantle the 
illegal settler outposts in the West Bank.... When will it be time 

to talk? It is time we realized that time does not take orders from 
Jerusalem. Abbas is telling every Israeli he meets that in 18 

months at the latest, we will have to look for partners from Hamas. 

If we have a partner, then we must begin talking to him right now. 

If we have no partners, then we best prepare the bomb shelters. 
There is no such thing as a half-partner.\" 

Economic editor Sever Plotker wrote in the mass-circulation, 

pluralist Yediot Aharonot: \"The current administration in Iran fears 
the Qatari model more than an Israeli attack on its nuclear 

devices.... When an oppressive regime and a reconciling regime exist 
next to each other, the model of reconciliation will eventually 

topple oppression. This is especially true when both have money and 
only one uses it correctly. That is why in the summer of 2007 we 

can be a little bit more optimistic.\" 


Columnist Yosef Harif wrote in the popular, pluralist Maariv: \"Why 
does [Vice Prime Minister Haim] Ramon believe that now of all times, 
Israel has a worthy partner ...? After all it is the same Abu Mazen 
who isknown to be a weak leader who did not succeed in the past to 
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fulfill any of the obligations he took on in past agreements with 
Israel.... It is hard to imagine that this is the man with whom 

Israel could reach an agreement under the threatening shadow of 
Hamas.\" 


Block Quotes: 


|. \"Time Does not Take Orders from Jerusalem\" 


Columnist Akiva Eldar wrote in the independent, left-leaning 

HaVaretz (08/01): \"The Palestinian partner was born in Oslo in the 
summer of 1993, and died seven years later at Camp David. Following 
seven more years of violence, diplomatic stalemate and renewed 
settlement -- and following the disillusionment from the 

misconception of unilateral moves -- the word \'partner\' is slowly 
making a comeback. The Ramallah branch of the Palestinian 
government is no longer considered \'an entity that supports 

terrorism,\' as former prime minister Ariel Sharon\'s cabinet defined 

it in its December 2001 statement on the Palestinian Authority. 
Following the recent loss of the Gaza Strip to Hamas, Palestinian 
Authority Chairman Mahmoud Abbas was transformed overnight from a 
weak and irrelevant leader to a partner worth strengthening. 

During his last meeting with Abbas, Prime Minister Ehud Olmert even 
mentioned something about possibly agreeing to discuss the permanent 
peace agreement in their next meeting. However, one should keep in 
mind that when Jerusalem mentions the permanent peace agreement, it 
does not mean the third and final stage of the international 

Quartet\'s road map plan for peace.... Olmert and Foreign Minister 
Tzipi Livni are not offering to discuss \'an agreed, just, fair, and 

realistic solution to the refugee issue, and a negotiated resolution 

on the status of Jerusalem,\' as required in that godforsaken road 


map.... Despite Olmert\'s generously broad coalition, the prime 
minister is even failing to meet his commitment to dismantle the 
illegal settler outposts in the West Bank.... When will it be time 

to talk? It is time we realized that time does not take orders from 
Jerusalem. Abbas is telling every Israeli he meets that in 18 
months at the latest, we will have to look for partners from Hamas. 
If we have a partner, then we must begin talking to him right now. 
If we have no partners, then we best prepare the bomb shelters. 
There is no such thing as a half-partner.\" 


II. Oil on Democracy\'s Wheels\" 


Economic editor Sever Plotker wrote in the mass-circulation, 
pluralist Yediot Aharonot (08/01): \"Let\'s look around at what is 
happening in the Arab-Muslim sphere: the three fragile democracies 
-- Lebanon, Palestine and Iraq - are surviving somehow.... It is 

still not the democratic Middle East that George Bush continuously 
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speaks about, but in the summer of 2007 there is room for cautious 
optimism.... Hundreds of billions of dollars of oil money is also 
strengthening -- for now - the democratic trends.... Oil money will 
fast-forward democratization of the Muslim world; it is already 
generating a change in it.... The danger of instability has weakened 
and the slightly autocratic democratic regimes can afford a few 
reforms. At the same time, oppressive regimes, first and foremost 
Iran, are failing disgracefully in their use of oil money.... The 
current administration in Iran fears the Qatari model more than an 
Israeli attack on its nuclear devices.... When an oppressive regime 
and a reconciling regime exist next to each other, reconciliation 

will eventually topple oppression. This is especially true when 

both have money and only one uses it correctly. That is why in the 
summer of 2007 we can be a little bit more optimistic.\" 


Ill. "Dangerous Peace\" 


Columnist Yosef Harif wrote in the popular, pluralist Maariv 

(08/01): \"Haim Ramon, who was appointed by Ehud Olmert to be Vice 
Prime Minister, has come up with an idea to raise Olmert\'s political 
stock.... The plan that Ramon is working on focuses on reaching a 
permanent agreement with the Palestinians. From what we have 
learned so far about the plan, it involves an Israel withdrawing 

from major parts of the West Bank, not unilaterally, but with as 

part of an agreement with Abu Mazen. It will lay the foundations 

for a Palestinian State in the West Bank.... Why does Ramon believe 
that now of all times, Israel has a worthy partner ...? After all it 

is the same Abu Mazen who is known to be a weak leader and who did 
not succeed in the past to fulfill any of the obligations he took on 

in past agreement with Israel.... It is hard to assume that this is 

the man with whom Israel could reach an agreement under the 
threatening shadow of Hamas.... Moreover, it is most likely that 
Hamas would do everything possible to take over territory that would 
be transferred to the PA ... Such a development ... would put the 
center of Israel in clear danger, one that Israel would not be able 

to ignore. And so instead of Ramon\'s plan promoting peace, it might 
lead to a new war.\" 

JONES 
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(1) US House approves \"comfort women\" resolution, emphasizes human 
rights aspect 


YOMIURI (Page 15) (Abridged) 
August 1, 2007 


Aya Igarashi, Washington 


The United States House of Representatives on July 30 approved a 
resolution asking for an official apology from Japan over the issue 
of the so-called wartime comfort women. There is the possibility 
that this issue may again flare as a dispute between Japan and the 
US in the future as well. 


In the full House on the afternoon of July 30 (before dawn on July 
31, Japan time), when the resolution was adopted, eight Republican 
and Democratic lawmakers rebuked Japan. 


Tom Lantos (D-CA), chair of the House Foreign Affairs Committee, is 
a Holocaust survivor. He praised Germany\'s way of atoning for the 
misdeeds of the last war, but he blasted Japan, describing it as 
suffering from historical amnesia. 


The female ranking Republican on the House Foreign Affairs 
Committee, Ileana Ros-Lehtinen (R-FL), saw the comfort women issue 
in the same light of violence to women in Darfur in Africa and 

stressed: \"This sort of issue is still a problem even today.\" 


One characteristic of debates on the comfort women issue in the 
Congress was that the issue was regarded as a present-day human 
rights issue not a past \"historical issue.\" 


This tendency is strong particularly in the Democratic Party, which 

is portrayed as being pro-human rights and liberal as represented by 
House Speaker Nancy Pelosi and which has taken the control of the 
House since the last November mid-term election. But even among the 
Republicans, there were few who were sympathetic towards Japan. 
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In the public gallery of the hall, former comfort women Yi Yong Su 


Column 3 

listened to the deliberations on the resolution. In the face of this 

living witness, Japan\'s assertion that there were no documents 
indicating that women had been forced to work as comfort women was 
ignored and only incurred backlashes. 


In contrast to the heated debate in the Congress, the vast majority 
of the American public is less interested in the passage of the 
\"comfort women\" resolution. The Washington Post in its July 30 
edition reported on the approval of the resolution in a small story 
dispatched by a news agency. 


Both Japan and the US at one point strived to resolve the issue in a 
way so as not to let this \"thorn\" affect the entirety of the 
Japan-US alliance. 


The leaders of the House gave consideration to Japan by deciding to 
take a vote on the resolution on July 30 after Japan\'s Upper House 
election in order to prevent any possible impact on the election. On 
July 31, the House committee approved another resolution highly 
praising Japan\'s assistance to lraq as a means to keep a balance 
with the \"comfort women\" resolution. 


The Democrats are positive about strengthening ties with Japan, an 
ally, envisioning an opportunity to again returnt the post of 
president to the party in the 2008 election. 


Michael Green, former senior director for Asian Affairs at the 

National Security Council, said: \"The members of the Congress can\'t 
say no to human rights issues. They tried to minimize the impact of 
the passage of the resolution by giving consideration in a 

meticulous manner.\" 


The Nanjing Incident will mark its 70th anniversary in December of 
this year. One journalist knowledgeable about the moves of Chinese 
and Korean organizations in the US commented: \"Some have already 
begun seeking another resolution behind the scenes.\" 


In California, the state from which Representative Michael Honda has 
been elected, the Korean and Chinese communities are gaining 
political influence. Honda stressed, \"It\'s incorrect to think | have 
acted according to instructions from the Chinese government.\" But 
pressure for the submission of a similar resolution is likely to 
increase every time the composition of the Congress changes, as a 
result of congressional elections being held every two years. 


It is not good if neither Japan nor the US takes any action, even 
though both sides share the view that they cannot let the 
comfort-women issue cast a pall on the bilateral alliance. Japan and 
the US must make even more efforts to put this matter to rest and 
are urged to constrain themselves even further. 


Column 3 
(2) US House passes comfort women resolution, Abe\'s historical view 
of the war rejected 


TOKYO SHIMBUN (Page 3) (Full) 
August 1, 2007 


Yasuyuki Oguri, Washington 
The US House of Representatives on July 30 unanimously passed a 
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resolution calling on the Japanese government to formally apologize 
to the comfort women of World War Il. The passage of the resolution 
is another blow to Prime Minister Shinzo Abe, who has suffered from 
a setback in Sunday\'s House of Councillors election. Why did the US 
House of Representatives approve of the resolution? How will the Abe 
administration respond to the US treatment? This newspaper will 
attempt to analyze the background of the US House\'s approval of the 
resolution and the future of it. 


US House of Representatives Foreign Affairs Committee Chairman Tom 
Lantos emphasized in a statement released immediately before the 

vote on July 30: \"After the end of World War II, Germany made the 

right choice. Meanwhile, Japan has actively tried to forget.\" He 
criticized the Japanese government for refusing to formally 

apologize. 


A number of resolutions urging Japan to apologize over the Imperial 
Japanese Army\'s barbaric acts were submitted to the US House of 
Representatives, but the House did not pass any of them, as the 
Japanese government\'s lobbying was successful. The government, 
however, failed this time around. A source familiar with Japan-US 
relations said that it was difficult for the Japanese side to oppose 

a human rights issue. 


The reason for the US House having turned a deaf ear to Tokyo\'s 
assertion that it has already offered apologies is that Washington 

has begun harboring doubts about Japan\'s attitude toward the history 
issue, although the Japan-US alliance has strengthened through the 
dispatch of Japan\'s Self-Defense Forces (SDF) and other 
cooperation. 


Abe claimed in March there was no proof the Imperial Japanese Army 
coerced the women into brothels. Some lawmakers from the ruling 
Liberal Democratic Party (LDP) and the main opposition party, 
Minshuto (Democratic Party of Japan), put an advertisement in the 
Washington Post claiming that there is no historical document 
proving that foreign women were forced into wartime brothels. 
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However, these efforts ultimately backfired. The House of 
Representatives saw Japan\'s assertion as proof of it not reflecting 

on its past conduct, prompting it to approve the resolution. US Asia 
Policy Point Director Mindy Kotler took the view that the US House 

of Representatives felt annoyed with Prime Minister Abe\'s influence, 
as well as trends in Japan regarding (history issue) as seen in the 
prime minister\'s remarks. Kotler analyzed the US House expressed its 
doubts about a change in Japan\'s historical view of the war. 


lf Abe mishandles the comfort women resolution, criticism will flare 
up again 


There were cautious views about the comfort women resolution in the 
US House of Representatives for fear of a possible negative impact 
on bilateral relations. In the process of discussion on the 

resolution, which was presented by Democratic Rep. Mike Honda, 
Democratic Senator Daniel Inouye protested the trend of calling on 
Japan to apologize, saying: \"The United States also made historical 
mistakes. But no countries have urged us to acknowledge, apologize 
and accept historical responsibility.\" However, Inouye\'s comment was 
unable to change the mood in favor of the resolution in the 

Congress. 


Meanwhile, the expectation is that the Japanese government will 
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ignore the resolution from the position that Japan already 
apologized in the 1993 statement issued by then Chief Cabinet 
Secretary Yohei Kono. Should Abe offer a formal apology, he will 


SIPDIS 
likely come under pressure from hawkish Diet members. 


If the Japanese government expressly ignores the resolution, 
Congress might stiffen its position. Although a source familiar with 
Japan-US relations said that bilateral relations would not worsen by 
the US House\'s approval of the resolution, the general view is that 
unless the Japanese government takes specific measures, the issue 
will smolder between Japan and the United States. 


It is certain that criticism of Abe\'s remarks in March will grow 

again as the government failed to prevent the US House of 
Representatives from passing the resolution. Following the setback 
in the Upper House election, Abe is now facing difficulty in dealing 
with the issue. 


(3) Editorial: Mistaken historical views must be prevented from 
developing a life of its own 


Column 3 
YOMIURI (Page 3) (Full) 
August 1, 2007 


The United States House of Representatives adopted a resolution 
calling on the Japanese government to officially apologize over the 
so-called comfort women issue. This resolution is apparently based 
on an erroneous perception of the facts. Although it has no binding 
power, we cannot overlook the passage of the resolution. 


The resolution says: \"The Japanese Imperial Army coerced young women 
in various Asian countries into sexual slavery.\" 


The Japan-US alliance naturally carries an extremely significant 
meaning in light of Japan\'s national interests. Both countries have 
established close ties on the military and economic fronts and also 
share such core values as democracy and human rights. 


Japan, however, must present a counterargument against the 
resolution, which differs from the actual facts. If a mistaken view 
of history develops a life of its own, the source of a problem might 
be left untouched to trouble future Japan-US relations. 


In the early 1990s, a certain newspaper reported that the Japanese 
government had forcibly recruited women under the name of volunteer 
corps. That article was totally contrary to the facts. 


The statement issued in 1993 by Chief Cabinet Secretary Kono 
included descriptions that could be taken as constituted authorities 
having brought in young women as comfort women against their will. 
Reading the statement, many people inside and outside Japan began to 
have an erroneous perception of the facts. 


There is no evidence to prove the government coerced recruited 

comfort women. The Japanese government has also repeatedly explained 
that fact. 

In Japan, as well, there are some who insist that there was coercive 
recruitment. Such people, without specifying the contents of what is 
meant by \"coercive,\" regard the US resolution as only natural. 


The resolution says: \"The comfort women system is one of the largest 
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cases of human trafficking in the 20th century.\" 


It has been disclosed that the US occupation army made use of 
comfort stations in Japan. During the Korean War, there were such 
facilities for South Korean soldiers. 
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During World War Il, there were also comfort stations for German 
soldiers, and young women in areas occupied by Germany were 
recruited systematically and coercively. 


Why has Congress made only Japan the target of its attack? That is 
because of the presence of a China-affiliated anti-Japanese group 
supporting Democratic Congressman Michael Honda, who submitted the 
resolution. There is not an anti-Germany group. Of course, there is 

no group pursuing the US military for its \"moral\" responsibility. 


In the Democratic Party-controlled US Congress, a similar resolution 
to the comfort-women one could be adopted in the future. Japanese 
diplomats must make more efforts to clear up the United States\' 
misunderstanding. 


(4) Editorial: The comfort women resolution harms Japan-US 
relations 


NIKKEI (Page 2) (Full) 
August 1, 2007 


The approval of the comfort women resolution by the US House of 
Representatives will probably end up harming Japan-United States 
relations. This is a worrisome situation. 


Meanwhile, the US House of Representatives Committee on Foreign 
Affairs yesterday was set to approve a resolution thanking Japan for 
its contributions to the Japan alliance. If this resolution is meant 

to counterbalance the comfort women resolution, this signals that 

the committee members themselves recognize the negative effect that 
the resolution will have on bilateral relations. 


This resolution is one of over a thousand that the House approves 
each year. It is a document that holds no legal binding. Although 
there is no need to overreact, we cannot close our eyes to the 
resolution\'s adverse effects on the relationship between Japan and 
the US. 


The resolution calls for an official apology from the Japanese 

government and the prime minister. The Japanese government, by means 
of a 1993 statement by then-Chief Cabinet Secretary Yohei Kono, did 
officially apologize to the former comfort women. The government 

also offered them compensation through the Asian Women\'s Fund. 


During his April visit to the US, Prime Minister Shinzo Abe met with 
President Bush and congressional leaders and stated: \"As an 
individual and as prime minister, | deeply sympathize with the 

former comfort women who suffered hardship and am filled with regret 
that they were placed in such painful circumstances.\" This is close 

to the official apology called for in the resolution. 
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Before Abe\'s US visit, when the US side was intensifying its 
criticism of Japan regarding this issue, we wrote that \"the 
strangeness of hearing the US criticize Japan more vociferously than 
China or South Korea is similar to the feeling that Americans get 
when they hear Japan criticizing the US about its past treatment of 
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Native Americans.\" We cannot help but feel the same way about the US 
House\'s approval of a resolution asking for yet another apology. 


This action, which could damage the image of Japan in the US and 
stir up anti-US sentiment in Japan, is detrimental to both 

countries. Besides the resolution, an increasing number of negative 
elements have been growing between Japan and the US. 


In Japan, there is a great deal of discontent with the Bush 
administration\'s conciliatory approach towards North Korea. Ichiro 
Ozawa, the leader of the Democratic Party of Japan, the new majority 
party in the Upper House, has stated his opposition to an extension 
of the Anti-Terrorism Special Measures Law. If the Self-Defense 
Force\'s refueling missions in the Indian Ocean are discontinued, the 
US will lose faith in Japan. 


Having lost their political momentum, both the Abe and Bush 
administrations are finding it increasingly difficult to resolve 
problems. The comfort-women resolution is another unfavorable sign 
for Japan-US relations. As a result, there is a high possibility 

that the criticism of the Abe cabinet that is bound to come will act 

as a kind of centrifugal force putting more distance between Japan 
and the US. 


(5) US House adoption of comfort women resolution may cast pall on 
Japan-US relations 


ASAHI (Page 9) (Abridged slightly) 
August 1, 2007 


The US House of Representatives approved a resolution on July 30 
calling for an official apology from Japan over the so-called 

comfort women system of forced military prostitution before and 
during World War Il. Ever since the resolution was submitted this 
January, Tokyo has lobbied against the US House for fear that it 

will have a harmful effect on Japan-US relations. That did not pay 
off. Prime Minister Shinzo Abe\'s words and deeds that drew a strong 
reaction from the United States attributed to the House\'s approval 

of the resolution. Although the position of the United States, which 
regards the comfort women issue as a human rights abuse, is to give 
advice as a \"friend,\" the step is likely to leave some hard feelings 

in Japan. Depending on how matters turn out, the thorny historical 
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issue with neighboring countries might cast a pall over Japan-US 
relations, as well. 


House Foreign Affairs Committee Chairman Tom Lantos (D-Calif.) said 
in the July 30 session: \"Japan\'s refusal to make an official 
government apology is disturbing to all who value US-Japan 

relations.\" Mike Honda (D-Calif.), a sponsor of the resolution, too, 
said: \"We must teach future generations that this horror must never 
be repeated again.\" The resolution was adopted with a majority 
approval without any objections. 


Both Lantos and Honda come from California where there is a large 
Asian-American population. In fact, in Honda\'s constituency, 
Asian-Americans account for about 30% of the total population. With 

the election of the US House of Representatives scheduled to take 
place next year along with the presidential election, the wishes of 
Korean organizations that have lobbied for the adoption of the 

comfort women resolution cannot be ignored. Honda spent his early 
childhood in a World War Il internment camp where he himself 

suffered from human-rights abuse. The US Congress, acknowledging its 
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responsibility for the internment of Japanese-Americans, eventually 
adopted legislation compensating the victims for such treatment 
during the war. The president also sent letters of apology to them. 


Earlier, in the period of the Republican-led US Congress, four 
comfort-women resolutions were submitted, but none was adopted. The 
US House adoption of the resolution this time comes partly from the 
shift of power to the Democrats through the midterm election last 

year and Prime Minister Abe\'s words and deeds. 


Tokyo\'s position was that the Japanese government had already 
apologized, citing the 1993 statement released by then Chief Cabinet 
Secretary Yohei Kono. 


SIPDIS 


Then on March 1, Prime Minister Abe told reporters, \"There is no 
evidence to prove there was coercion,\" adding, \"There is no evidence 
to prove the use of coercion in the narrow sense.\" 


This complex explanation was taken to mean that Japan backed away 
from the Kono statement, and US lawmakers reacted furiously, saying 
Japan had not offered an official apology. The situation worsened 

with Abe\'s defiant comment that Tokyo would not offer another 
apology because the US Congress was about to adopt the resolution. 


Finally becoming aware of the deteriorating situation in early 
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April, Abe offered an explanation to President Bush on the phone. 

That was followed by his apology to Bush and US House Speaker Pelosi 
during his visit to the United States in late April. The storm 

calmed down temporarily, but the trend of adopting the resolution 

again gathered momentum with a full-page protest advertisement that 
ran in the June 14 issue of the Washington Post, submitted by a 

group of Japanese lawmakers and others discontented with the 
resolution. 


A sense of mission peculiar to the US 


\"The adopted resolution is not intended to blame the Japanese 
people. They are words as a friend.\" Meeting the press after 
adopting the resolution, Mike Honda, a sponsor of the resolution, 
stressed that resolution was not intended to attack Japan. 


Mike Mochizuki, a George Washington University associate professor 
known for his studies of Japan, also said: \"The resolution is a 
message to Japan by American political leaders as their friends. It 

is not an anti-Japanese resolution.\" 


A perception gap exists between Japan and the United States on the 
resolution. Above all, America\'s intent is hard to understand in 
Japan. 


The US House was considerate enough to adopt the resolution after 
Japan\'s House of Councillors election. Although it was a fact that 
the resolution\'s adoption was triggered by Prime Minister Abe\'s 
words, it did not target Abe. 


On July 31, the US House also approved a resolution recognizing 
Japan as one of the most reliable security partners of the United 
States. 


US officials concerned, including Honda, regard the comfort women 
issue as an abuse of human rights of the victims of sexual slavery. 
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Japan naturally wonders if the US Congress has the power to meddle 
in other country\'s affairs. But in the case of the United States, 

the Congress is not the only one that makes request to other 

countries regarding a set of \"values.\" The US State Department 
annually produces a report on trafficking in persons in other 

counties. This year, Japan was categorized as not fulfilling the 
minimum standards. American people have a special sense of mission 
to protect and spread a set of values. This can explain why the US 
House adopted the comfort women resolution. 


Column 3 

Among US congressional members, the comfort women issue is referred 
to as a \"boutique issue,\" meaning it is not a national priority. 

That is evident in the lack of similar moves from the Senate that 

mainly discusses foreign affairs. 


With the House\'s adoption of the resolution, the focus has now 
shifted to Japan. Japan experts in the United States share the view 
that it is important for Japan to have a handle on the situation in 

the United States and abstain from overreacting to the adoption. 
Asked in the July 30 press conference, \"What would you do if Japan 
did not offer an apology,\" Honda simply said: \"I hope this will 

serve as a foundation for a new dialogue (between the United States 
and Japan).\" 


Former Deputy Assistant Secretary of Defense Kurt Campbell, now 
drafting an Asia policy for the upcoming US presidential race, urged 
Abe and others to shift their stance on the historical issue. He 

said: \"Even extremely pro-Japanese Americans are displeased with 
remarks by Prime Minister Abe and other cabinet ministers. It is 
more beneficial to spend time on present and future issues than to 
revise or correct interpretations of historical events.\" 


(6) Editorial: Comfort women resolution; Rectify factual errors 
through joint efforts between government and private sector 


SANKEI (Page 2) (Full) 
August 1, 2007 


The full US House of Representatives approved a resolution calling 
for a formal apology from the Japanese government on the comfort 
women issue. Though the resolution is not legally binding, it is of 
concern that the Congress of the US, Japan\'s key ally, has adopted a 
resolution denouncing Japan. 


The Abe cabinet has taken a reasonable approach to this issue. Prime 
Minister Abe during the bilateral summit in late April expressed his 
deep sympathy with former comfort women, and President Bush highly 
evaluated his response. Japanese Ambassador to the US Ryozo Kato 
sent a letter to key members of the House stating that the adoption 

of a resolution denouncing Japan over the comfort women issue would 
harmfully affect Japan-US relations over the long term. The 
Democratic Party leadership in the House has reportedly put off the 
adoption of the resolution in the plenary session until after 

Japan\'s Upper House election, giving consideration to a possible 
impact of the adoption of such a resolution on Japan\'s political 
situation. Aside from the comfort women resolution, the House 

Foreign Affairs Committee has approved a resolution recognizing 
Japan\'s contribution to the anti-terrorist war. It can be said that 

this represents that Japan\'s diplomatic effort has made a certain 
degree of achievements. Even so, however, it was impossible to 
prevent the House from adopting the resolution in the plenary 
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session. 
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A resolution was added with words indicating that the \"the Japan-US 
alliance is a linchpin in the Asian region\"; and it is now at the 

stage of the approval at the House Foreign Affairs Committee. As a 
result, the wording of the adopted resolution was milder than that 

of the initial resolution introduced by Democrat Congressman Mike 
Honda. However, the resolution\'s basic errors have been kept intact, 
as can be seen in the fact that it categorically mentioned that the 
comfort women system was coercive prostitution for military 
personnel adopted by the Japanese government during WWII. 


It is true that the former comfort women experienced hardships 

during WWII and deserve sympathy. However, it was private brokers 
that mainly recruited them. The Japanese government did not 

coercively recruit them for sexual services. More than 200 official 
documents the Japanese government has collected over two years prove 
that. 


Concerning the comfort women resolution, Japanese experts, including 
journalist Yoshiko Sakurai, ran an opinion advertisement in a US 

daily in which they produced evidence to prove the actual situation 

of the comfort women. Some have criticized their action as having 
incurred a backlash from the US Congress. However, offering no 
rebuttal could mean in the international community acknowledging 
erroneous historical accounts. 


It was also revealed that an organization affiliated with China was 
pressurizing the House Foreign Affairs Committee chairman in the 
background. This organization has close ties with the Chinese 
government. It has criticized Japan on the wartime history issue. 


The government and the private sector need to make further efforts 
to rectify factual errors on the comfort-women issue. 


(7) Estimation of Lower House election, based on votes ruling and 
opposition parties gained in Upper House election 


NIKKEI (Page 5) (Full) 
July 31, 2007 


Close battle likely, if LDP, New Komeito cooperate; DPJ would win 
landslide victory, if LDP independently fights; Western Japan key to 
DPJ initiative to take over government reins 


Kyodo News Agency yesterday calculated a possible result of the next 
Lower House election, based on the number of votes each political 
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party gained in the July 29 Upper House election, in which the 
Democratic Party of Japan (DPJ or Minshuto) garnered 60 seats, 
depriving the Liberal Democratic Party (LDP) of its status as the 
largest party in the chamber. According to a simple calculation, the 
DPJ would gain 350 seats among a total of 480 seats combining 300 
for single-seat constituencies and 180 for the proportional 
representation portion. 


It was only if the LDP and the New Komeito fully cooperated in 
single-seat constituencies, would they be able to gain 250 seats, 
including those in the proportional representation segment, enabling 
them to narrowly maintain their majority. If they fought 

independently, the DPJ would win a landslide victory in Hokkaido, 
Saitama, Tokyo, Aichi, Osaka, Hyogo and Fukuoka, where there are 
more than 10 single-seat constituencies. It would also win in 

Aomori, Tochigi, Gifu, Wakayama, Tottori and Kagawa, constituencies 


TOKYO 00003511 010 OF 010 


where it was defeated in the 2005 Lower House election, as well as 
in three seats out of four in Ehime, where it has never gained a 
seat before. The DPJ would gain 350 seats in total, combining 85 in 
the proportional representation segment. 


The LDP would win all seats in Gumma, Shimane and Yamaguchi, but 
suffer a setback in urban areas, only gaining two seats in Chiba and 
one in Kanagawa. It would gain no more than 85, combining 34 in 
single-seat constituencies and 55 in the proportional representation 
portion. 


However, if the LDP and the New Komeito cooperated, the situation 
would be completely different, indicating the reality that the New 
Komeito has the casting vote. The LDP and the New Komeito would 
secure all of 11 seats in Fukuoka in stark contrast to the case of 

the LDP independently running candidates in that region. The 
coalition would recover from the setback in all single 
seat-constituencies in the Upper House election this time, where the 
DPJ made a leap forward. The estimation is that it would be able to 
gain 165 seats in single-seat constituencies. 


For the estimation, votes each party gained in municipalities in the 
proportional representation segment in the Upper House election this 
time were tallied, based on single-seat constituencies and 
proportional representation blocs. 


Tabulations of the number of seats each party would gain in the 
Lower House election, based on the outcome in the Upper House 
proportional representation segment, highlighted the reality that 
the DPJ, which won most single-seat constituencies in the Upper 
House election this time, would fight an uphill battle in 
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single-seat constituencies in western Japan. Provided that the LDP 
and the New Komeito fully cooperate for the Lower House election, 

the DPJ would be able to gain only five seats -- two in Hiroshima, 

one in Tokushima, Kochi and Nagasaki -- in 71 Lower House 
single-seat constituencies in the Chugoku, Shikoku and Kyushu 
regions, while the LDP and the New Komeito would gain 66. The result 
would be similar to that in the 2005 Lower House election, in which 

the LDP won a landslide victory, leaving the LDP with only seven 

seats in single-seat constituencies -- two in Okayama, and one in 
Tokushima, Fukuoka, Nagasaki, Kumamoto and Oita. The result reflects 
the ruling bloc\'s solid organizational power. 


SCHIEFFER 
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ARTICLES: 
(8) What will become of Abe administration? 


YOMIURI (Page 1) (Abridged slightly) 
July 31, 2007 


Prime Minister Shinzo Abe held his first press conference after the 
July 29 House of Councillors election at the Liberal Democratic 
Party\'s large conference room yesterday afternoon. He expressed his 
strong desire to stay in office, saying: 


\"While | was on the nationwide campaign trail, | constantly thought 
about the results of this election and what | must do. | will not 

run away. Although the situation is extremely severe, | have decided 
to stay in office because a political vacuum is not allowed.\" 


Abe, who was first elected to the House of Representatives in 1993, 
vividly remembers the country\'s economic ups and downs under the six 
administrations led by Prime Minister Hosokawa to Mori in seven 

years. 


Abe\'s decision was backed in part by calls for him to remain in 
office regardless of the outcome of the Upper House election. 


When former Prime Minister Junichiro Koizumi visited Nagoya on July 
21 to stump, he told local assemblymen: \"Chances are low for the LDP 
to win even 40 seats. The number of seats does not matter. The prime 
minister does not have to step down, either.\" Koizumi\'s encouraging 
message reached Abe. Former Prime Minister Yasuhiro Nakasone also 
advised Abe: \"No matter how the race turns out, you must carry 
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things out boldly based on your beliefs.\" Foreign Minister Taro Aso, 
the frontrunner in the race to replace Abe, also called on Abe at 

the Prime Minister\'s Official Residence (Kantei) on the afternoon of 
July 29 to encourage him. 


But in the wake of the LDP\'s historic setback, Abe is certain to 
lose his momentum. 


Although factional heads in the party basically support Abe\'s 
decision to stay on, they are not in agreement to face the next 

Lower House election under Abe\'s leadership. A former cabinet 
minister said: \"If Mr. Abe steps down early, the new prime minister 
won\'t be regarded as too fresh. We will wait and see how things turn 
out. If his cabinet support rate continues to plummet, then he must 
go.\" 


There are about two years left before the Lower House lawmakers will 
serve out their term. Fierce political bargaining is expected to 
occur with a view to becoming Abe\'s successor. 


Meanwhile, given a reversal of places between the ruling and 
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opposition blocs through this election, how to run Diet business is 

the greatest challenge for Abe, who is struggling to maintain his 
momentum. In the extra Diet session in the fall, the government must 
extend the Antiterrorism Special Measures Law, scheduled to expire 
in November. To do so, the DPJVs cooperation will be essential. 


Staffing the Official Residence (Kantei) with his close friends, 

Abe\'s efforts for building consensus in the LDP and convincing the 
opposition block have all been insufficient. Apparently aware of 

such shortcomings, Abe expressed in the July 30 press conference his 
willingness to lend an ear to the DPJVs views. 


Abe is also being urged to appoint individuals capable of building 
communication channels to the DPJ in reshuffling his cabinet and LDP 
executives in the weeks ahead. 


As for his slogans of creating a beautiful country and breaking away 
from the postwar regime, no alternative policies have yet to come 
into sight. 


The prime minister also plans to take a step forward toward revising 
the Constitution based on a set of proposals to be produced this 

fall by the blue-ribbon panel now studying the option of allowing 

the country to exercise the right to collective self-defense, a 

theme disagreeable to the New Komeito. But given the results of 
Sunday\'s election, that plan, too, now seems difficult. 


Column 3 
A rough and thorny path lies ahead for Prime Minister Abe. 


(9) Even in the end, a cabinet minister full of surprises; 
Inconsistent Kantei dismisses farm minister Akagi 


ASAHI (Page 13) (Excerpts) 
Eve., August 1, 2007 


Agricultural Minister Akagi resigned his post this morning. One 
apparent reason for the Liberal Democratic Party\'s (LDP) defeat in 
the Upper House election was that the electorate grew tired of his 
avoiding detailed explanations about his shady office expenses, 
suspiciously bandaged face, and copies of his receipts. The view is 
that he should have quit before the election. By \"replacing\" him 
when it was already too late, the crisis management capability of 
the Abe Cabinet will once more be questioned. 


A staffer in Akagi\'s office revealed: \"He, too, felt from the start 

that he bore a responsibility for the Upper House election result. 

He seems to have made up his mind to resign last night.\" After Akagi 
resigned, he was surrounded by a crush of reporters at the Prime 
Minister\'s Official Residence (Kantei). As questions flew at him, he 
stopped and calmly answered them. 


Regarding the historical defeat in the Upper House election for the 
LDP, he stated: \"It is an obvious fact that this was one of the 
factors that led to defeat. | feel extremely sorry about that, and | 
would like to bring this matter to a close.\" He calmly admitted that 
the issue of his office expenses, about which he refused to provide 
details, was a major factor leading to the election defeat. 


Asked by a reporter if he had been \"dismissed,\" after pausing a 
moment, he stressed that it was his own decision, staring fixedly at 
a point with reddened eyes: \"I requested that | wanted to resign, 
and the prime minister said that he understood.\" He said that he 
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would hold a press conference later to give more details about the 
receipts issue. 


(10) Jun Yokota picked government envoy to EPA talks with Vietnam 
and Switzerland 


ASAHI (Page 4) (Full) 
August 1, 2007 


The government decided yesterday in a cabinet meeting to appoint 
Ambassador for International Economic Affairs Jun Yokota as 
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government envoy to negotiations on Economic Partnership Agreements 
(EPAs) with Vietnam and Switzerland. The formal announcement was 
made on July 31. 


Jun Yokota joined the Ministry of Foreign Affairs in 1971, after 

leaving the University of Tokyo in mid-course. He has served as 
ambassador for international economic affairs since September 2006. 
He is 60 years old. 


SCHIEFFER 
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E.O. 12958: DECL: 08/01/2017 

TAGS: KCASC, ASEC, EINV, ECON, KCOR, KPAO, PGOV, ID 
SUBJECT: NIKE COMMERCIAL DISPUTE RESOLVED 

REF: JAKARTA 01957 

Classified By: Econ Officer Jonathan Alan. Reason: 1.4 (b) and (d). 
1. (C) Summary: Nike and Central Cipta Murdaya (CCM) 


reached an agreement on July 31 to phase-out their business 
relationship over the next 24 months. The agreement includes 
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concessions by Nike to increase the phase-out time for one of 
CCM,s factories to 24 months from 9 months, as well as 
increase the second factory to 12 months from 9 months. 
President Yudhoyono (SBY) thanked Ambassador Hume for his 
role in resolving the commercial dispute between U.S.-based 
Nike Corporation and their local partner CCM during the 
Ambassador\'s credentialing ceremony at the Presidential 
Palace on August 1. End Summary. 


Agreement Reached 


2. (C) Nike executives reached an agreement with CCM on July 
31. The agreement includes concessions by Nike to increase 
the phase-out time for one of CCM,s factories to 24 months 
from 9 months, as well as increase the second factory to 12 
months from 9 months. Nike also guaranteed orders of 100,000 
shoes per week per factory for the phase-out period, 
representing more than 80% factory capacity. In exchange, 
CCM would: 


-- acknowledge financial responsibility for factory workers; 
-- agree not to litigate; 

-- cease all public disparagement of Nike; and 

-- cease all illegal trade in Nike goods. 


Ambassador\'s Statement 


3. (U) The Ambassador issued the following statement on 
August 1: \"The U.S. Embassy welcomes the new agreement 
between Nike and Central Cipta Murdaya (CCM), an agreement 
consistent with rule of law and respect for contracts. This 

is a good agreement for both the Republic of Indonesia and 
the United States, as well as for the overall investment 

climate. Nike\'s decision to extend the phase-out period of 
CCMVs contract is consistent with its long-term commitment to 
Indonesia. We thank the Government of Indonesia for its role 
in facilitating this agreement, in particular Investment 
Coordinating Board Chairman Muhammad Lutfi, who played an 
active role in assisting both parties to reach a beneficial 
outcome.\" 


Background 


4. (SBU) Nike informed CCM on July 6 that Nike would end 
it\'s 20 year business relationship with CCM at the end of 
2007. Nike executives explained the decision was based on 
CCM\'s inability to meet the company\'s minimum contractual 
product quality and delivery standards. CCM responded by 
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ceasing all Nike factory production on July 16 and directing 
disgruntled employees to Nike\'s downtown Jakarta offices. 
The ensuing protest alarmed Nike executives, who received 
Embassy assistance in obtaining protection from local police 
and safe passage to the airport where they departed for 
Singapore (reftel A). 


Ambassador Meets Investment Chairman Lutfi 


5. (C) On July 18, Ambassador Hume met with Muhammad Lutfi, 
Chairman of the Government of Indonesia (GOI) Investment 
Coordinating Board (BKPM) to discuss the dispute (reftel A). 

Lutfi explained that SBY was engaged in the issue and had 
designated Lutfi to coordinate GOI response. Lutfi promised 

GOI security for Nike executives if they return to Jakarta 

and assured the Ambassador that Nike executives would not be 
detained by authorities even in the event of civil 
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litigation. Ambassador Hume offered to call Nike executives 
but reminded Lutfi that security assurances must come from 
the GOI directly. 


Negotiations 


6. (C) On July 24, U.S.-based Nike executives, accompanied 
by Lutfi, flew to Jakarta from Singapore via private GOI 

plane to re-negotiate the terms of the phase-out agreement 
with CCM. The negotiations were attended by Emboff and took 
place at the Jakarta Ritz Carlton in rooms provided by the 
GOI. Lutfi mediated, moving back and forth between Nike 
executives and CCM, each located in suites on different 
floors of the hotel. After four hours of negotiation both 
parties met face-to-face in a hotel conference room to sign 
the completed agreement. However, CCM raised last minute 
objections and refused to sign. 


Ambassador Meets Lutfi (Again) 


7. (C) On July 26 Ambassador Hume met with Lutfi at his 
BKPM office to discuss ways to resolve the impasse. Lutfi 
thanked Ambassador Hume for facilitating Nike\'s willingness 
to negotiate and for the Embassy\'s presence at the July 24 
negotiations. Lutfi expressed surprise at Nike\'s generosity 
in the terms of the phase-out and harshly criticized Hartati 
Murdaya, owner of CCM, for her \"nasty intentions.\" Lutfi 
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conceded that GOI could not force Murdaya to sign the 
agreement, but promised continued \"informal\" efforts to 
encourage resolution. The Ambassador assured Lutfi of 
continued Embassy engagement and promised to issue a 
statement if a successful outcome was reached. 

HUME 
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E.O. 12958: N/A 
TAGS: KTIA, ETTC, KNNP, MNUC, PARM, PREL, PGOV, IAEA, JA 
SUBJECT: JAPAN RESPONDS TO U.S.-INDIA NUCLEAR AGREEMENT 


REF: STATE 104171 
1. (U) This message contains an Action Request - see para. 4. 


2. (SBU) EST and POL delivered the non-paper in reftel to 
officials at the Ministry of Foreign Affairs (MOFA) on July 

30 and 31. MOFA Arms Control and Disarmament Division 
Principal Deputy Director, Junichiro Otaka, noted that MOFA 
is carefully watching the development of the U.S.-India 
Agreement for Peaceful Nuclear Cooperation, particularly in 
light of Prime Minister Abe\'s scheduled trip to India at the 
end of August. MOFA Southwest Asia Division India Desk 
Officer, Naoshige Aoshima, had no additional response. 


3. (SBU) Otaka had the following comments/questions: 


-- Regarding the timing of an NSG Consultative Group meeting 
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on India, Otaka suggested that such a meeting may be better 
timed for after India completes negotiations with the IAEA on 
a safeguards agreement and Additional Protocol. 


-- Otaka asked whether the U.S. could provide further 

guidance on how the Agreement handles the issue of separation 
between India\'s military and civilian nuclear programs. 
Specifically, he asked how the Agreement will help to ensure 
that reprocessing and other technologies are not transferred 
from the civilian to the military sector. 


-- Finally, Otaka asked for clarification on what steps would 
be taken under the Agreement in the event of a nuclear test 
by India. He noted that recent reports in the Indian press 
had been unclear on this. 


4. (SBU) ACTION REQUEST: In response to GOJ comments in 
para. 3, Post would be grateful for any further guidance the 
Department can provide. 

SCHIEFFER 
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E.O. 12958: N/A 

TAGS: EFIN, PREL, PTER, ET 

SUBJECT: DEMARCHE DELIVERED: TERRORIST FINANCE: 
CO-SPONSORSHIP UN 1518 AND 1267 COMMITTEES 


REF: STATE 104666 


1. (SBU) On July 31, A/DCM and ECONOFF delivered the 
information in reftel to Adam Tesfaye, Desk Officer for the 
U.S.and Canada at the Ministry of Foreign Affairs. Tesfaye 
stated he would forward the information to other GOE offices 
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including GOE security services. 
YAMAMOTO 
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SUBJECT: SOUTHERN VIOLENCE: LEADING ACADEMIC EXPERT SEES 
SOME IMPROVEMENT 


REF: A. BANGKOK 03813 (SECURITY FORCES MOVING FORWARD AS 
SECTARIAN TENSIONS SIMMER) 
B. BANGKOK 03378 (NEW VIOLENCE STATISTICS MORE 
DEADLY AMBUSHES) 
C. BANGKOK 01390 (UPDATED VIOLENCE STATISTICS FOR 
2006) 


Classified By: CDA Jim Entwistle. Reason 1.4 (b,d) 


1. (C) Summary. Noted southern scholar Dr. Srisomphop 
Chiphiromsi believes that Army-led arrests of suspected 
insurgents has led to fewer attacks in the troubled southern 
provinces and that the overall situation is \"more stable.\" 
Srisomphop is not yet sure whether this is a short term 
development or evidence of a sustained improvement in the 
security situation. He is working to expand the scope of his 
work beyond cataloguing violence statistics to more 
comprehensive studies of local attitudes towards the 
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government and separatist movement. Srisomphop acknowledged 
increased tensions between the ethnic Thai Buddhist and 

ethnic Malay Muslim communities but said that sectarian 

attacks remained infrequent and limited to a handful of 

areas. He also dismissed rumors that insurgent groups were 
beginning to provide political organization and social 

services in areas under their control. End Summary. 


THE GOOD DOCTOR 


2. (C) During a July 25-26 visit to the southern provinces of 
Pattani and Yala, we met with Dr. Srisomphop Chiphiromsi of 
Prince of Songkhla University (PSU), Pattani campus (Note: 
septels will report other meetings and overall impressions. 
End Note). Srisomphop is the lead scholar in PSU\'s efforts 
to develop public information on the violent insurgency under 
way in the South, and is most famous for being the sole 
source of reliable statistics on the violence in that region. 

A longtime resident of the South, Srisomphop has become an 
invaluable resource for the government, public and diplomatic 
community in understanding the conflict. He is currently 
working to expand the size of his research effort to include 
new studies on public attitudes, economic conditions and the 
efficacy of government programs. 


\"MORE STABLE\" 


3. (C) Srisomphop\'s overall assessment is that, over the last 
few weeks, the situation has gotten \"more stable.\" According 
to his figures (which will be released in August) there have 
been fewer incidents of violence in the last two months, 

which he attributes to the recent surge of arrests. 

Srisomphop believes that these operations have disrupted the 
insurgent networks. In his view, the Army is more confident 
and energetic; local commanders believe that they can solve 
the unrest. Srisomphop was not sure if this calm is 
sustainable: \"the next few weeks will test\" this dynamic. 

This intervention policy may have an impact on separatists 
over the long term, but Srisomphop was quick to note that the 
military must use the justice system to handle those arrested 
so as to ensure that the process is transparent and seen as 
just. Srisomphop said that a local Royal Thai Army (RTA) 
commander recently told him of an RTA request for more 
assistance from the Ministry of Justice (MOJ) in handling 
detainees. 


4. (C) Srisomphop said that the RTG is also working to make 
sure that ongoing projects are having an impact on people\'s 
attitudes. These projects range from poverty alleviation to 
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infrastructure construction. When asked about the lack of 
press reporting on these efforts, Srisomphop agreed that the 
RTG needs to do a better job of publicizing these programs. 
PSU will conduct a survey in August on the nearly 200 
projects under way in the area. The results of this survey 
will drive RTG planning on the \"peace strategy.\" In his 
view, the government is starting to do a better job at 
improving its image in the South. The military in particular 
appears to be working hard to build public trust. 
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POPULAR ATTITUDES IN THE SOUTH 


5. (C) Recently, PSU conducted a survey on popular attitudes 
in Yala, Narathiwat, Pattani, Satun and Songkhla towards 
specific institutions. Interestingly, Srisomphop said that 
people expressed the least confidence in the military. The 
police, who are usually the most widely distrusted, were 

rated slightly higher than the Army. Of note, the media also 
received very low marks from locals, who believe that the 
Thai press misrepresents the situation in the South and 
overemphasizes violence against ethnic-Thai Buddhists, while 
painting a negative portrait of ethnic-Malay Muslims. Local 
Islamic committees, Imams, the Department of Rights 
Protection from the Ministry of Justice (MOJ), the Forensic 
Lab headed by Khunying Porntip from MOJ, and the National 
Human Rights Commission were all widely seen as trusted 
institutions. The overall justice system received mixed 
results. 


6. (C) When asked about broader attitudes and support for the 
separatist cause, Srisomphop explained that his center hopes 
to conduct such a survey later this year. In 2005, PSU 

polled local people in the three provinces and found that 8 
percent supported the separatist cause. In June 2006, the 
King Prachadipok Institute (KPI) conducted a similar survey 
with a slightly smaller sample size and found that 18 percent 
of people supported separatism. Srisomphop noted that the 
KPI survey was conducted before the violence escalated, 
suggesting that, in his view, support would likely be lower 

this year, given widespread anger at the brutality of 

insurgent attacks. 


TRENDS IN VIOLENCE, TACTICS 


7. (C) When asked about recent trends in the 
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violence--Srisomphop is finalizing the latest update on his 
comprehensive violence statistics--he explained that, apart 
from the recent drop in attacks, 2007 has been marked by more 
direct attacks on security patrols. More soldiers and police 
are being killed. Srisomphop said that separatists were more 
focused on direct attacks on state officials, after rumors of 
popular backlash against broader attacks on economic and 
civilian targets. Srisomphop acknowledged that sectarian 
tensions remained high, but noted that revenge attacks 
between the ethnic-Thai Buddhist and ethnic-Malay Muslim 
communities remained infrequent and restricted to a few 
specific locations. He made special mention of the rising 
number of protests and counter protests against security 
operations; according to his figures, there were only 10 such 
protests in 2006, but 30 so far in 2007. 


8. (C) Srisomphop said that he had seen no evidence of 
insurgent efforts to provide political organization or social 
services to the local population. Instead, some insurgent 
groups were trying to build popular support through direct 
pleas for such. According to Srisomphop, in recent weeks 
armed groups of separatists have moved into a handful of 
villages (Note: he did not specify where. End Note) in the 
middle of the night, rousted the entire population and led 
them to the local mosque. Here, the frightened villagers 
were subjected to a short lecture asking them to support the 
separatist cause and warning them not to provide aid to the 
RTG. Srisomphop noted that this was a new tactic and 
coincided with wider public admission that there is, in spite 
of previous denials by many, an active, local insurgency. 
ENTWISTLE 
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TAGS: BEXP, ETRD, ETTC, RS 

SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: 1ST FIRE 
BRIGADE, KRASNOYARSK, RUSSIA, D376657 


REFTEL: USDOC 05781 


1. Unauthorized disclosure of the information provided 
below is prohibited by Section 12C of the Export 
Administration Act. 


2. Reftel requested a Pre-license check to determine 

the legitimacy and reliability of the end-user, ist 

Fire Brigade, Krasnoyarsk, Russia. The company is 

listed on BIS license application D376657 as the 

ultimate consignee of a thermal imaging camera, MSA 
Evolution 6200 photon vanadium oxide microbolometer 
thermal imaging camera. This item is controlled for 
national security and nuclear non-proliferation 

reasons under ECCN 6A003. The licensee is Mine Safety 
Appliances Company, 121 Gamma Drive, RIDC Industrial 
Park, Pittsburgh PA 15238. 


3. On July 25, 2007, Export Control Attache Donald 
Pearce and FSN Natalya Shipitsina conducted a pre- 
license check at the offices of 1st Fire Brigade, 59 
Lenin St., Krasnoyarsk, Russia. The export control 
team met with Chief Oleg Romanov, Deputy Chief 
Vladimir Martyshkin, and Cadre Officer Sergey 
Dolzhenkov. 


4. The Brigade was founded in 1911, and is the oldest 
fire station in Krasnoyarsk. The brigade is part of 

the Ministry of Emergency Situations (acronym EMERCOM) 
and is the primary fire suppression and rescue service 
for the 70,000 residents of the city of Krasnoyarsk. 
The brigade employs 70 firefighters and support staff. 
In the past 100 years the brigade has only had three 
firefighters killed in the line of duty, a record 

attributed to the high level of training and emphasis 
on safety that the brigade has always maintained. The 
company averages 2-5 calls for service a day, with 
significantly more calls during the winter months. In 
the past six months, the brigade has responded to 70 
working fires. 


5. The camera in reftel will be used in search and 
rescue operations during working fires. Most fires in 
the district occur in the basements of old, wooden 
buildings, a significant hazard in evacuation of 

victims and search operations. The camera can also be 
utilized in overhaul operations to ensure that no hot 
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spots or fires within walls were missed. In addition, 

the camera is suitable for the investigation of 

suspicious fires, aiding in the identification of the 

seat of the fire as well as to find and document 
evidence. NOTE: A second camera was ordered as well 
for the use of the Sovietsky District Fire Training 
Laboratory, which is the regional training center and 

fire investigation laboratory for the city of 

Krasnoyarsk and surrounding towns. The primary use of 
this camera will be the investigation of fires, and in 

fire training operations. END NOTE. 


6. 50 firefighters will be trained in the use of the 
camera. All firefighters participate in a continuing 
education program. Training is conducted at the 
beginning of every shift, and equipment is inventoried 
and checked daily. The Commandant\'s office will be 
responsible for the camera, and will ensure the 
security of the camera. The station is manned 24 
hours a day. The camera will be stored with other 
valuable equipment in a locked cabinet in the 
commandant\'s office, adjacent to the apparatus floor. 
The office is locked when not occupied, and is 
protected with an electronic security system. 


7. Recommendations: Post recommends 1st Fire Brigade, 
Krasnoyarsk, Russia, as a reliable recipient of 

sensitive U.S. origin commodities. It is requested 

that post be notified of final disposition of the 

application, and of any shipments for this 

organization in order to conduct appropriate FCS 
follow-up and statistical reporting. 

(FCS MOSCOW/SBOZEK/DPEARCE) 

BURNS 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS 


1. Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage August 1 on KMT presidential candidate Ma Ying-jeou\'s 
special mayoral fund case; on the corruption case of the Kaohsiung 
MRT (Metropolitan Rapid Transit) project, in which three former 
Kaohsiung City Government officials under then-Kaohsiung Mayor Frank 
Hsieh were acquitted, while the other two were sentenced to four and 
twelve years, respectively; and on rising oil prices. 

Interestingly, given the political polarization of most Taiwan 
newspapers, both Ma\'s case and the Kaohsiung MRT case involving 
Frank Hsieh were juxtaposed in most papers either on the front page 
or on the first few pages. The centrist, KMT-leaning \"China Times\" 
ran a banner headline on page four that said \"Frank Hsieh: after 
Being Elected, Name Change and Writing a New Constitution [Will Be 
Completed] within Five Years.\" The pro-independence \"Liberty 
Times,\" Taiwan\'s largest-circulation daily, ran an exclusive news 
story with a banner headline saying \"DPP\'s Draft Resolution on 
Normalizing the Nation; Taiwan\'s Name Will Be Rectified.\" 


2. In terms of editorials and commentaries, a \"Liberty Times" 
editorial criticized the United States for constantly suppressing 
Taiwan\'s moves to maintain its sovereignty while lacking proactive 
measures to counter China\'s military intimidation against the 

island. A column in the pro-unification \"United Daily News\" 
questioned whether DPP presidential candidate Frank Hsieh will be as 
mercurial as President Chen Shui-bian. End summary. 


A) \"How Can Taiwan Not Write a New Constitution and Change Its Name 
As Soon As Possible?" 


The pro-independence \"Liberty Times\" [circulation: 720,000] 
editorialized (8/1): 


\"Sources said a U.S. State Department official said the Taiwan 
government\'s attempt to apply for membership for the United Nations 
using the name Taiwan seems to be inconsistent with President Chen\'s 
pledge not to change the island\'s national title. Following such 

logic, it would seem as if Taiwan originally had a national title 

widely acknowledged in the world, and that this national title was 

not Taiwan. Consequently, the attempt to use Taiwan as the island\'s 
name appears designated to change the national title. ... Now, 

hardly any major country in the world acknowledges that the Republic 
of China is the national name of a sovereign country. ... Take the 
United States for example: the U.S. government, which calls the 
island Taiwan all the time, criticized us for changing our national 
name - an attempt [according to Washington] suspected of 
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unilaterally altering the status quo across the Taiwan Strait - once 

it heard we address ourselves as Taiwan. But didn\'t the U.S. 
Congress address us as Taiwan when it adopted the \'Taiwan Relations 
Act"? Was ROC or any other national title used in that law? ... 


\"Ever since 2000, the U.S. government has been frequently chanting 
the Vincantation crownY of VFour Nos\' to Taiwan [Editorial note: 

this is a literary allusion to \"Journey to the West,\" in which the 
Monkey King Sun Wukong wore a crown on his head that the Buddhist 
monk Xuan Zang could tighten painfully by chanting an incantation. 
He used this crown to keep the mischievous monkey under control.] 
and suppressing every one of Taiwan\'s moves to maintain its 
sovereignty. But in the meantime, it has never taken any proactive 
action to counter China\'s military intimidation, economic 

united-front tactics, or the \'three guang\' diplomatic strategy 

against Taiwan [i.e., Chinese policies aimed at removing all of 
Taiwan\'s diplomatic allies, blocking all of Taiwan\'s international 
channels and crushing its entire international presence]. The fact 
that the cross-Strait situation in recent years has been gradually 
tipping toward China is related to such an attitude of the U.S. 
government in one way or another. 


\"The U.S. government seems to have forgotten that there is a very 
important prerequisite for the \'Four Nos\' pledged by President Chen 
-- namely, as long as China has no intention of using force against 
Taiwan. [Washington\'s] disregard for the prerequisite while talking 
only about the \'Four Nos\' is a misinterpretation of Taiwan\'s pledge 
to peace. No wonder China is getting more and more arrogant. 


\"Based on this experience, Frank Hsieh asserted during his recent 
trip to the United States that, given Taiwan\'s current independent 
status, there is no need [for the island] to hold an independence 
referendum. Such an unconditional promise seems rather rash and 
hasty in that we have unilaterally abandoned our handy and effective 
tool - the independence referendum - while both Washington and 
Beijing have yet to acknowledge Taiwan\'s already independent status. 
In the future, the U.S. government will only request that [Taiwan] 
adhere to this \'new one No\' pledge, as it did to the \'Four Nos,\' and 
say that it is inappropriate to acknowledge\' that Taiwan is an 
independent sovereign state. Honestly speaking, [Hsieh\'s pledge] is 
unfavorable for maintaining Taiwan\'s sovereignty. 


\"Given Taiwan\'s rapid progress in democratic reforms over the past 
decade, [Taiwan\'s] 23 million people have become increasingly eager 


in their desire for the normalization of their country. Itis a 

pity that, even given Taiwan\'s evident mainstream public opinion 
calling for the country\'s normalization, the U.S. government has 
more than once said it \'does not support Taiwan\'s bid to join 
international organizations for which statehood is a requirement.\' 
Perhaps this position adopted by the U.S. government is based on its 
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national interests and global strategy. But in the eyes of the 23 
million people [of Taiwan], it is akin to sacrificing democratic 
Taiwan in an attempt to curry favor with totalitarian China, a move 
that has damaged the U.S. position as a world leader of democratic 
countries. ...\" 


B) \"Tai Chi Politics\" 


Journalist Chang You-sheng wrote in the \"United Notes\" column in the 
pro-unification \"United Daily News\" [circulation: 400,000] (8/1): 


Y... AIT Chairman Raymond Burghardt must have though of something 
before he addressed Frank Hsieh as a \'Tai Chi expert.\' High-ranking 
U.S. officials spoke frankly that the referendum on joining the 

United Nations is not in the interests of the Taiwan people, and 

that the referendum violates President A-bian\'s pledges. Hsieh\'s 
response was that although he has his own idea on certain policies, 

he cannot do anything because he does not hold a government position 
now and it is therefore inappropriate for him to express his 

viewpoints. This is of course an answer that beats around the bush. 


\"For a person as smart as Hsieh, how can he not comprehend the 
overtones of those superior Americans [lit. American big brothers]? 
Frank Hsieh knew well that his remarks would arouse backlash from 
the pro-independence faction, but he nonetheless chose to announce 
at an international press conference that he will not push for a 
referendum on independence. This has become Hsieh\'s first major 
pledge to the United States. Will Hsieh go against his word, as 
A-bian does? Time will tell. However, the VOne No\' pledge has 
proved that \'Tai Chi politics\' still has its limits.\" 


YOUNG 
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E.O. 12958: N/A 

TAGS: ETTC, KNNP, KSTC, MNUC, PARM, PREL, TU 

SUBJECT: EXBS: GOVERNMENT OF TURKEY ACCEPTS CUSTOMIZED 
INTERNAL CONTROL PROGRAM SOFTWARE 


1. We have received a Diplomatic Note (text below) informing 
the United States that the Undersecretariat of Foreign Trade 
(UFT), on behalf of the Government of Turkey (GOT), has 
accepted the customized software. The GOT requests that 
written permission be given to the GOT to place this 
customized version on the UFT web site. This permission 
would release the GOT from any potential copyright 
infringement in the future. Post request guidance concerning 
response to this request. 


2. Test of Diplomatic Note: 


\"The Ministry of Foreign Affairs of the Republic of Turkey 
presents its compliments to the Embassy of the United States 
of America and has the honour to inform the Embassy that the 
project for the adaptation and translation of the ICP 

(Internal Control Program) software for use by the 
Undersecretariat of Foreign Trade of Turkey, under the 
financial commitment of the United States Government, has 
been successfully completed by the contracted company 
\"Docuart\" and the software delivered to the Undersecretariat 
of Foreign Trade following its control. 


In this context, the Ministry also requests the Embassy\'s 
kind assistance in providing the Undersecretariat of Foreign 
Trade, with a written permission by the copyright owner of 
the Internal Control Program, for the web-based use of the 
software by the Undersecretariat. 


The Ministry of Foreign Affairs of the Republic of Turkey 
avails itself of this opportunity to renew to the Embassy of 
the United States of America the assurances of its highest 
consideration.\" 


End note. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


MCELDOWNEY 
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NEA/ARP TREUTER, ABAGWELL 

PM/FO AA/S MULL, PM/RSAT RROBINSON; 

T A/S ROOD; 

P HMUSTAFA; 

DOD FOR OSD PDAS MARY BETH LONG, DAS KIMMITT 
CENTCOM FOR MAJ GEN FINDLEY 

NSC FOR NRAMCHAND, MDORAN, EABRAMS 


E.O. 12958: DECL: 08/01/2017 

TAGS: PARM, PTER, MOPS, MASS, KNNP, IR, AE 

SUBJECT: POTENTIAL ARMS SALES: STRENGTHENING UAE DEFENSIVE 
CAPABILITIES 


REF: ABU DHABI 1161 


Classified By: Ambassador Michele J. Sison 
for reasons 1.4 (b) and (d). 


1. (S) Summary. On July 31 Ambassador met with DCM, USLO 
Chief, and DATT to review UAE top priorities for upcoming 
potential military sales under the framework of the Gulf 
Security Dialogue (GSD). We discussed which of the proposed 
systems would be most feasible both to enhance UAE capacity 
for self defense and also to increase interoperability with 

U.S. systems in responding to threats to regional stability. 
While the acquisition priorities voiced by the UAEG 

(paragraph 2) do not exactly match Post\'s review of the most 
realistically achievable FMS package (paragraph 3), the UAE 
has expressed interest in purchasing all/all the systems on 
Post\'s list, including strong interest in our top priority, 

the sale of 12 Patriot PAC3/GEM-T batteries valued at $5.5 
billion. End Summary. 


2. (S/NF) At the present time, the UAE has expressed interest 
in purchasing the following potentially offensive and 
defensive weapons systems (in estimated order of UAE 


priority): 
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a) Armed Predator B (we note MTCR issues); 


b) THAAD/ER-THAAD (est. case value $1.5-3.9 billion), and 
investment in the development of ER-THAAD (investment amounts 
as high as $1 billion have been mentioned); 


c) SLAMRAAM (to upgrade/replace HAWK missiles) (est. case 
value $400-700 million); 


d) Patriot PAC3/GEM-T (est. case value $5.5 billion); 


e) AVENGER/STINGER missiles vehicle/ship (mounted) (est. case 
value $200-300 million); 


f) Airborne Early Warning and Control (AEW&C) E2-C Hawkeye 
(lease of 3 aircraft for 5 years as an interim fix until 
AEW8C platform delivered)(est. case value $150-200 million); 


g) AEW8C platform (Boeing \"Wedgetail\" or Northrop-Grumman 
E2-D \"Hawkeye\") (est. case value $1.5-2.0 billion for 

aircraft plus a 20 year follow on support contract est. at $1 
billion); 


h) Maritime surveillance aircraft (est. case value $100-200 
million); and 


i) Command and control upgrades (SEW, CENTRIX, LINK 11/16, 
GCCS-M) (est. case value depends on which platforms LINK 
11/16 are integrated on, such as F-16 block 60s, AEW8C, etc.). 


3. (S/NF) Post believes that a more realistic, suitable and 
achievable priority order listing would focus on improved air 
and missile defense, including shared and interoperable early 
warning systems. These systems, specifically tailored 
towards enhancing UAE defensive capabilities, would be (in 
Post\'s priority order): 

a) Patriot PAC3/GEM-T; 

b) SLAMRAAM; 


c) AEW&C E2-C Hawkeye (lease of 3 aircraft for 5 years as an 
interim fix until AEW &C platform delivered); 


d) THAAD/ER-THAAD; 


e) AEW&C platform (Boeing \"Wedgetail\" or Northrop-Grumman 
E2-D \"Hawkeye\"); and 


f) C2 and early warning (SEW, CENTRIX, LINK 16 release in 
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specific, etc.). 


4. (S/NF) The UAEG has made clear that it would like to have 
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the Patriot PAC3 and SLAMRAAM systems in place by summer 2009 
(reftel). This timetable is overly optimistic. We, and our 

defense contractor contacts, believe this to be unachievable 

until summer 2010 (for SLAMRAAM) and 2011 (for Patriot PAC3) 

at the earliest. The UAE is still eager to obtain an 

overarching Air and Missile Defense system as soon as 

possible, along with numerous other supporting items to 

include the C2 systems mentioned. 


5. (S) Although the FMS process ensures a \"total package 
approach,\" post believes both FMS and DCS (where permitted) 
options and/or a hybrid option are all viable alternatives 

for military hardware and training. In addition, for all FMS 
equipment cases, the USG should be prepared to present a plan 
for support/follow-on support cases, as well as 
logistical/transportation cases and training cases (to 

include English language training estimated at several 

hundred thousand dollars for as many as 1000 UAE personnel) 
-- vital to the success of any sales program. 


6. (S) Comment: Post offers above assessment in order to 
provide Department, DoD, and NSC a concise overview of what 
the UAE leadership has in mind for its military/security 

needs in the context of our regional security conversations 

with Gulf states over the next several weeks. This message 
should be read in conjunction with \"Scenesetter for Visit to 
UAE by U/S Burns and U/S Levey\" (septel). End Comment. 


SISON 
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STATE FOR D, SCA, AND EAP 


E.O. 12958: DECL: 08/08/2027 

TAGS: ASEAN, ETRD, PREL, EXBS, PGOV, PTER, PHUM, MOPS, RP, 
CE 

SUBJECT: THE DEPUTY SECRETARY\'S MEETING WITH SRI LANKA FM 
ROHITHA BOGOLLAGAMA 


Classified By: Deputy Secretary Negroponte, reasons 1.4 c, d 


1. (C) Summary: The government of Sri Lanka (GSL) is 
committed to the political agenda of devolution, Sri Lankan 
Foreign Minister Rohitha Bogollagama and Defense Secretary 
Gotabaya Rajapaksa told Deputy Secretary Negroponte in a July 
31 meeting on the sidelines of ASEAN. The FM emphasized Sri 
Lanka\'s intention to encourage a pluralist democratic 
government in the North, reviewed the military\'s recent 
successes in the East, and committed to reducing civilian 
casualties in the conflict with the Liberation Tigers of 

Tamil Eelam (LTTE). The FM expressed hope that the joint 
U.S.-Sri Lankan military exercises that were postponed last 
year would proceed this year, and raised concerns about the 
delay in the delivery of Bushmaster guns and ammunition. He 
also asked the Deputy Secretary to look into the possibility 

of another assessment of Sri Lanka\'s eligibility for 

Millennium Challenge Account (MCA) funds. Finally, the FM 
emphasized that money collected by the LTTE from the Tamil 
Diaspora in the U.S. is allowing LTTE-sponsored violence to 
continue, and highlighted Sri Lanka\'s commitment to human 
rights. End Summary. 


Committed to Political Agenda 


2. (C) The government of Sri Lanka (GSL) is \"totally 
committed\" to the political agenda of devolution, and will 

start with the proposals put forth by the All-Party 

Representative Committee (APRC), Sri Lankan Foreign Minister 
Rohitha Bogollagama told Deputy Secretary Negroponte in a 
July 31 meeting on the sidelines of ASEAN. The GSL is 

working to bring moderates and opposition members into the 
government, he emphasized, stating that Wwe want to encourage 
a pluralist, democratic environment in the North, and hope 

the LTTE is involved in the process.\" 


3. (C) Reviewing the GSL\'s recent military successes in the 
East, the Foreign Minister explained that the region had been 
liberated from the hold of the LTTE. Describing the 

situation there as post-conflict, he noted that the 
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government hopes to showcase this area, particularly to the 
Co-Chairs, to gain international assistance for livelinood 

and infrastructure projects. \"We want people to benefit from 
the clearance of the LTTE,\" he emphasized. 


4. (C) Violence between the government and LTTE has 
declined compared to last year, Bogollagama stated, adding 
that the GSL has been able to mitigate the effects of 
violence through security measures. Still, the LTTE 
deliberately draws attention to issues such as human rights 
or other issues of concern to the international community in 
order to detract attention from their own activities. When 
the attention of the international community is deflected 
onto the government, the LTTE is able to effectively \"take a 
breather,\" and regroup. 


Military Cooperation and Surveillance Equipment 


5. (C) Highlighting a reduction in civilian casualties as 

\"the one thing to improve,\" Sri Lankan Secretary of Defense 
Gotabaya Rajapaksa requested U.S. law enforcement assistance 
to address civilian-military issues and improve 

communication. The GSL has taken measures to reduce civilian 
casualties in the fight against the LTTE, he stated. 


6. (C) Reiterating Sri Lanka\'s desire for enhanced maritime 
and ground surveillance capabilities, Rajapaksa also raised 
concerns about the \"delay\" in the delivery of Bushmaster 
naval guns and ammunition. He explained that the delay was 
not based on legal restrictions due to the country\'s internal 
political situation, but because of the need to ship the guns 
through a \"staging point\" such as Kuwait. Expressing 
appreciation for the long-standing military training program 
between the U.S. and Sri Lanka, Rajapaksa noted that the 
joint military exercises scheduled last year had been 
postponed. \"We hope the exercises take place this year,\" he 
said. 


Millennium Challenge Account 


7. (C) Arguing that the \"goalposts have shifted\" in the 
threshold requirements for Millennium Challenge Account (MCA) 
disbursement, Foreign Minister Bogollagama asked the Deputy 
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Secretary to look into Sri Lanka\'s qualification for MCA 


Column 3 

SIPDIS 

funds. Emphasizing that he had repeatedly raised concerns 

with U.S. interlocutors, the FM asked for another assessment 

of Sri Lanka\'s eligibility for the MCA before a final 

decision. Noting that the MCA funds would be used for 
development, he requested that the U.S. consider the Sri 

Lankan people and \"not submit need-based judgments to various 
other considerations.\" The Deputy Secretary stated he would 
look into the matter. 


Money from the U.S. Keeps the LTTE Operating 


8. (C) Money collected by the LTTE among the Tamil Diaspora 
in the U.S. is allowing LTTE-sponsored violence to continue, 
FM Bogollagama emphasized. \"We want to de-escalate the 
violence so that the political agenda gets out,\" but money 
raised in Europe, Canada and the U.S. is used to purchase 
arms and \"hit us at home,\" he stated. Without the sources of 
foreign funds, the LTTE would be isolated among its own 
community because of the civilian casualties they inflict, he 
argued. He explained that the GSL would continue to raise 

this issue \"because we want our position to be clear.\" 


9. (C) Defense Secretary Rajapaksa clarified that the Tamil 
Diaspora has been funding the LTTE not because of radicalism, 
but because of a desire to make financial contributions to 

their homeland. The Diaspora thinks the money they send goes 
to the Tamil community, but in reality it goes for purchasing 
weapons, he said. 


Committed to Human Rights 


10. (C) Sri Lanka seeks to be transparent regarding human 
rights issues and the detention and prosecution of 

terrorists, FM Bogollagama stated. \"We want to be 

transparent and to see law enforcement authorities 

consciously following human rights norms and be more educated 
toward civilians.\" He also noted that the GSL remained 
committed to conducting human rights training at every level 

of the military hierarchy. The International Committee of 

the Red Cross (ICRC) has been providing assistance for human 
rights training at the field level, he said. 


11. (C) Linguistic differences between military personnel 

and the Sri Lankan communities in which they work pose a 
challenge, he said, comparing the situation to U.S. military 
personnel working in Iraq. The GSL is making an effort to 
have officers speak the language of the people they come into 
contact with. 


Column 3 
12. (U) July 31,2007; 1615; Manila, Philippines. 
13. (U) Meeting Participants: 


U.S. 

Deputy Secretary of State John Negroponte 

Kaye Lee, Special Assistant to the Deputy Secretary of State 
Siriana Nair, Notetaker 

Adam Scarlatelli, Notetaker 


Sri Lanka 

Foreign Minister Rohitha Bogollagama 

W M Senevirathna, Ambassador to the Philippines 
Gotabaya Rajapaksa, Secretary of Defense 
Donald Perera, Chief of Defense Staff 

Dhakshitha Bogollagama, Notetaker 

KENNEY 
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SUBJECT: OMANI TOURISM PROJECTS MOVING FORWARD 


REF: A. MUSCAT 439 


B. 06 MUSCAT 1509 


This message contains sensitive business information. Please 


protect accordingly. 
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1. (U) The Omani government continues to press forward on 
elaborate plans to develop its tourism industry through the 
construction of a convention center and a number of 
multi-billion dollar integrated resort complexes. OMRAN, the 
government\'s tourism development company, expressed 
appreciation for a MEPI-sponsored study on its proposed 
convention center, and is working to approve new theme-based 
projects. End summary. 


2. (U) On July 30, Econoff discussed the status of the 
Sultanate\'s tourism-related initiatives with OMRAN Chief 
Financial Officer Prakash Gabra. Gabra noted that OMRAN 
remained fully committed to developing Oman\'s tourism 
industry through its investment in several high-profile 
projects. 


3. (SBU) On the convention center, OMRAN\'s most prestigious 
project, Gabra thanked the USG for funding an initial 

feasibility study, which was completed by Booz Allen Hamilton 
with funding provided by the Middle East Partnership 

Initiative (MEPI). He noted in particular the study\'s 

finding that showed a planned convention center of 5,000 

seats may be too costly for the government to subsidize, 

given the report\'s estimation that a facility of no more than 
2,000 seats would be the most economically feasible for Oman. 
Gabra also took onboard the study\'s conclusion that OMRAN 
had not planned for a sufficient amount of hotel rooms in the 
immediate vicinity of the facility to support a large center. 
Gabra stated his intention of continuing to work with Booz 
Allen Hamilton to develop projected profit/loss figures for 

both a larger and smaller facility so that the Ministers of 
Tourism, National Economy, and Commerce and Industry can 
decide on final design plans. 


4. (SBU) Gabra confirmed press reports that the government 
was close to approving a contract with Omagine, Inc., headed 
by U.S.-based developer Frank Drohan, to construct a $1.6 
billion, 1.2 million square meter integrated tourism project 

in Muscat. The complex, to include a theme park highlighting 
Omani culture, two five-star hotels, and 4,000 residential 
units, would take an estimated four years to complete. Gabra 
said that the final approvals from the Ministry of Finance 
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would take \"some time,\" but he believed that the project 

would eventually come to fruition, with considerable credit 
going to Drohan\'s persistence in pursuing the venture. Under 
the terms being considered, Omagine would develop the hotels 
and freehold residential neighborhoods, while the theme park 
would be built by the company via a leasehold arrangement. 
Gabra mentioned his enthusiasm for the project in becoming an 
\"attraction\" destination, as opposed to being simply a beach 
resort. 


5. (U) Gabra commented that OMRAN was also working on new 
projects in addition to those already announced or underway 

in Yiti, Seifa, and Salalah. Plans are now set for a $2 

billion integrated resort development at Yenkit, about 15 

miles southeast of Muscat. The project, backed by UAE-based 
Majid al-Futtaim Developments, calls for four five-star 

hotels and 3,300 residential apartments and villas. In 

addition, Gabra noted that OMRAN was evaluating a proposal 
from a Malaysian company to construct a $500 million, 2 
million square meter theme park entitled \"Green Acres.\" 
Plans call for the project to include a water theme park, 

large indoor playground for children, equestrian facilities, 

and residential areas. 


6. (SBU) Gabra stated that since many of the upcoming 
projects are in the initial phases of development, the impact 
of tropical cyclone Gonu on tourism complexes along the Gulf 
of Oman has not been substantial. Of primary concern to 
OMRAN was the damage inflicted by the storm to 
infrastructure. For example, Gabra stated that the new 
Quriyat to Sur road, which will link several new beachfront 
developments with Muscat, suffered serious damage as a result 
of Gonu. Initially slated for a November 2007 opening, the 
road now requires substantial repairs, which, according to 
Gabra, have not yet commenced. 


7. (SBU) OMRAN continues to lead the government\'s ambitious 
plans to develop tourism-based resort developments throughout 
the Sultanate in efforts to diversify the economy away from 
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oil and gas revenues. With the Wave project completely sold 
out of residential units, sales in these upcoming communities 
could be brisk. Hotel inventory remains a concern, 
especially if the government hopes to capture a portion of 
the large-convention market with its 5,000 seat facility, and 
Oman Air needs to ramp up quickly to cover the loss of Gulf 
Air\'s routes out of Muscat. End Comment. 
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TAGS: ASEAN, ETRD, PREL, EXBS, BG, RP 

SUBJECT: THE DEPUTY SECRETARY\'S MEETING WITH BANGLADESH 
FOREIGN AFFAIRS ADVISER CHOWDHURY 


Classified By: Deputy Secretary Negroponte, reasons 1.4 c, d 


1. (C) Summary: Deputy Secretary Negroponte conveyed U.S. 
interest in a transition to democratic elections in 

Bangladesh, in a July 31 meeting with Bangladesh\'s Adviser 
for Foreign Affairs Dr. Iftekhar Ahmed Chowdhury on the 
margins of the ASEAN Regional Forum (ARF). Chowdhury assured 
the Deputy Secretary that Bangladesh\'s interim government 
intended to hold national elections in December 2008. 
Chowdhury also described four basic reform objectives of the 
interim government: electoral reform, civil service reform, 
anticorruption, and good governance. Chowdhury stated that 
Bangladesh would accede to the ASEAN Treaty of Amity and 
Cooperation and would express support for the Philippines\' 

bid for observer status in the Organization of Islamic 
Conference. End Summary. 
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2. (C) The Deputy Secretary emphasized to Chowdhury U.S. 
interest in a transition back to democratic elections in 
Bangladesh. Chowdhury noted that these are \"interesting 
times\" in Bangladesh and assured the Deputy Secretary that 
the interim government intended to hold national elections in 
December 2008. 


3. (C) Chowdhury described the interim government as 
composed of apolitical constitutional technocrats, each with 

a set of discrete duties to discharge. According to 
Chowdhury, the interim government is not ideological and has 
no political \"afterlife\" as a group, though individual 

members of the government may continue on in politics after 
the December 2008 elections. 


4. (C) The interim government has strong popular support, 
said Chowdhury, though it does not seek to \"advertise 
itself." He maintained that the interim government is 
answerable to the media and to the \"court of public opinion,\" 
and said that the goal of the government is to \"come in, do 
what it was supposed to do, and leave.\" 


5. (C) Chowdhury stated that the interim government seeks to 
redress a Bangladeshi political institution that had \"gone 
wrong.\" In his opinion, Bangladeshi politics suffered from a 
\"winner takes all\" mentality in which the political losers 

would \"lose completely\" and the opposition had a propensity 
to \"go to the streets.\" This system also forced political 
winners to perpetuate themselves in office and fostered, in 

the executive, a sense of impunity. Chowdhury described his 
hope that \"secular liberal parties\" would emerge in 
Bangladesh and that a system of \"power sharing with the 
opposition\" would arise. He said that the \"cost of political 
defeat\" must be reduced and that the \"winner take all\" system 
must be undone. 


6. (C) Chowdhury described the interim government\'s four 
baskets of reform: electoral reform, civil service reform, 
anticorruption, and good governance. Chowdhury stated that 
the interim government has until the December 2008 elections 
to institute these reforms. 
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7. (C) Chowdhury said the Election Commission has developed 
a roadmap for national elections with a target date of 

December 2008, adding that local elections may occur before 
then. Referring to civil service reform, Chowdhury regretted 

the growing politicization of the civil service over the last 

20 years and said the interim government seeks to return to 

an apolitical civil service. Chowdhury also discussed his 
government\'s fight against corruption, an effort that he said 

is spearheaded by the Anticorruption Commission. Turning to 
good governance, Chowdhury emphasized that \"no agent of the 
government can be above the law.\" The interim government is 
focused on the procedures by which the government disburses 
funds, and expects that reforms will delink members of 
parliament from this process. He also said that the 

government had made strides in the sphere of human rights. 
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8. (C) Chowdhury stated that the he recently sent the Deputy 
Secretary a letter addressing U.S. interest in the cases of 
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Bangladeshi political detainees charged with corruption. He 
said that the interim government\'s action in these cases is 
\"rooted in the idea that nobody is above the law.\" 


9. (C) Chowdhury emphasized positive developments in 
Bangladesh, noting its \"tranquility\" and the prevailing 
\"peaceful and stable\" atmosphere. He pointed to various 
Bangladeshi strengths, including its \"fiercely\" independent 
media, progressive educational institutions, women\'s 
empowerment, and the marginalizing of extremists. Chowdhury 
also noted that Bangladesh is a responsible international 

actor, adding in particular that Bangladesh is the \"number 

one peacekeeper in the world.\" 


10. (C) Turning to this year\'s ASEAN Regional Forum, 

Chowdhury said Bangladesh would accede to the ASEAN Treaty of 
Amity and Cooperation. He also stated that he would announce 
Bangladesh support for the Philippine\'s candidacy for 

observer status in the Organization of Islamic Conference, 

noting the \"good job\" the Philippines has done in 

implementing the 1996 Peace Agreement between the Philippine 
government the Moro National Liberation Front. 


Column 3 
11. (U) July 31, 2007; 1645-1715; Manila, Philippines. 


12. (U) Meeting participants: 


U.S. 

Deputy Secretary of State John Negroponte 

Kaye Lee, Special Assistant to the Deputy Secretary of State 
Adam Scarlatelli, Notetaker 


Bangladesh 

Foreign Minister Iftekhar Anmed Chowdhury 

Muhammad Abul Quaashem, Ambassador to the Philippines 
Mosud Mannan, Director General (International Organizations) 
Mahfuzur Rahman, Director (International Organizations) 
Asad Alam Siam, Director (Foreign Advisor\'s Office) 

Md. Jafar Uddin, Counsellor 

KENNEY 
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TAGS: IR, IZ, JO, KU, PGOV, PREL, PTER, SA 

SUBJECT: GOI REACHES OUT TO NEIGHBORS ON BORDER SECURITY 


REF: BAGHDAD 2451 
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Classified By: POL-MIL COUNSELOR MARCIE B. RIES, REASONS 1.4 (B) AND (D 
) 


1. (S/REL ACGU) Summary: Deputy Foreign Minister Abbawi, 
head of the Iraqi delegation to the upcoming Border Security 
Working Group, met with Pol-Mil Counselor July 30 to provide 
an update on GOI preparations, to preview their strategy, and 
to solicit assistance. Abbawi provided the text of a letter 
which already had been sent to the other participating 
countries outlining specific areas in which participants 

should take action. He agreed to continue efforts to gain 
observer status for the U.S., and eagerly anticipated 

receiving further input from the U.S. regarding how Iraq can 
fulfill its objectives at the working group. In further 
preparation for the meeting, post facilitated presentation of 
an intelligence briefing on Iranian cross-border activities 

for the delegation. End Summary. 


2. (S/REL ACGU) Iraqi Deputy Foreign Minister Labeed Abbawi 
called on Pol-Mil Counselor Ries July 30 to continue their 
discussion (see reftel) regarding the upcoming Border 
Security Working Group to be held in Damascus August 8-9. 
Abbawi began the meeting by providing a copy of a letter that 
Iraq had sent to the eight participating countries, the UN, 

and the Arab League. The letter text (translation at para 

7) outlined the four categories of topics on which Iraq hoped 
to see progress at the working group: counterterrorism, 
combating organized crime, border security, and extradition. 
Abbawi did not directly address the topic of extradition, 

which was not well-developed in the Iraqi letter. 


3. (S/REL ACGU) Abbawi sketched a more detailed game plan 
that the GOI delegation could use in order to advocate with 
each of its neighbors. He intends to combine the information 
he has already received from the U.S. and the U.K. (which 
focused on Syria and Iran) with the GOI,s own information in 
order to specify the highest priority problems involving each 
neighbor and the concrete actions the GOI would ask of them 
to remedy the situation. Abbawi hoped that the proceedings 
at the working group would progress from a discussion of the 
four main topics to a dialogue on exchanging intelligence and 
possibly even &exchanging detainees8 (presumably the 
&administrative extradition8 referred to in the GOI 

letter). If things went well, he foresaw the possibility 

that the working group might form a subcommittee on borders 
to consider implementation of concrete measures. This 
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subcommittee might meet in Amman in September if the 
Jordanians stepped forward to make such an offer. Note: 
Abbawi had spoken previously with DHS Attach who had 
explained a proposal for just such a meeting as a follow-on 

to a regional meeting in Aqaba in June which covered customs 
issues. Abbawi supported the idea, but believed it had a 
better chance of coming to fruition if it were floated by 

Jordan, thus avoiding any perception that it is a U.S. 

initiative being pushed through the GOI. End note. 


4. (S/REL ACGU) Abbawi lamented the measures which had 
already been agreed on at previous negotiations with Iraq,s 
neighbors but which had never been implemented. These 
included bilateral agreements with neighbors such as Iran and 
Jordan, the three bilateral committees on security agreed to 
with Syria in December 2006, and an agreement to exchange 
intelligence liaison officers with Saudi Arabia (specifically 
involving SAG,s Mubahith and MOI). According to Abbawi, 
these agreements all languished due to a lack of 
follow-through on the part of Iraq,s neighbors. 
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5. (S/REL ACGU) Abbawi revealed that the GOI had not yet made 
contact with the Syrians to advocate for U.S. observer status 

at the working group. FM Zebari had been unable to contact 

the Syrian FM in Cairo due to the latter,s absence. Abbawi 
promised to contact Damascus the next day to press for our 
inclusion. (Comment: Abbawi appeared genuinely animated in 
his desire for us to be involved in the working group, going 

so far as to ask for the phone number of our charg in 

Damascus so that he would have a USG contact in the event 

that we did not receive observer status. End Comment.) 


6. (S/REL ACGU) On July 31, Deputy Pol-Mil Counselor joined 
MNF-I Deputy Chief of Staff for Intelligence BG Lacquement 
for a meeting with DFM Abbawi and the entire delegation. 
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Following up on his Syria-oriented briefing last week 

(reftel), BG Lacquement provided a detailed presentation on 
Iranian cross-border activities for the delegation, which 
included General Kamal, MOD Intelligence and Security Deputy 
General Jamal, Mr. Hamza from the NSC, and the chief of the 
Department of Border Enforcement. UK Brigadier Beckett 
(deputy to BG Lacquement) and UK Embassy First Secretary 
Charles Davies were also present. While the briefing was 
well-received, there was strong agreement among the Iraqi 
attendees that Saudi Arabia was just as much of a problem and 
needed to be addressed equally. They looked to the U.S. to 
have a word with &your friends8 in order to halt Saudi 

support for extremists in Iraq as well as public rhetoric 

directed at the Iraqi government. 


7. (S/REL ACGU) 


(Begin text) 


Republic of Iraq 
Ministry of Foreign 
Affairs 


In these times, Iraq is experiencing critical conditions that 
will not only decide the fate of the country and its future, 
but also its ability to bring about security and domestic 
peace that will reflect negatively or positively on the 
stability of the entire region. 


The convening of the Committee for Security and Intelligence 
emanating from the ministerial meetings of the neighboring 
countries in Sharm al-Sheikh last May constitutes an 
important step on the road to reaching workable 
understandings that are capable of responding to the 
fundamental Iraqi needs in terms of extending help and 
support in confronting the security challenges to safeguard 
the unity of the country and to secure prosperity for its 

people who have suffered from despotism, abuse, and 
repression, throughout the previous decades. 


The security and intelligence requirements that we face: 


a. Cooperation in fighting all forms of terrorism 

b. Cooperation in the field of combating organized crime in 
all its forms 

c. Cooperation in guarding the borders to prevent 
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infiltration. 
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(1) Cooperation in fighting all Forms of Terrorism 


a. It is incumbent on the neighboring countries to take the 
necessary measures to prevent preparations for terrorist acts 
that target Iraq. 

b. The neighboring countries have to undertake all the 
necessary steps to prevent their territories from becoming 
safe havens for planning by and training of terrorists to 
engage in terrorist acts and the planning and execution of 
their crimes and waging propaganda campaigns to justify it. 
That must include preventing the terrorists from taking 
refuge in their territories, preventing them from 

infiltration through their borders and refraining from 

providing them with weapons, training, logistics and all 

kinds of facilities. 

c. The neighboring countries must commit themselves not to 
allow any activities including hostile meetings that call for 
terrorism and incite sectarian violence that threatens Iraqi 
national security 

d. The neighboring countries must commit themselves to take 
actions against the terrorist organizations that operate from 
any of their territories and to share information about their 
activities and the methods of combating them with Iraq and to 
guard the secrecy of exchanged information and to prevent it 
from being transferred or passed to any other country. 

e. They must engage in coordination between the organs of 
combating terrorism in their countries with their 

counterparts in Iraq. This should include the opening of 
coordination bureaus on bilateral basis. 

f. Boosting security measures regarding air, sea and 
transportation including airports, railway stations, and 
seaports, vital installations, sources of energy, and any 

other possible targets. 

g. The neighboring countries should enter into bilateral 
agreements to combat terrorism with Iraq. 


(2) Cooperation in the field of combating organized crime in 
all its forms: 


a. The neighboring countries have to cooperate with the Iraqi 
government in fighting organized crime in all its forms 


including: 


First, Crimes related to drugs and narcotics 
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Second, financial Crimes, such as money laundering, currency 
forging, and banking schemes 


Third, criminal activities such as smuggling and trafficking 
of weapons, ammunitions, and explosives 


Fourth, the Crimes of theft or smuggling by means of 
transportation 


Fifth, the Crimes of stealing, smuggling and trafficking of 
archeological artifacts 


Sixth, Crimes entailing human trafficking, notably women and 
children. 


Seventh, Crimes of maritime piracy 


Eighth, theft, smuggling, and trafficking of radioactive 
materials 


Ninth, Crimes involving computers, internet and information 
networks. 


b. The neighboring countries must exert efforts to implement 
this cooperation through the exchange of information 
concerning organized crime and related activities, and the 
plans and methods used to combat it. 

This requires organizing meetings of experts. The procedures 
to execute the above proposed cooperation should not 
contravene Iraqi laws and regulations or impinge on our 
sovereignty and national security. 
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(3) Cooperation in combating infiltration of the border and 
tightening controls. 


a. The neighboring countries must pledge to exert the 
necessary efforts to stop infiltration through its borders. 

b. Promote and enhance the procedures that have to do with 
supervising the borders and securing sea and air outlets to 
prevent and confront infiltration and smuggling. 

c. Enhancing security cooperation through the conclusion of 
bilateral agreements. 

d. The activation of the role of the bilateral committees to 
ensure direct and active coordination through bilateral 
agreement between border posts and check points in Iraq and 
neighboring countries to exchange information and limit and 
stop infiltration and smuggling. 
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(4) Exerting genuine efforts to conclude bilateral or 
multilateral agreements concerning administrative extradition 
of those wanted in crimes instead of judicial extradition. 


(End text) 
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DEPT FOR ISN, L, S/CT 


E.O. 12958: N/A 

TAGS: PREL, KNNP, PTER, MCAP, PINR, PINS, PARM, LH, HT27 
SUBJECT: LITHUANIA: RATIFIED NUCLEAR TERRORISM CONVENTION 
IN JULY 


REF: SECSTATE 102149 


Lithuania signed the International Convention for the 
Suppression of Acts of Nuclear Terrorism on September 16, 
2005, and ratified it on July 19, 2007. We delivered reftel 
points to Martynas Lukosevicius, attache in the MFA\'s Arms 
Control, Non-Proliferation, and Disarmament Division, on July 
26. He said he would encourage his counterparts in countries 
who have not yet ratified the treaty to do so. 

CLOUD 
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E.O. 12958: N/A 

TAGS: PREF, PREL, PHUM, LH, HT8 

SUBJECT: LITHUANIA YET TO CONSIDER STANDING COMMITTEE 
ELECTIONS 


REF: SECSTATE 102873 


We delivered reftel points to Darius Staniulis, head of the 
MFA\'s Human Rights and NGOs Division, on July 31. He said 
the GOL has yet to consider the November Standing Committee 
elections, but he was happy to receive news about the 
U.S.-backed candidate. 

CLOUD 
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Classified By: AMBASSADOR J. THOMAS SCHIEFFER. REASONS 1.4 (B)/(D) 


1. (C) Since our scenesetter last week, Prime Minister 

Abe\'s ruling Liberal Democratic Party (LDP) suffered an 
historic defeat in July 29 elections for the Upper House of 

the Diet, losing 27 of 64 incumbent seats and, thereby, 

ceding control of the Upper House to the opposition. (Abe\'s 
ruling coalition still holds a commanding 2/3 majority in the 
more powerful Lower House.) Abe, himself, is badly weakened, 
but at this point is still holding on to the party presidency 

and premiership, having received endorsement by the party 
executive leadership. Others within the LDP have called on 
Abe to resign, an opinion shared by the majority of Japanese 

in public opinion polling, but so far the LDP power brokers 
have not called for his head. Perhaps more importantly, no 
one in the party has stepped forward to try to take Abe\'s 

place. Several names, however, are circulating in Tokyo 

about a successor in the event that Abe does step down. They 
include: Foreign Minister Aso, former Chief Cabinet 

Secretary Fukuda, former Finance Minister Tanigaki, former 
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Defense Minister Nukaga, and current Minister of Defense 
Koike, who assumed her portfolio just last month. 


2. (C) For his part, Abe is trying to project an image of 
continuity within the post-election turbulence. He announced 
that he will call the Diet into session from August 7-10 to 

take care of limited housekeeping chores, including naming 
the new President and Vice President of the Upper House and 
swearing in newly elected members. Abe also has stated that 
he plans to reshuffle party executive positions, as well as 

the cabinet, indicating that such actions will take place 

around the first of September. Whether he makes it that far 
remains to be seen. In the meantime, there is palpable 
anxiety that Abe\'s weakness will cause Japan to be further 
sidelined on important foreign policy issues, such as the 
Six-Party Talks. 


3. (C) A newly-emboldened opposition Democratic Party 
leader, Ichiro Ozawa, is making plenty of noise, declaring 
that he intends to make life difficult for Abe and his 
coalition, difficult enough to force a dissolution of the 

Lower House and general elections in which the opposition 
would have a strong chance of seizing power. Ozawa has 
publicly thrown down the gauntlet on an issue of importance 
to us (and for those who think in broad terms, for Japan as 
well), the need to extend the Anti-Terrorism Law, which 
provides authority for Japan to operate its refueling mission 
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in the Indian Ocean in support of Afghan operations. Ozawa 
has publicly declared that the Democratic Party opposed the 
law when it was originally enacted and will oppose it again 
this fall. In response, Ambassador Schieffer has told the 
press that he would like to meet with Ozawa to persuade him 
why he should support the bill. The Ambassador will be 
making two points -- Japan\'s continued participation will 
allow countries like Pakistan to stay on patrol in the Indian 
Ocean, and Japan is a member of the international community 
and as such has responsibilities to others besides just the 
United States. 


4. (C) The recent House Appropriations Committee renewal of 
the Obey Amendment restricting the release of F-22A Raptor 
was seen by the Japanese Government and media as a major 
setback to Japan\'s efforts to procure the airframe to replace 
its aging F-4 fleet. The Ministry of Defense (MOD) has 
signaled its intention to keep the Air Self Defense Force\'s 
F-4s in service for an additional year to provide more time 

for the GOJ to lobby the U.S. executive and legislative 
branches to sell the F-22 to Japan. On another 
security-related issue, Prime Minister Abe\'s effort to relax 
restrictions on the exercise of collective self-defense is 

sure to become more problematical in the wake of the election 
defeat. 
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5. (C) Finally, we note that House approval of 

Representative Honda\'s Comfort Women Resolution on July 30 
has sparked a predictably negative reaction in Japan. While 
the Prime Minister was restrained, labeling the House action 
\"regrettable,\" the media has been more forceful in denouncing 
the House action. Representative Jim Saxton\'s resolution 
lauding Japan as one of our most reliable security partners 

and expressing appreciation for Japan\'s contribution to the 
war on terror, which was also approved on July 30 by the 
House Foreign Affairs Committee, received only limited 
inside-page coverage in the Japanese press. 

SCHIEFFER 
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1. (U) Sensitive but unclassified. Not for public Internet. 


2. (SBU) SUMMARY: USAID Deputy Assistant Administrator Drew 
Luten met on July 24 with representatives of the Asian 
Development Bank (ADB), UNDP, World Bank (WB) and EU/TACIS. 
All agreed that working assistance programs remains a 

challenge in Turkmenistan, where lack of human capacity and 

past practices still handicap projects. Although the 

government now welcomes assistance, the top-down 
decision-making continues to result in substantial delays and 

-- occasionally -- in abrupt about-faces on programs. Given 

the government\'s growing tendency to ask for the same types 

of assistance from more than one source, donor coordination 

is necessary to avoid duplication of efforts. END SUMMARY. 


EXPERIENCES VARY, BUT SIGNIFICANT DELAY IS COMMON 
3. (SBU) UNDP Deputy Resident Representative Inita Paulovica 


summarized the government of Turkmenistan\'s relations with 
donors as \"cautious.\" She stated that the government seems 
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to be unclear about what needs to be done, and that previous 
reform was sometimes done quickly and not very effectively. 
Although UNDP received a request from the Ministry of Foreign 
Affairs (MFA) on February 14 to work in economic reform -- 
analysis and forecasting, training, accounting standards, and 
management of state property -- the government is still in 

the process of identifying a strategy. In principle, she 

said, the government never turns down offers of cooperation 
-- it just doesn\'t respond. UNDP is also in the beginning 
stages of working on a local-level governance program 
directly with the parliament that has so far been well 

received. This project includes services, participation, 
central/regional coordination, and rural development. 
Currently, UNDP is negotiating the placement of an economic 
adviser in the Ministry of Economics and Finance (MOEF). 


4. (SBU) About current donor coordination, Paulovica said 

the international 

assistance community holds UNDP-coordinated meetings more or 
less regularly. UNDP currently is negotiating with Foreign 

Minister Rashit Meredov about Government of Turkmenistan 
involvement in these meetings. 


LITTLE PROGRESS YET ON EDUCATION AND INTERNET 


5. (SBU) Paulovica questioned the government\'s real 
commitment to educational reform. Closely related to 
education is Internet policy, on which the government has yet 
to take steps. The Government is in dialogue with China for 
new Internet infrastructure, and the basis of a good fiber 
optic network already exists. Increasing Internet 

connectivity will require a large investment, but \"they have 

to invest in themselves,\" noted EU-TACIS Adviser Michael 
Wilson. 


EU/TACIS COOPERATION 


6. (SBU) Wilson stated that EU-TACIS policy is driven by its 
member states and the citizens of the EU, who emphasize 
improving the lives and well-being of average citizens. In 

Wilson\'s experience, the Government of Turkmenistan is not 
willing to be engaged on environmental issues. However, 
Berdimuhamedov seems to be somewhat aware of climate change 
and its relation to other issues like global finance. 


7. (SBU) EU/TACIS has direct contacts with the Ministry of 
Economy and Finance (MOEF), where it is working on a new 
program in public finance management. The goal is to improve 
standardization and accountability in the first phase. In 

other areas, EU/TACIS is working on a human-rights awareness 
campaign, and a legal-reform project. 
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THE MAJOR IFINS 


8. (SBU) World Bank Operations Analyst Oraz Sultanov said 
that bank activity in Turkmenistan is hampered by several 
significant factors: the government refuses to sign the 
WB-required \"negative pledge clause,\" refuses to borrow, and 
refuses to pay for advice as well. The government is 
interested in health finance, but won\'t supply data necessary 
to make an analysis. Sultanov said that the State Statistics 
Institute funded a survey on Small and Medium Enterprises 
(SME\'s), but he does not understand the survey\'s purpose, 
given the very limited SME activity in Turkmenistan. On the 
positive side, the government has started providing data on 
external debt. 


9. (SBU) Asian Development Bank Liaison Officer Aina 
Kekilova explained that a program in land management is the 
only project that the ADB is currently able to undertake. 
Turkmenistan remains reluctant to borrow, and the Ministry of 
Healthcare and Medical Industry has yet to respond to ADB 
attempts to engage the government on AIDS issues. ADB\'s 
hands are also tied by the government\'s refusal to sign an 
ADB-required \"no objection letter.\" In another instance, 
government representatives say that they prepared a letter to 
join the program, but ADB never received it. 


10. (SBU) Kekilova plans a workshop on ADB procedures for 
Turkmen government agencies in October. The government will 
also participate in a transportation seminar. Kekilova 
commented the government is \"always happy to receive 
proposals, but doesn\'t go anywhere after that.\" Luten 
suggested that the donor partners coordinate work on reaching 
international accounting standards, adding that the Central 

Bank had seemed genuinely interested in this topic during a 
meeting earlier in the day (ref b). 


11. (SBU) COMMENT: The U.S. government is not the only 
donor facing challenges in working with Turkmenistan. 

Indeed, among the organizations represented at the lunch, 
USAID ranks among the more successful. Donor coordination 
remains essential if the international community is to make a 
true dent in the long list of areas where program cooperation 
is needed. END COMMENT. 


12. (U) DAA Luten did not have an opportunity to clear this 
cable. 
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E.O. 12958: N/A 
TAGS: ECON, EFIN, EINV, CH 
SUBJECT: HAITONG\'S BACKDOOR LAUNCH INTO THE MARKET 
REF: A. SHANGHAI 334 
B. SHANGHAI 478 
(U) This cable is sensitive but unclassified and for official 
use only. Not for distribution outside of USG channels or via 


the internet. 


1. (SBU) Summary: Haitong Securities became the first securities 
company to list via a backdoor listing in China, on July 31, 
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after it completed a reverse takeover of Shanghai Urban 
Agro-Business. It was forced to use a backdoor listing since, 
on its own, it did not meet Chinese listing requirements. Other 
securities firms are in the pipeline to follow Haitong onto the 
market through backdoor listing as they hope to raise funds 
necessary to make them competitive with the inevitable entry of 
more competitive international firms. End Summary. 


2. (SBU) Econoff and Economic Assistant attended the Haitong 
Securities Company\'s listing ceremony on the floor of the 
Shanghai Stock Exchange on July 31. Haitong is the third 
securities firm to list in China and the first to do so via a 
backdoor listing. (Note: Hong Yuan Securities listed in 1994; 
Citic Securities Co., one of the country\'s biggest brokerage 
firms, listed in 2002.) On Haitong\'s first day of trading, it 
declined 6.7 percent from its initial price of 56.01 to 51.65. 
(Note: See Ref A for a report on Finatt\'s meeting with Haitong 
Securities on May 16). 


3. (SBU) At the listing ceremony, Haitong Securities Company 
International Business Department General Manager Liao Rongyao 
and Haitong Securities Director Wu Bin said Haitong intended to 
use the money it raised on the capital markets to expand its 
business. It hoped to acquire several smaller securities 

companies and develop its stock index futures portfolio (Ref B). 
Wu also said that being a listed company would enhance 
Haitong\'s corporate image and increase public awareness of the 
company. 


4. (SBU) Z-Ben Advisors Principal Peter Alexander, in a separate 
meeting on July 28, told Econoff that Haitong effected its 

backdoor listing by purchasing Shanghai Urban Agro-Business 
Limited. Shanghai Urban was a listed company owned by Shanghai 
Municipal government\'s Bright Foods Group. To effect the 
transaction, Shanghai Urban transferred all of its assets and 
liabilities, including retired employees, back to its parent in 
exchange for 756 million RMB (USD 100 million). Before this 
backdoor listing was announced on October 16, 2006, Shanghai 
Urban\'s stock was worth 6.38. Following the announcement of 
Haitong\'s intended reverse takeover, trading of Shanghai Urban\'s 
stock was suspended until January 5 when it reopened at 6.38 RMB 
per share. It had risen to 56 RMB per share as of July 31, on 
investor\'s anticipation of the takeover. 


5. (SBU) Haitong\'s Wu told Econoff that the procedures and 
regulations governing controlling backdoor listings were \"not 
very clear and very complicated.\" He noted that Haitong had 
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been forced to deal with many different regulators at the same 
time as they attempted to discern what information was required 
and how Haitong should proceed. 


6. (SBU) Haitong, opened in 1988, was one of three securities 
companies owned by the Shanghai Municipal government. Shanghai 
also owns the Shenyin Wanguo and Guotai Junan securities firms. 
According to Wu, Haitong had initially been owned by the 

Ministry of Finance and was transferred several years ago from 

the Ministry of Finance to the Shanghai government. 


7. (SBU) Haitong\'s Liao said that Haitong had initially targeted 
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a Shenzhen-listed company called the Liulu Industrial Company. 
(Note: Liulu is a company under the direction of PetroChina that 

has yet to undergo share reform. End note.) Liao said that the 
Shanghai government had objected to Haitong\'s \"moving out of 
town\" and provided a list of six ailing Shanghai 

Government-owned listed companies for Haitong\'s \"consideration.\" 
One of these was Shanghai Urban. 


8. (SBU) Z-Ben Advisors Alexander noted that several other 
Chinese brokerage firms, such as China Merchants Securities Co. 
and Guotai Junan Securities Co. are also preparing to launch 
initial public offerings via backdoor listings. Many of these 
companies have already started the process of purchasing listed 
shell companies. Backdoor listings provide the only method for 
Chinese securities firms to list due to the Chinese Securities 
Regulatory Commission\'s listing-requirement that companies have 
three years of profitability. Securities firms, who up until 18 
months ago had suffered through China\'s five bear market, did 
not meet this qualification. According to Alexander, Chinese 
securities firms were hoping to go public as soon as possible so 
that they could raise funds to prepare themselves for what many 
see as the inevitable entry of more competitive foreign 

securities firms. 


9. (SBU) Attending the ceremony and providing official blessing 
was Shanghai Vice Mayor Yang Dinghua. In her remarks, she said 
that Haitong\'s listing was another step towards insuring 
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Shanghai\'s place as an international financial center. 
Shanghai\'s interference in helping Haitong \"select\" a 
Shanghai-owned and -listed company demonstrates the lengths to 
which municipal governments will go to protect and promote its 
own during mergers and acquisitions. Shanghai Stock Exchange 
Executive Vice President referred to Shanghai\'s stock exchange 
as \"The Shanghai Financial Stock Exchange\" on July 27 (Ref B) 
because financial services companies account for 80 percent of 
the value on the market. Indeed, Shanghai\'s reputation as an 
international financial capital and the success of the Shanghai 
stock market appear to be increasingly interlinked. 

SCHUCHAT 
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SUBJECT: OSCE LEGAL PERSONALITY, ROUND 5 - MOVEMENT FORWARD AS 
RUSSIA PLAYS NICE (FOR NOW) 


REF: USOSCE 291 AND PREVIOUS 


1. (SBU) Summary: At the July 5-6 round of negotiations on a 
Convention on Legal Personality, Legal Capacity and Privileges and 
Immunities for the OSCE (CLPPI), the absence of key players limited 
the WG\'s ability to deal with unresolved issues. There was extended 
discussion on a Belgian proposal that would exempt OSCE staff from 
paying national income tax provided an assessment was made that 
would go to the benefit of the organization itself despite concerns 
that such a decision would exceed the WG\'s mandate to deal with 
legal personality and privileges and immunities (P\'s and I\'s). 

Russia continued to insist that field operations are \"temporary\" and 
thus not fully part of the OSCE, but threw up fewer roadblocks to 
protecting field operations than in previous rounds. Significant 
progress was eventually made on the question of treatment of field 
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operations staff both in substance (Russia has accepted identical 
P\'s and Is for both \"members of the OSCE Secretariat and 
Institutions\" and \"members of field operations,\" with a more limited 
geographical scope for the latter) and terminology (field operations 
staff will not be contrasted with \"OSCE officials,\" a Russian 
proposal roundly rejected by the WG). On entry into force (Article 
18), there was a general feeling that something less than unanimous 
ratification by all 56 States should be required for the convention 

to take effect. The Russians appear to be taking a more 
conciliatory stance on convention negotiations with the goal of 
winning over more support for their charter draft. The next round 

is scheduled to take place September 13-14. End summary. 


2. (U) The fifth round of negotiations on the proposed CLPPI was 

again chaired by Dutch Ambassador Ida van Veldhuizen-Rothenbuecher, 
assisted by Austrian MFA Legal representative Helmut Tichy. The 
absence of the Russian MFA legal adviser and OSCE Parliamentary (PA) 
representative Nothelle limited discussion of certain imporant 
outstanding issues. 


3. (U) Discussion of which PYs and I's should be afforded field 
operations staff and other OSCE personnel was unexpectedly 
harmonious. The UK, backed by Canada, sought to eliminate one of 
the few remaining distinctions between the P\'s and I\'s to be given 
field operations staff and other OSCE personnel by proposing 
limiting P\'s and I\'s of all OSCE personnel (rather than only field 
operations staff) to the geographic areas where the officials are 
assigned. Russia, supported by the United States, disagreed, noting 
that such a clause would unnecessarily limit the geographic scope of 
the P\'s and I\'s for Secretariat staff, whose responsibilities, 

unlike those of field staff, extend throughout the entire OSCE 

region After considerable discussion, Russia accepted identical P\'s 
and I\'s for all personnel, with a more limited geographical scope 

for field operation staff to country of assignment and when on 

official travel, whereas staff of Secretariat and Institutions will 

have P\'s and I\'s throughout the OSCE region. It also made a key 
concession on terminology, in that field operations staff will not 

be contrasted with \"OSCE officials,\" a proposal roundly rejected by 
other States. Instead, it has agreed to substitute a different 

term, such as \"members of the OSCE Secretariat and Institutions,\" 
which does not imply that field operations staff are somehow not 
OSCE officials. The Chair told us later that Russia has also agreed 
to drop its insistence on distinguishing between \"OSCE\" and \"Field 
Operations\" in Articles 5-10 covering premises, assets, etc. 


-- Sharp disagreement remains over whether to afford comprehensive 
immunity from personal arrest or detention to staff of the 
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Secretariat and Institutions. Opponents noted that no such right is 
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provided in the 1946 UN Convention, generally viewed as the model 
for P\'s and I\'s appropriate for lOs, while proponents argued that 
such immunity has been included in more recent conventions, such as 
those providing P\'s and I\'s for the ICC and ITLOS, and asserted that 
this more recent practice reflects the need to protect staff from 
political arrests. 


-- On tax exemptions (14d), Belgium proposed conditioning tax 
exemptions for OSCE personnel on the existence of a \"staff 
assessment\" (in effect, an internal tax), citing the EU and the UN, 
where the incomes of respective personnel are exempt from paying an 
income tax but are instead subject to a staff assessment for the 
benefit of those organizations. Belgium proposed language for a 
similar system for the OSCE. The UK, Canada and Sweden supported 
but the Netherlands noted that such a proposal may be more difficult 
to sell in capitals. The Chair asked that this language be dropped; 
Belgium said this was not justified as no States had objected and 

only asked to consult with capitals. After considerable discussion, 

the Chair again stressed that the matter at hand was a convention to 
grant the OSCE legal personality; issues such as self-financing 
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schemes for the organization could further complicate negotiations. 
The United States noted that there was no precedent for an 
international instrument\'s conditioning tax exemption on the 
existence of a staff assessment; all such schemes had been adopted 
internally, after and separately from establishment of the tax 
exemption principle. Tichy agreed, suggesting that the WG could 
consider such a proposal only if given a mandate following 
discussion in the Permanent Council. He instead tabled language in 
which individual parties could condition their grant of tax 

exemption to the existence of such a staff assessment. 


4. (U) The Chair tried to reach consensus on 1(a), which defines the 
constituent elements of the OSCE (Russia since the beginning has 
objected to including \"field operations\"). The Chair recommended 
dropping \"the Secretariat, Institutions [and Field Operations]\" as 

the first two were never again mentioned in the convention and the 

last was dealt with separately in 14 bis. Supporting a Russian 
proposal, she then advocated adding language taken from the Rules of 
Procedure on executive structures. Russia again asserted that field 
operations were only \"temporary\" in nature and for that reason, its 
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staff and P\'s and I\'s should be different from those of the 
Secretariat. Tichy said the crux of the issue rested on whether 
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there would be a 14 bis on field operations. Russia then said that 

if there was agreement on the content and inclusion of 14 bis, 
language on 1(i) bis (defining members of field operations) could be 
kept. The provisionally agreed text follows standard practice by 
defining the \"OSCE\" simply as \"the Organization for Security and 
Cooperation in Europe.\" 


5. (U) There was considerable discussion over how many participating 
States must ratify the convention before it entered into force. The 
Chair noted that since the OSCE is a consensus-based organization, 
it should theoretically be all 56 States, but that would be 

difficult. Canada noted that if it were to be less than 56, there 

would be two legal regimes in effect, i.e., with the convention and 
without. However, since getting all 56 would take years, if it were 
even possible, Ottawa was prepared to support a ratification by 50 
percent plus one, that is, the convention would go into effect after 

29 States ratify. The UK agreed that less than 56 would be 

desirable and noted that those States that had not ratified could 

still enter into a bilateral relationship with the OSCE. Russia 

said it would prefer the \"maximum\" number, but could also compromise 
on something less, perhaps two-thirds. It also suggested that the 
ratifications of at least some, if not all, the 22 host countries 

(i.e., Austria (Secretariat), Denmark (OSCE PA), Poland (ODIHR), 
Czech Republic (Economic and Environmental Forum), as well as the 18 
countries which currently host field operations) should be required 

as they were the States in which the CLPPI would have greatest 
impact. It noted that since only 34 participating States are not 

host countries, a two-thirds rule (39 ratifications) would mean that 

at least five host countries would be needed to ratify. The United 
States reserved its position. Tichy noted that once the convention 
enters into force, even if at a relatively low number, the OSCE\'s 
international legal personality would be established, and that it 

would be able to enter into contracts in those states which were 

party to the convention. It was agreed to bracket the numbers 29 

and 39 into the text. 


6. (SBU) The Russians seem to be playing nice so far, foregoing many 
(though not all) opportunities to poke sticks in the spokes and, in 
fact, were affirmatively cooperative on the issue of Field 
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Operations. They may be seeking to cooperate on achieving an 
acceptable text before Madrid, then urge EU Members and others to 
pressure the United States to accept negotiations on a charter - 
ratification of which they have made a condition of approving a 
CLPPI. The Russian del again asserted to the U.S. representative on 
the margins of the talks that under Russian law, a convention 
granting legal personality and a legal instrument on structure 

(i.e., a charter) are necessary to provide P\'s and I's. Some States 
may find such an argument convincing. End comment. 
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SUBJECT: SRI LANKA: DEMARCHE RESPONSE ON AMERICAN RED CROSS 
CANDIDATE 


REF: STATE 102873 


(SBU) On July 26, Acting DCM and Econ Chief called on MFA 
Additional Secretary for UN and Multilateral Affairs Sarala 
Fernando to encourage the Government of Sri Lanka to support 
the candidacy of Steve Carr for the Standing Commission of 
the International Red Cross and Red Crescent Movement. We 
also provided biographic information. Fernando was 
non-committal, asking whether voting for candidates was done 
by Governments or by the national societies within the 
Federation, indicating that the Foreign Ministry would not 
instruct the Sri Lankan national society how to vote. 

EmbOffs followed up by providing information to Fernando 
confirming that both governments and national societies take 
part in the voting for the Standing Commission. Post will 
follow up and report any updates septel. 
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SUBJECT: FREEDOM AGENDA: SUPPORT FOR DEMOCRACY AND HUMAN RIGHTS 
ACTIVISTS IN QATAR 


REF: STATE 88465 


1. (SBU) Qatar's April 1 municipal elections, the country\'s third, 
served as a focal point for democracy promotion in 2007. Ambassador 
and Emboffs engaged in a program of support and undertook the 
following activities: 


-- Ambassador hosted a series of salons at his residence to discuss 
elections issues. The periodic salons focused on women\'s 
participation, campaign issues, the effect of tribe and family on 
voting patterns, and media coverage of elections, among other 
topics. 


-- Emboffs attended candidate-sponsored events and public discussion 
forums during the election campaign. Embassy attendance was often 
highlighted in local press coverage. 


-- Emboffs met with candidates at a variety of local events, 
including campaign training sessions hosted by the government\'s 
Permanent Elections Committee in cooperation with the National 
Democratic Institute. 


-- Emboffs surveyed campaign advertising in public places and 
prepared a booklet outlining candidates, their districts, and their 
campaign slogans. 


-- PAO hosted six returning Qatari female International Visitor and 
Voluntary Visit participants for an evening salon to discuss their 
recent visit to the USA to observe the mid-term elections. 


-- Emboffs met with democracy activists, journalists, professors, 
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and elections officials in support of a visit June 29-July 3 by 
professors from American University\'s elections institute. 


2. (SBU) Ambassador and Emboffs support human rights activists and 
causes through ongoing contacts and meetings. While political 
openness is a major concern, the plight of foreign laborers in Qatar 
and their lack of access to due legal process is of critical 

importance. Ambassador and Emboffs undertook the following in 
support of human rights: 


-- Ambassador\'s May 3 World Press Freedom Day Op-Ed was 
Ambassador Untermeyer\'s Op-Ed was published in all local 
English-language dailies. 


-- Also in recognition of World Press Freedom Day, the Ambassador 
hosted five prominent Qatari Arabic press columnists in his 
residence for a unique \"off the record\" salon to discuss current 
events and issues in Qatar, America, and the international 
community. All five journalists were Qataris and write weekly 
columns in the Arabic press, which are widely read by the local 
population. 


-- The Qatar Tribune interview July 8 with Pol/Econ Chief. He 
encouraged a review of the sponsorship and labor laws in Qatar and 
called for a greater push for the support of non-governmental 
organizations in Qatar. 


-- PAO\'s op-ed on the state of media in Qatar was published in local 
papers between June 30 and July 2. The article encouraged reform of 
the outdated laws governing the media as well as the establishment 
of a Qatari journalists\' association. 


-- Emboffs routinely engage labor-source country diplomats to 

discuss labor problems and conditions and recommend ways to address 
them through mechanisms being established by the Qatari 

authorities. 


-- Emboffs established contact with an unofficial shelter for 
stranded Nepali workers and provided advice on working through 
existing channels for relief and assistance. 


-- Emboffs work with Qatar\'s National Coordinator for Trafficking in 
Persons on an ongoing basis to promote changes in laws and practices 
that adversely affect expatriate workers and to advocate for 

agreeing to trafficking-in-persons training offered by the 

Department of Justice, the American Bar Association, and the 
Solidarity Center. 


3. (SBU) Post is actively pursuing a wide range of MEPI programming, 
including training for journalists, civic education training, 
training aimed at teaching NGOs how to obtain legal status and 
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define their missions, professional exchanges, and customized 

visitor programs. Post has prioritized civil society, democracy, and 
human rights activists for International Visitor opportunities. Post 

is working closely with the National Democratic Institute and local 
partners -- the Permanent Elections Committee, the National 
Assembly, and the Municipal Council -- on programs to strengthen the 
democratic capacities of government and to spread civic education 
more widely in the population. Post also worked with professors from 
American University\'s Center for Democracy and Elections Management 
on their orientation visit in early July and will propose and 
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coordinate programming that will help lay the groundwork for 
national elections in 2008. 
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(U) This cable is sensitive but unclassified and for official 
use only. Not for distribution outside of USG channels. 
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1. (SBU) Summary: Anhui Civil Affairs officials in a meeting 

with Poloff on July 26 described the current flooding as the 

most severe in 50 years. While the worst was likely over, the 
disaster had impacted 16 million people, displaced over half a 
million, destroyed 90,000 homes, and caused almost 10 billion 
RMB in economic damages. The central government was deeply 
concerned with the situation, with Premier Wen Jiabao having 
visited the region once and Vice Premier Hui Liangyu paying two 
visits to the flood scene. While not as severe as the smaller 

but more damaging flood in 2003, the provincial and local 
governments had already spent more than 150 million RMB (USD 20 
million)in relief efforts. End summary. 


2. (SBU) On July 26 Poloff and FSN Political Assistant met 

with Anhui Civil Affairs Office Disaster Relief Department 

Director Xue Kunming and Anhui Water Resources Office Deputy 
General Engineer Qiu Li to discuss recent flooding in Anhui, 

which they described as the worst flood since 1954. According 

to Qiu, heavy downpours in Henan Province began on June 29 with 
flooding occurring along the Huai, Chu, and Yan rivers. As of 

July 25, an area of 58,000 square kilometers had received 30 
centimeters of precipitation, within which, an area of 38,900 
square kilometers had received 40 centimeters of precipitation. 
The floodwaters had reached a peak of 25.59 meters. The central 
leadership was paying close attention to the floods. On July 5, 
Vice Premier Hui Liangyu visited Anhui to inspect the flood 
situation. Hui returned on July 13, accompanied by Premier Wen 
Jiabao, a move automatically triggered by the flood waters 
passing the warning level. In addition, President Hu Jintao has 
issued written directions on how to deal with the flood. 


3. (SBU) Xue said that the flood had impacted 16 million people 
altogether, affecting the populations of 12 cities, nine along 

the Huai River and three in southern Anhui, including Chizhou, 
Xuancheng and Huangshan. Around 30 persons had perished during 
the flood but, Xue insisted, none had drowned. A tornado 

spawned by the thunderstorms killed seven people in Tianchang 
County near Yangzhou on July 4. Five or six people had been 

struck by lightning, and a number of people had perished as 

buildings collapsed. Altogether almost 90,000 homes had 

collapsed. 
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4. (SBU) A larger loss of human life had been prevented 
primarily due to three factors. First, the government had done 

a good job with water control projects, including reinforcing 
critical dikes. Second, a flood in 2003, while not as large as 

the current one, had destroyed over 870,000 homes, the vast 
majority of which had been rebuilt with better materials and 
better building techniques, making them better able to withstand 
this year\'s flood. Third, the Civil Affairs Office had 

evacuated 600,000 persons in advance of the flood. Most of the 
evacuees temporarily moved in with friends or relatives. The 
remainder were evacuated to public buildings on higher land, 
such as schools, or into temporary tent cities. Over 8,800 

tents had been erected and because the tents often got very hot 
money had been provided to purchase tarps to put up emergency 
shelters without walls. 


5. (SBU) Xue said people were beginning to return to their 
homes since the situation appeared to have stabilized. It had 
stopped raining on July 25 and Xue expected the waters would 
recede quickly. However, according to the Anhui website, rains 
began again in the evening of the 26th, forcing the evacuation 
of an additional 27,000 people along the Huai River as the flood 
crested for a fourth time. As of July 30, the Anhui government 
announced that, while it was still at the warning level, the 

flood was expected to gradually subside sometime into August. 
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6. (SBU) Xue said that in total, 22 million mu of farmland had 
been flooded, with 7 million mu completely washed out. The 
flood resulted in close to 10 billion RMB in economic losses for 
Anhui Province. This included 6 billion in agricultural losses 
that would directly impact Anhui\'s poorer residents. The other 
four billion was in direct economic losses, such as washed out 
roads and bridges or collapsed homes. 


7. (SBU) According to Xue, the Anhui provincial government had 
allocated 89 million RMB (USD 11.87 million) to provide food, 
potable water, temporary shelter, clothing, and medicine for 
people in the affected areas. In addition, county and city 
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level governments had spent another 28 million RMB (USD 3.73 
million) in emergency relief funds. County and city level 
governments had also distributed two million kilograms of rice 
and flour. Thus far, Xue said, the government had been able to 
maintain social stability throughout the disaster and had also 
prevented any large-scale outbreak of communicable diseases. 
Xue declined to answer Poloff\'s question about how much--if 
any--funding the central government had provided. 


8. (SBU) Neither contact knew whether or not there was NGO 
involvement in relief efforts at the local level. Xue said that 
while not actively seeking it, donations and volunteer labor 

were being accepted and utilized. Anhui had received more than 
40 million RMB (USD 5.33 million) from local charities, 
businesses, private donors, and other city governments. They 
had also received several million RMB from Hong Kong donors. 
Volunteers were being directed to the Volunteer Association that 
was supervised by the Civil Affairs Office. 

SSCHUCHAT 
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SUBJECT: NEW Al OUTBREAK IN POULTRY IN BURMA\'S BAGO DIVISION 


REF: A. A) RANGOON 689 


B. B) RANGOON 551 


1. (SBU) On August 1, Burmese Livestock Breeding and 
Veterinary Department confirmed that between July 26 and July 
30, 37 chickens died on a private farm in Letpadan Township 
in Thayawaddy District of Bago Division. Letpadan Township 
is located 160 kilometers north of Rangoon on the highway to 
Pyay (Prome). Local LBVD officials conducted tests with 
Rapid Test Kits on July 30 and found the dead birds to be 
Type A positive for Al. Officials performed further PCR 

tests, verifying on July 31 that the birds were infected with 
H5N1. This is the second case of Al in Bago Division this 
year, the last case occurring on a military-owned poultry 

farm in early June (ref B). 


2. (SBU) LBVD officials informed us that local officials 
implemented GOB AI biosecurity measures, culling the 
remaining 3,763 chickens and decontaminating the farm on July 
30. Authorities quarantined the farm, imposing a restricted 
zone within a one kilometer radius and a control zone of 

three kilometers. Unlike in June, the local government has 

also prohibited the movement of poultry and poultry products 
within the township. Officials continue to monitor the 

health of humans and poultry in the restricted area. LBVD 
believes that the disease is contained, and LBVD Director 
General U Maung Maung Nyunt met with township authorities to 
discuss a work plan for the prevention of the spread of Al. 


3. (SBU) Officials have not yet determined the source of 
the virus and do not suspect any human cases. 


STOLTZ 
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Classified By: Classified By: Pol/C Joseph Legend Novak, reasons: 1.4 ( 
b) and (d). 


SUMMARY 


1. (C) On July 31, Zaenal MaVarif was formally relieved of 

his duties as a parliamentarian and Deputy Speaker, ending a 
seven-month saga that began when his Reform Star Party (PBR) 
recalled him from parliament in January (Ref A). President 
Yudhoyono had sealed Zaenal\'s fate when he signed a 
declaration approving his removal. Zaenal responded by 
releasing alleged \"evidence\" that he claimed proved SBY had 
been married previously to a Philippine national. Yudhoyono 
reacted swiftly to the accusation -- which in fact had 

surfaced earlier -- by launching a defamation lawsuit against 
Zaenal. While most of our contacts questioned the veracity 

of the charges, the accusation and resulting presidential 
lawsuit have made a media splash. END SUMMARY. 


FORMER DEPUTY SPEAKER TICKED OFF 
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2. (C) As reported in Ref A, the PBR party exercised its 

right to recall Zaenal from the House of Representatives 
(DPR) in January after Zaenal had systematically exasperated 
party leadership. According to PBR member and 
parliamentarian Ade Nasution, Zaenal forced PBR\'s hand by 
ignoring his constituents in Northern Sumatera, skimming 
party funds, and shining an unwelcome spotlight on the party 
by taking a second wife (Note: Polygamy is legal in this 
majority Islamic country, but nevertheless frowned upon by 
many. End Note). 


3. (C) Zaenal reacted to the party\'s maneuver by digging in 
his heels and disputing PBR\'s recall prerogative, a tact that 
Ade Nasution told poloff was never legally tenable, as 

parties have the clear authority to recall members at any 

time. Zaenal also preyed on Speaker Laksono\'s job 
insecurities, arguing that if he were removed from his Deputy 
job, the entire DPR leadership could in theory be realigned 
(Note: The 550 member DPR has one Speaker and three Deputy 
Speakers. The prestigious Deputy positions carry 
considerable clout and influence. End Note). Arief Budiman, 
an assistant to Laksono, told poloff that this argument for a 
time persuaded the Speaker to look for ways to possibly block 
Zaenal\'s removal. 


4. (C) Ultimately, however, after a lengthy delay, Laksono 
determined that as Speaker he had no recourse but to process 
PBR\'s recall order. On May 31, the Speaker finally sent a 
letter to the Electoral Commission requesting Zaenal\'s 
removal. The Electoral Commission subsequently processed 
this request and then on July 19, the President made it 

official with Presidential decision no. 60/2007. The 
Presidential decision took effect on July 31. 


5. (U) On July 31, Agung Laksono introduced Junisab Akbar as 
Zaenal\'s replacement in the DPR. Junisab, a PBR member from 
Northern Sumatera, will take Zaenal\'s regular DPR seat, but 

will not replace him as Deputy Speaker. Zaenal\'s Deputy 
Speaker position will remain vacant until the DPR settles on 

a mechanism to determine his replacement, a highly 

contentious issue that contacts doubted would be resolved 
anytime soon. 


LITTLE CUCUMBER TAKES ON THE BIG DURIAN 


6. (C) Shortly after the President signed the Presidential 
decision, Zaenal publicly announced that he had evidence that 
proved SBY had been married in the past to a Filipina and 
produced two children from the marriage, an allegation that 
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first appeared during the 2004 campaign. Zaenal alleged the 
marriage took place before SBY entered the military academy 
in 1970. (Note: Only unmarried students are permitted to 
enroll in the academy. End Note). On July 30, Zaenal 
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delivered the \"evidence\" -- which purportedly includes a 
video of a member of the alleged first wife\'s family 

testifying to the authenticity of the claim -- to the DPR, 

the Regional Representatives Council (DPD) and the People\'s 
Consultative Assembly (MPR) and the Constitutional Court. 
According to media reports, Zaenal addressed reporters after 
he delivered his evidence and claimed that he had already 
received at least 11 death threats because of his actions, 
noting that \"I\'m just a cucumber compared to the President, 
who is the big durian.\" 


ZAENAL\'S MOTIVATION 


7. (C) According to Ridwan Soeriyadi, a contact with the 
President\'s Democratic Party and a longtime acquaintance of 
SBY\'s, Zaenal first approached the President several weeks 
ago and pleaded with him to use his authority to block 
Zaenal\'s recall from the DPR. Ridwan told us that when SBY 
refused to do so, Zaenal then threatened to go public with 
\"damaging information\" about the President. According to 
Ridwan, SBY responded to the attempted blackmail by inviting 
him to release the information and intimating that he would 
not be bullied by Zaenal\'s tactics. Ridwan told poloff that 

he dismissed Zaenal\'s allegation as completely without merit 
and characterized it as part of a \"black campaign\" designed 
to weaken the president in advance of a 2009 re-election bid. 
Ridwan suspected that forces loyal to Golkar Advisory Board 
Chairman Surya Paloh had orchestrated the entire thing. 
Ridwan told us that when this allegation surfaced during the 
2004 race for president, Ridwan had asked Yudhoyono whether 
it was true, 

and Yudhoyono had simply asked Ridwan whether or not he 
trusted him. The implication to Ridwan was clear: Yudhoyono 
felt that if Ridwan believed in him as a candidate and a 
person, he would not need an answer to such a scurrilous 
accusation. 


SBY COUNTERATTACKS 


8. (U) On July 29, SBY filed a defamation suit against Zaenal 
MaVarif. With the First Lady standing firmly by his side, 
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the President filled out the paper work for the suit at the 
Jakarta Police Headquarters and later called Zaenal\'s 
accusations \"character assassination.\" It is not clear when 
this suit will be decided by the court. 


POLITICAL IMPACT 


9. (C) The President has subsequently received mainly 
favorable press coverage, with many asserting that his 

actions were an example of model comportment in a democratic 
society. Contrasting SBY\'s behavior with the Suharto regime, 
several of our contacts have noted that this comparatively 
magnanimous tolerance for slander would have been unthinkable 
less than ten years ago (when people would have been 
imprisoned for insulting the president). Other contacts -- 

mostly on the opposition side -- have told us that they think 

SBY has overreacted to the charges and embarrassed himself in 
the process. In any case, these types of attacks and 
counter-attacks are likely to be replayed with increasing 

intensity as the 2009 presidential campaign draws nearer. 
HUME 
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INDONESIAN PRESIDENT YUDHOYONO 


REF: 07 JAKARTA 2069 


1. On August 1 Ambassador Hume, along with the new 
Ambassadors from Libya, Spain, Sri Lanka, and Argentina, 
presented credentials to President Yudhoyono. In the joint 
audience following the ceremony President Yudhoyono described 
his goals to be the strengthening of democracy in Indonesia, 

the expansion of the economy for the benefit of all 

Indonesians, and a positive international role for Indonesia. 
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He cited the benefits of cooperation on anti-terrorism, and 

he spoke about Indonesia,s desire to play a constructive 

role on environmental issues, including the hosting of the 
COP-13 Climate Change conference in Bali this December. His 
visit to New York for the UN General Assembly, September 
24-25, would include a meeting on environmental issues. 


2. President Yudhoyono expressed concern that present 
difficulties in some parts of the world, such as Iraq, not be 
used to stoke religious antagonisms or to justify 

intolerance. He had presided over lraq,s victory in the 

Asian Soccer tournament in Jakarta a few days earlier, and he 
hoped that the situation in Iraq was now changing for the 
better. Finally, he urged the new ambassadors to meet not 
only with government officials but also with leaders of civil 
society and Indonesian businessmen. Indonesia was undergoing 
significant change, and leaders outside the government were 
making important contributions. 


3. In comments addressed to Ambassador Hume, Yudhoyono said 
he appreciated Indonesia,s growing partnership with the 

United States and looked forward to meeting President Bush 
during the APEC Summit in Sydney. He thanked the Ambassador 
for his assistance in resolving the commercial dispute 

between Nike and one of its local suppliers (reftel). Hume 
responded that the United States government wanted to build a 
stronger relationship with Indonesia and shared the goal of a 
well-governed, democratic Indonesia able to provide 

opportunities for all of its citizens. 

HUME 
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SUBJECT: EMBASSY NOUAKCHOTT CONCURRENCE ON FY08 REQUEST FOR 
SECTION 1206-FUNDED PROPOSAL \"IMPROVE PARTNER NATION 
INTELLIGENCE\" 


Classified By: Charge dVAffaires, Steven Koutsis for reasons 
1.5 (b) and (d). 


1. (C/rel NACT) The US European Command J2, in conjunction 
with the Defense Attache Office at U.S. Embassy Nouakchott, 
has developed a request for funding under section 1206 of the 
National Defense Authorization Act entitled &lmprove Partner 
Nation Intelligence.8 The Chief of Mission strongly 
supports this request as being a significant proposed 
contribution to the war on terror. As required by the 
procedures to request Section 1206 funding for FY08, this 
message provides Chief of Mission concurrence for the listed 
proposal. 


2. (C/rel NACT) The intent of intelligence training under 

the Trans Sahara Counter Terrorism Partnership (TSCTP) and 
Operation Enduring Freedom ) Trans Sahara (OEF-TS) 
intelligence capacity building program is to develop a 
self-sustaining indigenous military intelligence capacity 
capable of detecting, tracking, reporting, and sharing 
intelligence on terrorist activities across the region. This 

is a key component of the host nation,s ability to help deny 
safe havens and capture or kill known terrorists. EUCOM J2 
has developed a multi-prong approach to accomplish the 
Military Intelligence training mission and professionalize 

the host nation Military Intelligence organizations. The 
EUCOM J2 plan delivers training in a multi-lateral forum, 
trains more students than currently possible and funded in 
the regular IMET program, and builds multi-lateral 
intelligence relationships. 


a. After initial assessments of the Partner Nation military 
intelligence capabilities, Military Intelligence Seminars 

form the first step toward intelligence capacity building. 
These seminars familiarize the participants with basic 
military intelligence processes and tactical and operational 
building block skills (map-reading, military symbology, 
Intelligence Preparation of the Battlefield ) IPB). 

Seminars culminate with a scenario-driven practical exercise, 
designed to apply intelligence skills learned during the 

three phases of training. TSCTP hosts to date include Chad, 
Mali, Niger, Mauritania, and Senegal. These seminars are 
funded through Title X means and set the stage for the 
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planned follow on courses. 


b. The next step is Basic Military Intelligence Training. 
EUCOM 42 is developing an International Military Intelligence 
Course, modeled on the U.S. MI Officer Basic Course program 
of instruction. Training addresses the intelligence cycle, 
collection management, Military Decision Making Process, 
analysis, and in-depth IPB. Beginning in November 2007, 
USEUCOM hopes to offer this course (in MTT format) to train 
selected officers and NCOs from TSCTP partner nations. The 
plan emphasizes a multinational student body, with a view 
toward long-term partner cooperation. Coalition Intelligence 
Fusion Cell exercises are integral to the course. FY07 1206 
funds are the planned &seed8 money to build this capability 

at the European-Regional Joint Intelligence Training Facility 
(E-RJITF). The 1206 funds enable the ERJITF to expand their 
mission set from U.S. Intelligence Training to include 

Foreign Military Intelligence Training (FMIT). 


3. (C/rel NACT) FY08 1206 proposal &lmprove Partner Nation 
Intelligence.8 The FY08 1206 proposal &lmprove Partner 
Nation Intelligence,8 is to continue the program initiated 

with the FY 07 1206 funds establishing the capability at 
EUCOM,s E-RJITF to send out contractor provided training in 
a mobile training team (MTT) format. The FY 08 Section 1206 
funding will also allow EUCOM J2 to identify options for 
specialty training which meets partner nation requirements. 
These courses may include photo/imagery interpretation, CT 
analysis, open source exploitation, and terrorist-network 
financing. These training events will be conducted by the 
E-RJITF via MTT, or in residence at the E-RJITF facilities in 
Molesworth, England on an &as needed\" or &as requested8 
basis in order to meet each country,s specific intelligence 
training requirements, and may be bilateral or multilateral 
events. In addition, these funds will support development of 
an advanced Military Intelligence Training course to 
encourage the long term growth and sustainment of a 
professional military intelligence officer corps. The FY 08 
Section 1206 funding will get the training team on contract, 


develop the courses, procure the equipment they will use in 
the classroom environment, and fund the required travel by 
students and instructors. 


4. (C/rel NACT) Eventually the program will transition to a 
sustainable African-led Regional Military Intelligence 
Training Activity that provides high caliber training, builds 
multinational military intelligence relationships, and 
sustains a supply of MI professionals to man intelligence 
staffs at all levels. 
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5. (C/rel NACT) EUCOM J2 staff has conducted extensive 
coordination with both the country team and the host country 
Director of Military Intelligence. The Embassy and the host 
country are strongly on board and in favor of this capacity 
building program. 

Koutsis 
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SUBJECT: TURKEY: NEW AIR FORCE AND NAVY COMMANDERS TO BE 
SELECTED AT ANNUAL MILITARY COUNCIL MEETING 


Classified By: CDA Nancy McEldowney for reasons 1.4 (b and d). 


1. (C) Summary: The Supreme Military Council (YAS) will meet 
August 1-4 and is expected to name new Turkish Air Force and 
Navy commanders. In all, five three-star officers will be 
promoted to four stars to replace officers retiring this 

year. Chief of Turkish General Staff (CHOD) GEN Yasar 
Buyukanit and Land Forces Commander GEN Ilker Basbug will 
remain in their positions for another year, while almost 50 
percent of the officer corps will change billets as a result 

of promotions, new appointments, and retirements. It is 
unclear whether Deputy CHOD GEN Ergin Saygun will stay or 
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move on to command an army or the Jandarma. The YAS is the 
main vehicle for weeding out \"Islamist\" officers and will 

likely recommend dismissal of a handful of officers for 

excess piety or other disciplinary reasons. This will be the 

first formal meeting between Turkey\'s most senior military 
officers and Prime Minister Erdogan since the July 22 

elections and the tone will be indicative of the level of 
civil-military tension following the AKP\'s unexpectedly 

strong showing in the polls. End summary 


Supreme Military Council 


2. (U) The Supreme Military Council, or Yuksek Askeri Surasi 
(YAS), is headed by the Prime Minister and consists of all 15 
full generals and admirals in the Turkish Armed Forces plus 
the Minister of Defense. (Note: There are currently 11 full 
generals in the Land Forces, 2 in the Air Force, and 2 
four-star admirals in the Navy. End note). The Council is 
convened twice a year, first in early August and later ona 
date determined by the CHOD, typically in November or 
December. At the August YAS -- the most important of the two 
sessions -- members vote on officer promotions and 
dismissals. At the second YAS meeting military procedural 
and reform issues are discussed. YAS meetings are always 
closed to media. 


3. (U) Assignment decisions for promoted officers are made by 

the CHOD in conjunction with the YAS. In practice, the CHOD 

and service commanders hold an unofficial meeting 30 to 45 

days before the August YAS to discuss promotions and 
assignments. Major decisions are unofficially taken in that 
meeting and are then voted on at the YAS, approved by the 
president, and are expected to be announced on August 4. New 
force commanders are nominated by the CHOD and confirmed by a 
tripartite decree signed by the Defense Minister, Prime 

Minister, and President. For assignments within each 

command, nominations are made by force commanders for final 
approval of the CHOD. Promotions and new assignments become 
official on August 30. 


4. (U) Typically, promotions to four-star general are 

discussed on the first day of the YAS. Files of all eligible 
lieutenant generals are reviewed and all YAS members have an 
opportunity to express their opinion and grade each 

candidate. Once the grading process is completed the 

officers with the highest grades are promoted, subject to the 
approval of the CHOD. The same procedure is followed on 
successive days for the promotions of major generals, 
brigadier generals and colonels. Dismissal files are 

discussed on the final day. 
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Expected Results from the 2007 YAS 


5. (C) This year\'s YAS is expected to fill five four-star 

vacancies, including new commanding officers to succeed the 

retiring Air Force and Navy commanders. Fleet Commander ADM 
Muzaffer Metin Atac is widely expected to replace Admiral 

Yener Karahanoglu as Navy Commander. Air Force Commander GEN 
Faruk Comert will likely be replaced by War Academies 

Commander LTG Aydogan Babaoglu. CHOD GEN Yasar Buyukanit and 
Land Forces Commander GEN Ilker Basbug will remain in their 
positions for one more year. It is unclear whether Deputy 

CHOD GEN Ergin Saygun will remain in his position, move to an 

army command, or possibly be named commander of the Jandarma. 
Three Land Forces lieutenant generals are up for promotion 


to full general. LTG Erdal Ceylanoglu, Head of the 

Inspection and Evaluation Department of Land Forces and LTG 
Necdet Ozel, Deputy Commander, Training and Doctrine Command, 
are the most likely candidates for promotion, according to 

local observers. Thereafter, it is a toss-up between four 

other lieutenant generals, with perhaps LTG Yavuz Yalcin 

getting the nod. First Army Commander GEN Fethi Remzi 

Tuncel, GEN Orhan Yoney, and Commander of the Aegean Army 
GEN Sukru Sariisik are retiring. 


6. (C) According to retired army officers familiar with the 

YAS process, this year\'s YAS will yield few surprises and 

will be straightforward. MG (ret) Armagan Kuloglu told us 
that both ADM Atac and LTG Baboglu are widely respected 
officers with all the right credentials. They currently 

occupy the typical command positions that previous Navy and 
Air Force commanders have held. Both officers, Kuloglu 
commented, have a \"confidence problem\" with the U.S. stemming 
from perceived U.S. failure to take action against PKK 
terrorism in northern Iraq. This attitude is common among 
senior Turkish military officers, Kuloglu claimed. 


7. (C) All of the three-star officers being considered for 
promotion have nearly identical, impeccable service records 
and have attended comparable training courses and schools 
over the course of their careers, according to Dr. Sadi 

Cayci, former TGS Judge Advocate General and International 
Law Advisor for Ankara\'s government-supported think tank, the 
Center for Eurasian Strategic Studies (ASAM). What 
differentiates them are their personal relationships to the 
current CHOD. The corruption conviction of LTG Ethem Erdagi, 
Commander 3rd Army Corps in Istanbul, will eliminate him from 
any chance of promotion and has ended his career, according 
to Cayci. 
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Cleansing the Military of \"Islamist\" Officers 


8. (C) The ability of the YAS to recommend officers\' 
dismissal from service is one of the main vehicles the 

military has for weeding out officers considered too 
\"Islamic,\" according to ASAM\'s Sadi Cayci. Every year, 10 to 
12 officers are recommended for dismissal for various 
disciplinary reasons, including allegations of corruption. 
Among the more sensitive cases are those in which officers 
are alleged to display signs of being \"too pious.\" 

Indications might include wearing a uniform to prayer at a 
mosque, the officer\'s spouse wearing a headscarf, belonging 
to a religious order (tarikat or cemaat), or otherwise 
demonstrating \"inappropriate\" religious influence in carrying 
out official duties. Under current law, decisions of the YAS 

to remove officers for any reason are not subject to judicial 
review. A constitutional change would be required to permit 
officers selected out by the YAS an opportunity to challenge 
the decision in court. 


9. (C) The YAS will be the first formal meeting between 
Turkey\'s most senior military officers and Prime Minister 
Erdogan since the July 22 elections. As has been his 
practice in recent years, and reportedly unlike a number of 
his predecessors, Erdogan is expected to attend all the 
sessions and participate actively. The tone of the meeting 
will be indicative of the level of civil-military tension 

following the AKP\'s unexpectedly strong showing in the polls. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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ALSO PASS TO MCC FOR MKAVANAGH, GBREVNOV 
ALSO NAIROBI FOR FCS 


E.O. 12958: DECL: 07/31/2017 
TAGS: ETRD, ECON, PGOV, BEXP, TZ 
SUBJECT: BOEING AND AIR TANZANIA: SOMETHING FOUL AFOOT? 


Classified By: Deputy Chief of Mission D. Purnell Delly for 
reasons 1.4b and d. 


1. (SBU) SUMMARY: Air Tanzania is currently planning to 
replace its aging fleet with newer, more efficient aircraft, 

and has solicited proposals from Boeing and Airbus. Post is 
prepared to advocate on Boeing\'s behalf, and is concerned 
that the two companies be allowed to compete on a level 
playing field without outside influence or corruption. 

Boeing\'s recent dealings with top officials of the airline 
suggest that the company\'s fear of outside influence might be 
legitimate. END SUMMARY. 


2. (SBU) In conversations on July 13 and 20, Rob Faye, 
Regional Director of Sales for Boeing Commercial Airplanes, 
told Ambassador Retzer, DCM, and PolCouns that Air Tanzania 
had recently requested a proposal for the sale of new 
airplanes from Boeing, and Boeing had provided a proposal for 
five aircraft worth $537 million at catalog prices. In the 

wake of the return of full ownership of Air Tanzania to the 

GOT in early 2006, the airline is in the process of 

reclaiming the operation of numerous services previously 
provided by South African Airways. Air Tanzania is also 
looking toward expanded routes and toward acquiring a newer, 
more efficient fleet. 


3. (SBU) Faye stated that because Air Tanzania\'s current 
fleet of 29-year-old 737s (2 operable planes) is extremely 
expensive to operate and maintain, the airline needs to 
devise a plan to secure newer aircraft if it is to remain 
viable. He further explained that in addition to the sale of 
new aircraft, which could not be delivered until 2013, Boeing 
can offer Air Tanzania a phased-in plan to lease aircraft and 
a variety of capacity-building services (e.g., designing and 
operating online reservations and ticketing), and can also 
work with the airline to implement a multi-stage plan for 
growth in the next 10-20 years. 


4. (SBU) Boeing has submitted a request for advocacy through 
the International Trade Administration, and Post is ready to 
bring to bear all tools at our disposal to advocate on 

Boeing\'s behalf. Airbus is also active in the Tanzanian 
market, and Post\'s concern is that the two companies be 
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allowed to compete on a level playing field without outside 
influence or possible corruption. 


5. (C) Faye told the DCM that he had received the unusual 
\"suggestion\" from David Mattaka, Managing Director and CEO of 
Air Tanzania, that he should consult with a specific 

Tanzanian businessman (Jitesh Ladwa, Managing Director, 
Indian Ocean Hotels Ltd., and owner of the Golden Tulip 

Hotel, Dar es Salaam) regarding Boeing\'s proposal to Air 
Tanzania, an indication that Air Tanzania officials may 

intend to profit from whatever deal they conclude. 


6. (C) COMMENT: Post notes that the Golden Tulip Hotel, which 
Mr. Ladwa owns, was built on a section of oceanfront property 
where development has otherwise been prohibited. This raises 
questions concerning how permission to build this hotel was 
secured. END COMMENT. 


7.(SBU) On July 14, Faye met with Mustafa Salim Nyang\'anyi, 
Chairman of the Board of Air Tanzania (and former Tanzanian 
Ambassador to the U.S.). Faye reports that Nyang\'anyi is 
adamant about buying new airplanes (for reasons of both 
economics and personal safety), and has already made payments 
on several turbo prop planes to use for domestic flights to 
Tanzania\'s smaller airports. Nyang\'anyi has also told Faye 
more than once that the GOT is prepared to guarantee 
financing for Air Tanzania. The latest we have heard from 

Faye is that Dr. Richard Kamungu, member of the board of Air 
Tanzania, is currently visiting Boeing\'s operations in 

Seattle, and that CEO David Mattaka has told Boeing that he 
intends to accept Boeing\'s non-binding proposal. Boeing has 
told us that they consider the acceptance of their proposal a 
sign that Air Tanzania is serious about the offer, despite 

its non-binding nature. 

RETZER 
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E.O. 12958: N/A 
TAGS: PREL, VT 
SUBJECT: HOLY SEE: INQUIRIES PENDING ON RADIO MARYJA 


REF: STATE 100294 


(SBU) Charge d\'affaires spoke to Monsignor Marcel Smejkal, the 
Holy See\'s director for East/Central European countries, on July 
25 concerning Radio Maryja and Father Rydzyk. Smejkal, who is 
familiar with the situation, expressed regret and said that 
inquiries as to how the Church should respond were under way in 
Poland (by the Redemptorists) and in Rome (by the Congregation 
for the Clergy) and in each case results would probably not be 
available for some weeks. We are trying to reach appropriate 
officials in the Congregation for the Clergy for more details, 
though with most officials out for summer holidays it may take 
some time. Post will report further results soonest. 


SANDROLINI 
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E.O. 12958: N/A 

TAGS: PGOV, PREL, ENRG, KNNP, KTIA, LH, IN, HT27 

SUBJECT: LITHUANIA: WELCOMES INFO ON U.S.-INDIA PEACEFUL 
NUCLEAR COOPERATION 


REF: SECSTATE 104171 


We delivered Department fact sheet, joint statement, and 

reftel non-paper to Dovydas Spokauskas, attache in the MFA\'s 
Arms Control, Non-Proliferation, and Disarmament Division, on 
July 31. He thanked us for the information and added that 

his Division was following the situation closely. He said 

that the GOL looked forward to learning more about the 
U.S.-India agreement, perhaps at the NSG meetings this Fall. 
CLOUD 
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DEPARTMENT FOR SCA/INS 
MCC FOR D NASSIRY AND E BURKE 


E.O. 12958: DECL: 08/01/2017 

TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 

SUBJECT: SRI LANKA: PRESIDENT\'S SOUTHERN POLITICAL BASE 
ERODING 


Classified By: Charge d\'Affaires James R. Moore, for reasons 1.4(b,d). 


1. (C) SUMMARY: President Rajapaksa is losing support among 
his political base in southern coastal towns to former 

Foreign Minister Mangala Samaraweera, whose recent alliance 
with the United National Party (UNP) has re-energized the 
opposition. In an effort to sway public opinion in his 

favor, Rajapaksa is marshaling loyal members of Parliament to 
trumpet the government\'s military successes against the Tamil 
Tigers. END SUMMARY. 
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RAJAPAKSA FACING INCREASED OPPOSITION FROM FORMER ALLIES 


2. (C) Several municipal councils in the heartland of 
President Rajapaksa\'s political base have taken steps 
recently to align themselves with Sri Lanka Freedom Party 
(SLFP) breakaway leader (and former Rajapaksa political ally) 
Mangala Samaraweera. In Matara, the municipal council 
rejected the President\'s designated mayoral candidate and 
publicly stated its support for Samaraweera. The President\'s 
party also lost its majority on the Tangalle Urban Council 

(only 10 kilometers from Rajapaksa\'s home) when three of five 
SLFP members declared they were crossing over to the 
opposition. In Hambantota and Tangalle, municipal councils 
are waiting to strike down pro-Rajapaksa initiatives and 
declare support for Mangala. The mayor in Galle, the largest 
southern city, has felt compelled to defer action on several 
issues, fearing that the municipal council will vote against 

him in order to demonstrate its preference for Samaraweera 
over Rajapaksa. 


3. (C) The Sinhala nationalist Janatha Vimukthi Peramuna 
(JVP), once closely aligned with Rajapaksa, has also actively 
sought to undermine the President\'s support in recent weeks. 
On July 30 and 31, the JVP organized large demonstrations of 
fishermen in Negombo, 25 kilometers North of Colombo, to 
protest GSL fishing restrictions and the rising price of 

fuel. Although the UNP and JVP are traditional political 
enemies, the UNP rallied its supporters in the South to join 
the JVP fishermen\'s demonstration. Samaraweera, who has long 
cultivated close ties to the JVP, has provided the link that 
allows the two other parties to coordinate efforts to oppose 
Rajapaksa. 


THE PRESIDENT ATTEMPTS TO MARSHAL SUPPORTERS 


4. (C) In response to Mangala\'s growing popularity and 
pressure from the opposition parties, President Rajapaksa has 
dispatched loyal SLFP members of Parliament to campaign in 
the South, heralding the government\'s military successes 
against the SLFP. Embassy interlocutors have confided to us 
that the President\'s message to his southern base is that the 
administration \"won in the East and will soon turn its sights 

to the North.\" 


5. (C) COMMENT: The President\'s traditional supporters are 
angry about rising inflation and disappointed by mounting 
evidence of political corruption. Embassy interlocutors tell 

us that Rajapaksa is very concerned about the erosion of his 
political base. The government\'s response so far has been 
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fairly measured, however. The administration had anticipated 
that victory in the East would provide a boost to its 

flagging support, with some predicting that Rajapaksa would 
try to ride the momentum by calling snap Parliamentary 
elections. However, the larger public seemed relatively 
unimpressed by the victory in the East; any propaganda 
benefit to the government has quickly dissipated. It appears 
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unlikely that merely turning up the volume in an attempt to 
convince an increasingly skeptical public will be enough to 
shore up the President\'s sagging fortunes in the heartland of 
Sinhalese nationalism. 

MOORE 
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SUBJECT: PRE-ELECTION TOUR FOR KARIMOV? 


REF: A. TASHKENT 199 
B. 06 TASHKENT 02017 


Classified By: CDA BRAD HANSON FOR REASONS 1.4 (B, D). 


1. (C) Summary: President Karimov traveled unusually far 
afield in May and June, possibly in anticipation of an 

expected reelection campaign. Independent press speculation 
suggests that the Uzbek president will seek reelection, 
possibly by amending the Uzbek Constitution to allow him to 
run for a third term. Others speculate some legal ruling 

will be finagled explaining away a third term for the 
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president. Karimov\'s recent travels can be seen as a 
pre-election effort to improve his public image and solidify 
his support outside of Tashkent. End Summary. 


2. (U) In the six weeks between May 17 and June 22, President 
Karimov crisscrossed Uzbekistan, traveling to six of the 
country\'s 14 provinces. The presidential visits generally 
followed the same script in Karakalpakstan, Khorezm, Bukhara, 
Navoi, Namangan, and Andijon. Karimov toured each province\'s 
major economic enterprises and public works projects and gave 
managers and local officials instructions on further 
development. The president hosted meetings with farmers, 
workers, students, and children, who described local 

conditions, discussed their concerns, and expressed gratitude 
and enthusiasm for Karimov\'s leadership. Each visit also 
included at least one speech on a public policy issue, such 

as economic development, independence in international 
affairs, or national culture. 


3. (U) Karimov made efforts to reach out to specific 
constituencies during his travels, including senior clerics 

in Bukhara, ethnic Tajiks in Navoi, women in Namangan, and 
farmers in each of the regions. He even praised the 
residents of Andijon for \"standing firm\" during Uzbekistan\'s 
\"national tragedy\". Uzbek national television covered each 
trip extensively, beginning with a morning bulletin on 
Karimov\'s arrival at the regional airport and finishing with 

an hour-long special program summarizing the visit a few days 
later. According to state-controlled media, the trips were 
inspection tours allowing Karimov to evaluate the progress of 
local infrastructure construction projects and the provinces\' 
overall social and economic development. 


4. (SBU) Internet news media, however, speculated that the 
visits are the beginning of the president\'s reelection 
campaign. Independent internet reports point to the 
conspicuous absence of major local personnel changes that 
typically characterize Karimov\'s visits to the provinces 

(Note: The hokim of Andijon City was replaced July 4, but 
this appears to have been unconnected to the presidential 
visit. End Note.) According to NBCentral Asia, Karimov\'s 
trips have been dominated to an unusual degree by populist 
events apparently designed to improve the president\'s public 
image. The website \"Muslim Uzbekistan\" theorizes that 
Karimov is seeking to gauge the political mood of the 
countryside and bolster his popularity before proposing 
changes to Uzbek election law that would allow him to serve 
another term. (Comment: Uzbekistan\'s Constitution requires 
that changes to the basic election law, such as one allowing 
the President to run for a third term, must be made \"within 
six-months of the election and following 
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wide discussion.\" In the opinion of at least one local 
lawyer, this provision easily can be interpreted as allowing 
changes to the Constitution and the basic law right up until 
the election itself. End Comment.) 


5. (SBU) President Karimov was elected to a second term in 
office on January 9, 2000. The Uzbek Constitution currently 
limits Presidents to two seven-year terms (ref A). 
Nevertheless, most credible Uzbekistan watchers believe 
Karimov intends to remain in office. Speculation is rife as 

to how Karimov may plan to portray his retention of power as 
being in conformity with the Uzbek Constitution; many 
observers believe that an amendment to the Constitution 
allowing the President to run for additional terms is the 

most likely scenario (ref B). Others believe a court or 
Parliamentary determination may be made interpreting the 
referendum and Constitution change extending the President\'s 
term from five to seven years as also somehow setting back 
the clock on the number of terms, allowing Karimov to run, in 
effect, for a third term, but, in name, as a first term under 
the new extended term decided in 2000. 


6. (C) Comment: Karimov\'s tour looks to us like a 
pre-election tour designed to remind people of his successes 
as President of Uzbekistan. Interestingly, Karimov mostly 
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chose to visit regions of the country that he travels to less 
frequently, indicating perhaps that he is unsure of his 

support in those regions. As \"Muslim Uzbekistan\" speculates, 
Karimov may seek to amend the Constitution to allow him to 
seek reelection, possibly by abolishing term limits 

altogether. We might therefore expect an amendment of the 
term-limits law to be introduced and adopted by the Oliy 

Majlis sometime before September 23, the date when, according 
to the Constitution, some announcement on the Presidential 
elections, expected December 23, must be made. Karimov would 
likely announce his candidacy soon afterward. In other 
scenarios, another referendum may be held on extending his 
current term as President, a court ruling or Parliamentary 
resolution made interpreting away the two-term limit, or the 
Parliament may seek to anoint him as \"President for Life.\" 
HANSON 


117393 

OO RUEHWEB 

DE RUEHEK #0975 2131139 
ZNR UUUUU ZZH 

O 011139Z AUG 07 


Column 3 
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FOR PM ACTING A/S MULL FROM AMBASSADOR YOVANOVITCH 
DEPT ALSO FOR PM - ROSATI 
DEPT ALSO FOR SCA/CEN - GEHRENBECK 


E.O. 12958: N/A 

TAGS: MARR, MASS, KTIA, PREL, PTER, KG 

SUBJECT: AMBASSADORYS CONCURRENCE ON SECTION 1206 PROPOSAL 
FOR KYRGYZSTAN 


REF: A. STATE 84130 
B. 06 STATE 134152 


(SBU) | have reviewed and support the proposed \"Kyrgyz 
Military Aviation Sustainment Initiative to Improve Airspace 
Control Capabilities\" which is being submitted for funding 
under Section 1206 of the National Defense Authorization Act. 
| believe that this Section 1206 Proposal will build foreign 
military capacity to conduct counterterrorism operations, and 
by improving Kyrgyz air operation capability and air space 
control, this initiative will also enhance flight safety for 

U.S. and Coalition aircraft operating out of Manas Air Base. 
This proposal has been coordinated with Embassy DAO and 
CENTCOM. 

YOVANOVITCH 
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DEPT AF/E FOR BYODER, RMEYERS; AF/RSA FOR MBITTRICK 
ADDIS ABABA FOR AU MISSION 
LONDON, PARIS FOR AFRICA WATCHERS 


E.O. 12958: DECL: 07/31/2017 

TAGS: PREL, PGOV, PHUM, TZ 

SUBJECT: ZANZIBAR IMPASSE TO CONTINUE, SAYS CUF SECRETARY 
GENERAL HAMAD 


REF: DAR ES SALAAM 00888 


Classified By: Deputy Chief of Mission D. Purnell Delly for 
reasons 1.4b and d. 


1.(C) SUMMARY: In contrast to his public statements that 
reconciliation talks between Chama Cha Mapinduzi (CCM) and 
Civic United Front (CUF) are going well, CUF Secretary 
General Maalim Seif Sharif Hamad recently stated privately 
that the talks are unlikely to resolve the political impasse 

in Zanzibar. He further predicted that CCM was wrong to 
assume that peace and tranquility will continue in Zanzibar. 
The results of the talks, to be announced on August 15, will 

be an indicator of future stability in Zanzibar. END 
SUMMARY. 


2. (C) As reported in reftel, talks between the ruling CCM 

party and the opposition Civic United Front (CUF) aimed at 
resolving the political impasse in Zanzibar stalled in late 

May after CCM Secretary General Yusuf Makamba made numerous 
inflammatory statements at a rally on Pemba, one of the two 
isles of Zanzibar. In June conversations with the DCM and 
PolOffs (reftel), CUF leaders expressed little hope that the 

talks would produce a workable solution to the problems in 
Zanzibar. Since that time, CCM and CUF have not publicly 
released any details of the negotiations. However, in 

advance of the self-imposed August 15 deadline for the end of 
the talks, CUF Secretary General Maalim Seif Sharif Hamad has 
publicly suggested that the talks will result ina 

power-sharing arrangement that is favorable to CUF. 


3. (C) On July 30, in an off-the-record meeting with Voice 
of America correspondent Shaka Ssali and PolOff, Hamad 
offered a dramatically different point of view. He expressed 
his party\'s continued disappointment with efforts by 
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President Jakaya Kikwete to end the political stalemate in 
Zanzibar and predicted that the ongoing talks would not 

result in a resolution of the impasse. Hamad further stated 
that President Kikwete has refused his requests for a 
meeting. According to Hamad, \"If Kikwete meets with me, he 
will aggravate (Zanzibar President Amani Abeid) Karume.\" 
Hamad stated that he believes CCM\'s plan is to drag the talks 
out until the next elections in 2010. In CUF\'s view, a power 
sharing agreement (their goal in the talks) must be reached 
before 2010, to ensure fair and transparent elections. 


4. (C) Echoing previous statements from his CUF colleagues, 
Hamad told Ssali and PolOff that radical groups operating in 
Zanzibar are having increasing success recruiting 

impoverished, disenfranchised youth to their causes. \"The 

less confidence they have in CUF,\" he said, \"the more radical 
they become.\" Hamad stressed: \"CCM assumes that peace and 
tranquility in Zanzibar will continue. It may take loss of 

life in Zanzibar before CCM acknowledges that there is a 
problem.\" 


5. (C) COMMENT: Seif Sharif Hamad\'s comments are notable for 
two reasons. First, they directly contradict his public 
statements that the ongoing inter-party reconciliation talks 

will produce a result palatable to CUF. In addition, the 

tone of his comment regarding loss of life in Zanzibar was 
uncharacteristically grave. In the past, Hamad has played 

the role of peacemaker in his party, encouraging CUF members 
to settle their grievances without recourse to violence. 

However, Hamad and other CUF leaders have begun to state 
privately over the past two months that their members have 

lost faith in the reconciliation talks. While it remains to 

be seen if Hamad\'s fears about CUF\'s leaders losing authority 
within the party are accurate, post will continue to monitor 

both the talks and the reactions of the CUF rank and file as 

the August 15 deadline draws near. END COMMENT. 
RETZER 
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E.O. 12958: n/a 
TAGS: MARR, PREL, EZ 
SUBJECT: CZECHS CONCLUDE AGREEMENT ON MANDPADS DESTRUCTION 


Ref: (A) State 90547 (B) Prague 804 (C) Adams e-mail 1/25/07 (D) 
Adams e-mail 7/24/07 


1. The Czech government and embassy have concluded necessary 
arrangements related to the USG payment of $600,000 to fund 
destruction of 1359 Czech-held MANPADS missiles (refs). On July 31 
the Czech MFA provided embassy with the dip note accepting the terms 
of the program, as previously agreed during discussions between the 
two countries (ref C). Also on July 31, Charge dVAffaires Dodman 

and Czech MOD Policy Director Ivan Dvorak signed the accompanying 
Implementing Arrangement. Documentation was e-mailed and faxed to 
PM (Attn: Mark Adams); originals will be pouched. Completion of the 
legal instruments was done in accordance with instructions in ref 

D. 


2. The Czech press has already announced the USG funding of this 
program, in relation to the agreement\'s formal approval by the Czech 
government during the week of July 30. 


3. We look forward to transfer of the FY-07 funds as soon as 
possible. The Czech effort to destroy the equipment is already well 
underway. 


Thompson-Jones 
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IO/EDA FOR SHARON KOTOK 
PROTOCOL FOR AMY LITTLE 


Column 3 

E.O. 12958: N/A 

TAGS: PREL, SOCI, TSPL, UNGA, IT 

SUBJECT: MRS. PRODI'S TRAVEL TO NEW YORK UNCONFIRMED 


REF: SECSTATE 104172 


(SBU) Poloff discussed Italy\'s representation at the 2007 UN 
General Assembly with MFA UN Desk Officer Gabriela Biondi 
July 27. Biondi confirmed that PM Prodi will head the 

Italian UNGA delegation. He is tentatively scheduled to be 

in New York from Sept. 23-27. Poloff informed Biondi of 
reftel invitation to Mrs. Prodi for the FLOTUS event Sept. 

24. Biondi informed the PM\'s office, but Mrs. Prodi has not 
yet decided whether she will accompany the PM to New York. 
Post will follow up once a final decision is made. 

BORG 
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STATE FOR D, AND EAP 

E.O. 12958: DECL: 08/08/2027 

TAGS: ASEAN, ETRD, PREL, RP 

SUBJECT: THE DEPUTY SECRETARY\'S MEETING WITH PHILIPPINE 
PRESIDENT ARROYO 

Classified By: Deputy Secretary Negroponte, reasons 1.4 c, d 


1. (C) Summary: Philippine President Gloria Arroyo and Deputy 
Secretary Negroponte lauded stronger U.S.-Philippine ties, 


SIPDIS 
including continued close cooperation in counterterrorism and 
the Mindanao peace process during a July 31 meeting at 


Column 3 

Malacanang Palace. Arroyo pledged to take a \"measured 
approach\" to resolving the current security crisis in Basilan 

to avoid damaging the peace process, but made clear that the 
central government was committed to bringing to justice those 
responsible for the beheadings of 10 Marines. She 
acknowledged U.S. concerns over reported extrajudicial 

killings, and said recent court convictions demonstrated that 

the Philippine government was committed to human rights. 
Arroyo lauded ASEAN\'s agreement to accelerate establishment 
of a regional common market to 2015 and pointed to its 
adoption of an ASEAN charter with a human rights committee as 
clear signs the organization was willing to take on difficult 

issues like Burma. The two welcomed recent progress in the 
Six-Party Talks, but agreed that continued pressure was 

needed to ensure that North Korea produced a complete 
accounting of its nuclear programs and lived up fully to its 
commitments to denuclearize. End summary. 


C/T Cooperation Strengthens Relations 


2. (C) President Arroyo and the Deputy Secretary agreed 
U.S.-Philippine ties had strengthened in the past 18 months, 
particularly in counterterrorism cooperation with the 
neutralization of Abu Sayyaf leaders. The Deputy Secretary 
stressed that he carried a robust message of support from 
President Bush and Secretary Rice for close relations with 

the Philippines and with ASEAN. Secretary Rice was currently 
on travel in the Middle East with Secretary Gates, but this 
should not suggest diminished support for ASEAN or Southeast 
Asia. SE Asian states were vital partners for the U.S., with 
growing economic importance, and ASEAN\'s commitment at this 
summit to seek to achieve a common market by 2015 was an 
important development. 


Pressing for Change in ASEAN 


3. (C) President Arroyo concurred, saying that ASEAN\'s 
dynamic economic changes were matched by significant 

political progress, notably agreement on an ASEAN charter 

that included a human rights body -- with even Burma signing 

on. This was a sign ASEAN was moving away from the consensus 
decision-making that had hampered it in the past; it also 

might lead to positive change in Burma. The Deputy Secretary 
said he hoped these changes would indeed have a positive 
impact, not only on ASEAN broadly but specifically in Burma. 
Arroyo expressed her hope for a bilateral meeting with 

President Bush, and for a U.S.-ASEAN summit meeting, perhaps 
in the U.S., to parallel similar gatherings with Japan and 

China. The Deputy Secretary took note of the request and 


Column 3 
said that President Bush would be taking part in the APEC 
summit in Australia. 


Seeking Justice, Preserving Peace in Mindanao 


4. (C) Turning to the current security crisis in Basilan 

province over the killing and mutilation of 14 Philippine 
Marines, Arroyo stressed that the government and military 
were taking a measured approach, trying to mount a \"surgical\" 
operation focused on capturing five key suspects and limiting 
\"collateral damage\" to both the local population and the 
Mindanao peace process. Her government had just agreed to 
give the Coordinating Committee on the Cessation of 
Hostilities (CCCH) and local leaders an additional two days 

to firm up evidence against the suspects. She thanked the 
USG for its strong support for the peace process, saying that 

it had provided a successful paradigm combining hard and soft 
power. 


Commitment to Resolve Extrajudicial Killings 


5. (C) The President also welcomed recent budget action by 
the U.S. Senate to increase assistance to the Philippines, 
but voiced concern that Philippine \"leftists\" had lobbied the 
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U.S. Congress to lower aid because of alleged human rights 
violations. Acknowledging concerns about extrajudicial 
killings, Arroyo stressed that such human rights violations 
were not carried out as part of Philippine government policy. 
To the contrary, the government was actively investigating 
the killings and had obtained six convictions so far. The 
Deputy Secretary agreed on the importance of resolving the 
issue, voicing confidence in the ability of the Philippines\' 
democratic structures -- including its free press -- to deal 
with this difficult problem. 


Maintaining Momentum in Six-Party Process 


6. (C) Turning to another \"Asian flashpoint,\" Arroyo noted 
she and the Deputy Secretary would be meeting shortly with 
the new North Korean foreign minister and the heads of 
delegation from the other Six-Party partners. She praised 
recent progress in the Talks, but stressed the need for 
continued movement, including in the five working groups. 
The Deputy Secretary said North Korea\'s actions in producing 
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a comprehensive list of its nuclear facilities would be a key 
sign of its commitment to the process. It remained to be 

seen if Pyongyang would be forthcoming or drag its feet; past 
experience suggested the process would not be smooth, and we 
would need to induce them to cooperate and then hold them to 
their commitments. But clearly a nuclear North Korea was in 
no one\'s interest, including China\'s, and Pyongyang\'s nuclear 
programs produced a \"spiralling effect\" that could induce 
other countries like Japan to reconsider their own status, 

the Deputy Secretary noted. Conversely, a nuclear agreement 
could bring Pyongyang better relations with all countries in 

the region, including the U.S. 


7. (U) July 31, 2007; 18:00; Manila, Philippines 
8. (U) Meeting Participants: 
Philippines 


President Gloria Macapagal-Arroyo 

Foreign Secretary Alberto Romulo 

Undersecretary for Policy Erlinda Basilio 

Maria Josefina Ceballos, Deputy Presidential Assistant for 
Foreign Affairs 


U.S. 


Deputy Secretary John Negroponte 
Ambassador Kristie Kenney 

DCM Paul Jones 

Political Counselor Tom Gibbons (notetaker) 
KENNEY 
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E.O. 12958: DECL: 06/15/2017 
TAGS: ECON, PGOV, PREL, PINR, BL 
SUBJECT: FOUR VIEWS OF THE CONSTITUENT ASSEMBLY AND BEYOND 


REF: LA PAZ 1619 


Classified By: Acting Ecopol Counselor Brian Quigley 
for reasons 1.4 (b) and (d). 


1. (C) From July 18-24, Emboff met with four Constituent 
Assembly (CA) members representing different political 

parties. PODEMOS delegate Gamal Serhan Jaldin of Cochabamba 
argued that there is a real threat that the eastern (lowland) 
departments will seek separation from the western (altiplano) 
departments if their demands for departmental autonomy are 

not met. He also shared that the opposition is looking to 

put forward a unified candidate should there be a 2008 
presidential election, and that PODEMOS leader Jorge \"Tuto\" 
Quiroga is willing to step-aside for the cause. Serhan 

mentioned he preferred to see Potosi Mayor, Rene Joaquino, a 
frequently mentioned presidential candidate, run for prefect 

of Potosi, thus allowing the opposition to control another 
department. Fridolino Duran, who represents the licit 
coca-growing region of the Yungas, and who is a member of the 
tiny AYRA party -- a party once affiliated with the MAS in 

the CA -- stated he has grown frustrated with the MAS over 

its coca policy and the GOB\'s closeness to Havana and Caracas. 


2. (C) Loyola Viuda de Guzman, a MAS delegate, described the 
differences between the MAS and PODEMOS over homosexual 
rights and \"right to life.\" The MAS supports gay rights in 

the broader context of civil rights, but Guzman stressed her 

party does not have a \"homosexual agenda\" (e.g. the promotion 
of gay marriage). Neither MAS nor PODEMOS is pro-choice, 
however PODEMOS has a more conservative position stating that 
conception should be considered the starting point for life. 

While the CA consists of many delegates with greater 

political aspirations, of the four delegates Emboff spoke 

with, Jaldin was the most politically savvy with a potential 
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for a future in politics after the CA, possibly as mayor of 
Cochabamba. End Summary. 


3. (C) On July 23, Emboff met with CA member Gamal Serhan 
Jaldin, who represents Cochabamba city. Serhan, a member of 
PODEMOS, sits on the Vision for the Country Commission, the 
CA\'s most polemical commission. Serhan confirmed press 
reports that commission president Felix Cardenas -- a member 
of CN, a small party closely affiliated with the MAS -- is 

the hardliner who has blocked the commission from issuing a 
true minority report, reftel. (Note: On July 30, MAS 

delegates in the Vision commission appeared to have finally 
backed down and have allowed PODEMOS! report to become the 
official minority report. End Note). Serhan characterized 

his commission as a microcosm of the CA, since essentially 

all issues are debated in his commission. 


4. (C) Serhan discussed two possible outcomes for the CA, one 
in which the CA fails and leads to the possible division of 

the country, the second in which the MAS and PODEMOS reach a 
pact. Serhan believes that there is real possibility that 

the eastern (lowland) departments will seek separation from 

the west (altiplano) departments if their demands for 
departmental autonomy are not met. When queried about his 
department of Cochabamba, Serhan acknowledged that it would 
likely be the scene of violent confrontations since the 
department is divided between pro-GOB and anti-GOB 
supporters. Serhan then offered the alternative scenario in 
which PODEMOS cedes on the issue of multiple presidential 
re-elections in return for the MAS giving on departmental 
autonomy. 


5. (C) Serhan probed Emboff regarding the Embassy\'s view on 
the CA and more importantly how the USG would respond to a 
true separation of east and west Bolivia. Serhan wanted to 
know if the USG is contemplating a response (i.e., conducting 
scenario planning exercises) and whether the USG would 
support a \"two-state\" solution. Emboff explained that the 
USG has one policy, to support a unified Bolivia. 


6. (C) Serhan also provided his views on next year\'s 

elections (assuming the CA succeeds). Serhan explained that 
PODEMOS supports the idea of a unified opposition 

presidential candidate, but stated he didn\'t know who that 
candidate might be. He did explain that PODEMOS leader Jorge 
\"Tuto\" Quiroga is inclined to step aside and support the 
eventual unified candidate. Serhan mentioned he preferred to 
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see Potosi Mayor Rene Joaquino, a frequently mentioned 
presidential candidate, run for prefect of Potosi, thus 

allowing the opposition to control another department. 

Serhan explained that in his home department, PODEMOS will 
likely support current prefect Manfred Reyes Villa, even 
though Reyes is nota member of PODEMOS. He offered that 
although Reyes is tainted and vulnerable, he is the only 
alternative for the opposition. Serhan mentioned that lower 
house president and MAS deputy Edmundo Novillo would be a 
formidable opponent for Prefect Reyes. Finally, Serhan 
explained that he is interested in running for mayor of 
Cochabamba city. He noted that current mayor Gonzalo Tercero 
is vulnerable, citing his alleged support for MAS militants 
during the January violence in Cochabamba city. 


7. (C) On July 18 Emboff met with CA member Fridolino Duran 
who represents the licit coca-growing region of the Yungas. 
Duran is a member of the AYRA party, a tiny party with just 
two members in the CA. He serves on the coca commission, the 
first commission to issue its formal report, and one of the 

few commissions to have reached consensus. At the CA\'s 
inception AYRA members announced that they would ally 
themselves with the majority Movement Towards Socialism 
(MAS). Duran explained that while he and his party share 
many of the MAS\' goals for greater social inclusion, he has 
become disillusioned with the MAS. Duran appears to have 
lost faith in the MAS for two reasons, the party\'s close ties 

to Venezuela and Cuba and its coca policy. He explained that 
his supporters (and Bolivians in general) do not want a 
socialist state, and many are leery of Caracas\' and Havana\'s 
involvement in Bolivia. 


8. (C) On coca, Duran explained that during the commission\'s 
early meetings, the MAS proposed expanding legal growing 
areas into Bolivia\'s Amazon region, or essentially the entire 
country. According to Duran, he argued vigorously within the 
commission that growing coca outside of the traditional (and 
legally established) growing areas was bad for Bolivia in 

that it would increase narco-trafficking and would put at 

risk international assistance. Duran stated that he 
threatened to break with the majority if it did not 

relinquish their coca expansion plans. When his MAS 
colleagues refused to back down, Duran explained that he 
organized a group from the Yungas to protest outside the CA. 
Eventually, according to Duran, the protests succeeded in 
changing the MAS\' position. 
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9. (C) Comment: Duran\'s coca commission anecdote provides yet 
another example of Yungas coca-growers challenging the MAS, 

to retain their monopoly on legal coca cultivation. Duran 

may also have been portraying himself in a positive light to 

line up USG assistance. He closed the meeting with a request 

for Embassy assistance in establishing a community radio 

station to counter the MAS\' propaganda machine. End Comment. 


10. (C) Emboff separately met with Dr. Jaime Hurtado Poveda, 
the president of the Commission on Rights and Guarantees, as 
well as commission member Loyola Viuda de Guzman. Dr. 
Hurtado is a member of the opposition party PODEMOS, while 
Ms. Guzman represents the MAS. The commission issued 
majority (MAS) and minority (PODEMOS) reports because the two 
parties could not reach consensus on a few issues. Dr. 
Hurtado explained that the commission had general agreement 
on most issues, except on the concept of \"right to life.\" 

The president explained that his party supports a right to 

life starting at conception. 


11. (C) Ms. Guzman concurred with Dr. Hurtado\'s analysis that 
right to life was a dividing issue, but added that homosexual 
rights also separated the MAS and PODEMOS. Guzman explained 
that the MAS supports Bolivia\'s current concept of right to 

life which bans abortion, but does not establish conception 

as the standard for life. Guzman stated that PODEMOS opposes 
homosexual rights, while the MAS simply wants to incorporate 
them into the new constitution to reflect reality, that 

homosexuals exist within Bolivia society. She went on to 

state the MAS does not have a \"homosexual agenda\" (for 
example the promotion of gay marriage), only that the party 
believes that discrimination against homosexuals must not be 
tolerated. 


12. (C) Dr. Hurtado, a native of Sucre and a strong supporter 
of moving the executive and legislative branch to his home 
town, explained the arguments behind moving the capital from 
La Paz. Hurtado first outlined the standard arguments for 
re-establishing Sucre as the seat of the three branches of 
government. Hurtado explained that Sucre is seen as a more 
neutral location between the two mega-regions of the country 
(the lowland east and the altiplano west) that are currently 

in dispute. He mentioned that locating the capital closer to 
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the emerging economic engine of Tarija is both logical and 
could reduce tensions between Tarija and the central 
government. He explained the usual historical claim that La 
Paz gained the capital due to the battle between liberals and 
conservatives at the turn of the last century. Using a twist 
of purely Bolivian logic, Hurtado argued that retaining the 
capital in La Paz would render illegitimate Bolivia\'s claim 
for access to the Pacific Ocean from Chile. Hurtado 
explained that if La Paz was allowed to retain the capital 
which it obtained via force, then Bolivia would no longer 
have a moral claim to regain its access to the sea which 
Chile also acquired through force. 


13. (C) Both Dr. Hurtado and Ms. Guzman opined on the 
hot-button issue of communitarian justice. Hurtado, a 

lawyer, towed his party\'s line that communitarian justice as 

a parallel form of justice (the MAS proposal) is simply an 
incoherent proposal. Hurtado offered that he would not 
oppose communitarian justice as a form of arbitration for 

small disputes (misdemeanors) within indigenous communities 
as it is currently practiced. Guzman, noting communitarian 
justice already exists in some communities, put forward 
essentially the same idea. 


14. (C) The CA consists of 255 delegates, many of whom have 
political aspirations beyond the CA. Of the four delegates, 
Emboff spoke with from July 18-24, Gamal Serhan Jaldin was 
the most politically savvy with a possible future in politics 

after the CA. Serhan appears to be forming the political 

ties required for a run at the mayorship of Cochabamba. 
Serhan, whose father immigrated to Bolivia from Lebanon, may 
face some difficulties if voters see him as an outsider and 

not \"authentically Bolivian.\" That said, he was successfully 
elected to the CA. Duran never overtly stated his political 
aspirations, but clearly is trying to make a name for himself 

(at least) in his native Yungas region. His request for help 
launching a radio station indicates he has political goals 
beyond the CA. Dr. Jaime Hurtado Poveda, a lawyer by 
training and leader in the Sucre bar association, did not 
express (or imply) much interest in pursuing politics beyond 
the CA. Loyola Viuda de Guzman indicated she wanted to 
return to her life\'s work advocating on behalf of the 

families of those people who disappeared during Bolivia\'s 
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military dictatorships. End Comment. 
GOLDBERG 
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STATE FOR D, AND EAP 


E.O. 12958: DECL: 08/08/2027 

TAGS: ASEAN, ETRD, PREL, RP 

SUBJECT: THE DEPUTY SECRETARY\'S MEETING WITH PHILIPPINE 
FOREIGN MINISTER ROMULO 


Classified By: Deputy Secretary Negroponte, reasons 1.4 c, d 


1. (C) Summary: Meeting July 31 on the margins of the ASEAN 
summit, Philippine Foreign Secretary Alberto Romulo and 
Deputy Secretary Negroponte agreed on the importance of 
continued progress in the Six-Party Talks to denuclearize the 
Korean Peninsula. A nuclear-armed North Korea was inimical 
to the interests of all countries in the region. Romulo also 
asked for USG support for a Senate budget proposal to 
increase 2008 U.S. assistance to the Philippines. The Deputy 
Secretary said that the USG was doing all it could to keep 
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assistance at the highest levels to support efforts like the 
Mindanao peace process and Philippine military reform. End 
summary. 


2. (C) Opening the meeting, Foreign Secretary Romulo welcomed 
the Deputy Secretary as a friend of the Philippines who knew 
Asia well. The Deputy Secretary stressed the importance of 
strong U.S.-Philippine ties, saying he was bringing a message 

of real friendship and support between our two counties, as 


Column 3 

well as a commitment to the Southeast Asian region as a 
whole. Over the past 40 years, ASEAN had served as an 
essential element for peace and stability in East Asia. 


Keeping the Pressure on North Korea 


3. (C) Foreign Secretary Romulo said the Six-Party process to 
denuclearize the Korean Peninsula appeared to be moving in 
the right direction. However, next steps would be key, 
including progress in the five working groups that would meet 
in August prior to the next plenary. The Deputy Secretary 
said that the critical point would be whether North Korea was 
really committed to the process, whether it had made a 
strategic decision to give up its nuclear weapons and 
programs. Pyongyang could always drag the process out, 
giving the least it could while seeking to get more for its 
actions. Nonetheless, it was essential to press ahead. The 
U.S. remained hopeful, but things rarely moved according to 
schedule with North Korea, with the Banco Delta Asia issue as 
a prime example. The Deputy Secretary added that China had a 
key role in pressing North Korea to cooperate, and Beijing 

had no interest in allowing Pyongyang to be a nuclear power. 
A nuclear North Korea also posed difficult strategic choices 
for Japan, so these talks were also in Tokyo\'s best 

interests. 


Seeking Increased U.S. Aid 


4. (C) Foreign Secretary Romulo welcomed recent U.S. Senate 
action to increase 2008 funding for Foreign Military 
Financing (FMF) and Economic Support Funds (ESF) for the 
Philippines to $30 million in each account (Note: from the 
Administration request of $11 and $26 million respectively). 
He asked that the U.S. Executive Branch support the Senate 
proposal, in light of important progress on counter-terrorism 
cooperation and defense reform. The Deputy Secretary said 
that the USG was doing all it could to keep assistance levels 
as high as possible to support key efforts like the Mindanao 
peace process and Philippine defense reform. 


5. (U) July 31, 2007; 17:15; Manila, Philippines 
6. (U) Meeting Participants: 

Philippines 

Foreign Secretary Alberto Romulo 


Undersecretary Erlinda Basilio for Policy 
Assistant Secretary Romeo Manalo for Asian and Pacific Affairs 


Column 3 

Assistant Secretary Rey Carandang for American Affairs 
Carlos Sorreta, Minister Counselor, Philippine Embassy in 
Washington 

Assistant Secretary Evan Garcia for UNIO 

Victor Lecaros, Philippine Ambassador to Malaysia 
Melanie Diano, Principal Assistant, U.S. Division, Office of 
American Affairs 

Catherine Torres, Principal Assistant, Office of Asian and 
Pacific Affairs 

Hans Siriban, Special Assistant, Office of the Undersecretary 
for Policy 
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U.S. 


Deputy Secretary John Negroponte 

Ambassador Kristie Kenney 

DCM Paul Jones 

Kaye Lee, Special Assistant to the Deputy Secretary 
Political Counselor Tom Gibbons (notetaker) 
KENNEY 
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Mud-Throwing Between Elsner and Flttl 


1. All Austrian media report extensively on the continuation of the 
BAWAG trial where the two main figures, former BAWAG boss Helmut 
Elsner and investment banker Wolfgang Flttl have apparently 
abandoned all conventional politeness and are attacking each other 
with full force. When Flttl explained how he lost 639 million 

dollars in just three days and that the BAWAG must have been aware 
of this, Elsner accused him of betrayal and lying. Flttl, on the 

other hand, responded by saying that the BAWAG managers were either 
\"complete idiots\" or had been too stupid or too lazy to read the 
English version of the contract between the bank and himself. 
According to mass circulation tabloid \"Neue Kronenzeitung,\" Fitt 
goes as far as to claim that Elsner threatened him - allegedly, the 
former BAWAG boss had indicated that if he were to go down, he would 
see to it that Flttl and his father Walter Flttl, who was formerly 

Director General of the BAWAG, would go down with him. With this 
lever, Elsner succeeded in extracting a promise from FIttl that he 
would transfer his private fortune to BAWAG. Helmut Elsner rejected 
these charges, saying that he merely \"drew his [FIttl\'s] attention 

to the fact that it would be an enormous personal scandal for him if 

the losses were made public.\" With regard to FIttl\'s claim that 

Elsner had given him the order to continue speculating with the 
Japanese yen even after a large part of the money was already lost, 
\"Die Kronenzeitung\" quotes Elsner as saying that \"| cannot even 
charge him with erring here. He is simply lying.\" 


Turn Your Insides Out 

2. This will be the motto from now on for passengers who have booked 
a flight to the US, says Oe1 morning radio news in reference to the 
new agreement between the US and the EU Commission regarding the 
transfer of passenger data to US authorities, effective August 1. 

Data protection is a critical issue in this regard - data protection 
specialists have already criticized the agreement, pointing out that 
individual states or the EU Commission have virtually no control 

over how the passenger data are used. Passengers now have to give 
their US address at the check-in as well as information such as 

credit cards and mobile phone numbers. This is expected to 
considerably delay check-in procedures. [Oe1 radio morning news] 


America\'s New Weapons Bazaar in the Middle East 


3. All Austrian media report extensively on the new US plan to 
provide massive military assistance to its allies in the Middle 
East, pointing out that there is more than generosity behind the 
expensive gifts that Secretary of State Condoleezza Rice and 
Secretary of Defense Robert Gates are to distribute during their 
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Middle East trip. They mean excellent business for the US arms 
industry and will serve important strategic goals of the Bush 
administration. 

Centrist daily \"Die Presse\" analyzes the motives behind the 
extensive weapons assistance the US is planning to give to Middle 
Eastern states. There is, first of all, the desire to increase 

pressure on Iran where the fronts are still hardened on the chief 
issue of controversy between the two arch enemies: The nuclear 
ambitions of Iran. Therefore, the Bush administration is trying to 
strengthen the Gulf states versus their neighboring military power 
Iran, while at the same time building up Israel\'s conventional 
defense potential to prepare that country for a possible military 
showdown with Iran. Arming Israel also serves as a warning signal in 
the direction of Syria and the Hezbollah. Finally, with its promise 

of high-tech weapons, the Bush administration wants to keep Saudi 
Arabia on its best behavior with regard to Iraq. The Saudis have so 
far been very critical of the Shiite-dominated Iraqi government and 
US intelligence services even claim to have found evidence that 
Saudi Arabia actively supports Sunni rebels in Iraq. Saudi Arabia is 
an uncertain ally in the \"war against terror,\" writes the daily in 
reference to the counrty\'s al-Qaida links. This is also the reason 
why Bush\'s plans met with massive resistance on the part of the 
Democrats in Congress. 


Islamic States: Murder of Hostages Is Barbaric Act 


4. The fate of the 21 South Koreans and one remaining German still 
being held hostage by the Taliban is still open - there has been a 

new ultimatum for the South Koreans that will expire on Wednesday at 
9:30. The government in Kabul has already rejected the demands of 
the kidnappers, saying that they did not want to encourage 

extremists by making concessions. In the meantime, the Organization 
of the Islamic Conference (OIC) has condemned the kidnappings and 
demanded the immediate release of the hostages. [Der Standard; other 
Austrian media] 

Final Act in Northern Irish Conflict 


5. After decades of bloody fighting, the British mission in Northern 
Ireland came to an end on Tuesday at midnight. After 38 years, 
London withdrew its army. \"Operation Banner\" during the course of 
which more than 300,000 soldiers were sent to Northern Ireland had 
been the longest military mission in the history of the British 

armed forces. 

The governments in Britain and Northern Ireland have both welcomed 
the end of the military mission. Semi-official daily \"Wiener 

Zeitung\" quotes Irish Foreign Minister Dermot Ahern\'s statement that 
\"[t]his is a further stage on the way to a completely normal, 

peaceful life in Northern Ireland.\" Of the 27,000 British soldiers, 
5,000 will remain in the country, writes the daily - but their role 

will be that of a \"peace garrison\" in the Northern Irish border town 
Crossmaglen. It is to be hoped that the British have learned from 
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their Northern Irish experience, writes Martin Alioth, commentator 
for independent daily \"Der Standard,\" in reference to further 

British military missions: \"There are numerous British who believe 
that the army rescued Northern Ireland from the apocalypse. The 
truth is grayer, however - after all, the military was only a 

neutral mediator for a brief period of time and then soon turned 
combatant, giving the IRA the opportunity to redefine the demands of 
the civil rights movement in terms of a post-colonial liberation 

war, which then degenerated into a civil war. ... Now British troops 
are needed elsewhere more urgently. But it would be dangerous if 
they exported the Northern Irish experiences one-to-one to far-away 
deserts.\" 


UN Sends Peacekeepers to Darfur 


6. After lengthy negotiations, the UN Security Council decided on 
Tuesday to send about 26,000 soldiers to the Sudanese crisis region 
Darfur - so far the most comprehensive and one of the most expensive 
missions of UN peacekeeping forces. The conflict in Darfur has 
already cost more than 200,000 lives. 

Independent daily \"Der Standard\" reports on the latest UN decision, 
which was also backed up by British Prime Minister Gordon Brown, who 
warned that there will be consequences if Sudan does not adhere to 
the conditions stipulated in the much-revised resolution. \"In case 

of a violation of the ceasefire, there will be further sanctions,\" 

the daily quotes from Brown\'s statement. The British Prime Minister 
called Darfur \"the greatest humanitarian catastrophe\" the world has 
ever seen. However, the unanimity with which the resolution was 
passed could only be achieved by eliminating some of the critical 
passages from the resolution text, writes \"Der Standard.\" In the 

final version, there is no more mention of the continuing attacks on 

the part of government troops and Janjaweed militia on civilians and 
members of assistance organizations. However, the western claim that 
the use of violence for self-defense was permissible was maintained 

- this is a guarantee that members of humanitarian organizations can 
move about freely in Darfur. 

Kilner 
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SUBJECT: MEDIA REACTION: IRAQ; SAO PAULO 


\"Humanitarian Disaster\" 


Liberal, largest national circulation daily Folha de S. Paulo (8/1) 
editorialized: \"The Bush administration\'s adventure in Iraq is a 
serious candidate to win the title of the largest political and 

military disaster in recent decades. The intervention, whose 
declared goals were to free the world from dictator Saddam Hussein\'s 
arms of mass destruction and bring democracy, respect for human 
rights and prosperity to Iraq, was a complete deception regardless 
from which point of view it is analyzed.... The invasion launched 
Iraq into a sectarian war that has already killed approximately 
70,000 Iragis...jeopardizing efforts to create an effective 
government and throwing that nation into an unprecedented 
humanitarian crisis.... The final evidence of the fiasco in Iraq is 

the US\'s inability to restore the nation\'s infrastructure.... And 

the situation today only tends to get worse.\" 

Helling 
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1. (U) Embassy Budapest warmly welcomes the visit of 
Chairman Lantos to Hungary. 


SUMMER OF NO LOVE LOST 


2. (SBU) Your trip comes as Hungarians takesa much-needed 
break after a year characterized by conflict over domestic 
politics and drift in foreign policy. 


3. (SBU) Hungary is subject to many of the regional trends 
highlighted in your recent hearings on Central and Eastern 
Europe: frustration born of unrealistic expectations, fatigue 
with reform, and frequent resort to populist rhetoric. The 

PM is on the defensive personally and politically: the 
opposition continues to press him on all fronts, and he is 
increasingly embattled within the coalition and isolated even 
within his own MSZP. Despite pressure from the SzDSz on key 
initiatives including health care, energy security, and 
transparency, progress has largely stalled. Inside the 
government and out, many are criticizing the PM for combining 
the mistakes of a novice government with the exhaustion of a 
lame duck administration. 


4. (SBU) This has been particularly evident in foreign 

affairs, where Gyurcsany\'s comments on key issues including 
Energy Security and Missile Defense have been ambiguous at 
best. The result has been a government that risks appearing 
as a \"neutral ally.\" We are awaiting confirmation that you 

will have the opportunity to discuss these issues candidly 

and privately with the PM during your visit. 


FIDESZ: SAYING NO ... AND MAKING EYES 


5. (SBU) By contrast, FIDESZ is working hard to repair its 
relationship with us. Whether through calculation or 
conviction, they have played the transatlantic card by 
aligning themselves with us on key issues. While other and 
more moderate voices are being heard within FIDESZ, it is 
still Orban\'s party. Although he has no immediate 
constitutional means to force Gyurcsany from office, the 
party will try to cast a referendum next spring as a de facto 
vote of confidence in the government. WeYre in touch with 
Orban\'s staff regarding a potential meeting during your time 
here. 


GETTING ATTENTION 
6. (SBU) We continue to work hard to maintain good working 


relationships across the political spectrum and to keep the 
focus on the policy issues rather than the personal 


Column 3 

animosities. Trips by Charles Gati and Assistant Secretary 
Fried have helped reinforce our message, and the government 
knows that we are looking for clear statements and clearer 
actions to show their strategic commitment. 


GETTING RESULTS 


7. (SBU) Few have been forthcoming, however, and the picture 
remains mixed. The PM\'s most recent steps - trips to Russia 
and reported interest in a questionable deal on energy with 
Ukraine - have underscored our concerns, while talk of a 

slight increase in defense spending and the MOD\'s aggressive 
press to host the C-17s of NATO Strategic Airlift Consortium 

at Papa Air Base (both issues we hope you can discuss in a 
meeting with DefMin Szekeres) are steps in the right 

direction. 


SEASONAL AFFECTIVE DISORDER ... ALL YEAR-ROUND 


8. (SBU) The high coefficient of political friction has left 
the average Hungarian \"grumbling all the way to Lake Balaton\" 
amidst a historic heat wave. While the financial community 
continues to focus on the strength of the forint and the 
government\'s signal successes in reducing the deficit, 
serious concerns regarding both competitiveness and 
transparency remain. Hungary is largely standing still on 
reform and losing ground relative to its neighbors in the 
quest for economic growth and in terms of attractiveness to 
foreign investors. Politically, opinion leaders tell us they 
are \"always pessimistic ... but finally correct" in their 
concern over the issues raised in your hearings: the extent 
of Hungary\'s integration into the transatlantic community, 
the maturity of its parties, and the flexibility of its 
institutions. 


9. (U) We look forward to welcoming you in person. 
FOLEY 
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DEPT FOR EUR/UBI AND EUR/ERA 
HOMELAND SECURITY FOR OIA AND PRIVACY OFFICE 


SIPDIS 


E.O. 12958: N/A 
TAGS: PTER, EAIR, ETRN, EUN, NL 
SUBJECT: DUTCH GOVERNMENT SUPPORTIVE OF U.S. - EU PNR AGREEMENT 


THE HAGUE 00001440 001.2 OF 002 


1. Summary. In a July 7 letter to Parliament, Minister of Justice 

Ernst Hirsch Ballin and MFA State Secretary for EU Affairs Frans 
Timmermans gave a positive assessment of the new U.S. - EU PNR 
Agreement. The letter provided an overview of the agreement, which 
it said was W balanced, and provided an adequate level of data 
protection. Hirsch Ballin and Timmermans indicated that 
Parliamentary approval for the agreement was required; in the 
meantime, the agreement could be provisionally implemented once 
signed by the United States and the European Commission (EC). End 
Summary. 


2. The letter informing Parliament that the U.S. and the European 
Commission had reached agreement on the text of a new PNR Agreement 
to replace the interim Agreement set to expire at the end of July 
noted that new Agreement was similar in substance to the previous 
Agreements. The letter notes that EU paid particular attention 
during the negotiations to ensuring an adequate level of data 
protection. Hirsch Ballin and Timmermans expressed satisfaction 
that the negotiations resulted in a balanced draft agreement which 
meets the previously agreed guidelines for the EU negotiating 
mandate, and thus forms a good negotiation result of the German 
presidency and the Commission. 


3. The letter states that Parliamentary approval for the Agreement 
was required in the Netherlands, as well as other EU member states, 
and that the government would submit the Agreement, once signed, to 
Parliament for ratification. The Netherlands, it said, would make a 
statement in the Council that it must complete its constitutional 
procedures before giving final approval to the Agreement. In the 
interim, the Agreement would go into effect on a provisional basis 

as of the date signed. 


4. The letter highlighted the following key elements of the 
Agreement: 


-- The objectives of the Agreement are combating terrorism and 
serious cross-border crime; U.S. law enforcement agencies charged 
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with deterring terrorism and serious crime will have access to PNR 
data for the purposes stated; 


-- An exchange of letters between the U.S. government and the EC 
articulating commitments on the protection of passenger data will 
form the basis for binding commitments; 


-- PNR data will be retained in active status for seven years, 
followed by an additional eight year period in inactive status with 
limited access; 


-- PNR data will be protected in the United States in accordance 
with U.S. privacy law, and passed only to third countries that meet 
similar standards, except in emergency situations; 


-- Fewer PNR data items will be provided than under the previous 
agreement; however, this does not necessarily mean less data will be 
provided (Note. This is an apparent reference to the move from 34 
\"data elements\" to 19 \"types of PNR,\" but the letter does not 
provide details about the information to be transmitted. End Note); 


-- Sensitive data, such as data indicating religion, race, or 
political convictions may not be used, except in emergency 
situations; 


-- The current \"pull\" system for transmitting the data will be 
changed to a \"push\" system as of January 2008; 


-- Reciprocity will be respected; however, this will be defined at a 
later date, as the EU does not yet have a PNR system in place; 


5. During the DCM\'s July 20 courtesy call on him, MFA DG for 
European Cooperation lan De Jong noted in passing that the PNR issue 
appeared to be finally resolved; this, he said, was a positive 
development for the U.S. - EU relationship. He did not indicate any 
concern about the prospects for expeditious Parliamentary approval. 


6. During a May 31 Justice Committee debate on international data 
exchange (NOTE. prior to conclusion of negotiations on the new U.S. 
- EU PNR Agreement. END NOTE), Minister Hirsch Ballin stressed that 
the GONL favored the conclusion of a new U.S. PNR Agreement; he 
added that bilateral solutions or an extension of the current 

interim Agreement were not viable long term solutions. He said that 
privacy was not an absolute right, but that any restrictions on 

privacy must serve a clear purpose. He said that in principle, PNR 
data would be protected in the United States under the U.S. Privacy 
Act, but noted he believed there could be exceptions related to 
terrorism cases. He promised to provide Parliament further 
information in writing on the government\'s position on the retention 
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period for PNR data, the role of the European Data Protection 
Supervisor and the Dutch Data Protection Authority in the PNR 
negotiations, and the costs incurred by airlines to provide PNR data 
to the U.S., and to turn around in mid-flight due to irregularities 

in PNR data. 


7. Parliamentarians raised a number of issues during the debate, 
though none indicated that they were inclined to oppose a PNR 
agreement with the U.S. Several MPs raised the data retention 
period, reciprocity, and evaluation mechanisms as important 
considerations for approving an eventual agreement. Fred Teeven of 
the Liberal (VVD) Party was the most outspoken in support of an 
agreement on PNR, criticizing those who put privacy over security 
concerns. Coskun Coruz of the government coalition partner 
Christian Democratic (CDA) party applauded the Cabinet\'s positive 
but critical attitude on PNR. Aleid Wolfsen of government coalition 
partner Labor (PvdA) Party raised concern about the extent of the 
data provided under a PNR agreement, asking if information on 
religion, sexual orientation and political affiliation would be 

excluded. Naima Azzough of the GreenLeft and Jan de Wit of the 
Socialist (SP) Party stressed reciprocity, proportionality and 
subsidiarity as key concerns; Azzough also raised the need for 
guarantees on legal certainty and respect for Dutch sovereignty, and 
the concern about the types of information provided. 


9. Comment. There has been little press attention so far to the 
conclusion of anew PNR Agreement, though that could change as the 
summer holiday period draws to a close and the Agreement is 
submitted to Parliament for approval. There has been little 

indication of serious Parliamentary opposition to ratification of a 

new PNR Agreement; however, PNR is often raised, along with 
apparently unrelated issues such as the transfer of SWIFT bank 
transaction data, by Parliamentarians and the press as a potential 
violation of European data protection rules. Parliamentarians and 
others critical of the United States, in particular U.S. conduct of 

the global war on terror, also have a tendency to use PNR and data 
protection concerns as a convenient cudgel with which to beat up on 
us. It is too soon to tell whether that tendency will significantly 
complicate the upcoming debate on Dutch ratification of the new PNR 
Agreement. The upcoming visit by the DHS Chief Privacy Officer will 
provide a timely opportunity to start setting the record straight on 

PNR and data protection concerns. End Comment. 


Gallagher 
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E.O. 12958: DECL: 08/01/2017 

TAGS: PREL, MARR, MCAP, PTER, TU 

SUBJECT: POST SUPPORTS 1206 FUNDING FOR USAREUR PROPOSAL 
FOR TACTICAL HUMINT SEMINARS 


Classified By: CDA Nancy McEldowney for reasons 1.4 (b,d). 


1.(S) Embassy Ankara supports USAREUR G2/EUCOM J2 Section 
1206 proposal for training of tactical HUMINT operators. 

This training will enable Turkey to deploy tactical HUMINT 

forces in support of stability and counter-terrorism 

operations with the same level of collective training as US 

soldiers deploying from USAREUR. This training will prepare 
Turkish forces to collect actionable intelligence and will 

encourage intelligence sharing among allies. This proposal 

fits with USG goals of establishing Turkish capabilities to 

participate in such missions. 


2. (U) Turkey has provided robust and steady support to an 
array of NATO and non-NATO stability and peacekeeping 
operations. Turkey contributes over 1000 troops to ISAF and 
currently commands the ISAF Capital Region. Turkey also 
provides reinforced battalions to KFOR and EUFOR, and 
currently commands KFOR\'s Multinational Task Force-South. 
Turkey also contributes a construction engineering company 
and naval assets to UNIFIL in Lebanon. 


3. (S) Target training audience would be officers and senior 
NCOs from Turkey\'s 3rd Corps in Istanbul, which is a NATO 
High Readiness Corps providing forces to ISAF and other 
contingencies. Turkey\'s 28th Peacekeeping Brigade in Ankara, 
which provides troops to other stabilization and peacekeeping 
operations, would also benefit from this training. The 

troops in both units are specially selected and trained for 
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such missions outside of Turkey\'s borders. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


MCELDOWNEY 


117405 

OO RUEHWEB 

DE RUEHRB #1238/01 2131222 

ZNY CCCCC ZZH 

O 011222Z AUG 07 

FM AMEMBASSY RABAT 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 7072 

INFO RUEHGG/UN SECURITY COUNCIL COLLECTIVE IMMEDIATE 
RUEHAB/AMEMBASSY ABIDJAN IMMEDIATE 0063 
RUCNDT/USMISSION USUN NEW YORK IMMEDIATE 0709 
RUEHRY/AMEMBASSY CONAKRY PRIORITY 0076 
RUEHFN/AMEMBASSY FREETOWN PRIORITY 0021 
RUEHMV/AMEMBASSY MONROVIA PRIORITY 0552 
RUEHCL/AMCONSUL CASABLANCA PRIORITY 3276 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 07/31/2017 

TAGS: PREL, KPKO, IC, MO 

SUBJECT: MOROCCAN TROOPS IN COTE D\'IVOIRE: INVESTIGATION OF 
MOROCCAN PEACEKEEPERS ON SEX ABUSE CHARGES 


REF: STATE 102800 


Classified By: Ambassador Thomas Riley for reasons 1.4 (b) and (d) 


1. (C) In response to the points conveyed reftel, MFA Chief 
of International Organizations Section Nasser Bourita told us 
on July 26 that the GOM takes the accusations of sexual 
misconduct against its troops in Ivory Coast seriously, and 

is sending a high level military delegation to join the UN 
inquiry. He feels, however, that the GOM troops are 
scapegoats for larger problems surrounding the discipline of 
UN peacekeepers in Africa. 


2. (C) Polcouns and poloff conveyed the USG\'s concern 
regarding the recent allegations levied against the Moroccan 
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United Nations Operations in Cote d\'Ivoire (UNOCI) contingent 
and urged the GOM to conduct a full and fair investigation. 

End Summary. 


2. (C) Bourita said the GOM takes these charges seriously 
and planned on sending a high level military delegation to 
serve as part of the UN inquest team in Cote d\'Ivoire on July 
30. The GOM will take decisive action to punish any 
individuals against whom accusations are proven. The king 
stressed military ethics when he ascended to the throne and 
expects breaches by his forces to be quickly, vigorously and 
transparently investigated at home and abroad. 


3. (C) Bourita said, however, the GOM believes the UN is 
scapegoating the Moroccan UNOCI troops to show new resolve in 
the wake of damning reports of smuggling and rape against its 
peacekeepers in Congo. He protested the sanctions levied 
against the Moroccan troops now in Cote d\'Ilvoire stressing 
that they arrived little over a month ago, while the 

incidents for which they are being punished occurred over a 
year ago. When reports of malfeasance first surfaced in 
2005, the GOM removed its troop commander, repatriated him 
for disciplinary action, and has cooperated with the UN 
investigation ever since. Collective punishment for the as 

yet unproven actions of individuals was unfair. \"How can the 
entire battalion be punished,\" he asked, \"when the alleged 
incidents took place in an area where only 250 Moroccan 
troops were stationed?\" He further argued that GOM troops 
served with NATO in Kosovo and received no complaints. 
Comment: He did not refer to problems Moroccan troops may 
have had in Congo. End Comment. 


4. (C) Bourita felt that the GOM troops are caught in a 
political crossfire between Cote d\'Ivoire\'s President Gbagbo 
and some UN members, who oppose UNOCI and its French 
leadership, and are seeking opportunities to discredit the 
mission; and Cote dVlvoire Prime Minister Soro, who supports 
UNOCI. As a counter weight to accusations, he pointed to 
press statements by Soro, who led rebels in the area now 
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under Moroccan supervision, lauding the GOM\'s troops. He 
also mentioned a signed statement sent by civilians in the 
Moroccan zone to the UNOCI Force Commander stating that the 
GOM\'s troops had shown \"irreproachable behavior.\" Bourita 
expanded the scope of his complaint saying that there are 

larger structural issues regarding UN peacekeeping command 
and control in Africa that contribute to breakdowns in 

discipline and degradation in troop effectiveness. Key 

issues he focused on were: 


-units are located far from their commanders with poor lines 
of communication and little supervision; 


-the UN has no, or insufficient, morale, welfare and supply 
programs, which forces troops to look for incidentals and 


entertainment in the areas in which they are posted, 
increasing the opportunity for unsavory incidents to occur; 


-six-month operational rotations (as opposed to one to two 
month cycles for European troops) with frequent end-of-tour 
extensions that lead to disgruntlement and breaches in 
discipline. 


5. (C) We will continue to urge a strong response to the 

case as we track the Moroccan side of the investigation. 
Bourita left the impression that the GOM will, in fact, 

conduct a rigorous inquiry with UNOCI in Cote d\'Ivoire. It 
remains to be seen what type of punishment will be meted out 
to troops against whom allegations are proven. End Comment. 
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Visit Embassy Rabat\'s Classified Website; 
http://www.state.sgov.gov/p/nea/rabat 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk 


RILEY 


117406 

RR RUEHDBU 

DE RUEHDBU #1117/01 2131223 
ZNY CCCCC ZZH 

R 011223Z AUG 07 

FM AMEMBASSY DUSHANBE 


Column 3 

TO RUEHC/SECSTATE WASHDC 0724 

INFO RUEAIIA/CIA WASHDC 

RUCNCIS/CIS COLLECTIVE 

RUEHBUL/AMEMBASSY KABUL 2209 

RUEHIL/AMEMBASSY ISLAMABAD 2220 

RUEHNE/AMEMBASSY NEW DELHI 2178 

RUEHDBU/AMEMBASSY DUSHANBE 2543","C ON FIDENTIAL SECTION 01 OF 02 DUSHANBE 001117 


SIPDIS 
SIPDIS 
STATE FOR SCA/CEN, DRL 


E.O. 12958: DECL: 7/31/2017 
TAGS: PGOV, PHUM, KIRF, TI 
SUBJECT: TAJIKISTANVS SALAFI MUSLIMS GROWING IN NUMBERS 


CLASSIFIED BY: TJACOBSON, AMBASSADOR, STATE, STATE. 
REASON: 1.4 (b), (d) 


1. (C) SUMMARY: In Tajikistan, despite the government\'s fear 
of religious extremism which has led it to close down mosques, 
forbid girls from wearing hijabs in schools, and propose a new 
law on religion that could curtail practice of all faiths, the 

Salafi school of Islam is growing in size. In a series of 

meetings with Salafis and local leaders in the Muslim community, 
PolOffs learned the difference between Salafis and mainstream 
Sunni Muslims in Tajikistan. END SUMMARY. 


2. (SBU) PolOffs met with Muhammad Rahmatullo, a leader of the 
Salafi Muslims July 26. According to Rahmatullo, Salafis are 
Muslims who practice Islam as it was practiced during the 

Prophet Mohammad\'s lifetime. The Salafis, also called 
Sunnat-val-jamoat (meaning \"followers of the Prophet\'s words and 
actions\"), are conservative Sunni Muslims. The relatively new 
group began appearing in Tajikistan five to six years ago and 

many of its original members are young men who have studied 
abroad in Muslim countries. 


3. (C) In Tajikistan, the Salafis do not have their own 

separate mosques, are not registered with the Ministry of 

Culture, do not have a central office, or consider themselves 

part of an organized group. Thus far, Rahmatullo reports that 

the Salafis have not encountered any problems with government 
authorities. He estimates that Salafis total at least 5,000 

members in Dushanbe alone. Although Rahmatullo did not have a 
number for the entire country, he did say that the number of 
converts is growing and Salafis include members of civil society 


Column 3 
across all sectors including the government. 


4. (C) Bahriddin Karimov, a local Imam who has participated in 

the U.S. Community Connections exchange program agreed that the 
Salafi community is quickly growing in Tajikistan and added that 
Salafis are targeting young people. Karimov noticed an 

increased number of Salafis who have begun praying at his mosque 
and realized he has gained a reputation as being a Salafi 

himself, although he adamantly declares he is not a Salafi. 


5. (C) Rahmatullo travels throughout Tajikistan to preach the 
prophet\'s teachings, usually as an invited guest at a wedding 
ceremony, circumcision party or other religious gathering. 

After the July 26 meeting, Rahmatullo handed PolOffs two copies 
of Russian-language Korans and suggested PolOffs read them for 
the next meeting. 


6. (C) Unprompted, Rahmatullo asked PolOffs about the 
Jehovah\'s Witnesses problems and knew that the group had 
problems with the government. He also said that the Jehovah\'s 
Witnesses have asked the Salafis not to reach out to Tajiks 

newly converted to Jehovah\'s Witnesses because they are 
vulnerable. Rahmatullo agreed to the request and claimed the 

two religious groups have reached a mutual understanding 

regarding their target audiences. He also pointed out that 

compared to the Salafis, the Jehovah\'s Witnesses have managed to 
convert a larger number of Tajiks. 


SALAFI CUSTOMS: THE DIFFERENCE IS IN THE DETAILS 


7. (C) According to Salafi teachings, men wear beards and 
women hijabs. Rahmatullo says that Salafis support education 

for women and women\'s contributions to the work force. They 
also believe that women should attend mosque and point out that 
Salafi women desire to attend mosque, but cannot due to 
government restrictions on female attendance. Displaying his 
conservative customs, Rahmatullo would not shake PolOff\'s hand 
when she greeted him. During an initial meeting, Rahmatullo 

also suggested that he would have found PolOff more attractive 
as a woman had she been wearing a hijab. 


8. (SBU) Although their customs are similar to other Sunnis, 
Salafis also have different praying styles than other Muslims. 
The difference is in the details. At the end of a prayer, Sunni 
Muslims in Tajikistan usually softly say the word \"omin\" to 
themselves (note: equivalent to the Christian \"amen\"), whereas 
Salafis vocalize the word loudly. Salafi Muslims during prayer 
raise their hands shoulder level. In addition, Tajik Sunnis 

recite six prayers from the Koran during the five praying 

periods throughout the day at mosque, but Salafis recite fewer 
prayers at mosque. 
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APOLITICAL AND ANTI-SHIA 


DUSHANBE 00001117 002 OF 002 


9. (C) Rahmatullo stated that he is not an Islamic Renaissance 
Party of Tajikistan member. The Islamic Renaissance Party is 
the leading opposition political party based on religious 
ideology and welcomes both Sunnis and Shias. He is critical of 
the Party because, according to Salafi teachings, politics and 
religion should not mix. Muhiddin Kabiri, Chairman of the 
Islamic Renaissance Party, met with Rahmatullo in order to 
better understand the group and also to solicit its member to 
join the political party. Rahmatullo did not welcome the 
invitation and refused to join the party. Along the same vein, 
Salafis disapprove of government interference into religion and 
view the pending draft law on religion as a sign of government 
regulation on how Muslims should practice Islam. 


10. (C) Bahriddin Karimov told PolOff that his mosque\'s 
community members have told him they listened to tapes of 
Rahmatullo\'s sermons which call for the killing of all Shias. 
During Rahmatullo\'s conversations with PolOffs, he never 
explicitly expressed disdain for Shias. However, he identified 
the majority of Islamic Renaissance Party leadership, with the 
exception of Muhiddin Kabiri, as Shias with ties to Iran. 


BIO NOTES FOR MUHAMMAD RAHMATULLO 


11. (C) Rahmatullo is 33 years old and was born in a Dushanbe 
suburb. He is married with three young children. His wife does 
not work. His father was ill, but according to Rahmatullo, is 
recovering. He is conversant in English with a noticeable, but 

not thick accent. He knows Arabic and Urdu. Rahmatullo studied 
Sharia law in Pakistan from 1992-1999 at the International 
Islamic University of Islamabad. 


12. (C) Rahmatullo told PolOffs that he had not originally 
intended to become a Salafi. Several years ago he had met local 
Tajiks from the Takfiri group. Fearing that they would use 

Islam for violence, Rahmatullo decided that he would use the 
Salafi group and ideas in order to lead the Takfiris and other 
Tajiks to be better Muslims. 


COMMENT: 
13. (C) Amidst a climate of mosque closures and government 


crackdowns on proselytizing, it is interesting that the 
government permits Salafis to operate and speak about religion 
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in public venues. It is possible that the government has not 

yet denounced the Salafis or categorized them as religious 
extremists is because the State Committee on National Security 
believes the group is a good counterweight to the influence of 
the Islamic Renaissance Party. It is less likely that the 

security apparatus has failed to notice the growth of the Salafi 
movement. 


14. (C) Although most Tajiks are not very familiar with the 

Salafi group, we have found Rahmatullo and other Salafi members 
open and willing to meet with Embassy staff. At this point in 

time, there is no evidence that the Salafis are an extremist 


group. 


END COMMENT. 
JACOBSON 
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E.O. 12958: N/A 
TAGS: ECON, ECIN, ELIN, PA 
SUBJECT: PARAGUAY DRIVES TRANS-CHACO ROAD INTEGRATION PLAN 


1. (U) Paraguay completed a major road network in the Chaco region 
in June that will enhance access to Bolivia, Chile, and Asian 

markets via Chilean ports. The newly paved Trans-Chaco Highway and 
new secondary roads are part of a multi-national transportation 
integration project that will increase local access and spur 

regional economic development. On the other hand, international 
organizations expressed concerns that the enhanced road system will 
encourage illegal trafficking and that the GOP may lack the capacity 
to maintain or police it. On balance, the improved road network 
should benefit the isolated residents of the Chaco by stimulating 

the local economy and improving access to goods and services. End 


Column 3 
Summary. 


Atlanta Pacific Corredor and 
Regional Infrastructure Integration 


2. (U) Paraguay, Chile, Bolivia, Argentina, and Brazil founded the 
ZICOSUR Project in April 1997 to promote regional physical 
infrastructure integration and development. The ongoing project 
focuses on railway, waterway, and road network integration. ZICOSUR 
has concentrated most of its efforts on \"Corredor Bioceanico,\" a 
comprehensive plan to build or improve regional road networks and 
link the Atlantic Coast in Brazil with the Pacific Coast in Chile. 

Once completed, the multi-national road network would stretch 
north-south from Corrientes, Argentina to Salta, Bolivia and 
east-west from Sao Paulo, Brazil to Antofagasta, Chile. Paraguay 
lies at the heart of this network and would benefit economically if 
ZICOSUR achieves its stated objectives. 


3. (U) Paraguay, in conjunction with the Corredor Bioceanico, 

initiated efforts in 1998 to improve roads in the Chaco region. GOP 
Roads Director Juan Antonio Ferreira and Senior Project Engineer 
Hugo Miranda told Emboff that the enhanced Chaco road network adds 
149 miles of paved roads, 136 miles of gravel roads, and 186 miles 
of dirt roads to the Chaco\'s 2,000 mile road network. The GOP paved 
the Trans-Chaco Highway (Route 9) from La Patria to the Bolivian 
border and re-routed it from the outpost of General Eugenio A. Garay 
in the northern Chaco to the western Chaco town of Infante Rivarola. 

In June 2007, Paraguay also opened a new, all-weather compacted 
gravel highway between Filadelphia and Pozo Hondo near the Argentine 
border. The new Chaco road network remains underutilized as it 
awaits completion of an 80-mile stretch in Bolivia that will link 
the Trans-Chaco Highway to Santa Cruz, Bolivia. In spite of access 
to raw materials and labor, the Bolivians may need at least two 
years to complete their portion of the highway. 


4. (U) Paraguay used funding provided by Andean Development 
Corporation and the Inter-American Development Bank (IDB) to improve 
its road network. In 2001, the IDB approved a USD 100 million loan 

to support Paraguay\'s road integration efforts. Of that, USD 42 

million has been disbursed to the GOP for road construction and will 
allocate the remainder, if needed, for road maintenance over a 
three-year period. IDB Paraguayan Roads Director Fernando Orduz 
told Emboff that private contractors offered lower bids than 

expected, enabling the Paraguayan portion of the project to come in 
below budget. This accomplishment contrasts sharply with Paraguay\'s 
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tendency to run behind schedule and over budget. 


5. (U) Orduz told Emboff that the dirt roads in the Chaco 

traditionally fared poorly under harsh climate conditions, eroding 

in bad weather and hindering the transportation of goods and 
services. The new paved and all-weather Chaco roads will reduce 
transportation costs, transit time, and provide a year-round outlet 

for vehicles moving in and out of the sparsely inhabited Chaco 

region. Roads improvements also increase local access to goods and 
services such as health, education, and electricity for isolated and 
disadvantaged residents of the Chaco, who can now travel further - 
even to Asuncion - for goods and services. 


6. (U) Large Mennonite communities in the Chaco will also benefit 
from access to the improved road network system. The Paraguayan 
economy relies heavily on Mennonite communities to produce milk, 
cheese, meat, and other staples sold throughout Paraguay. These 
communities use modern, efficient production techniques, but they 
lacked the means to efficiently transport their goods to market. 
Easier access to markets should allow the Mennonites to rapidly 
expand food production to better serve the domestic market and 
stimulate economic growth. 


7. (U) Orduz said that a main concern with the project is the GOP\'s 
ability to maintain an extensive road system in a desolate area. 

The IDB will continue to supplement road maintenance in the Chaco 
over the next three years, but beyond that, the GOP will be 
responsible for the daunting task of road upkeep. Moreover, 
accidents will likely increase as more people travel in 
sparsely-populated areas with few public services such as medical 
facilities. Ferreira expressed concern that increased traffic could 
adversely impact the fragile eco-system of the Chaco. Orduz 
speculated that members of the indigenous population will migrate to 
Mennonite towns looking for jobs and social services, potentially 
exhausting Mennonite social service resources and leading to growth 
of slums. 


8. (U) Improved road access in the Chaco could also facilitate both 
legitimate and illicit economic activity. Historically, contraband 
traffickers have used the Trans-Chaco Highway to ferry stolen 
vehicles and counterfeit cigarettes to Bolivia and drugs from the 
Andes to Paraguay and beyond. Ferreira indicated that an increase 
in road quality would not necessarily increase illegal transshipment 
activity because the GOP planned to place more authorities at 
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previously underserved border crossings. He said that illegal 
activity will continue but in different ways. Those who smuggle 

will most likely find alternate routes - unimproved secondary roads 
that criss-cross the Paraguayan-Bolivian border - to transport 
contraband into Bolivia rather than using the new roads. However, 
public works officials Ferreira and Miranda conceded that the new 
road could provide a faster way to get stolen cars into Bolivia, 
perhaps in better condition. 


9. (U) Until Bolivia completes its portion of the Trans-Chaco 

Highway, Paraguay\'s road network integration efforts may not realize 
their full potential. Once fully functional, the network will 

encourage more illicit trafficking, and checkpoints will likely 

remain ineffective deterrents because of pervasive corruption among 
border guards. That is one of the downsides of \"globalization\" and 
interdependence. Nevertheless, cheaper access to Pacific ports for 
Paraguayan exporters should benefit the economy in the long-run 
given the high transportation costs Paraguay now faces as one of 
South America\'s most isolated countries. Improved roads also open 
up opportunities to enhance living conditions in the Chaco by 
increasing local access to goods and services, including much-needed 
social services. The road network is a promising addition to 
Paraguay\'s future. However, given historic corruption and the lack 
of a supportive infrastructure, it may yet end up a broken road and 

a shattered dream. 
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SUBJECT: PROVINCIAL ELECTIONS DELAYED, BUT MOVING FORWARD 


REF: MAPUTO 781 


1. (SBU) SUMMARY. Provincial elections in Mozambique originally set 
for December 20 face logistical difficulties, voter cynicism, 

protest by the Muslim community, and a budget shortfall. Despite 
these challenges, the GRM maintains its commitment to proceeding 
with the elections, but delayed them until January 16, 2008 to 
deconflict with a Muslim holiday. Local observers question whether 

or not the GRM can pull off a successful election amidst funding 
constraints and voter apathy. END SUMMARY. 


2. (U) The GRM scheduled provincial elections for December 20, 
despite widespread objections from government technical staff and 
civil servants (see reftel). Public opinion increasingly questions 

the need for these provincial elections, considering it a waste of 
resources to elect local officials with little power who meet 
infrequently throughout the year. Leaders in Mozambique\'s Muslim 
community (who form an estimated 25-40 percent of the population) 
also expressed disapproval since December 20 falls on the Islamic 
holy day of Eid. 


3. (U) In response to growing uncertainty about the elections, 
government spokesman Luis Covane told the press on July 25 that the 
government would comply with the constitution and hold elections 
before the end of January 2008 \"as part of the growth of democracy 

in Mozambique. Covane indicated that every effort would be made to 
ensure the elections take place, but admitted the government had not 
yet discussed how to raise the remaining money. Subsequently on 
July 26, President Guebuza issued a statement announcing the 
elections would be moved to January 16, 2008. 


4. (SBU) The GRM budgeted only US$12 million of the estimated US$44 
million needed for these elections and has lobbied the international 
donor community for the balance. However, donors to date have 
steadfastly refused to provide additional funding. Espousing a 
commonly-held EU position, the British Ambassador said he told Prime 
Minister Luisa Diogo that the GRM should budget for its own 
democratic processes. Diogo replied that the GRM would do so for 
their already scheduled 2008 and 2009 elections. A UNDP 
representative told Poloff that international observers believe the 
provincial elections could be held jointly with future national 

elections and that it is not logistically possible to have adequate 
administrative structures in place for the January elections. 


5. (U) In the meantime preparations for the election continue apace. 
The GRM is designating voter registrars and providing related 
training. News media report a commitment by small political parties 
to gear up for the provincial elections, and both major parties 
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insist they will fully participate. 


6. (SBU) COMMENT: Postponing the elections to deconflict with a 
Muslim holiday was a necessary move, though it has left some 
wondering how the GRM could have committed such a scheduling blunder 
in the first place. The GRM\'s announcement to move forward with the 
elections in the face of apparent voter cynicism and continued donor 
reluctance to provide financial support has surprised many, but is 
consistent with the country\'s constitution and has the support of 

the two major political parties. The UNDP will host a meeting 

August 3 to canvass again for additional donor support. Local 
observers question whether or not the GRM can pull off a successful 
election amidst funding constraints and voter apathy. END COMMENT. 
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E.O. 12958: N/A 

TAGS: PREL, UN, KPAO, UN, SU 

SUBJECT: MEDIA REACTION: UNITED NATIONS SECURITY COUNCIL RESOLUTION 
1769 


1. (U) SUMMARY. Most papers prominently featured news of United 
Nations Security Council Resolution 1769, but focused mainly on its 
details, and the reaction of the Sudanese Ambassador to the UN who 
stated that the resolution has \"many positive aspects.\" On August 
1, there were a limited number of other Sudanese reactions to the 
resolution. The Sudanese Ambassadon\'s reactions contrasts with a 
limited sampling of dissenting views, including one editorial with 

the headline, \"Diplomatic victory for U.S. on Darfur force 

resolution.\" This evening\'s nightly news and tomorrow\'s print media 
will present a more complete picture of the Sudanese reaction to the 
event. END SUMMARY. 
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2. (U) On July 31, almost all Sudanese papers published news about 

the resolution. However, there were few reactions from government 
ministers and editorial columnists. Most newspapers included the 
comments of Sudan\'s ambassador to the UN, Abdelmahmoud Abdelhalim, 
who described the resolution as having \"many positive aspects.\" He 

also added that the Sudanese government is going to study the 

resolution. 


3. (U) The extremist, pro-government Al-Intibaha Daily, which 
advocates northern secession from the South, appeared more critical 
of their Chinese ally than the resolution itself. The front page 

article entitled, \"China Supports the Hybrid Under Chapter Seven,\" 
stated that it was very \"unexpected that China would consent to the 
deployment of the Hybrid in Darfur under Chapter seven.\" The 
article hinted that the Sudanese government was disappointed with 
the Chinese role in the Security Council. Al-Intibaha and several 
other newspapers also carried articles which stated that the U.S. 
Congress is considering putting further sanctions on Sudan. 


4. (U) Also on August 1, the moderate pro-government Arabic daily 
Sudanese newspaper \"Al-Sahafa\" reported that some Sudanese officials 
expect that the hybrid forces may be put into a direct confrontation 

with Sudan. According to one article, Ambassador Serag El-Din 

Hamid, the Director of the Peace Department at the Sudanese Ministry 

of Foreign Affairs, gave a gloomy interpretation of the resolution, 

stating that UNAMID is authorized to disrupt the implementation of 

the Darfur Peace Agreement. He added that this disruption will then 

open the door to accusations against the Government of Sudan. 


5. (U) The State-controlled Sudanese Television\'s 22:00 broadcast 
on July 31 forecast Sudan\'s official reaction to UN resolution 1769 
hours before the actual vote. It featured a live interview with the 
Sudanese Ambassador to the UN, Abdelmahmoud Abdelhalim, saying that 
the resolution was better than previous drafts and that it respects 
Sudanese national sovereignty. This was followed by an interview in 
the studio with political science professor Safwat Fanous who said 

that the resolution was balanced and that this was due to Sudan\'s 
friends on the Security Council, specifically mentioning China, 

Qatar and Indonesia. He added that he did not expect US pressure on 
Sudan, in the form of sanctions, to lessen since American pressure 
\"had more to do with America\'s problems in Iraq and Palestine.\" 


6. (U) An editorial in the English daily Sudan Tribune entitled 
\"Diplomatic victory for U.S. on Darfur force resolution\" by Wasil 

Ali stated that the U.S. was hoping for three things with the 
resolution: a single command and control structure provided by the 
UN, a Chapter VII mandate for the troops, and a specific timeline 

for deploying the force as expediently as possible. According to 

Ali, the final resolution incorporating these three elements signals 
that the U.S. won this diplomatic battle. Ali added that Sudan 
remained adamant till the very last moment, but when their \"Chinese 
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ally had a change of heart over the weekend\" they had to change 
their strategy. Ali states that the Chinese change may have been 
motivated by \"the threat made last Friday by Steven Spielberg of 
quitting his role as artistic director of the Beijing Olympics.\" 


7. (U) Following this Chinese \"change of heart," Ali says that 
Sudan\'s ambassador to the UN, Abdalhaleem Abdalmahmood, began to 
tone down his criticism of the resolution. He also wrote, 

\"Following the adoption of the resolution, Abdalmahmood uneasily 
welcomed it saying that \'it contained many positive elements\' which 

is a clear indication that Khartoum did not get all it wanted. 

Moreover he said that Sudan\'s government agencies would review the 
resolution.\" Ali also wrote that \"late last night Abdalmahmood made 
statements to the Al-Jazeera Arabic television in which he blasted 

the US and accused it of having a \'hidden agenda that goes beyond 
Darfur\' because it threatened Khartoum with sanctions in the event 

of non-compliance with the resolution.\" (Note: The embassy has not 
been able to confirm that this was said on Al-Jazeera. End Note.) 


8. (U) Another media reaction cable will be forthcoming in septel 
tomorrow. 
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SUBJECT: ERITREA: 2007 REPORT ON INVESTMENT DISPUTES AND 
EXPROPRIATION CLAIMS (527)E 


REF: STATE 55422 


1. The United States Government is aware of four claims by 
American citizens that may be outstanding against the 
Government of the State of Eritrea(GSE). All, four of these 
claims were reported in previous reports. Point of Contact 
for U.S. Embassy, Asmara, Eritrea is: Holly Holzer, Political 
and Economic Officer, Phone: 291-1-120-004, Email: 
holzerhc@state.gov. Back up is Brian Shelbourn, Consular 
Officer, Email: shelbournbl@state.gov. 
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2. a) Claimant A 
b) 1998 


c) On July 20, 1998 Claimant A notified the Embassy that 
eight machines and six lots of parts were stranded in the 
port of Assab following the outbreak of hostilities between 
Eritrea and Ethiopia. Following the Claimant,s request for 
assistance, the Embassy raised the issue with GSE officals, 
however, the Embassy,s intervention did not succeed in 
securing the release of the equipment. Over a period of 
several years, the Embassy raised the issue with GSE 
officials. There was contact between the two parties and an 
attempt to resolve the case. Ssince the submission of the 
2003 report, the Embassy has not been contacted by the 
claimant nor is the Embassy aware of any recent activity on 
the case. 


3. a) Claimant B 


b) The two properties in question were nationalized in 1975 
by the Derg government of Ethiopia. Eritrea was then a 
province of Ethiopia. 


c) The expropriated properties are commercial and located at 
Martyrs, Avenue No. 273-281 and at Zibel Street No. 2-10, 
both in Asmara. After Eritrea won its independence from 
Ethiopia in 1991, it issued a decree dealing with properties 
expropriated by the Derg government. Article 9 of this 
decree stated that the question of property expropriated from 
foreigners whould be addressed at &a later date.8 In 1993, 
Claimant B reported that, after seeing a newspaper 
announcement stating that properties would be returned, the 
claimant paid the GSE a rehabilitation tax for the 

properties. Claimant B also continued to pay taxes on the 
properties and reported that the GSE collected rents on the 
properties. 


In 2001, the Housing Commissioner of Eritrea told Claimant B 
that the two properties would never be return nor would 
compensation be paid. Later in 2001, the Housing 
Commissioner reportedly told an Embassy officer the same 
thing. An Embassy officer met with the GSE Minister of Land 
twice on this issue and in June 2002. The Minister denied 

the statement that the properties would not be returned. He 
did add, however, the GSE had not made any decisions about 
expropriated properties and had no idea when this would 
happen. 


Claimant has not pursued legal action. Claimant estimated 
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total property value at 140,000 in 2004. There is a local 
representative on the case and to the Embassy,s knowledge no 
further action has been taken by the claimant or the 
representative on the claim at this time. 


4. a) Claimant C 


b) The two properties in question were nationalized in 1975 
by the Derg government of Ethiopia. Eritrea was then a 
province of Ethiopia. 


c) The expropriated properties are commercial and located at 
Herent #212 and #214 in Asmara. After Eritrea won its 
independence from Ethiopia in 1991, it issued a decree 
dealing with properties expropriated by the Derg government. 
Article 9 of this decree stated that the question of property 
expropriated from foreigners whould be addressed at &a later 
date.8 In 1993, Claimant C reported that all applications 

and documents needed for processing the properties, return 
had been submitted. The GSE had been collecting rent since 
1991 and income taxes prior to 1973 when the Derg seized 
power had been paid. Land taxes were paid. 


Claimant C had not been able to obtain a new certificate of 
ownership from the GSE, although the claimant does have all 
prior title documents. Claimant C has not pursued legal 
action and estimated the total property value at $290,000 in 
2004. There is a local representative on the claim and to 
the Embassy,s knowledge no further action has been taken 
since 2004. 


5. a) Claimant D 
b) 2006 


c) In May 2006, Claimant D contacted Embassy to discuss the 
expropriation of a private vehicle. Claimant D had imported 
the vehicle in 1999 upon arrival in Eritrea to work as a 
religious missionary and had paid all required taxes and 
duties. In 2002, Claimant D was unexpectedly asked to depart 
Eritrea and left care of the vehicle, with a power of 

attorney, with an Eritrean national who is a member of an 
unregistered religious institution. In June 2005, Claimant D 
returned to Eritrea for several months. Again he departed 
and left the vehicle. Several months later, the GSE 
confiscated the vehicle allegedly for illegal activity. 

Police have possession of the vehicle. Claimant D did not 
place a value on the vehicle. Embassy last had contact on 
June 8, 2006 with Claimant D. 


Column 3 
6. Claimants: 


Claimant A: Caterpillar Equipment. Status of Privacy Act 
Waiver unknown. 


Claimant B: Irene Shoa Kivitz, American Citizen, Privacy Act 
Waiver not signed. 


Claimant C: Susanne Shoa, American Citizen, Privacy Act 
Waiver not signed. 


Claimant D: D. Kevin Smith, American Citizen, Privacy Act 
Waiver not signed. 
MCINTYRE 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, ECON, ELAB, PHUM, BA, HUMRIT, POL 
SUBJECT: BATELCO ANTI-UNION ACTIVITY CRITICIZED BY GOB 
OFFICIAL; BAHRAIN UNION ACTIVITY ROBUST 
REF: A. MANAMA 194 

B. 2006 MANAMA 1979 


Sensitive but unclassified; please protect accordingly. Not 
for Internet distribution. 
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1. (SBU) Recent tension between Bahrain Telecommunications 
Company (Batelco) management and its union, including an open 
meeting at Batelco headquarters attended by 500 workers, 
resulted in the dismissal of the head of the union and his 
deputy. Minister of Labor Dr. Abdulmajeed Al Alawi stated 
publicly that the firings were unjustified and that the 

workers should be reinstated. Batelco management considered 
the union\'s activities to be illegal under Bahraini law, 

which identifies the telecom sector as a \"vital sector\" and 
therefore prohibits strikes by its workers. Management used 
this rationale even though the union did not call for nor 

attempt a strike. This is the first instance Post is aware 

of in which Executive Order 62 (ref B), which bans strikes in 

12 essential sectors, has been used by a company as 
justification for action against workers. Union activity in 

several companies has resulted in favorable outcomes for 
workers in Bahrain. End Summary. 


2. (U) Minister of Labor Dr. Abdulmajeed Al Alawi intervened 
publicly July 24 in the conflict between Batelco management 
and its union over the dismissal of the union\'s head and 
deputy head. Al Alawi stated that the firings were not 
justified, because the law protects workers from being 
dismissed solely on the basis of participating in union 
activities, and urged the company to reinstate the two 
workers. Al Alawi also expressed displeasure at the actions 
of the union, saying that the Ministry of Labor has been 
negotiating a salary increase between the two parties under 
an upcoming deadline, so any type of union activity at this 
time was premature and counterproductive. He called on both 
parties to recognize their mistakes and work together to 
resolve outstanding issues. 


3. (U) Approximately 500 Batelco workers (from just over 
1,600) engaged in what was described in Arabic dailies as a 
temporary work slowdown July 18. They reportedly gathered at 
Batelco headquarters following the firing of trade union 
vice-president Majeed Suhrab allegedly for organizing the 
gathering. At the gathering, union president Faisal Ghazwan 
expressed surprise at the firing of Suhrab and called for the 
dismissal of General Manager Patrick Key. In addition to 
repeating long-time union demands that there be a general 
salary increase of 25 percent and an additional increase for 
workers in certain positions, Ghazwan also called for an end 

to the use of temporary contract workers. At the close of 

his remarks to the workers, company security escorted Ghazwan 
off the premises and confiscated his work badge. The union 
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had notified the press to cover the gathering, but Batelco 
public relations manager Shaikh Ahmed Al Khalifa ordered that 
no reporters be allowed to enter the premises. 


4. (SBU) Following the dismissals, Batelco issued a press 
release stating that the work slowdown was illegal under law 
49 of 2006, an amendment to the Trade Union Law (law 33 of 
2002). Article 21 of this amendment provides the Prime 
Minister with full authority to designate essential services 

in which strikes are prohibited. The passage of law 49 led 

to the implementation of Executive Order 62 that bans strikes 
in 12 Vvital sectors,\" including the telecommunications 
sector. GOB officials have justified the ban, saying that 
strikes in the identified essential services may result in 

the disruption of the daily life of citizens, potentially 

leading to security concerns. (Note: The dismissals of 
Ghazwan and Suhrab for encouraging allegedly illegal 
activities represent the first time in Post\'s knowledge that 
executive order 62 has been used as justification to take 
action against employees.) 
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5. (SBU) Meeting with EconFSN July 24, a senior official at 
the Ministry of Labor said that he had been meeting with 
company and union officials to defuse tension between the two 
and work through unresolved issues. He noted that in reality 
union leaders had taken Executive Order 62 into consideration 
in their planning, not calling for a strike or temporary work 
stoppage but a gathering during the workers\' authorized break 
period. He claimed that public statements by company 
officials in the wake of the dismissals were misleading and 
that the firings of Ghazwan and Suhrab were not justified. 

He anticipated that the two would regain their jobs but 
admitted that the company had taken a very hard line and was 
resistant to changing the decision. 


6. (U) After being dismissed, Ghazwan and Suhrab spoke to 

the press and claimed that the gathering had been organized 

in response to Batelco management\'s unresponsiveness to their 
demand for a pay increase, originally called for in November 
2006. Company officials, however, maintain that salary 

surveys from Hay International and Ernst & Young showed that 
Batelco employees are in the top 25 percent of Bahraini wage 
earners. The union\'s response to this claim was that 
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executive pay had increased while general worker pay had not, 
skewing the consultant firms\' figures. Batelco\'s CEO refuted 
this claim at a union general assembly meeting, saying that 
the company\'s salaries are above the market average and 
annual increases are given to offset inflation and other 

market factors. 


7. (U) More than 120 union members at the Al-Marai Dairy 
Company returned to work July 24 following a one-day strike 
for higher salaries and improved work conditions. The 
Bahraini, Indian, and Sri Lankan workers claimed that the 
company had not implemented an agreement, which had satisfied 
the union\'s demands, for five months and had taken steps to 
weaken the union by firing union members. According to union 
head Abdulnabi Abdulla Alheela, 40 of the striking employees 
receive only BD 100 ($265) per month despite a Ministry of 
Labor non-binding \"suggestion\" that private sector employers 
pay their workers at least BD 200 ($530). (Note: Bahraini 

law does not impose a minimum wage on private sector 
companies.) Following an intervention by Ministry of Labor 
officials, who are conducting ongoing talks between the 
parties, the striking workers returned to their jobs. 

According to press reports, just prior to the strike the 

union received support from 25 expatriate non-union employees 
for the work stoppage, however, these workers did not 
participate in the strike because management reportedly 
threatened to fire them if they participated. Al-Marai 

brought in expatriate workers who normally do various 
cleaning jobs for the company to work in place of striking 
workers on the day of the strike. 


8. (SBU) Over the last several months a number of strikes 
have occurred or been threatened, resulting in, from the 
perspective of the unions and the General Federation of 
Bahrain Trade Unions (GFBTU), benefits for workers. Olayan 
Kimberly Clark\'s Bahraini employees warned management 
February 28 that they would strike to attempt to break a 
deadlock in pay negotiations. The union of the 80 employee 
company sought a BD 350 ($928) annual bonus for 2006 and a 15 
percent pay increase for 2007. On March 18th, a strike 
scheduled for the next day was averted when the union and 
company restarted negotiations. On March 19th, Olayan 
Kimberly Clark satisfied the union\'s demands by agreeing to a 
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BD 250 ($663) bonus for 2006, a 15 percent increase in wages 
for 2007, and a two percent wage increase in later years for 

all employees except for the lowest paid, who would receive a 
three percent increase. In a subsequent email exchange with 
PolOff, an Olayan Kimberly Clark official said he was 

satisfied that the labor dispute was resolved, despite the 
resolution putting the company over budget. He said this 
episode would likely affect the company\'s interest in 
expanding its operations in Bahrain. 
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9. (U) On October 26, 2006, Bapco management held a meeting 
with its trade union\'s leadership to discuss demands for a 25 
percent increase in base salaries, a doubling of travel 
allowances, an increase in the housing allowance, and an 
annual bonus equivalent to two months, salary instead of the 
current bonus of one month\'s salary. The next day the union 
announced plans for a 30-minute protest because its members 
felt the negotiations had not been \"fruitful\" and that Bapco 
management had not been transparent with the union. On 
October 31st the scheduled protest was called off after a 
meeting between the union\'s head and Bapco\'s president, at 
which time the president said that the company was 
considering salary increases and an annual bonus. On 
November 13th, Bapco announced that 3,100 of its employees 
would receive pay increases of 14 to 19 percent, backdated to 
October 1st. Bonuses, however, remained at one month\'s 
salary, but the minimum was raised from BD 300 ($795) to BD 
500 ($1,325). Other demands were not addressed. 


10. (U) On October 18, 2006, 1,750 Alba Union members 
participated in a one-hour strike to protest a recently 

instated 15 to 22 percent pay increase because it was below 

the 30 percent demanded. Alba management responded by saying 
that the 15 to 22 percent increase was in accordance with the 
findings of a consultancy report that compared wages 

throughout Bahrain. On October 19, 2006, management and the 
union agreed to a 20 to 22 percent wage increase effective 
immediately. Again on February 7, 700 members of the union 
protested in support of a BD 1,000 ($2,650) bonus for all 
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employees, which represented a BD 250 ($663) increase over 

the then maximum bonus of BD 750 ($1,988). Management again 
sat down with union representatives and on March 5 jointly 
announced their agreement to a BD 750 bonus for all employees 
for 2006 and a minimum BD 1,000 bonus for 2007, pending 
ongoing discussions to determine the exact figure. 


11. (SBU) In addition to the above cases of union-organized 
strikes in some of the most prominent of Bahraini companies, 
several companies, whose employees are primarily non-union 
expatriate workers, have experienced wildcat strikes by 
workers frustrated by low salaries or poor living conditions. 

One such example: On May 6th over 350 Indian, Bangladeshi, 
and Pakistani workers from Mohammed Jalal Contracting Company 
participated in a strike to demand salary increases and to 

have food allowances be considered within their base wages. 
(Note: Bahraini law protects workers\' base wages but not 
allowances that are separate from base wages. Allowances 
considered part of base wages are protected.) The workers\' 
wages ranged from BD 45 ($120) to BD 55 ($146) per month and 
had not been increased in nearly ten years. The strike, 
although technically illegal, lasted for three days, when the 
company agreed to increase the base salary from BD 45 to BD 
60 ($160) per month in addition to incorporating the BD 15 
($40) food allowance into the workers\' base wage. The 
workers returned to work on May 9th. (Comment: Even though 
employers have the force of law on their side in these 

illegal strikes, the prospect of hiring and training a large 

number of expat workers following a mass firing is sufficient 
disincentive to want to pacify workers rather than dismiss 
them.) 


12. (SBU) Union and non-union activity alike have been quite 
robust in the past several months. Unions and the Federation 
(GFBTU) have become increasingly confident and savvy about 
what works and what does not work in order to reach their 
demands. However, there has been a tendency on the part of 
unions to jump right to threats of a strike to wrench 
concessions from management, thereby making it more difficult 
to build trust between unions and their respective employers. 
In light of successful outcomes resulting from recent union 
activity, Post anticipates continued news of strikes and 

other union and Federation actions. 
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STATE FOR D, AND EAP 


E.O. 12958: DECL: 08/08/2027 

TAGS: ASEAN, ETRD, PREL, EXBS, VN 

SUBJECT: THE DEPUTY SECRETARY\'S MEETING WITH VIETNAMESE 
FIRST DEPUTY FM PHUNG 


Classified By: Deputy Secretary John Negroponte, reasons 1.4 c, d 


1. (C) Summary: Vietnamese First Deputy FM Le Cong Phung 
expressed a desire to continue improving the U.S.-Vietnam 
bilateral relationship during an August 1 meeting with Deputy 
Secretary Negroponte on the margins of the ASEAN Regional 


SIPDIS 

Forum (ARF) in Manila. Phung requested a meeting with 
President Bush on behalf of Vietnam\'s Prime Minister during 
the September UNGA meeting, looked forward to additional 
training for Vietnamese military officers, and hoped for U.S. 
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support for its UNSC membership in 2008. The Deputy 
Secretary pressed the Foreign Ministry to help move forward 


SIPDIS 
the purchase of land for a new U.S. Embassy in Hanoi, an 
important symbol of improved relations. End Summary. 


LAND ACQUISITION FOR NEW U.S. EMBASSY 


2. (C) Deputy Secretary Negroponte requested help from the 
Foreign Ministry with current negotiations over the 

acquisition of land for a new Embassy chancery in Hanoi. 
This would be a tangible example of improved relations 
between the two countries. The Deputy Minister agreed to do 
what he can with Hanoi city officials but noted the 

difficulty of finding a large peice of land in central Hanoi 

for this project. Land is scare in the middle of the city; 

Phung suggested it would be better to use land somewhat 
outside the populous center. The Deputy Secretary remarked 
that money for a new building might be delayed for some time 
if negotiations did not resume and quickly result in an 
agreement. Phung agreed to try to assist. 


MEETING WITH PRESIDENT BUSH SOUGHT 


3. (C) Phung requested a meeting for Vietnamese Prime 
Minister Dung with President Bush on the margins of upcoming 
UN General Assembly meetings in September. The Deputy 
Secretary commented that the President normally attends UNGA 
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for only a day or two, and that his schedule is usually very 
limited during such a visit. The Deputy Secretary agreed, 
however, to convey the request in Washington. 


MILITARY COOPERATION 


4. (C) The Minister expressed his gratitude for the recent 
visit of the military hospital ship the USS Peleliu to 

Danang. He also said that the expressed willingness of the 
U.S. to receive Vietnamese military officers for training 
should now be put into action. 


UN SECURITY COUNCIL SEAT FOR VIETNAM 


5. (C) The Deputy Secretary congratulated Vietnam on its 
likely selection for a nonpermanent seat on the UN Security 
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Council starting in 2008. Phung agreed that the selection 
seemed on track, but only with the continued assistance of 
the U.S. during the actual voting. 


NEW U.S. AMBASSADOR TO VIETNAM 


6. (C) Phung was pleased to learn that the new U.S. 
Ambassador, Michael Michalak, whom he knows through their 
work together on last year\'s APEC meetings in Hanoi, would 
arrive shortly in Hanoi. 


13. (U) July 31,2007; 1615; Manila, Philippines. 
14. (U) Meeting Participants: 


U.S. 

Deputy Secretary of State John Negroponte 

Kaye Lee, Special Assistant to the Deputy Secretary of State 
Ted Wittenstein, Assistant to the Deputy Secretary of State 
Colleen Kelly, EAP/RSP 

William Syll, notetaker 

Mireille Zieseniss, notetaker 


Vietnam 
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First Deputy Foreign Minister Le Cong Phung 

Pham Quang Vinh, Deputy Director General, Asia Il 

Nguyen Xuan Thuy, Deputy Director General, ASEAN Department 
Tran Duc Hung, Deputy Director General, Minister\'s Office 

Le Minh Thang, Deputy Chief of Protocol 
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E.O. 12958: N/A 
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TAGS: PREL, ITRA, OVIP, KSEP, UNGA, SOCI, TSPL, IO/EDA, 

IO/PPC, USUN, NSC 

SUBJECT: TURKEY: 62ND UNGA HIGH LEVEL ATTENDANCE AND LUNCH 
HOSTED BY MRS. BUSH 


REF: A. STATE 101170 
B. STATE 104172 


(U) In response to reftel cables, Turkey held elections on 

July 22, 2007 and has not yet formed a new government Post 
will advise as soon as possible regarding Turkish high level 
attendance at the 62nd UNGA and corresponding spouses\' lunch 
with Mrs. Bush. We anticipate Turkey\'s head of delegation 

will be interested in a meeting on the margins with the 

Secretary. 


SIPDIS 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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E.O. 12958: N/A 
TAGS: KSEP, PREL, OVIP, UNGA, EG 
SUBJECT: EGYPTIAN ATTENDENCE AT 62ND UN GENERAL ASSEMBLY 


REF: SECSTATE 101170 


Poloff spoke with Sherif Refaat, 2nd Secretary at the MFA 
Office of UN Affairs, on August 1 regarding the Egyptian 
delegation to the 62nd UN General Assembly. Refaat said that 
plans are still being made, but provided the following 
preliminary information on the Egyptian delegation: 


A. Attendance of the Head of State. 


Column 3 
-- No Head of State attendance. 


B. Attendance of the Head of Government. 

-- No Head of Government attendance. 

C. Attendance of the Foreign Minister. 

-- Ahmed Aboul Gheit, Minister of Foreign Affairs 
-- Arrival and departure dates not yet known 


-- Spouse travel not yet known, but she usually does not 
attend. 


-- No interpretation necessary 
D. Attendance of other host country VIPs. 
-- Not yet known 


E. Attendance of the Foreign Ministry official responsible 
for IO affairs or official who is a regular interlocutor 

of regional assistant secretaries or Department 
principals. 


-- Naela Gabr, Assistant Foreign Minister for Multilateral 
Relations 


-- Arrival and departure dates in New York not yet known 
-- Spouse travel not yet known 


-- No interpretation required 
RICCIARDONE 
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DEPARTMENT FOR PA, NEA/ARN, INR/IC/CD, INR/R/MR:STHIBEAULT AND 
JMCCARTER, VOA NEWS CA, NEA/PPD:CBOURGEOIS, AZAIBACK, AND 
AFERNANDEZ, IIP/G/NEA-SA MDAVIDSON 

WHITE HOUSE FOR NSC 

CENTCOM FOR CCPA 


E.O. 12958: N/A 

TAGS: KMDR, PREL, KPAO, OPRC, SY 

SUBJECT: Syrian Army, Syria/Spain, Peace Process, Lebanon, Iraq, 
Palestinian Territories (8/1) 


1. Summary: Syrian papers on August 1 featured a speech by 
President Asad marking the 62nd anniversary of the Syrian army\'s 
creation published July 31 in the military journal \"Army of the 
People\", in which he called for the return of the Golan Heights. He 
said that the latest events in the region and their repercussions 
have proven that Syria couldn\'t be intimidated by pressure and 
threats, stressing that the homeland rights and peoples\' interests 
are of top priority. President Asad said \"Syria insists on 

returning to the borders it had before June 4, 1967, when Israel 
occupied all of the Golan Heights during the Six Day War.\" The 
Syrian president added that the liberation of our occupied land is a 
sacred duty and a right guaranteed by international law. He added 
that \"Our desire for peace does not mean that we have given up our 
rights.\" President Asad hailed the soldiers and officers of the 
Syrian army who defend the homeland and sacrifice their lives for 
the sake of the nation\'s dignity and liberation. He added that 
\"Syria now is stronger than at any time in the past.\" 


Papers also reported that President Asad\'s meeting on July 31 with 
Spanish FM Moratinos who conveyed a letter from Spanish King Juan 
Carlos on relations between Spain and Syria. Moratinos discussed 
the objectives of his current tour of the region. Moratinos 

stressed Syria\'s important and vital role in the region and pointed 

out that Syria is part of the solution. In a joint press conference 

with Spanish Miguel Angel Moratinos on July 31, Syrian Foreign 
Minister Walid Mouallem condemned as \"dangerous\" Washington\'s plan 
to sell arms packages to Gulf countries. \"He who wants to make 
peace does not start out with an arms initiative which is dangerous 
for the region,\" Mouallem said in reference to the US 

administration. Mouallem also denounced the US decision to provide 
Israel with 25% increase in military aid, affirming that this just 


Column 3 

means that the US \"is still building up its policy on the concept of 

the constructive chaos.\" But he added that Syria still \"seeks to 
achieve security and stability in the region.\" Moratinos welcomed 
SyriaWs support for efforts by Spain and France to resolve the 
eight-month-old political crisis in Lebanon. \"I am pleased to have 
been informed of the very constructive position of the Syrian 
authorities,\" Moratinos said following a meeting with Syrian 
President Asad. He said it was \"good news\" that Damascus was 
supporting efforts by the two European countries and the speaker of 
Lebanon\'s parliament, Nabih Berri, to resolve the crisis sparked by 
the resignation last November of six pro-Syrian ministers. \"All the 
political forces and parties in Lebanon are trying to find a way out 

of the current impasse. Parliament speaker Nabih Berri is trying to 
build a new platform for consensus in Lebanon,\" Moratinos said. He 
added that he would continue to \"coordinate\" with his French 
counterpart Bernard Kouchner to try to get a result before Lebanon\'s 
parliament is due to elect a new president in September. 


End of summary. 
2. Selected Headlines: 


\"President Assad addresses the armed forces: You must be ready at 
all times for every sacrifice until victory in achieved. Syria does 

not succumb to pressures, cannot be intimidated by threats, and 
cannot be lured by temptations. We are today stronger than any time 
before. The door is open to all possibilities and this necessitates 
alertness\" (Government-owned Al-Thawra, 8/1) 


\"President Asad receives a letter from Spanish King. Moratinos: 

Syria and Spain have always supported an international peace 
conference. Mouallem: He who seeks peace does not initiate an arms 
race\" (Government-owned Al-Thawra, 8/1) 


\"Rice and Gates in the region with a crowded schedule: \'New Iraq\’, 
anti-Syria/Iran Front, and a military-oriented peace conference\" 
(Independent al-Watan, 8/1) 


\"Damascus denounces and Iran criticizes US arms sales to Saudi 
Arabia and the Gulf states; Berlin believes that these sales 
contradict Washington\'s political rhetoric\" (Independent al-Watan, 
8/1) 


\"Abbas confirms to Putin his opposition to having dialogue with 
Hamas unless it apologizes\" (Independent al-Watan, 8/1) 


\"Russian efforts to unite Palestinians\" (Government-owned Tishreen, 
8/1) 


\"lraqi President Talabani mediates efforts to reach government 
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reconciliation. A US marine was killed and an apache helicopter was 
downed in Baghdad\" (Government-owned Tishreen, 8/1) 

\"The governing team foils Nabih BerriVs initiative to solve the 
Lebanese crisis before the eyes of Kouchner and Moratinos\" 
(Independent al-Watan, 8/1) 


3. Editorial Block Quotes: 


Omar Jaftali, an editorialist in government-owned Tishreen, wrote 
(8/1): \"Once again the US Administration is trying to delude us 

into thinking that it is working for peace in the region and that 

the mission of Secretary of State Condoleezza Rice and Secretary of 
Defense Robert Gates in their current tour of the region falls 

within the framework of President Bush\'s commitment to what he has 
been promising since he came to office... 


\"...Itis very obvious that they want the Arabs to fall into a new 
trap under the guise of peace. The aim is to normalize relations 
with Israel. This is what Israel clearly said when the Arab peace 
plan was recently presented to it. 


\"From this premise, Rice and Gates will promote a normalization 
meeting and a public relations parley, not an international peace 
conference. They will seek to fulfill the Israeli wishes and 
objectives before anything else. The region will then enter into 
secondary and marginal debates without any headway on the most 
important issue; namely, the Israeli occupation and the future of 
the Palestinian people, and on the number of square meters that 
Israel can \'give up\' for the sake of Vpeace!. 


\"It is really regrettable that some [Arabs] support this 
American-Israeli inclination, justifying this by saying this is all 

that can be done. They call for believing an administration that 

has lost its political and ethical credibility, an administration 

whose only concern is to achieve what makes Israel comfortable, 
supports its arrogance and defiance of the international law and the 
UN resolutions, perpetuates the current Palestinian divisions, and 
drives the Arabs to give in and accept the Israeli status quo in 
everything. 


\"In this new mission Rice and Gates will market nothing but the same 
rotten goods that our region experienced over the past six years, 
goods that are unmarketable and that find no one to buy or even to 
take for free.\" 
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As\'ad Abbud, a commentator in government-owned Al-Thawra, wrote 
(8/1): \"Since President Bush announced that he would call for a 
peace conference on the Middle East to be held in the fall this 

year, many politicians and analysts have been raising more and more 
questions. The announcement was not coupled with any step to make 
people feel that the call was serious and that there was indeed an 
intention to move toward peace. The announcement appeared 
insignificant, without any momentum indicating an American desire 

for peace that could reach the point of applying pressure on 

Israel. 


\"The matter lacks much clarity and indeed requires waiting. It is 
legitimate for every human to welcome peace, but the verbal welcome 


might cause another harsh case of frustration if the American call 
proves more of a futile public relations exercise. 


\"Moreover, President Bush\'s announcement might entail inclinations 
that are not only without results but also with negative results, 

such as the attempt to liquidate the Palestinian cause given the 
inappropriate prevailing situation or to put the 

cart before the 

horse in search for normalization with Israel before peace or 

without peace. Given the bitter experience of the Middle East peace 
plan with American sponsorship, and given the strong bias toward 
Israel by President Bush and his administration, it was natural for 

this announcement, which came late -- in the seventh and penultimate 
year of President Bush\'s presidency -- to be met with reservation. 
Welcoming peace does not mean welcoming any talk about peace; it 
means welcoming any words or deeds seeking a just and comprehensive 
peace in the region based on the legitimacy of the land-for-peace 
principle. 


\"What are they [Arab Foreign Ministers] welcoming: A new illusion, 

or \'classified\’ ads? They do not know what they are welcoming! To 
this date, at least, no one knows the truth, substance, and essence 

of Bush\'s initiative, which the White House itself rushed, less than 

24 hours after its announcement, to say that \'we must not count much 
on it.\\" 
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Ali Qasim, a commentator in government-owned Al-Thawra, wrote (8/1): 
\"When the United States sends its secretaries of state and defense 
together to the region, it means that the American agenda goes 

beyond the declared objectives, and the peace process alone cannot 

be the driving force behind this sudden interest and on this 

level... 


\"Both secretaries will work to redistribute the required roles based 
on anew agenda since the old agenda that Rice used to distribute in 
the past has failed. The fact that the defense secretary is 
accompanying her necessarily means that the new agenda has a 
military part that is no less important than the political part.... 


\"The new agenda is linked with the announcement about new US 
military supplies for some of countries in the region.... Americans 
feel that time is running out and they, therefore, are playing their 
last card in the region.... The next few months, therefore, appear 
full of extremely dangerous developments....\" 


Corbin 
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1. (S) U/S Burns and U/S Levey: Embassy Abu Dhabi looks 
forward to your upcoming visit to the UAE. Your meetings 
with UAE\'s leaders come at a time when their attention is 
focused on U.S. policy in the Middle East and what this might 
mean to the UAE in the context of the violence in Iraq and 
Iran\'s aggressive regional posture. While the U.S. has long 
enjoyed a strong defense cooperation relationship with the 
UAE, the State-DOD-NSC-led Gulf Security Dialogue (GSD) has 
provided an opportunity to deepen that relationship. The UAE 
delivers strong support in the war on terror and has 
cooperated with us in Afghanistan, Iraq, Lebanon, and with 
security assistance to the Palestinians. UAE also provides 
critical basing and over-flight for U.S. reconnaissance and 
refueling assets as well as naval logistics support. 


2. (S/NF) While the UAE has offered political support for 
Iraq and identifies the first priority for the region as 

Iraqi stability, the UAE\'s (all-Sunni) leadership has 
exhibited a hardened attitude toward Prime Minister al 
Maliki, perceiving him as subservient to Iran and incapable 
of moving beyond sectarian bias to lead a unified Iraq. The 
UAE has in the past favored former Prime Minister lyad 
Allawi, played an active role in the \"Group of Six,\" and has 
stalled on its commitment to Iraqi debt relief in order to 
avoid al Maliki claiming any credit. The UAE has expressed 
concern over the situation in Baghdad, the failure of the al 
Maliki government to improve overall security in the country, 
and has privately castigated Iran for playing a \"spoiler\" 

role in Iraq. This scene setter should be read in 

conjunction with \"Potential Arms Sales: Strengthening UAE 
Defensive Capabilities\" (Ref A). End Summary. 


3. (S) We offer the following background on issues facing the 
UAE and our bilateral relationship: 


|. U.S. Defense Interests (para 4) 

Il. Iraq (paras 5-7) 

Ill. Iran (paras 8-11) 

IV. Gulf Security Dialogue (paras 12-13) 
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V. Counterproliferation/Financial Isolation (paras 14-16) 

VI. Other Regional Issues: Afghanistan, Lebanon, the 
Palestinians (paras 17-21) 

VII. UAE Interlocutors (para 22) 


4. (S/NF) As will be highlighted during the August 2 visit by 
Secretary of Defense Gates to Abu Dhabi, the UAE\'s 


SIPDIS 

contribution to U.S. defense interests and regional stability 
has been extensive and enduring. The ports of Jebel Ali and 
Fujairah are vital to U.S. Navy interdiction operations, 
re-supply and sustainment, and combat support efforts across 
the region. Jebel Ali has hosted more port visits for each 

of the past three years than any other port outside the 

United States. Quantitative measures of UAE support include: 


--- 1,300 USAF personnel at Al Dhafra Air Base; 

--- a vigorous training schedule at the 
multilateral Gulf Air Warfare Center at Al Dhafra; 

--- the F-16 Block 60 program; 

--- approximately 500 port visits last year; 

--- more than 150,000 U.S. servicemen and women 
enjoying liberty annually in the UAE; and 

--- 250 UAE Special Operations forces serving with the 
Coalition in Afghanistan. 
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You might again express appreciation for this outstanding 
partnership. 


Il. IRAQ -- UAE LACK OF CONFIDENCE 
IN PM AL MALIKI 


5. (S) In recent months there has been a definite hardening 

of the UAE leadership\'s attitudes toward Prime Minister al 
Maliki, who is viewed by the Emiratis as little more than an 
\"Iranian puppet.\" The UAE leadership has told us they do not 
see \"much hope in investing in Iraq or much light on the 
horizon with al Maliki and his government.\" UAE leaders 
perceive him as biased and incapable of leading a 
non-sectarian, unified Iraq. Earlier UAE commitments to 
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forgive most of the $3.5 billion in Iraqi debt the UAE holds 
remain unfulfilled, with the UAE leadership asking why it 
should give al Maliki a chance to claim credit for debt 
relief. (Note: Although the UAE has not forgiven the debt, 
it is not collecting payments on it. End Note.) 


6. (S) Meanwhile, the UAE has been engaged in regional 
efforts to facilitate reconciliation between Sunni and ShiVa 
forces. The UAEG has frequently expressed alarm regarding 
Iranian influence in Iraq, and has made attempts to reach out 
to moderate ShiVa to encourage their engagement in the Iraqi 
political process independently of Iran. The UAE values and 
seeks reassurance of continued close consultation on U.S. 
plans and strategy involving Iraq and opposes any precipitous 
U.S. withdrawal from Iraq. 


7. (S) While al Maliki has not visited the UAE in a year, 

Iraqi National Security Adviser Muwaffag Al Rubaie was in Abu 
Dhabi on June 28, briefing the UAE National Security Advisor 
and Foreign Minister on security developments in Iraq. 
Reportedly, Al Rubaie was told that the Group of Six nations 
(UAE, Turkey, Jordan, Egypt, Saudi Arabia, Kuwait) would 
invite IraqVs security chief to its next meeting. According 

to the UAE leadership, during this visit Al Rubaie took the 
attitude that UAE outreach actions in lraq were hostile and 
also indirectly justified the Iranian influence. Al Rubaie 
reportedly focused his efforts on urging the Emiratis not to 
support Iraqi Sunnis. 


III. IRAN - UAE BALANCING PRIVATE 
RHETORIC WITH PUBLIC CAUTION 


8. (S) The UAE\'s political relations with Iran have been 
strained over lran\'s nuclear aspirations, its interference in 
Iraq\'s internal affairs, and Iran\'s ongoing 36-year 

occupation of three disputed islands )- Abu Musa and the 
Greater and Lesser Tunbs. The UAE has repeatedly asked for 
more detail on U.S. plans vis--vis Iran, as it fears being 

caught in the cross-fire if Iran is provoked or attacked. 

The UAE may also be concerned that as talks between the U.S. 
and Iran continue, the U.S. may \"cut a deal\" with Iran 

without first consulting the GCC nations. 


9. (S) In meetings with us, UAE leaders have called for 

\"action sooner rather than later against Iran\" and privately 

speak in caustic terms about Ahmadinejad. Abu Dhabi Crown 
Prince Mohammed bin Zayed Al Nahyan (MbZ) has opined that any 
attempt at dialogue by Iran should be regarded as a pure 

faade, but atthe same time he has emphasized that the UAE 
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must think carefully about risks in the region and about its 
own future. The leadership has told us that they are not in 
a position to sacrifice $16 billion in annual trade with 

Iran, while realizing that this same neighbor and major 
trading partner is also a potential threat. 


10. (S) It has been estimated that up to 400,000 Iranians 
reside in the UAE (mostly in Dubai running various 
businesses) while many prominent Emirati merchant families 
trace their roots to Iran. Thus, cultural ties are historic 

and strong. It is worth recalling that immediately after the 
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May 10-12 visit of Vice President Cheney, Iranian President 
Ahmadinejad made an official one-night stop in Abu Dhabi, 
where he was received with full honors as a Head of State, 

and then gave a defiant anti-U.S. speech at a Dubai sports 
arena to a mostly Iranian audience. The timing of 
Ahmadinejad\'s visit was perceived by many Emiratis as a 
reminder of Iran\'s position as a major power in the Gulf and 
perhaps a warning to them of the need to maintain \"balanced\" 
relationships. 


11. (S) However much they may assist our mission in the 
region, the Emiratis are conscious of being wealthy, 
vulnerable players in a rough and unforgiving neighborhood 
that has the potential to boil over with Islamic extremist 
fervor which would directly threaten their way of life and 

the diverse, multi-national business-friendly atmosphere that 
characterizes the Emirates. The UAE leadership has 
consistently pursued a cautious, non-confrontational public 
posture towards Iran. They are reluctant to make public 
statements about Iran, often citing a \"Chernobyl-like 
accident\" as the basis of the threat from Iran\'s nuclear 
program rather than the possibility of launching or 
responding to an attack. In the past the UAE has been 
hesitant to participate in Gulf military exercises. The UAE 
did, however, send observers to Exercise Leading Edge 07 in 
October 2006 in the Gulf, which had a Proliferation Security 
Initiative theme. Similarly, the decision to host Exercise 
Eagle Resolve 2008, with a Theater Air and Missile Defense 
theme, should be seen as a praiseworthy step. 


12. (S) In Ref A, we provided an overview of what the UAE 
leadership seeks in order to enhance its defensive 
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capabilities. While the UAE acquisition priorities expressed 
do not exactly match what may be achievable from our 
perspective, the UAEG is eager to obtain an overarching Air 
and Missile Defense system at a cost of $8-12 billion as soon 
as possible. The UAE currently has over $3.2 billion in 
Foreign Military Sales cases and another $8.5 billion plus in 
direct commercial sales in the Block 60 F-16 program. Since 
the May 2007 Gulf Security Dialogue and earlier meetings of 
the Joint Military Committee working groups and Air and 
Missile Defense working group, we have seen progress in our 
bilateral relationship in the areas of defense cooperation 

and regional security. 


13. (S) The UAEG has indicated strong interest in purchasing 

12 Patriot PAC-3/GEM-T anti-ballistic missile batteries and 

other missile defense systems in order to create an 

overarching air and missile defense architecture. The UAE 

has also expressed interest in Surface Launched Advanced 
Medium Range Air-to-Air Missile and Theater High Altitude Air 
Defense missile system. In addition, both Boeing and 
Northrop-Grumman are providing Requests for Information on an 
Airborne Early Warning and Control aircraft later this year. 


V. COOPERATION ON COUNTERPROLIFERATION 
AND FINANCIAL ISOLATION ISSUES 


14. (S) We should continue to impress upon the UAEG the 
importance of tight controls on materials of proliferation 
concern -) including dual-use items. The UAE has proven 
cooperative in stopping shipments to Iran as long as it can 
make a tie to UNSCRs 1737 and 1747. It continues to hold two 
containers shipped from China to Iran in May, but has asked 
for USG assistance with the Chinese in returning these 
shipments. 


15. (C) On the financial side, the UAE froze the assets of 

the Iranian Bank Sepah within four days of the UN resolution. 
According to the UAE Central Bank and the UAE\'s report to 
the UN, the bulk of the assets were trade finance, which in 
this case would pay non-lranian banks for goods ordered prior 
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to the imposition of sanctions. On June 25, the UAE notified 
the 1737 Committee that it intended to unfreeze trade finance 
debit accounts under the name of Bank Sepah owed to six UAE 
banks. We have requested that the UAE consider delaying or 
withdrawing this notification and provide more information on 
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the nature of the transactions. On August 1, the Central 
Bank Governor told Ambassador that the accounts were still 
frozen, but that his intention was still to release 

\"innocent\" accounts of which the funds were not going to 
Sepah (septel). Central Bank officials confirmed that they 
were preparing a report to the UAE MFA explaining the issue 
in response to our request and the UN\'s request for 
information. 


16. (S) It is unclear how much the UAE has done to isolate 

Iran financially as requested by the USG. The Abu Dhabi 
Investment Authority (ADIA) does not invest in Iran, but does 
use outside financial institutions and external fund managers 

to manage some of its assets. At the request of UAE Foreign 
Minister, Sheikh Abdullah bin Zayed Al-Nahyan (AbZ), Treasury 
created a list of international financial institutions 

dealing with Iran, which we then passed to AbZ. 


17. (S) We continue our largely successful interagency 
cooperation efforts with the UAE through the 
counterproliferation Task Force (CTF) and the Joint Terrorism 
Finance Coordinating Committee (JTFCC). In June, we held a 
CTF Working group to discuss the UAE\'s draft export control 
law. The law has been passed by the UAE\'s Federal National 
Council, but is still awaiting ratification by the rulers of 

the seven emirates before it can be promulgated into law. In 
April, we held the 4th JTFCC and discussed proliferation 
finance, and issues such as Somali/Taliban financing, 
charities regulation, and operational training to target bulk 
cash courier smuggling. 


VI. OTHER REGIONAL ISSUES: 
AFGHANISTAN - UAE SPECIAL OPS TROOPS 


18. (S) While the UAE contributes 250 Special Operations 
troops to the Coalition effort in Afghanistan (with a 

potential increase of 50), it has not yet publicly 

acknowledged this participation in Operation Enduring 
Freedom. One of MbZ\'s oft-stated interests in sending 
Emirati Special Ops troops to Afghanistan is to get his 

military forces \"bloodied\" and battle-hardened so they may 
effectively confront imported or domestic extremism. The UAE 
Special Operations Command estimates that it has expended 
$10.5 million in humanitarian assistance supporting Combined 
Joint Special Operations Task Force ) Afghanistan during 
Operation Enduring Freedom. The UAE pursues Afghanistan 
reconstruction aid with an emphasis on road networks, 
mosques, medical facilities and schools and has made efforts 
at political mediation between Pakistan and Afghanistan. In 
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January 2007 LTG Eikenberry escorted Afghan Armed Forces 
Chief of Staff General Bismillah Mohammadi Khan to Abu Dhabi 
in a bid to deepen direct engagement between the UAE and 
Afghanistan. The UAE Armed Forces Chief of Staff declared 
himself willing to help in any way possible, including 

training Afghan troops. UAE subsequently disbursed another 
$30 million in general assistance and is renovating two 
runways in Afghanistan for military use. During the June 

visit of Afghan Defense Minister Wardak to Abu Dhabi, MbZ 
agreed to donate nine Mi-17 helicopters to Afghanistan. 


19. (S) The UAEG provides significant humanitarian and 
security assistance to Lebanon and views Hezbollah and other 
Islamic extremists as hostile to its interests -) although 

it would hesitate to make a public statement to that effect. 

The UAE has been at the forefront of reconstruction efforts 

in Lebanon, continuing a longstanding de-mining operation, 
and contributing resources for school construction and 
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hospitals. UAE Air Force C-130s and helicopters have been 
used in relief efforts. The UAE has also provided 
UAE-manufactured pistols and ammunition to the LAF. The UAE 
Foreign Minister recently had a conversation with Lebanese PM 
Siniora on a proposal for a Muslim force for Lebanon (under 

UN mandate). 


20. (S) The UAE seeks to strengthen the Siniora government, 
having delivered $300 million in assistance to Lebanon this 
year, while also seeking engagement with other parties. UAE 
President Sheikh Khalifa bin Zayed Al Nahyan and other senior 
UAE officials paid a July 15-16 visit to Damascus, announcing 
the donation of $10 million towards the support of Iraqi 
refugees and $100 million to establish a hospital in 
Damascus. The UAE has conveyed private frustration and 
displeasure with Syrian meddling in Lebanon and has said it 
would express its (and our) concern about foreign fighters 
entering Iraq through Syria to the Syrian leadership. One 
goal of Sheikh Khalifa\'s visit, according to AbZ, was to try 

to persuade Syrian President Bashar Al Asad that he belongs 
\"with the Arabs\" and that he should loosen his close ties to 
Iran. 


PALESTINIAN ISSUES 
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21. (S) The UAE has argued for the primacy of the Palestinian 
problem in resolving various Middle East crises and would 

like to see tangible progress on the Middle East Roadmap. It 
would welcome the idea of a U.S.-sponsored peace conference 
as well as a two-state solution and may have thoughts on the 
question of timing and attendance. The UAE rejects the Hamas 
agenda as fundamentally anathema to its own national 

survival, and continues to support the Palestinian people 
through more than $400 million in housing and humanitarian 
assistance since 2000. MbZ and his brothers, Foreign 

Minister Abdullah and National Security Advisor/State 

Security Director Hazza, are in close contact with President 
Mahmoud Abbas and Prime Minister Salam Fayyad. As the result 
of the May 2007 visit of USSC General Dayton, the UAE 
transferred $80 million to the Palestinian president. During 
General Dayton\'s July 29 visit (Ref B), the UAE received our 
request to talk to the Saudis about restarting the Arab 

Quartet. The UAE has issued a public statement supporting 
the choice of Tony Blair as the Quartet envoy. (Blair visited 

the UAE on July 24.) 


22. (S) As always, Crown Prince MbZ will be eager to hear the 
views of senior USG officials and to offer his views on 

issues of regional security and stability. Prime 
Minister/VP/Ruler of Dubai Sheikh Mohammed bin Rashid Al 
Maktoum, we hear, will be out of the country. Governor of 

the UAE Central Bank Sultan Nasser al Suweidi looks forward 
to seeing you; we will confirm availability of Sheikh Ahmed 
(Abu Dhabi Investment Authority) and Foreign Minister AbZ as 
soon as possible. 


SISON 
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Classified By: Ambassador Michele J. Sison for reasons 1.4 (b), (d). 
1. (U) This contains business proprietary information. 


2.(C) Summary: On August 1, Ambassador, accompanied by OFAC 
Attach and Econchief, met with UAE Central Bank Governor 

Sultan Nasser Al-Suwaidi. Al-Suwaidi confirmed that Iranian 

Bank Sepah\'s trade finance accounts with UAE banks remained 
frozen, but reiterated the UAE\'s intention to unfreeze the 

trade finance debit accounts, as \"the only parties being 

harmed by the freezing were UAE banks.\" Ambassador pressed 
on our continued interest in a cash courier interdiction 

operation with the UAEG and passed a revised plan to the 
Governor, who heads the UAE Joint Counter Terror Finance 
Coordinating Committee (JTFCC) team. Al-Suwaidi committed to 
having the JTFCC members, including Dubai Customs and Federal 
Customs, study the revised proposal. Al-Suwaidi welcomed a 
proposed visit by the FBI to examine records relating to the 
September 11, 2001 attacks and said that he saw no problems 
with AIG obtaining a license to establish a private banking 
representative office in the UAE. End Summary. 


1737 and Bank Sepah 
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3. (C) Ambassador raised the UAEG\'s June 25 notification to 
the 1737 Sanctions Committee of its intention to unfreeze 
certain trade finance debit accounts under the name of bank 
Sepah and our request for the UAEG to delay or withdraw its 
request and to provide more information (ref a). Al-Suwaidi 
confirmed that the accounts were still frozen, but reported 
that he intended to order their unfreezing shortly. He 

stressed that the accounts represented money owed to UAE 
companies and represented contractual obligations entered 
into prior to the UNSC designation of Bank Sepah. This is 
permitted under UNSCRs 1737 and 1747, he commented. He noted 
that these funds were for letters of credit and that 

currently they represented a negative for UAE banks. 
Unfreezing the accounts, he stated, would bring the accounts 
to \"a square position\" then they would be closed. He said 
that the UAE agreed with the need to isolate Iran 

financially, but did not agree with harming UAE banks. The 
funds, he stressed, would not benefit Bank Sepah or any UNSC 
designated entity. In fact, Sepah would have to pay out to 
these accounts. 


Cash Courier Operation Plan Passed 


4. (C) Ambassador raised once again our request to have the 
UAE participate in a cash courier operation with DHS/ICE, a 
proposal to which the Governor had previously been 
unreceptive. She stressed that DHS/ICE had revised the plan 
to ensure that U.S. Customs officers would not be visible 
during any Dubai Customs inspection of arriving passengers. 
DHS/ICE attach had developed an alternative proposal for a 
joint operation focusing on a customs \"red line/green line\" 
model with targeted searched based on high-risk profiling and 
identification of suspicious travel itineraries or behavior 

in the customs area. She explained this disclosure approach 
is similar to how UK and UAE customs operate, while U.S. 
Customs uses a declaration approach. Al-Suwaidi took the 
revised plan on board and said that the UAE\'s JTFCC team 
would review it. (Note: On July 25, Ambassador had 
consulted with Dubai State Security Chief BG Mohammed 
Al-Qamzi about how to push the cash courier operation 
through. Al-Qamzi told Ambassador that he thought the 
problem related to the possibility or non-UAE nationals 
playing a public role in the operation. Al-Qamzi recently 
joined the UAE\'s JTFCC team. End note.) 


FBI Request for Assistance 
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5. (S) Ambassador turned the discussion to an FBI request for 
assistance. She noted the close cooperation between the 
Central Bank and the FBI in identifying possible 

co-conspirators in the September 11 attacks and explained 

that the FBI was identifying and collecting evidence with 

regard to five individuals: Khalid Shaykh Mohammed, Ramzi 
Mohammad Abdullah Binalshibh, Ali Abd Al-Aziz Ali, Mustafa 
Ahmed Al-Hawsawi, and Muhammad Mani Ahmed Al-Qahtani. The 
FBI, she explained, would like to bring in a team. She 
explained that she had passed the same message to UAE 
National Security Advisor and Director of State Security 
Directorate (SSD) Sheikh Hazza bin Zayed Al-Nahyan, who had 
welcomed the visit. Al-Suwaidi said that the Central Bank 
would also welcome the visit. 


AIG Private Bank License 


6. (SBU) Turning to other matters, Ambassador explained that 
she had been approached by American International Group\'s 
regional representative about a request to open a 
representative office of the AIG Private Bank in the UAE. 

The application is pending Central Bank Board approval. 
Without prejudging any regulatory decision, Ambassador asked 
for the board to consider it in a timely fashion. Al-Suwaidi 
replied that there were normally no regulatory problems with 
obtaining a representative office banking license, and he did 
not think AIG would have a problem. It had not been 
considered during the May board meeting as the board was 
working through a heavy agenda prior to the summer. 

SISON 
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E.O. 12958: DECL: 07/31/2012 
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TAGS: BA, ELAB, PHUM, PGOV, ECTRD, HUMRIT, OFFICIALS 
SUBJECT: AMBASSADOR\'S FAREWELL CALL WITH MINISTER OF LABOR 


REF: MANAMA 696 
Classified By: Ambassador William T. Monroe for reasons 1.4 (b) & (d). 


1. (C) Summary: During his farewell call with Minister of 

Labor Dr. Abdelmajeed Al-Alawi on 30 July, the Ambassador 
raised the recent firing of two union leaders at Bahrain 
Telecommunications Company (BATELCO), the controversy 
surrounding implementation of a new unemployment insurance 
program, and the planned amnesty for illegal TCN workers. He 
also engaged the Minister in a lively discussion on the 
challenges facing Bahrain, including what the Minister views 

as the dilemma of democratic and personal freedoms. Al-Alawi 
labeled the BATELCO firings as \"illegal\" and made clear his 
expectation that the employees in question would be 

reinstated. He dismissed recent criticism of the 

unemployment program from parliamentarians as a reaction to 
\"feeling the heat\" from their constituents. He also 

confirmed that the planned amnesty would go forward beginning 
1 August and clarified that all TCN workers, including those 
who entered on \"visit\" visas, could take advantage of the 
amnesty by regularizing their work status or leaving Bahrain 
without penalty. Regarding the challenge of reform, Al-Alawi 
expressed his belief that the King is committed to pushing 

the envelope, albeit gradually. End summary. 


2. (C) The Ambassador asked Al-Alawi for his thoughts on how 
the BATELCO case would play out and the Minister stated 
authoritatively that the fired employees had been improperly 
dismissed and would be reinstated. He noted that Executive 
Order 62 banning strikes in certain, key sectors had been 
used by the company to justify the sackings. According to 
Al-Alawi, the employees in question did not engage ina 
strike. Rather, they met to discuss union matters 
off-the-clock, and had, in fact, worked an additional hour to 
ensure that they had fulfilled their commitments. The 
Minister was confident that the employees will be reinstated, 
noting that it was within his discretion to revoke work 
permits for all of BATELCO\'s expatriate staff if it were to 
come down to a matter of coercion. Al-Alawi also stressed 
that the company should not use the reinstatement as a 
bargaining chip, but needed to right the wrong committed 
against the union leaders. 


3. (C) Regarding the recent public debate over the passage of 
a 1 percent tax to fund a national unemployment insurance 
program, Al-Alawi noted that the Council of Representatives 
had approved the measure and that many of the 
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parliamentarians now critical of the law had voted in favor 

of it. He attributed this to their \"feeling the heat\" from 
constituents who don\'t understand the long-term benefits of 
unemployment insurance, and likened the situation to the 
introduction of pension contributions in 1976. Once people 
began to avail themselves of the benefits of the pension 

plans, they stopped complaining about the deductions from 

their salaries. Al-Alawi expressed certainty that the 

controversy would soon die down and regards the unemployment 
insurance law as one of his most valuable accomplishments, 
along with the amnesty and an order to stop work between the 
hours of 12 and 4 pm during July and August when the heat 
index can reach 140 F. (NOTE: The Ambassador raised this 
issue at a later meeting with Shura Council Speaker Ali 

Al-Saleh who had no doubts about implementation of the 
program, though he did note that some lawmakers might seek to 
introduce proposals to amend the law during the next session 

of Parliament.) 


4. (C) The Minister confirmed that the previously announced 
amnesty for TCN workers in illegal status will begin 1 August 
and run through 31 December. There had been concern 
previously (reftel) whether the amnesty would be 
comprehensive, or whether it would only cover those workers 
who had at one time been in legal status. Al-Alawi cleared 

up any confusion on the matter, stating that the amnesty 
would cover all workers in illegal status, including those 

who had arrived on \"visit\" visas and subsequently overstayed 
to work in Bahrain. 


5. (C) Noting that Al-Alawi is a ShiVa Minister (who spent 

many years in exile in London), the Ambassador asked how the 
Minister saw democratic reform playing out in Bahrain. 

Al-Alawi responded that the King is committed to pushing 
forward with democratic reforms at a sustainable pace. He 
noted the difficulty in balancing democracy and personal 
freedom and how too much democratic freedom too quickly can 
ultimately result in fewer personal freedoms within a 

society. The Ambassador agreed that it is vital to look at 
democracy as a process, and the trick is to sustain progress 

in a way that maintains buy-in from all elements in society. 


6. (C) Comment: Confirmation of a comprehensive amnesty is 
good news, particularly with respect to trafficking concerns. 
By allowing all illegal workers to participate in, and 

benefit from, the amnesty, the government is providing a path 
for those most at risk of being exploited to step forward and 
either regularize their status or return home without 

financial or legal penalty. 
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SUBJECT: TIP ACTION PLAN DELIVERED - GOB RESPONDS 


REF: STATE 100730 


1. On July 31, Poloffs delivered reftel points to Oleg Anisimov, 
Counselor in the North American Division, and Andrei Taranda, 
Counselor in the Human Rights Division. Taranda promised to pass 
the information along to the Ministry of Internal Affairs for 

review, and offered a written commentary on the TIP report results. 


2. Although he did say that he would consider and pass the 
information along to other agencies, Taranda suggested political 
considerations may have biased the TIP report. Poloffs countered 
that the report is based solely on objective criteria. Taranda also 

took exception to the report\'s emphasis of government programs over 
those of NGOs, asserting that the current balance is ideal, given 

that many victims feel more comfortable dealing with NGOs than with 
the government. The comments paper also pointed out that the GOB 
recently opened its center for Continuous Education to Counteract 
Trafficking in Persons. 
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SIPDIS 

SIPDIS 

DEPARTMENT ALSO FOR INR/B AND EUR/RUS 


E.O. 12958: DECL: 07/06/2017 
TAGS: KIRF, KPAO, PGOV, PINR, RS, SCUL, SOCI, TSPL 
SUBJECT: ANDREY FURSENKO: THE PHYSICIST TURNED MINISTER 


REF: A. MOSCOW 551 
B. MOSCOW 1974 


Classified By: Charge d\'Affairs Dan Russell. Reasons: 1.4 (b,d) 


1. (C) SUMMARY. As Minister of Science and Education since 
2004, Andrey Fursenko has evoked a storm of controversy with 
his efforts to reform RussiaWs tradition-bound science and 
education establishments. Fursenko is passionate about 
modernizing Russian science to make it more competitive and 
market oriented. He has pushed hard for Russian investment 
in nanotechnology, and he is in an ongoing battle for reform 

in the Academy of Sciences. Despite periodic rumors of his 
imminent resignation, Fursenko appears likely to remain in 

firm control of his ministry for as long as Putin remains 
president. With a long career as a research physicist in the 
Soviet period, Fursenko became an entrepreneur in the 1990s, 
founding companies that specialized in developing commercial 
applications for science. Fursenko entered government 
service to push reforms. He will likely return to the 

private sector when his tenure ends. END SUMMARY 


2. (U) Andrey Fursenko was born in 1949 into one of 
Leningrad\'s elite academic families. His father is Aleksandr 
Fursenko, a historian of American history and a full member 

of the Russian Academy of Sciences (RAS). Fursenko\'s early 
interests were in the hard sciences. In 1990, he received 

the highest degree offered by the Soviet academic system: a 
Doctor of Sciences in physics and mathematics. From 1971 
through 1991, he worked at the loffe Physical Technical 
Institute, one of the leading RAS institutions for 

fundamental research in physics. Politically, as a student, 
Fursenko was an active member of the Komsomol, the Communist 
youth organization. Fursenko eventually became a 
full-fledged member of the Communist Party, which he left 
only after it was banned in August 1991. 
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3. (U) In 1990-1991, Fursenko along with his loffe colleagues 
Yuriy Kovalchuk and Vladimir Yakunin founded several 
companies specializing in the development of applied uses for 
fundamental scientific discoveries. To support these new 
companies, they even created their own bank. (Yakunin today 
is at the helm of Russian Railroads.) Fursenko\'s rise was in 
part the result of his personal relationship with Vladimir 

Putin, which began in St. Petersburg in 1993. In 1995 
Fursenko joined the \"Our Home is Russia\" party, when Putin 
was chair of the St. Petersburg branch. In 1996, together 
with Yuriy Kovalchuk and six others, Putin and Fursenko 
formed Ozero (\"The Lake\"), a dacha cooperative society that 
allowed rising members of the new elite to work and relax 
together as well. 


4. (U) Fursenko entered government service in 2001, when he 
was named a Deputy Minister of Industry, Science, and 
Technology. When Fradkov replaced Kasyanov as Prime Minister 
in March 2004, President Putin appointed Fursenko to be 
Minister in the newly established Ministry of Education and 
Science. Fursenko later told the press that his appointment 

had come as a surprise, adding that \"| am much closer to 
matters of industry than to questions of education.\" 

Fursenko quickly set about an extensive program of reforms 
that continue to shake the Russian education and scientific 
establishments. \"You have been placed here to destroy all 

that has not been destroyed already,\" complained one caller 

in a passionate comment to Ekho Moskvy radio where Fursenko 
was giving an interview in 2004. 


5. (U) Fursenko has sought to increase competitiveness in 
science by closing unproductive research institutes. Early 
this year, he stressed that \"only 50 scientific research 
institutes are engaged in active scientific activity\" while 

\"in another 50, we can find some active working groups. 
However, there are 450 institutes in the Russian Federation.\" 
Fursenko noted that the RAS opened 30 new institutes in the 
1990s but that this only increased the administrative 
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apparatus and service personnel, not the number of 
discoveries. He complains that the RAS has wasted funds, and 
some institutes must close. To increase competitiveness, 
Fursenko has encouraged more applied science. He also aims 
to change the way science is funded. According to Fursenko, 
over 70 percent of the funds for science come from the 

private sector in Japan and in the USA. The Russian private 
sector today only provides 40 percent of science funding. 


6. (U) Perhaps the greatest controversy surrounding Fursenko 
has been his conflict with the RAS (REF A). Reform of the 
RAS gets much attention because it is the main recipient of 
state funds for research, receiving a third of all scientific 
expenditures of the federal treasury. Fursenko believes, the 
government must be in charge of which projects receive 
funding and must have direct control. For the RAS, this 
means a cut in funding and loss of budgetary power as well as 
control over property and other assets. Fursenko\'s reforms 
also would lead to a much greater percentage of research 
conducted in universities outside the RAS system, a move that 
also mirrors U.S. and European practice. 


7. (U) Fursenko is closely identified with Russia\'s declared 
intent to invest heavily in the development of 
nanotechnology. President Putin put a spotlight on 
nanotechnology in his 2007 state of the nation address (ref 
B), and Russia has committed to invest billions of dollars in 
research and development. Nanotechnology, with its many 
potential commercial and military applications, is a prime 
example of what Fursenko has been pushing for since he left 
the loffe Institute in 1991: science with applications to 

the needs of commerce and the national economy. 


8. (SBU) Fursenko was the major Russian proponent of the May 
2006 bilateral Memorandum of Understanding, which calls for 
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greater U.S.-Russia education cooperation and exchange. As a 
result, the U.S. and Russia Ministry are jointly funding a 
first-ever university partnership program in the Fall 2007. 


9. (U) Upon arriving in office, Fursenko inherited the 

process of transitioning Russian higher education from the 
current diplom-kandidat track to a Western style 
Bachelors-Masters-Ph.D system. This is part of the Bologna 
Process, which seeks to standardize European university 
standards through a \"European higher education zone.\" Russia 
joined the Bologna Declaration in 2003. 


10. (SBU) Fursenko also inherited the Unified State Exam 
(Yedinyi gosudarstvennyi ekhzamen or YeGE), a series of exams 
designed to serve as the primary criterion for entrance into 
higher education institutions. Subject-based, the YeGE exams 
are similar to Advanced Placement (AP) or SAT-II exams in the 
United States. First given on a trial basis in 2001, in 2006 

the YeGE was given to more than 1 million high school 
students. Opponents such as Moscow State University rector 
Viktor Sadovinch argue that the YeGE should be only one 
element of admission. Fursenko was critical of the YeGE in 
the beginning, but he has become more pro-YeGE with time. 
Putin has signed legislation stating that the YeGE would be 
given throughout the RF starting in 2009, but the law also 
allows for exceptions whereby universities can admit students 
via other mechanisms. 


11. (U) Teaching religion in schools is a controversial 

subject in Russia. Fursenko has said that he intended to 
introduce the study of religion into schools, but this was 
misinterpreted to mean that Fursenko wanted to bring Orthodox 
Christianity into the classroom. Fursenko has since 

clarified several times that he supports the teaching of the 
history and culture of world religions, not Orthodox 

Christian instruction. In fact, Fursenko has been critical 

of the unilateral decision by a number of regions to 
compulsorily teach the fundamentals of Orthodox Christianity. 
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12. (SBU) Fursenko is friendly, polite, and urbane. One 
Russian observer described him as \"a real European minister.\" 
He projects well on television and generally seeks to 
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operate by consensus. It is said he has a harder side to his 
personality that he only exhibits behind the scenes; he is 
intensely loyal to trusted colleagues such as his deputy 
Dmitriy Livanov, who under a hail of criticism was forced to 
leave his position earlier this year. Fursenko is fluent in 
English and frequently conducts meetings in English. 
Fursenko\'s management style is to delegate and share 
responsibility. 


13. (SBU) Fursenko has often clashed with the Minister of 
Economic Development and Trade, German Gref. Also, many from 
scientific backgrounds do not respect his scientific 

credentials. Zhores Alferov, director of the loffe Institute 

where Fursenko worked for many years, has been vociferous in 

his criticism of Fursenko. Other scientists suggest, 

however, that Alferov\'s criticism is motivated mainly by sour 
grapes. 


14. (C) Politically, Fursenko is moderate and pragmatic. 
Like many Russians, he supports the idea of a powerful 
president and believes that Russia needs more centralized 
control. 


15. (C) At his core, Fursenko is passionate about modernizing 
Russian science to make it more competitive and market 
oriented. Many in the traditional scientific establishment 
oppose these reforms, but with continued Russian Government 
support, the reforms are likely to gain traction and become 
permanent. It is less clear where Fursenko\'s education 
reforms will lead. 


16. (C) There have been periodic rumors that Fursenko intends 
to resign as Minister of Education and Science. Some of 

these rumors have even named specific dates, but so far none 
of these predictions have been borne out. For the time being 
Fursenko is firmly in control. When his tenure as minister 
ends, he is likely to return to the private sector that he 

left in 2001. 
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E.O. 12958: N/A 

TAGS: MARR, MOPS, PK 

SUBJECT: POST APPROVES 1206 PROPOSAL FOR SSG ENHANCEMENT 
AND MARITIME SECURITY 


1. (U) Post supports the transfer of funds from the Regional 
Maritime Awareness Capability (RMAC) 1206 program to a new 
1206 program of higher priority. The new program will 

enhance Pakistan\'s border operations and maritime security 
forces. Specifically, the 1206 funds will be applied to 

improving maritime counter terrorism (CT) capabilities and CT 
efforts focused on the Western border area. 


2. (U) The items requested in the new 1206 proposal are for 
soldier systems and weapons that will enable the Pakistani 
Special Services Group (SSG) to successfully conduct combat 
operations in the FATA and along the coast. Additionally, a 
portion of the requested funding will be used to enhance the 
capability and safety of the MI-17 helicopters from 

Pakistan\'s 21st Quick Reaction Section that will be used to 
transport the SSG and the SSG-Navy. These items include 
weapons (door guns and mounts), digital radar altimeters, and 
intercom system improvements. In all cases, equipment will 
be issued to the forces as an integral part of the SOCCENT 
engagement strategy and will be incorporated into established 
SOF training programs. 


3. (U) The items of this list have been subcategorized into 
four major categories: 1) Soldier Systems, 2) Optics and 
Electronics, 3) Small Arms and Ammunition, 4) MI-17 Safety 
Modifications. 
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Classified By: A/DCM Kirby Nelson for reason 1.4 (d). 


Summary 


1. (C) Gazprom\'s surprise announcement that it will reduce 

gas transfers to Belarus by 45 percent effective August 3 

follows the company\'s longstanding policy of publicly stating 

it wants to move its dealings with Minsk to a market basis. 

Unlike negotiations over gas and oil pricing for 2007, 

defying Moscow this time around would mean Lukashenko would 
have to articulate a justification for breaking a standing 

contract, putting him in a much more difficult position. 

Paying up -- Belarus has the money --represents his safest 
option. End summary. 


Gazprom Takes Market Mechanism to Their Logical Conclusion 


2. (C) Gazprom\'s August 1 announcement that it will reduce 
gas transfers to Belarus by 45 percent effective 10:00 Moscow 
time August 3 caught the Belarusian government and analysts 
off guard. In retrospect the move makes perfect sense, 
according to WBelgazetaW economic correspondent Sergey 
Zhbanov. He stressed to Acting Pol/Econ Chief that Gazprom 
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laid the groundwork very professionally for making the claim 
that the Russian company has met all of its contractual 
obligations and is merely seeking to enforce the existing 
contract, i.e. if Belarus insists on only paying 55 percent 

of the amount specified Gazprom will accordingly only supply 
55 percent of the gas. 


Belarusian Options Less Attractive Than in January Dispute 


3. (C) In January Lukashenko used the unilateral imposition 
of an oil export duty to good effect, styling himself as the 
defender of Belarusian independence (ref A). In the 

relatively warm month of August Russia\'s actions will look 
less threatening to a public preoccupied by vacations and 
dachas. Zhbanov opined that Lukashenko, as an excellent 
propagandist, would realize the same rhetoric that worked in 
January would fail to impress the Belarusian public in 

August. Urkainian Political Counselor Mariya Levada was less 
certain, telling Acting Pol/Econ Chief Lukashenko\'s recent 
actions -- piling up significant debt, seeking a further loan 
from Russia, and purging the upper ranks of the BKGB (ref C) 
- gave the appearance the dictator was preparing to do battle. 


4. (C) Siphoning off gas destined for EU markets, as Belarus 
did with oil in January (ref B), would only attract the ire 

of Brussels, according to Zhbanov. It would be difficult for 
the EU not to blame Lukashenko for failing to fulfill 
contractual obligations, he argued. Moreover, World Bank 
Belarus country economist Marina Bakanova confirmed Belarus 
has the foreign reserves (boosted in part by the USD 625 
million payment it received from Gazprom for the initial 
packet of shares in Beltranasgaz) to pay off its over USD 500 
million debt and begin paying the full price for gas 
immediately. 


Desperately Seeking One More Share of Beltransgaz? 


5. (C) \"Belarusi y rynok\" correspondent Tatyana Manenok did 
not exclude GOR attempts to use the conflict to push for 
privatization of one or two Belarusian state-owned 

enterprises by Russian companies on favorable terms. The 
choicest privatization would include selling one more share 

of Beltransgaz to Gazprom to give the Russian gas giant a 
controlling stake in three years, according to Manenok. 
Zhbanov held that specifying the sale of state assets would 
not fit with the Gazprom strategy of presenting itself as 

simply enforcing a contract. He added, however, that Gazprom 
would certainly not turn down extra Beltransgaz shares as 
payment. 
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Looking for a Face Saving Way Out? 


MINSK 00000674 002 OF 002 


6. (C) Bakanova suggested Belarus would pay up if it could 
obtain any small concession that allowed Lukashenko to claim 
his obstinance had helped Belarus. Such concessions could 
include conclusion of an agreement for the USD 1.5 billion 
credit from Russia (rejected by Belarus in July 30 

negotiations allegedly because the interest rate of 12 

percent was deemed too high), or an agreement Belarus could 
begin -- in 2008 -- paying less than the full amount for gas 
(and again running up debt). Zhbanov proposed that the GOR 
purposely left Lukashenko no face saving way out in order to 
once again express their dissatisfaction with Moscow\'s one 
time ally. 


Comment: Pride Goeth Before a Fall 


7. (C) In forcing negotiations to a head immediately after 
Lukashenko named a new Beltransgaz director (ref D), Moscow 
made it difficult for the Belarusian dictator to blame the 
failure of talks on his subordinates. For Lukashenko the 
easiest move in the short term is to pay up and claim victory 
if he can secure some relatively minor concession from 
Russia. In the longer term, when it becomes more apparent 
higher energy prices will make it impossible to reach 
economic targets, Lukashenko could still have Prime Minister 
Sidorskiy around to take the blame. 

Stewart 
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SUBJECT: EGYPT WELCOMES UNSCR 1769 ON DARFUR PEACEKEEPING 


REF: CAIRO 2035 


Classified by Acting Counselor for Political Affairs Roger 
Kenna for reasons 1.4 (b) and (d). 


1. (SBU) On August 1, MFA Cabinet Advisor for African Affairs 
Ahmed Abu Zeid told poloff that Egypt welcomes UN Security 
Council Resolution 1769 authorizing the UN/AU hybrid force 
for Darfur (UNAMID). Foreign Minister Anmed Aboul Gheit is 
planning to release a statement to that effect, he said, 

which will encourage all parties to cooperate to carry out 

the provisions of the resolution. 


2. (C) Although the GOE is generally satisfied, Abu Zeid said 

that the language calling on UNAMID, under Chapter VII 

authority, to \"support early and effective implementation of 

the Darfur Peace Agreement\" is not specific enough. Such 
language lays the groundwork for UNAMID to use force in 
potentially inappropriate situations, based on the judgment 

of the commanders on the ground, he continued. The GOE would 
have preferred that the language say only that UNAMID must 
protect both its own forces and the civilian populace under 
Chapter VII, removing the reference to the DPA. 


3. (C) Comment: The GOE\'s endorsement of UNSCR 1769, complete 
with Chapter VII provisions, is notable given that GOE 

officials previously called for \"confidence building\" rather 

than pressure on Sudanese President Bashir. We will be 
watching to see if GOE officials use their close contacts 

with the GOS to press for a speedy and complete 
implementation of UNAMID. However, such a deployment would 
conflict with the conditions that the GOE has placed on 

deploying its own contingent to UNAMID (reftel), unless 

current efforts to broker a peace deal between the Darfur 

rebels and the GOS succeed. End comment. 
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SUBJECT: AMBASSADORYS MEETING WITH PRESIDENT TRIET FOCUSES ON 
STRENGTHENING TIES, HUMAN RIGHTS 
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1. (SBU) Summary: In his July 31 farewell call on Vietnam\'s 

President Nguyen Minh Triet, the Ambassador noted the significant 
progress in bilateral economic and commercial ties as well as 
increased USG support for the GVN\'s reform efforts, while cautioning 
that important human rights concerns remain. There is room to 
increase our cooperation on education, the Ambassador said, in part 
by establishing a Peace Corps program in Vietnam. The Ambassador 
sought Triet\'s support for a new U.S. embassy building in Hanoi - 

Triet agreed to ask the relevant agencies to facilitate this. The 
Ambassador and Triet addressed human rights at length. Triet agreed 
that an ongoing dialogue is vital to addressing the issue, and said 
Vietnam was \"hurt\" by high-level USG meetings with dissidents. The 
Ambassador acknowledged that Vietnam\'s treatment of land protesters 
was more lenient that some reports in the overseas press, and noted 
the importance of allowing Mission Vietnam officers access to 
information on the ground. The Ambassador underscored that Vietnam 
needed greater transparency, however, including through press 
freedoms, to effectively ensure that observers understand the 

situation here. End Summary. 


STRONG TIES, AREAS FOR IMPROVEMENT 


2. (SBU) In his fifty minute farewell call with Ambassador Marine on 

July 31, President Nguyen Minh Triet said he was sorry to say 

goodbye, noting the great advancements in U.S.-Vietnam ties during 
the Ambassador\'s three-year tenure. The Ambassador agreed that 
there has been significant progress on many fronts, noting that only 

six years ago the bilateral trade agreement came into effect and now 
the United States is Vietnam\'s biggest market. Our economic ties 

have created a strong base which we continue to grow, the Ambassador 
said, but there are other areas where our relations have not reached 
their full potential. 


3. (SBU) The Ambassador noted that the U.S. Government has increased 
the amount of grants to Vietnam from USD 50 million when he took his 
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post three years ago to over USD 95 million at present. Those funds 
support the STAR program to support Vietnam\'s ongoing government 
reforms, buy drugs for people with AIDS and help Vietnam fight Avian 
Influenza. These funds also support efforts to address legacy 

issues from the war: unexploded ordinance and now some environmental 
issues related to dioxin. Triet said Vietnam is thankful for U.S. 
assistance in these areas, and added that Vietnam is also 

cooperating with the United States on recovering its soldiers 

mission in action. 


4. (SBU) A strong, stable Vietnam is vital to U.S. interests in this 

part of the world, the Ambassador said. With Vietnam likely to join 
the UN Security Council as a nonpermanent member in 2008, we will 
have to deepen our dialogue to deal with issues like North Korea, 
Burma and Darfur. The Ambassador noted that President Bush has 
raised issues related to Iran\'s nuclear program with Triet in the 
White House last June. This would be another issue on which we will 
be sharing information, the Ambassador told Triet. 


5. (SBU) To facilitate our expanded ties, the Ambassador said that 

we may be formally proposing that we open a consulate in Danang in 
the future, and that we understand the GVN wants to open more 
consulates in the U.S. - this is what should happen as our ties 

deepen. We urgently need a new U.S. embassy building in Hanoi, the 
Ambassador stressed - just as Vietnam needs a new embassy building 
in Washington. At this point, we need a counter-offer from the GVN; 
simply saying our initial offer was too low does not advance the 
process. Triet said he \"totally agreed\" on the need for a new 
embassy and would ask the relevant agencies to move forward on this. 


EXPANDING EDUCATIONAL EXCHANGES: PEACE CORPS CAN HELP 


6. (SBU) Noting that Vietnamese leaders are working to improve the 
education system, the Ambassador said that we are helping, and can 
do more. He mentioned our thriving Fulbright program and the 

Vietnam Education Foundation. The number of Vietnamese students at 
all levels studying in the States is up 25 percent over last year, 

but still only around 4,500 - that number could easily be doubled or 
tripled, the Ambassador told Triet. Private American universities 

are also setting up partnerships in Vietnam, the Ambassador noted, a 
trend we should try to reinforce. 


7. (SBU) The Ambassador noted that one of the obstacles to increased 
educational exchanges is the lack of English language ability, and 

we continue to hope we can establish a Peace Corps program in 
Vietnam, which could help address this problem. President Triet 

said \"the direction to establish a Peace Corps program in Vietnam is 
set,\" and all that remains is the concrete implementation of the 
program. Triet went on that language ability is not the only issue; 
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the cost of an education in the United States is also high for 
Vietnamese and a barrier for seeking opportunities there. The 
Ambassador suggested that the Fulbright program could expand if the 
Vietnamese government is willing to provide some financial support. 
With more U.S. institutions setting up operations in Vietnam, the 

cost of the programs will be cheaper than study in the United 

States. and should be an important area of possible emphasis, the 
Ambassador said. 


8. (SBU) Triet agreed that we have had great achievements in the 
relationship; in just a few days he will be welcoming to Vietnam 
representatives of some major corporations with whom he met during 
his recent visit to the U.S. In other areas we have obstacles 
remaining, but if we work together we can overcome these. President 
Bush said he had committed USD three million for Agent Orange 
cleanup efforts and this was a good start, Triet noted. The 
Ambassador agreed we must work together to make these efforts a 
success - we have a solid foundation on the environmental issues but 
more must be done on the human health side and both are important. 


VIETNAM \"HURT\" BY MEETINGS WITH DISSIDENTS 


9. (SBU) The Ambassador raised democracy and human rights issues 
several times during the discussion, underscoring that we need to 
discus our differences frankly and constructively. The Ambassador 
recalled that President Triet told President Bush during his recent 

visit to the United States that dialogue in this area is very 

important. We were encouraged by the positive GVN response to 
Senator Patrick Leahy\'s March letter to Triet outlining interest by 

the U.S. Congress in expanding our cooperation in promoting the rule 
of law and good governance. We now need to translate this consensus 
into concrete efforts, which could deal, for example, with 

corruption and accountability and other items high on the GVN\'s 
agenda. 


10. (SBU) Triet recalled that he had discussed human rights and 
democracy with President Bush as well as members of Congress. In 
these discussions, he had pointed out that Vietnam had suffered a 
long history of war, during which human rights did not exist and the 
people lived in misery. Now the GVN fully understands human rights 
and their importance. This does not, however, mean that persons 
would be allowed to break the law and go unpunished. Triet 
acknowledged that there is a gap between U.S. and Vietnamese law on 
this subject, adding that Vietnam\'s laws need to be improved, and 
stated that further dialogue is needed in order that we understand 
each other. Triet then recalled that, shortly before his own visit 
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to Washington, President Bush met with four people called 
\"dissidents.\" This was not a problem, Triet said, but then after 

his visit the NSC also met with an additional dissident. \"It hurts 
us,\" Triet asserted, calling again for direct dialogue \"so we can 
work together on this issue on a very fair and candid basis.\" You 
can see all the churches in Vietnam are open and people are free to 
worship, Triet said. 


11. (SBU) The Ambassador agreed that there is a need to deepen our 
understanding of each other\'s positions. He said that it is normal 

for the President and members of his NSC staff to meet with 
individuals holding a range of views. We look forward to the day 
when the GVN will be more open to listening to its critics. 

Listening does not mean the GVN necessarily does what its critics 
want, but it should give them an opportunity to express their views. 
Openness will make Vietnam stronger, he told Triet. 


GETTING OUT THE TRUTH ON LAND PROTESTS 


12. (SBU) Responding to the Ambassador\'s point, Triet indicated that 

the GVN understands the value of listening to those with complaints. 
Citing the recent demonstrations in Ho Chi Minh City regarding land 
issues, Triet said that Vietnamese leaders had instructed provincial 
officials to meet with the protesters, resolve their concerns and 

convince them to go home. There are some who say we oppressed these 
people, Triet said, but the fact protests were allowed to last for 

many weeks proves otherwise. Even in the United States, people must 
ask permission to stage demonstrations and abide by time limits. 


13. (SBU) The Ambassador noted that officers from the Embassy and 
our Consulate in Ho Chi Minh City had followed the land protests 

closely. Because we have been able to interact with a range of 
individuals, U.S. policy makers understand how the GVN approached 
the HCMC demonstrations, and that some of the accusations of the GVN 
posted on the internet were not accurate. The Ambassador noted that 

a small group of people may still be detained, and we would like the 

GVN to engage in a dialogue about their cases. The Ambassador also 
noted that Vietnam would benefit from a strong and free media, which 
can also be an ally in getting out the word about changes in 
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Vietnam, as well as helping the GVN improve governance overall. 


14. (SBU) The Ambassador concluded that his most important job in 
Vietnam has been strengthening mutual understanding between our two 
peoples and that he leaves knowing the people of Vietnam understand 
that the United States wants a strong, independent, open Vietnam. 

To build these same ties in the United States will take outreach to 
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the Vietnamese community there, the Ambassador said. President 
Triet\'s outreach during his recent visit to the United States was 
seen as very successful, the Ambassador said, and he encouraged 
President Triet to continue this process, including during another 
visit the United States later during his tenure. 
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1. (SBU) Summary. Two Vatican documents released last month 
caused consternation among ecumenists and inter-religious 
dialogue experts. While the Church sees these as internal 
matters that are fully explainable within the Catholic context, 

the world at large is increasingly attuned to such 
pronouncements and inclined to want fuller explanations. End 
summary. 


Tridentine Mass 


2. (U) Pope Benedict XVI\'s July 7 letter authorizing expanded 
use of the pre-Second Vatican Council Tridentine Mass 
(sometimes, casually but misleadingly, referred to as the Latin 
Mass) sought to regulate an internal church matter. However, it 
gained an inter-religious dimension when Jews complained about 
the inclusion of prayers, in the Tridentine rite for Good 

Friday, which seek their conversion and acceptance of Jesus 
Christ as their savior. 
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3. (U) The Tridentine rites used on Good Friday contain prayers 
for the conversion of Jews, asking God to lift the veil from 

their hearts and to free them from blindness. These prayers 
reflect the historical context of the rite, which was 

promulgated in 1570. Originally even more offensive, with Jews 
described as \"perfidious,\" the prayers were toned down in 1962. 
The modern post-Tridentine version of the Good Friday rite still 
contains a prayer for Jews, but also -- more benignly -- refers 

to them the first people to hear the word of God and prays they 
will continue to \"grow in the love of his name and in 

faithfulness to his covenant.\" It is this prayer that reflects 

the current doctrinal position of the Catholic Church regarding 
Jews. If the Tridentine rite causes too much irritation we 

expect a new directive on the use (or not) of the offending Good 
Friday prayers. Indeed, Cardinal Tarcisio Bertone, the Secretary 
of State (Second only to the Pope), has already suggested that 
the language could be modified. 


\"Subsists in\" 


4. (U) Complaints came from the ecumenical sphere when a 
clarification about the nature of the Catholic Church was issued 
July 10 by the Congregation for the Doctrine of the Faith (CDF), 
the Vatican\'s office for doctrinal matters. The statement that 
the true church of Jesus Christ \"subsists\" in the Catholic 
Church drew fire from Protestants, who objected to the 
conclusion that their congregations thus could not properly be 
known as churches. The Orthodox, though not subject to this 
latter indignity, also complained about the Vatican\'s 
\"arrogance.\" The Russian Orthodox said somewhat dryly that they 
appreciated the robust nature of the statement, as it showed 
clearly where the Catholic Church stood. 


5. (U) The \"subsists in\" language, which defines the Catholic 
Church as the fullest expression of the church of Jesus Christ, 
reflects a self-understanding unique to Catholicism. During the 
Second Vatican Council sessions in the 1960s, there was much 
debate on whether the church of Jesus Christ \"is\" the Catholic 
Church, or \"subsists in\" the Catholic Church. The latter, more 
restrained, term won out. Other Christian communities, 
according to the bishops attending the Council, contain some 
elements of the church of Jesus Christ, but not as completely as 
in Catholicism. The Vatican also says Protestant communities 
are not \"churches\" in the way Catholicism defines the term, 
because they lack essential elements such as a direct lineage of 
bishops to the early apostles (elements which are present for 
Orthodox Christians). After the July 10 statement was released, 
many Protestants disputed the exclusiveness of the Catholic 
claim; the Vatican\'s ecumenical relations czar, Cardinal Walter 
Kasper, noted in response that the statement says nothing new, 
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being part of Catholic doctrine for some 40 years. The July 
statement\'s \"corrective\" quality was aimed solely at Catholics 
who had strayed from the official doctrine of the Catholic 
Church and not at Christians of other denominations. 


Comment 


6. (SBU) The fallout from the two documents reflects the 
continued sensitivity of other faiths to theological matters 

which the Holy See prefers to consider strictly internal. True, 
both can legitimately be described as internal and unsurprising 
within the Catholic context (though both have provoked some 
dissent within the faith as well); but the Vatican remains slow 
to appreciate the fact that today\'s Papal statements and 
documents do in fact get noticed outside the Church by people 
who tend to feel affected by that language. We will look ina 
future report at the Holy See\'s communications office, in 
considerable need of a modernized approach; one key area would 
be the ability to anticipate reactions from the world at large 

to \"internal\" matters like those described above, and to form a 
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strategy for explaining them more clearly. 
SANDROLINI 
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1. (U) Summary: An appeals court affirmed a lower court ruling in 
favor of a local civil society group and ordered the 

declassification of four military plans carried out during the 

1980s. Human rights activists hailed the decision as historic but 
voiced concerns over the physical integrity of the documents. End 
summary. 


2. (U) On July 21, the First Court of Appeals ruled in favor of the 
Association for Justice and Reconciliation (AJR) and ordered the 
declassification of four military plans executed during the 1980s. 
The court rejected the arguments of former general and 

de facto president Rios Monit and the Ministry of Defense that the 
documents should continue to be protected as State secrets. 


3. (U) The documents, including a plan of military operations in the 
Ixil area, contain previously classified data that could advance the 
investigation of massacres allegedly committed by the military 
during the Rios Montt administration. Rios Montt\'s lawyers plan to 
appeal the decision to the Constitutional Court. 


4. (U) Human rights organizations celebrated the historic ruling, 
but feared that the military would destroy the plans before they are 
made available to the public. The Attorney General\'s Office stated 
that it could not guarantee the physical integrity of the documents. 


5. (SBU) Carmen Aida Ibarra of the Myrna Mack Foundation said that 
the court decision would put the Ministry of Defense to the test in 
implementing the decision and delivering the documents in their 
original state. She asserted that the normal practice of the 

military was to argue for State secrecy to hide ¡ts actions, 

including its finances. 


6. (SBU) In a meeting with poloff July 26, Human Rights Legal Action 
Center (CALDH) Legal Director Juan Francisco Soto hailed the 
decision as historic and fundamental, saying it would contribute to 
breaking down the military\'s wall of impunity. He criticized the 
Attorney General\'s Office for its absence at a July 16 public 

hearing. According to Soto, neither Rios Montt\'s lawyers nor the 
two prosecutors who have responsibility for the issue were present. 
Only third parties were in attendance. CALDH Deputy Director Mario 
Minera remarked that it was a prime example of the non-functioning 
of the Attorney General\'s Office. 


7. (SBU) CALDH Director Edda Gaviola anticipated that the 
Constitutional Court would reject Rios Montt\'s lawyers\' arguments 
and affirm the decision of the appeals court since it had already 
provided a consultative opinion on Article 30 of the constitution 
concerning public availability of government documents except on 
military or diplomatic matters of national security. 
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8. (SBU) Deputy Director Minera believed the decision would greatly 
contribute to the fight against impunity and to justice and 
reconciliation in Guatemala. He remarked that the core problem with 
the Attorney General\'s Office was lack of political will in 

fulfilling its mandate. Gaviola agreed, noting that inaction by the 
Attorney General\'s Office in prosecuting crime was putting at risk 

all sectors of Guatemalan society. 


9. (U) Comment: There have been no reports of human rights 
violations by the Guatemalan military in recent years, and human 
rights training is now an important, mandatory element of the 
military system. This court decision will further the investigation 
of violations that occurred during the internal conflict and 
facilitate the search for the disappeared and reconciliation 
efforts. While the Peace Accords did not include an amnesty 
provision, the Law of National Reconciliation of December 18, 1996 
provided exemption from penal responsibility for any political or 
politically motivated act committed during the internal armed 
conflict, except for acts of torture, genocide, and forced 
disappearances. 
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1. The following is the ninety-eighth in a series of newsletters, 

published by the Brasilia Regional Environmental Hub, covering 
environment, science and technology, and health news in South 

America. The information below was gathered from news sources from 
across the region, and the views expressed do not necessarily 

reflect those of the Hub office or our constituent posts. 

Addressees who would like to receive a user-friendly email version 

of this newsletter should contact Larissa Stoner at 

stonerla@state.gov. The e-mail version also contains a calendar of 
upcoming ESTH events in the region. NOTE: THE NEWSLETTER IS NOW 
ALSO AVAILABLE ON THE BRASILIA INTRANET PAGE, BY CLICKING ON THE 
VHUBY LINK. 
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3. Abbott Laboratories and Brazil Reach Agreement on Cost of AIDS 
Drug 


JULY 4, 2007 - The Brazilian government and Abbott Laboratories have 
agreed to reduce the price of an anti-AIDS drug by nearly 30 percent 
this year, and even more next year, the Health Ministry and the 
company said. The agreement with the U.S.-based company lowers the 
price of each Kaletra pill to US$0.73 from US$1.04 until the end of 

the year. In 2008, each pill will cost US$0.68, or \"US$1,000 per 
patient per year,\" the Health Ministry said. 

Kaletra, a protease inhibitor, is one of the most commonly used 
anti-AIDS drugs in Brazil, which provides free AIDS drugs to anyone 
who needs them. Brazil manufactures generic versions of several 
drugs that were in production before the country enacted an 

intellectual property law in 1997 to join the World Trade 

Organization. 
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Source - International Herald Tribune 


4. Uruguay Attracts Expanding Chilean Forestry Companies 


JULY 24, 2007 - Chile\'s relatively small concentration of fertile 
land has forced its forestry companies to look closely at other 
Latin American countries for expansion. Forestry companies have 
started to set their sights on a host of other countries, including 
Brazil, Argentina, Uruguay, and Venezuela. A recent report by 
PriceWaterHouse about the world forestry industry indicated that 
Brazil was the most attractive country to invest in during 2006. 
The report also identified Uruguay as having high potential for 
planting and installing processing plants. As a result, Chilean 
companies are seriously considering Brazil and Uruguay. \"The 
governments of those countries are giving important support for 
development of the forestry sector. Because of that Arauco and CMPC 
have begun investing in those countries, and there are also many 
others who are interesting in entering,\" according to Ricardo 
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Arrani, a consultant at PriceWaterHouse. 


Source - MercoPress 


5. Small Communities Key To Preserving World\'s Remaining Forests, 
Report Says 


JULY 16, 2007 - Supporting communities who earn their livelinoods 
from forests, rather than creating national parks, may represent the 
best hope for preserving the world\'s remaining wilderness. That\'s 
according to Andy White, a coordinator of the Washington D.C. -based 
Rights and Resources Initiative, who presented a review of 
forest-based businesses from around the world to a conference in the 
Amazon. Some 110 million people around the world are involved in 
forest enterprises harvesting wood, bamboo, rattan, fibers, nuts, 
resins, medicinal herbs, honey and other natural products, White 
said, and granting land rights to these small communities working in 
sustainable forest industries is especially urgent now as a boom in 
biofuels drives land speculation. \"The evidence from around the 
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world, not only here in the Amazon, is that once their rights are 
recognized, forest communities are more effective at protecting 
forests than national parks,\" White said. White spoke by telephone 
from Rio Branco, capital of the western Amazon state of Acre, which 
hosted a weeklong conference uniting 250 community forest 
entrepreneurs and policy makers from Africa, Asia, Central and South 
America. 


Source - International Herald Tribune 


NOTE FROM THE HUB: A member of the HUB staff was present at this 
event. Please refer to BRASILIA 1425. 


6. Guyana Considering Modern Sawmill Proposal 


JULY 11, 2007 - A cabinet sub-committee is currently reviewing the 
proposal of a US company seeking approval to begin value adding in 
the wood sector and which says that there is too much wastage in the 
sawmilling process in Guyana. Simon and Shock International Inc 
(SSI) is promising a modern sawmill operation unlike anything seen 
in any of the tropical forests in the world. The company said that 

it would have a recovery rate of close to 70 per cent and over and 

the little waste it produces will be used to power its kiln-drying 

plant. This means that logs will be 100 percent utilized. The 
company plans to invest over US$26M in three years. 


Source - Stabroeknews 
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7. Brazil Fishermen Caugt Killing Dolphins 


JULY 17, 2007 - A crew of Brzilian fishermen was captured on video 
killing 8 dolphins and joking about their illegal haul, accrding 

to Brazil\'s loama environmental protection agency. 

The video obtained by an Ibama researcherand broadcast by Globo TV 
showed the fishermen ntting the dolphins, which suffocated because 
the could not surface to breathe. The dead dolphins ere then 

hauled from the sea and piled on the boat\'s deck. Fishermen on board 
are seen laughing after someone said, \\'Everyone\'s going to jail 
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after this filming!\\ International dolphin advocates who saw the 

video said they were appalled and Ibama announced it will try to 
impose fishing restrictions along parts of Brazil\'s coast where 
dolphins are common. The researcher had been contracted by the 
agency to monitor catches of other fish in the area where the 

dolphin kill took place off the coast of Amapa state, near where the 
Amazon River flows into the Atlantic Ocean. No one has been charged 
or fined because authorities were still trying to identify the 

fishermen on video, Ibama said in a statement. 


Source - New York Times 


8. Oil Plan Casts Shadow on Bolivia Park 


JULY 11, 2007 - Despite being a symbol of biodiversity in Bolivia, 
some feel that protected areas like Madidi [National Park] could 
deliver more for the country\'s poor. In May, 80 farmers armed 
themselves and seized a part of the national park. They wanted land 
to cultivate crops, a road to run through Madidi and the immediate 
exploitation of its oil. The farmers have now drawn back and the 
government is promising a military post to defend Madidi and its 
resources. But Evo Morales, the Bolivian president, recently 

visited Madidi to highlight the existence of natural resources in 
traditionally less productive regions. The government agrees that 
ecotourism has potential; but it does not see it as a panacea. \"The 
protected areas belong to the people. There is no logic in having 
protected areas that marginalize the population,\" says Juan Pablo 
Ramos Morales, the vice-minister who has been leading discussions on 
Madidi. \"The protected areas should provide opportunities for local 
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communities. Conservation makes no sense if it does not generate 
benefits for society as a whole. We need more analysis. It may be 
that some areas allow for this kind of hydrocarbons activity and 
others do not.\" 


Source - BBC 


Science & Technology 
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9. Colombia: New Center of Excellence in Genomics 


JULY 14, 2007 - Colombia has a new center for research on genomics 
and bioinformatics, launched on June 27. The Colombian Center for 
Genomics and Bioinformatics in Extreme Environments (GeBiX) will 
receive funding from Colombian Institute for Science and Technology 
Development (Colciencias) and the National Learning Service (Sena), 
which will allocate USD1.5 million for research over the next two 
years. GeBiX will work on the elaboration of a metagenomics and 
bioinformatics platform in order to identify and use genetic 

resources in extreme environments. The Center will carry out 
bioprospection of microorganisms in the Nevados National Park, which 
has an area of 58,300 hectares, and altitudes ranging from 400 up to 
5,300 meters above sea level. 


Source - SciDev 


10. Mercury Threat from Mining Seen In Guyana 


JULY 12, 2007 - There is a threat of mercury contamination from 
mining in three villages in the North West District, a study has 

found, and many persons in those communities are unaware of the 
risks. According to results of the assessment, which was conducted 
in 2005, there were \"significant levels of mercury contamination 
among the population examined in the three communities since many 
individuals had mercury levels within them that were above the 
guideline value for mercury levels in humans\". The study utilized 

the guideline value set by the World Health Organization (WHO) for 
humans stated as 10 parts per million (ppm). The results were 
presented at an Institute of Applied Science and Technology 
(IAST)/World Wildlife Fund (WWF) workshop held at the Demerara 
Mutual Insurance Company boardroom on the Mercury Impact Assessment 
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on Gold Mining Activities. The objectives of the study were to 
determine the level of mercury poisoning and contamination within 
the human population and the environment and also to improve 
educational awareness among the population as it regards mercury 
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pollution. It was conducted in three communities namely Arakaka, 
Port Kaituma and Matthew\'s Ridge in the North West District. 


Source - Stabroeknews 
11. Argentine Ombudsman Joins Oilfield Lawsuit 


JULY 2007 - Argentina\'s National Ombudsman has asked the country\'s 
Supreme Court to order Spain\'s Repsol YPF, Brazil\'s Petrobras and 15 
other companies to clean up the Neuqun oilfields, traditionally one 

of Argentina\'s most productive oil- and natural-gas-producing areas. 
Filed in support of a landholders\' suit against the oil companies, 

the petition resembles one that preceded a Supreme Court order last 
year that polluters plan a cleanup of the notoriously polluted 

Riachuelo River in Buenos Aires. But it could set the stage for the 
cleanup of areas beyond the Neuqun oil basin, which embraces 
two-thirds of the Patagonian province of Neuqun as well as portions 

of Mendoza, La Pampa and Ro Negro provinces. That\'s because a 
ruling against the oil companies could serve as a precedent for 

similar legal action against oil companies tapping four other 

Argentine oil basins. 


Source - EcoAmericas (please contact Larissa Stoner for complete 
article) 


12. Guyana Gets Climate Change Grant 


JULY 11, 2007 - The Government of Guyana and the United Nations 
Development Program (UNDP) signed an agreement for a grant of 
US$455,000 to assist in Guyana meeting its obligations under the 

United Nations Framework Convention on Climate Change (UNFCC). This 
new three-year project between the UNDP and the Government will 

assist in the preparation of the Second National Communication to 

the Conference of the Parties. Among the main components of the 

project are an inventory of greenhouse gases, programs containing 
measures to facilitate adequate adaptation and mitigation to climate 
change and collecting essential information related to the 
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implementation of the Convention, including technology needs 
assessment, public awareness and information related to integration 
of climate change into local and regional policies. The project will 

be implemented through the Climate Change Unit of the Ministry of 
Agriculture with the guidance of the National Climate Change 
Committee and the involvement of several sector agencies and line 
ministries. 


Source - Stabroeknews 
13. Lake Disappearance in Chile Linked to Global Warming 


JULY 4, 2007 - Experts from Chile\'s National Forestry Service 
(CONAF) and the Valdivia Center for Scientific Studies (Cecs) have 
linked the May disappearance of a glacial lake in far southern Chile 
to global warming. The team made these claims after a series of 
visits to the site of the lost lake, and noted there is a 

possibility that the lake could reform. Residents of the extremely 
remote area blame the 6.2 magnitude earthquake which hit the 
neighboring Aysen region last April and caused over 50 landslides. 
They suggest that a rift opened up and drained the lake\'s water. 
But Chilean glaciologist Gino Casassa, one of the 63 experts who 
participated in the second UN report on global warming, told the La 
Tercera newspaper that he believes the lake disappeared due to a 
relatively common glacial phenomenon: a Glacial Lake Outburst Flood 
(GLOF). A GLOF is a sudden increase in a lake\'s volume due to one 
of various possible causes, including a volcanic eruption, an 
earthquake, an avalanche, or a portion of a glacier falling into the 
lake. Casassa speculated that the GLOF broke open a tunnel of ice 
below the lake, which drained the water to the ocean. \"In this zone 
in particular... we have evidence that, in general, the lakes are 

filling up as the glaciers melt,\" said Casassa. Global warming is 
most likely responsible for this process, as well as for the 

increase in GLOFs, he added. 


Source - Santiago Times (no link) 

14. Guyana: Climate Change Affecting Sea Turtle Nesting Habits 
JUNE 25, 2007 - The changing nesting patterns of endangered sea 
turtles in Guyana, is alerting environmentalists to the impact of 
climate change on these marine animals. The shell beaches in Region 
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One have hosted thousands of nesting turtles over the years, and 
conservationists have been endeavoring to protect the turtles from 
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heavy domestic use and from being traded. Usually sea turtles nest 
in Guyana from March to August every year. However, for the last 
three to four years, says Michelle Kalamandeen, Project Coordinator 
of the Guyana Marine Turtle Conservation Society (GMTCS), the 
nesting pattern has shifted from mid-January to mid-July. This may 
have a significant impact on the hatchlings as food availability may 
be an issue for them. 


Source - Stabroek News 


15. Chile: Matte Creates Fund for Renewable Energy 


JULY 25, 2007 - The Matte group has started to seek out 
non-conventional sources of renewable energy. The business 
conglomerate joined with the Independence Investment Fund to create 
a fund that seeks to raise US$ 100 million which will be devoted to 
renewable energy projects. The Independence Fund will administrate 
the finances of the new fund, which is expected to operate for 10 

years. The Matte group will also invest US$120 million in new 

projects concerning renewable energy sources, which will bring over 
100 MW to the Interconnected Central System. The system is expected 
to operate between 2008 and 2012. 


Source - Santiago Times (no link) 


NOTE FROM THE HUB: Matte group is involved in the construction of 
the controversial Aysen Dam. 


16. Brazil to Revive Nuclear Project 


JULY 11, 2007 - Luiz Inacio Lula da Silva said hundreds of millions 
of extra dollars would be made available for the project over the 
next eight years. Work on the third reactor for uranium enrichment 
stopped in the 1980s over security fears and lack of funds. 

Brazil's has two operating nuclear reactors - Angra 1 and Angra 2. 
Brazil's Angra 1 and Angra 2 - located in the same region - have an 


BRASILIA 00001463 010.2 OF 015 


installed capacity of about 2,000 megawatts, and Angra 3 would 
increase capacity to 3,000 megawatts. Angra 3 would require an 
investment of about $3.7billion with construction due to be 
completed by 2013, according to Energy and Mines Minister Nelson 
Hubner. Brazil, which is heavily dependent on hydro-electricity, 
could face energy shortages in a couple of years if generating 
capacity is not increased, analysts say. A severe drought in 2001 


Column 3 
led the authorities to introduce energy rationing. 


Source - BBC 
17. Chile Focuses on Long-Term Energy Strategy 


JULY 23, 2007 - Chile\'s impending energy crisis, sharpened by 
diplomatic tensions with Argentina and one of the coldest winters on 
record, was the theme of a seminar held in Valparaiso\'s Congress 
building. New Energy Minister Marcelo Tokman Ramos, Environment 
Minister Ana Lyn Uriarte and various members of Congress spoke at 
the event, which was titled \"Energy Policy in Chile: A Challenge.\" 

In a country that currently imports 74 percent of its energy, the 
prospect that one of its principal suppliers - Argentina - may stop 
providing gas is a worrying one. And, \"we have to say it like it 

is. Argentine gas is going to stop coming some day. We have to 
forget about it,\" said Dep. Francisco Encina at the seminar\'s 
opening. 

Many of the speakers urged that to deal with this reality Chile must 
figure out a way to supply its own energy, though not at the cost of 
destroying its environment. Minister Uriarte spoke of the 

importance of diversifying Chile\'s energy supply, and of making a 
gradual transition to \"clean\" and/or renewable energy sources such 
as wind, hydrothermal power and bio-gas. 

Speakers also examined the other side of the coin - reducing energy 
demand. 


Source - Santiago Times (no link) 


18. Colombia: President Inaugurates First Biodiesel Plant; Issues 20 
Percent Blending Mandate 


JULY 11, 2007 - On July 8, President Uribe opened Colombia\'s first 
biodiesel plant. The facility, which is owned by former Agriculture 
Minister Carlos Murgas, is the first of at least five biodiesel 
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projects expected to come online by mid-2008. The growth of the 
biodiesel industry follows the implementation of a series of 
government incentives since 2003 to promote biofuels development. 
The opening of Colombia\'s first biodiesel plant coincided with the 
July 7 announcement of a GOC decree to raise the biodiesel blending 
mandate from five percent to 20 percent by 2012. 


Source - BOGOTA 4956 


19. Brazil Gives Preliminary OK to Amazon Dams Criticized by 
Environmentalists 
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JULY 9, 2007- The government has granted a preliminary green light 
to a massive Amazon dam project intended to prevent possible energy 
shortages, but also criticized as a potential environmental 

disaster. The approval from Brazil\'s environmental protection 

agency, Ibama, opens the door to bidding on the construction of 
multiple dams that would generate electricity and permit barges to 
navigate 2,600 miles (4,200 kilometers) to upstream tributaries in 

Peru and Bolivia. Other permits must still be obtained before the 
estimated US$10 billion-US$14.7 billion project gets under way, but 
the decision was a key step and is sure to prompt interest from big 
construction companies. The government hopes to complete the Santo 
Antonio and Jirau dams on the Madeira River, a major Amazon 
tributary, by 2012. They are expected to produce 6,450 megawatts, 

or 8 percent of current electricity demand in Latin America\'s 

largest nation and economy. 


Source - International Herald Tribune 


NOTE FROM THE HUB: The Government of Bolivia was apparently \"caught 
by surprise\" with the news and requested a high level emergency 

meeting with the Brazilian Ministry of Foreign Affairs. Brazilian 

Foreign Affairs Minister Celso Amorim reportedly replied saying they 

were welcome to come to Brasilia anytime between July 23-27 for a 
technical - and not political - meeting 


20. Ecuador: Biofuel Efforts Attract Organized Opposition 


JULY 2007 - A gathering of non-governmental groups in Quito, 
Ecuador, in June underscored how biofuels production, the objective 
of some green advocates, has begun drawing organized environmental 
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scrutiny. Some 250 attendees representing dozens of Latin American, 
Asian and African organizations drafted strategies aimed at 

pressuring international agencies and national governments currently 
promoting biofuels production as an environmentally sustainable 
alternative to fossil fuels. The meeting highlighted questions 

about the justification and impacts of biofuels. Participants 

agreed to take joint action to influence biofuels policies of the 

United Nations, World Bank, development agencies and governments. 


Source - EcoAmerica (please contact Larissa Stoner for complete 
article) 


21. Brazil to Certify Sustainable Production of Ethanol 
JULY 05, 2007 - Brazil will create its own biofuel certificate to 


show that Brazilian ethanol is produced in a sustainable way, 
protecting the environment. The announcement was be made by 
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President Lula during the first International Conference on Biofuels 
in Brussels. According to one media article, the EU has been 
showing signs of imposing restrictions on Brazilian ethanol due to 
the need for a process of certification of the producing companies. 
One Brazilian daily published an op-ed by President Lula titled: 
\"The alternative of biofuels\" in which he states that the 
responsibility of developed countries in the control of greenhouse 
emissions should be maintained. Brazil is the largest ethanol 
producer with a production of about 13 million tons in 2005, 
followed by the United States with a production of 11.8 million 
tons. 


Source - Public Affairs US Embassy Brasilia 
22. Brazil To Ban Sugarcane Crops In The Amazon 


JULY 18, 2007 - The Government of Brazil announced it will start 
controlling the expansion of sugar cane crops throughout the country 
to avoid accusations of environmental degradation and to reduce 
pressure on areas dedicated to food crops. \"A map of restrictions 
will forbid sugar cane planting in the Amazon, Pantanal and other 
areas that we are still studying, but that we won\'t announce at the 
moment,\" said Agriculture Minister Reinhold Stephanes. Ministry 
officials say that there are currently 10 million hectares of 

degraded cattle raising grounds in Mato Grosso do Sul that could 
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receive government incentives to be converted to sugar cane 
production to reduce the pressure on valuable ecosystems. 


Source - Public Affairs US Embassy Brasilia 


23. Green Safeguards Bolstered in Three Trade Deals 


JULY 2007 - The Bush administration has signed three revised free 
trade agreements with Peru, Panama and Colombia that include 
significantly stronger labor and environmental protections. The 
agreements, signed June 25 with Peru and June 28 with Panama and 
Colombia, incorporate not only new guarantees of labor rights, but 
mandatory compliance with several environmental treaties and tough 
new measures on illegal logging as demanded by the Democratic 
majority in May. Analysts say that as a result, the U.S. Congress 

is likely to approve the pacts with Panama and Peru this fall, 
knocking down tariffs on about 90% of trade between the United 
States and the two countries. Last year the United States carried 
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out US$9 billion in trade with Peru and $3 billion with Panama. 
Approval of a similar agreement with Colombia is considered unlikely 
this year because of violence against trade unionists and 

revelations that Colombian government allies have been collaborating 
with death squads. Although U.S. and Andean green groups have their 
criticisms towards the agreements, they say the accords do give 

green considerations greater weight in dispute settlement and 

require signatories to comply with several environmental treaties 
already signed by the United States and Colombia, Panama and Peru. 


Source - EcoAmericas (please contact Larissa Stoner for complete 
article) 


24. Nazca Lines Affected by \'Informal\’ Gold Mining 


JULY 22, 2007 - Three \"informal\" gold mining plants, two of which do 
not have a license to operate, have been installed in the region of 
Nazca and Palpa and are affecting the region known for its 

historical and cultural importance. In one of the plants, the Nazca 
lines are being used as improvised roads for the transportation of 
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material. The media report goes on to point that many of these 
trucks leave debris along the \"roads.\" 


Source - El Comercio 
25. Colombia, Ecuador launch Regional Fundacion Natura 


JULY 12, 2007 - July 12 marked the launching of \"Fundacion Natura 
Regional\", a joint effort of the two Fundacion Natura organizations 

in Colombia and Ecuador. They decided to work jointly on the 
protection of bilateral watersheds and the creation of a carbon bank 
to fund GHG reduction projects. The efforts are just starting, but 

the eventual goal is to expand the work of the organization to the 
Andean and South American level. 


Source - US Embassy Bogota 
26. WTO Decision on Retreads Buoys Both Sides in Dispute 


JULY 2007 - After a World Trade Organization (WTO) panel ruled June 
12 on the dispute between the European Union and Brazil over 

Brazil\'s import ban on retreaded tires, both sides declared victory. 
Though the WTO panel supported the EU\'s view that the ban violated 
the General Agreement on Tariffs and Trade (GATT), it recognized the 
measure\'s health and environmental rationale. The EU set the WTO 
battle in motion two years ago, when it filed a complaint portraying 
Brazil\'s 2000 ban on retread imports as an unfair restraint on 
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trade. Though the import ban also covered used-tire imports, the EU 
focused its case on retread imports. Brazil argued that since 

retreads have a shorter lifespan than new tires, widespread use of 

them boosts the number of discarded tires clogging landfills and 

littering the countryside. That, the government contended, poses a 
public health threat by creating more habitat for malaria and 
dengue-fever-carrying mosquitoes. It was the first time a 

developing country had used such health and environment arguments to 
defend itself in a WTO dispute, a foreign ministry official says. 


Source - EcoAmericas (please contact Larissa Stoner for complete 
article) 


Update on Avian Influenza 
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27. SOUTHCOM Preparedness Wrkshop for Central and South America 


JULY 24, 207 - SOUTHCOM and the Henry M. Jackson Foundation or 
Military Medicine sponsored a workshop on pandemic influenza July 
10-12 in Panama that brought together military, police, health, and 
agriculture officials from Brazil, Costa Rica, Dominican Republic, 

El Salvador, Guatemala, Honduras, Panama, Paraguay, Peru, and 
Uruguay. The first two days featured presentations and discussions 
by representatives of the Pan American Health Organization (PAHO), 
Inter-American Institute for Cooperation on Agriculture (IICA), 

Gorgas Institute, SOUTHCOM, Naval Medical Research Center 
Detachment-PERU (NMRDC-Peru), Bureau of Medicine (BUMED), Navy 
Environmental Preventive Medicine (NEPMU-2), U.S. Army Medical 
Institute for Infectious Diseases, DoD Global Emerging Infections 
Surveillance and Response System (GEIS), Center for Disaster and 
Humanitarian Assistance Medicine (CDHAM), G/AIAG, USAID, and 
Martin-Blanck and Associates. The third day was devoted to a desktop 
exercise on a pandemic outbreak. Participants shared information on 
preparations to date and explored what a pandemic influenza could 
mean for their countries and the region. Several of them said that 
their national medical facilities were already stretched to the 

limit and that it was clear they would look for external assistance 
during a pandemic and in the recovery phrase. A similar meeting for 
the Caribbean countries is planned for September 11-13. 


Source - AIAG daily bulletin 
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1. Summary: Ambassador led a multi-agency team to Cotabato City 

and the Autonomous Region in Muslim Mindanao (ARMM) for two days of 
positive interaction through outreach and partnership activities. 
Ambassador spoke at a regional Islamic summit and at a poverty 
reduction forum organized by the Muslim Chamber of Commerce. Dinner 
meetings focused on the Moro Islamic Front\'s (MILF) project 
implementing body, and the Cotabato mayor, a leader in the Moro 
National Liberation Front (MNLF). A reception aboard the USS 

Peleliu, anchored off-shore from Cotabato City, brought together 

leaders from diverse groups. Briefings by the International 

Monitoring Team (IMT) and local military leaders highlighted 

progress in the peace process. Ambassador inaugurated two 
USAID-supported projects and turned over donated items to local 
partners. Media coverage throughout the region and subsequently in 
national media was extensive and positive. End Summary. 


COTABATO CITY - CAPITAL OF TWO REGIONS 


2. Background: Cotabato City is geographically surrounded by the 
ARMM; however, it is administratively a part of, and served as the 
capital of, Sockssksargen from 1975 until 2004. It also serves as 

the headquarters for the ARMM, even though it is not a component of 
the region. The city shares a colorful history that has woven strong 
economic and cultural links with the surrounding cities of the two 
regions. This status as dual, and sometimes dueling, regional 
capitals created some unique managerial and political problems but 
overall has established it as a center of power for the entire area. 


3. The economics of the city depend on its strategic location as a 
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regional center of trade and services. Migration into the city over 
the last three decades has created occasional tensions, but in 
general has assisted in the development of a diverse and tolerant 
population. USAID activities have helped to foster a positive 
attitude towards the U.S., with only a few notable exceptions. In 
2005, the city was the scene of several anti-American protests after 
USAID cancelled a controversial road project. These events are in 
sharp contrast to the current overwhelming support of the U.S. 
partnership. By continuing with other projects and ramping up 
efforts to reach out to the local population, the USG has succeeded 
in building a highly positive image. 


REGIONAL ISLAMIC SUMMIT ON ENVIRONMENTAL GOVERNANCE 


4. Ambassador was the featured speaker at the Khalifatul Ardh 
(\"Stewards of the Earth\") Regional Islamic Summit on Environmental 
Governance. The summit brought together over 200 Muslim leaders 
from academe, the public sector, religious groups, and civil society 

to produce a source book for teaching Muslim communities on how to 
manage natural resources and environmental protection. The 
guidebook was in partnership with USAID\'s Philippine Environmental 
Governance 2 Project. Ambassador praised the initiative of local 
leaders and conference participants encouraging the protection of 

the natural resources for current and future generations. 


MUSLIM WOMEN ENERGIZE CIVIL SOCIETY 


5. The Cotabato Muslim Chamber of Commerce, a USAID assisted 
business development organization, sponsored the \"Women\'s Forum on 
Poverty Reduction,\" at which Ambassador gave the keynote address. 
The theme was \"Women - We Mean Business.\" Over 300 Muslim women in 
business, civil society, academe, politics, and government 

(including the mayor\'s wife, a UNESCO Commissioner) met to create 
action plans to energize poverty reduction. Ambassador 

congratulated organizers and emphasized the shared goals of the USG 
and the people of Mindanao, highlighting the important role of women 

in development and peace. In a sidebar conversation, female 

organizers told Ambassador that the idea for the conference was a 

direct result of experiences during their International Visitor 

programs in the U.S. 


ENGAGING MILF AND MNLF LEADERSHIP 


6. Mayor Muslimin Sema of Cotabato City also serves as Secretary 
General of the MNLF, its third-highest ranking member. He was 
enthusiastic about partnering with U.S. agencies and spoke highly of 
the USG and its efforts in Cotabato City and throughout Mindanao. 

In private discussions, Ambassador stressed the importance of peace 
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and the need for a successful conclusion to the peace process. 


7. Mayor Sema ruminated about his past life as a fighter with the 
MNLF. He noted that 25 years ago the swampy thickets and hills 
served as hiding places for himself and MNLF rebels, but he and 
others \"grew tired of hiding in the bushes\" and subsequently sought 
a non-violent path to political change. 
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8. Joining the Ambassador were the Commanders of JSOTF-P and SOTF-12 
as she hosted a dinner for the Bangsamoro Development Agency (BDA). 
The BDA was established by the MILF and serves as a project 
implementing body. It is designated in several agreements between 

the Philippine government and the MILF as the organization that will 
\"manage\" development assistance in the \"Bangsamoro Homeland\" 
following the signing of a peace agreement between the two parties. 
BDA leaders discussed their activities, but talked even more about 

their organization\'s current funding difficulties. The Ambassador 
reaffirmed USG\'s readiness to cooperate with and provide assistance 

to the BDA for certain activities. 


9. Ambassador met with the leadership of the Malaysian-led IMT 
underscoring U.S. interest in its mission supporting the 

Philippine-MILF peace negotiations. As it monitors the cease fire, 

the IMT also observes the impact on the socioeconomic development of 
the stakeholders. Ambassador praised the IMT\'s positive 

contributions to the peace process as their presence adds another 
dimension in the progress towards stability in Mindanao. 


10. Leadership of the Armed Forces of the Philippines\' 6th Infantry 
Division and the Commander of co-located U.S. Special Operations 
Task Force 12 updated the Ambassador on regional activities. The 
importance of community relations activities was emphasized in 
supporting efforts for regional stability through positive 

engagement with the citizens. 


11. Ambassador and Commodore of Peleliu Pacific Partnership 2007 
hosted a reception aboard the USS Peleliu, anchored offshore near 
Cotabato City, that brought together leaders from the various 

regional groups. The helicopter flight to the ship provided a 
once-in-a-lifetime experience for many. As Muslim women donned their 
helmets for the short flight there was an initial polite nervousness 

that slowly gave way to broad smiles reflecting their enthusiasm and 
confidence. The reception helped to forge closer ties and respect 
through the courtesy of the crew of the USS Peleliu and the friendly 
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inter-action between the guests and all USG personnel. 


PARTNERING FOR PROGRESS AND DEVELOPMENT 


12. Ambassador participated in two turn-over ceremonies that 
highlighted public infrastructure projects built in partnership with 
USAID. Cotabato City paid for a quarter of the construction. A 
large and enthusiastically pro-US crowd waving flags attended the 
ribbon-cutting for the \"Cotabato Square,\" a public market located 
next to the new City Hall, which is part of a plan to create 
commercial and political centers outside of the congested central 
business district. The second ceremony was a boat landing in the 
rural Kalanganan district of the city that will significantly 

improve the economic viability of the local waterfront. 


13. At both events, the Ambassador praised the projects as hopeful 
signs of continued commercial progress in Cotabato. The Ambassador 
also noted the benefits that peace between the MILF and the 

Philippine government would have for the local economy. 


14. Ambassador and Commodore led a Project Handclasp donation of 
goods from the USS Peleliu to a local NGO affiliated with the Save 
the Children Foundation. 


MEDIA RESPONSE 


15. Media coverage of the two-day visit was extensive. All of the 

local print and TV outlets covered each of the Ambassador\'s public 
stops during the visit. Coverage by the wire services and a 

national TV network produced stories and photos that headlined 
subsequently on national media in Manila. The Ambassador did a live 
radio interview with a station that reached an additional audience 

from neighboring provinces, and gave an exclusive interview to 
national TV network ABS-CBN, which led to a 10-minute special on the 
Ambassador\'s visit to Cotabato and U.S. projects in the region plus 

an additional feature on broader U.S.-Philippine issues. 
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Classified By: AMB WILLIAM B. WOOD, for reasons 1.4 (b) and (d) 


(U) This is an action cable; USMISSION USNATO, please see 
para 9. 


SUMMARY 


1. (C/NF) NATONSs civilian leadership in Afghanistan has 

been lobbying the GoA to gain control of civil aviation 
development at the expense of the Afghan Ministry of 

Transport and Civil Aviation (MoTCA) and the established 

donor coordination process. The NATO Senior Civilian 
Representative (SCR) in Afghanistan, Daan Everts (former 
Netherlands Ambassador), has strongly advocated to the GoA 
that it reorganize the existing Afghanistan National Development 
Strategy (ANDS) structure for transportation so that NATO would 
supplant MoTCA from its chairmanship of the civil aviation working 


group. 


2. (C/NF) Under Everts\'s proposal, NATO would become co-chair 

of a new working group together with the Afghan National 

Security Advisor, replacing the existing structure where 

MoTCA is the sole chair and the U.S. is donor coordinator. 

The Minister of Transport and Civil Aviation has sent several letters 

and emails opposing the NATO proposals, and the Embassy has attempted 
to persuade both the SCR and the International Security Assistance 
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Force (ISAF) staff to work through the multilateral ANDS working 
group. End summary. 


3. (C/NF) NATO\'s lobbying for ascendancy in civil aviation stems at 
least in part from a sincere conviction that the military can make 
progress more quickly than the GoA and its other international 
partners. In a narrow sense, they may be right. But developing the 
Afghans\' capacity to run a civil aviation system on their own is a 
large part of the civilian development goal, and the NATO plans are 
light on civil aviation capacity building. NATO\'s military 

interests, which tend to crowd out civilian aviation, and its limited 
expertise in civil aviation development, both argue against having 
the military alliance take charge of civil aviation. 


4. (C/NF) NATO\'s attempt to engage unilaterally with the Afghans, 
avoiding cooperation with other donors, is a serious distraction. 
Essentially, rather than pressing its case in the open forum of the 
JCMB/ANDS, NATO is lobbying for its own programs in private. In 
doing so, it runs the risk of subverting the JCMB/ANDS 
decision-making process. In 

our meetings thus far, there appears to be plenty of common 
ground, but Everts continues to insist on his co-chaired 

structure. He has yet to convince the GoA to adopt his 

idea. 


QUERY FOR USMISSION USNATO 


5. (C/NF) One GoA official recently told us that NATO\'s 
Secretary General raised the issue of NATO\'s control of the 
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ANDS structure for civil aviation with President Karzai on 
the margins of the recent Rome conference on the rule of 
law in Afghanistan. Post would be interested in USNATO\'s 
perspective as to whether Everts is acting independently or 
under instructions from the NATO Council. 
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E.O. 12958: N/A 

TAGS: PREL, ITRA, OVIP, KSEP, UNGA, BA, OFFICIALS 

SUBJECT: BAHRAIN: UN GENERAL ASSEMBLY: INTERIM RESPONSE ON 
HIGH-LEVEL ATTENDANCE 

REF: STATE 101170 


Sensitive but unclassified; please protect accordingly. Not 
for Internet distribution. 


1. (SBU) Econoff relayed reftel request to MFA Director of 
Bilateral Relations Dr. Dhafer Al-Umran on 24 July. Al-Umran 
confirmed that Foreign Minister Shaikh Khalid Bin Ahmed Bin 
Mohammed Al Khalifa will attend. He was unable to confirm 
other high-level attendance. Post will report details 

regarding Bahraini senior-level UNGA General Debate 
attendance as soon as this information is available. 


2. (SBU) Currently available information keyed to reftel 
para. 8: 


A. Attendance of the Head of State 

-- Travel plans unknown at this time. 

B. Attendance of the Head of Government 
-- Travel plans unknown at this time. 

C. Attendance of the Foreign Minister 


-- H.E. Sheikh Khalid bin Ahmed bin Mohammed Al-Khalifa, 
Minister of Foreign Affairs 


-- Arrival and departure information unknown at this time. 
-- Spouse travel unknown at this time. 


-- No interpretation necessary. The FM speaks excellent 
English. 


D. Attendance of other host country VIPs. 
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-- Travel plans unknown at this time. 


E. Attendance of the Foreign Ministry official responsible 
for IO affairs or official who is a regular interlocutor of 
regional assistant secretaries or Department principals. 


-- Travel plans unknown at this time. 
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Visit Embassy Manama\'s Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 
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Classified By: Ambassador Michele J. Sison for reasons 1.4 (b & d). 
1. (U) This cable contains business proprietary information. 


2. (C/NF) Summary: The Emirate of Abu Dhabi is the largest 
and most powerful of the seven emirates of the United Arab 
Emirates, with over 90% of oil and gas reserves, and about 
60% of GDP. In addition, it directly funds over half of the 
UAE federal budget. Constitutionally, Abu Dhabi Emirate,s 
significant oil and gas reserves belong to it, not to the UAE 
as awhole. For this reason, when we talk about UAE 
sovereign wealth funds, we talk about the Abu Dhabi 
Investment Authority (ADIA) and not a UAE Investment 
Authority. In fact, other emirates have their own investment 
arms, either to manage overseas investment or to attract 
inward investment. ADIA is the largest of these \"sovereign 
wealth funds\" or investment funds, with assets estimated from 
USD 200 billion to USD 875 Billion. 


3. (C/NF) Summary Continued: ADIA fills two roles. It 

serves as both the investment arm and the \"check book\" of the 
Abu Dhabi Emirate\'s government. It needs to invest for a 
post-oil future, but also finance the government budget when 

oil prices are falling. It has, therefore, both a long-term 
investment perspective and a bias toward liquidity. 

According to one ADIA official, in 2006 over 80% of ADIA\'s 
portfolio was in market trade securities. As ADIA\'s 

portfolio grows, it has diversified into new asset classes. 

ADIA officials stress that ADIA manages government money, not 
private money. In other words, they say, it does not manage 
the funds of the Abu Dhabi ruling family or of private 

citizens. ADIA is also generally a passive investor and 

rarely takes management stakes in invested companies. ADIA 
finds U.S. real estate funds, private equity, and fixed 

income attractive. End Summary. 


ADIA: Investor and \"Check Book\" 


4. (SBU) In 1976, the Emirate of Abu Dhabi established the 
Abu Dhabi Investment Authority (ADIA) to monetize the 
emirate\'s oil wealth and invest it for the future. Under 

law, ADIA is responsible for \"receiving funds allocated to 
investment by the government of the Emirate of Abu Dhabi, and 
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shall invest and reinvest such funds for the general benefit 

of the emirate in order to secure the necessary financial 
resources and maintain its welfare in the future\" (law number 

5 of 1976 as amended by law Number 5 of 1981). ADIA manages 
the bulk of Abu Dhabi\'s foreign assets, but there are other 
smaller government investment agencies, including the new Abu 
Dhabi Investment Council (which took over ADIA\'s UAE and 
regional holdings), the International Petroleum Investment 
Corporation (IPIC) with a broad mandate to invest in 
hydrocarbons and related sectors outside Abu Dhabi, and the 
Mubadala Development Corporation. 


5. (C/NF) ADIA performs two functions for Abu Dhabi. It 
manages the bulk of Abu Dhabi\'s external assets, investing 
for a post-oil future. It also serves to finance the 
government of Abu Dhabi when the price of energy is low. 
Essentially, it serves as the Emirate of Abu Dhabi\'s \"check 
book.\" Since the Emirate of Abu Dhabi has taken on the 
responsibility for financing both the Federal budget and 
supporting the other emirates, ADIA can also be called upon 
to finance other UAE commitments, if the government of Abu 
Dhabi agrees. In addition, ADIA officials represent the 
government of Abu Dhabi, and sometimes the UAE, in 
international negotiations. (ADIA officials were key members 
of the UAE\'s Free Trade Agreement (FTA) negotiating team 
2005-07.) 
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6. (C/NF) ADIA\'s dual role as government investor and \"check 
book\" contributes to the organization,s culture of secrecy. 

The exact size and composition of ADIA\'s holdings is a 
well-guarded secret, and most ADIA officials are reluctant to 
talk to outsiders. ADIA employees are compartmentalized in 
their work and only know as much as they need to about the 
size of the portfolio they manage. This secrecy stems from 
UAE founder Sheikh Zayed\'s deliberate policy to preserve Abu 
Dhabi\'s wealth for its own citizens. Although Sheikh Zayed 
was more than willing to provide generous financial 

assistance to other Arab and Muslim countries and to pay to 
bind the UAE together, it was on his terms. The concern was 
-- and is -- that some Arab states viewed oil as part of the 
\"Arab patrimony\" and not the resource of any one country. 
Under that view, oil-derived investment assets would also 
belong to the Arab world. Interestingly, because of the 

loose federal nature of the UAE, this secrecy extends to the 
relations with the UAE federal government and the other six 
other emirates. 
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7. (C/NF) On more than one occasion, ADIA officials have told 
us that they would share information with other foreign 
governments (on tax matters, for example) that they refused 
to share with UAE federal authorities. ADIA officials, 

however, stress that they provide all required information to 
host country regulators. (Comment: the down side of such 
secrecy is that it allows rumor and speculation to drive 
assessments of ADIA\'s wealth. ADIA has, however, a 31-year 
track record of being a low-key institutional investor. 

Although there are some within ADIA who have pushed for a 
more flashy public profile, there is still a general 

presumption that confidentiality is better than openness. 
Recent news articles about sovereign wealth funds, perceived 
as hostile by many UAE readers, only serve to reinforce this 
position. End Comment.) 


8. (C/NF) Under Abu Dhabi\'s budget process, the state-owned 
Abu Dhabi National Oil Company (ADNOC) provides the bulk of 
the government\'s revenue. Under Secretary of the Abu Dhabi 
Finance Department Hamed Hurr Al-Suwaidi explained to 
Econchief that ADNOC provides the Finance Department with an 
estimated price of oil for budget purposes. Budget surpluses 
and ADNOC surpluses (beyond the commitment to the government 
and reinvestment needs) flow to ADIA. ADIA also keeps its 
return on investments. Budget deficits are financed by 

transfers from ADIA to the Finance Department. From the 
1990s up until 2003, Abu Dhabi\'s budget was in deficit. 
International ratings agency Fitch estimates, however, that 
ADNOC\'s profits offset this deficit for most of the last 27 

years and that ADIA\'s assets continued to grow due to its 
investment returns. 


Who\'s Who in ADIA? 


9. (C/NF) As one of Abu Dhabi\'s crown jewels, ADIA attracts 
senior Abu Dhabi government supervision. The Chairman of the 
Board of ADIA is Abu Dhabi Ruler and UAE President Sheikh 
Khalifa bin Zayed Al-Nahyan. He had held the chairmanship as 
Abu Dhabi Crown Prince and kept it when he succeeded his 
father as UAE President and Ruler of Abu Dhabi in 2004. 

(Note: Sheikh Khalifa has carefully kept all of the 

emirate\'s key financial levers of power under his control. 

End note.) Abu Dhabi Crown Prince Sheikh Mohammed bin Zayed 
Al-Nahyan (MbZ) is also on the board. Other members of 

ADIA\'s Board of Directors include UAE Deputy Prime Minister 
Sheikh Sultan bin Zayed Al-Nahyan, ADIA Managing Director 
Sheikh Ahmed bin Zayed Al-Nahyan, and Sheikh Mansour bin 
Zayed Al-Nahyan (all sons of UAE founder, Sheikh Zayed). 

Sheikh Mohammed bin Khalifa bin Zayed Al-Nahyan, the Chairman 
of the Abu Dhabi Finance Department (and Sheikh Khalifa\'s 
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younger son) also serves on the board, as do non-ruling 
family members Presidential Advisor Mohammed Habroush 
Al-Suwaidi; Jua\'an Salem Al-Dhaheri, Chairman of the Abu 
Dhabi Department of Municipalities; Hamad Hurr Al-Suwaidi, 
the Under Secretary of the Department of Finance; and Saeed 
Al-Hajiri, who is also ADIA\'s Executive Director for Emerging 
Markets. 


How does ADIA Work? 
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10. (SBU) By law, ADIA\'s board of directors has the authority 
to formulate Abu Dhabi\'s general investment strategy and set 
investment policies. It is responsible for evaluating the 
results of ADIA\'s investment program and for determining 
\"appointment, discharge, and replacement of investment 
managersA" The board approves ADIA\'s annual balance sheet, 
profit and loss account, and annual report, and annually 
approves the appointment of ADIA\'s auditors. In addition, 
\"no Director may have a direct or indirect interest in 
contracts, projects, and transactions entered into or 

executed by the Authority (ADIA).\" 


11. (SBU) ADIA\'s senior executive officer is the Managing 
Director (MD), Sheikh Ahmed bin Zayed Al-Nahyan. He has the 
authority to implement the decisions of the board and run 
ADIA in accordance with board decisions. He can propose the 
overall investment strategy for board approval, and 

distribute investments \"among different fields and activities 

in compliance with the principles adopted by the Board of 
Directors.\" He can decide on investment proposals, within 
the general guidelines of ADIA\'s strategy and Board policies. 
He also monitors investment performance and reports to the 
board of directors and has a number of other authorities. 


12. (C/NF) Internally, ADIA is structured much like any other 
big investment organization. The MD has several departments 
reporting directly to him, including an internal audit 

office, a tactical asset allocation unit (which advises on 
investments), and the Evaluation and Follow-up Department 
(EFD). EFD was set up in 1993 as an advisory body to the MD, 
Investment Committee, and other executive management. It 
reports directly to the MD and evaluates, advises, and 
monitors matters relating to strategy, planning, governance, 
and ADIA\'s international relations. EFD also provides advice 
on formulating investment guidelines, setting return targets, 
and looking at risk (operational, market, and political). 


Column 3 

EFD\'s American Senior Legal Advisor William Brown and British 
Senior Tax Advisor Robert Peake were heavily involved in the 
UAE\'s FTA negotiations with the U.S. and with Australia as 
representatives of the government of Abu Dhabi. 


13. (C/NF) The Investment Committee operates under the 
chairmanship of the Managing Director. By statute, it 

includes three board members and the department directors of 
ADIA, who meet weekly. According to an ADIA official, 
investment proposals go to the Investment Committee and then 
are shopped to EFD for review and comment. The committee then 
makes a recommendation to the MD. If the MD has questions, 
he refers the proposal to EFD for further study. The Vice 
Chairman of the Committee is JuVan Salem Al-Dhaheri and the 
First Deputy is the Executive Director of ADIA\'s Emerging 
Markets Department Saeed Al-Hajiri. According to one ADIA 
official, the MD rarely attends the Investment Committee 
meetings himself. 


14. (U) ADIA\'s investment departments are broken down by 
asset class and then by geography and are managed by 
executive directors or directors. Nominal government bonds 
are a separate asset class from inflation indexed bonds. 
ADIA manages its portfolio both with external and internal 
managers. An April 2006 Euromoney article noted that outside 
managers ran between 70-80 percent of ADIA\'s assets. 
Al-Hajeri told Euromoney that ADIA relied heavily on external 
managers for new asset classes but that the goal would be to 
move to at least 40 percent managed internally. ADIA Senior 
Investment Advisor Jean Paul Villain added that some assets, 
such as those in Latin America, where ADIA has little 
experience are 100 percent managed by external managers. 


15. (C/NF) ADIA officials stress that ADIA manages government 
money, not private money. In other words, they say, it does 
not manage the funds of the Abu Dhabi ruling family or of 
private citizens. During U.S.-UAE FTA negotiations, the UAE 
pushed for a side letter from the Treasury Department 
recognizing ADIA as an integral part of the Emirate of Abu 
Dhabi within the meaning of section 892 of the U.S. Internal 
Revenue Code for the purposes of an exemption from income 
taxation on certain categories of income. According to 
ADIA\'s senior tax advisor, no portion of ADIA\'s net earnings 
go to the benefit of any private person. Another ADIA 

advisor explained that the Abu Dhabi Department of Finance 
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was the only entity allowed to tap into ADIA\'s funds, which 
it would do for budgetary purposes. The emirate did create a 
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pension fund in 2005 with a \"one-off government contribution\" 
of around USD 1.7 billion. ADIA\'s Senior Legal Advisor told 
Econchief that he provided expertise to set up the pension 
fund, as did other ADIA officials. The pension fund manages 
the funds of Abu Dhabi nationals and operates independently 
of ADIA. 


How big is ADIA? 


16. (C/NF) ADIA officials will not comment on the size of its 
portfolio, except to say that it is large. Given the secrecy 
surrounding ADIA, we understand that only a few members of 
ADIA or the government of Abu Dhabi know the full extent of 
the portfolio. Outside estimates range from a low of $200 
billion to a high of $875 billion. UAE-based bankers and 
financial analysts have told Econchief that ADIA\'s holdings 
are upwards of $600 billion. Yousef Al-Otaiba, International 
Affairs Director for Crown Prince MbZ, has told Ambassador, 
that ADIA\'s assets were \"much less than half" of Morgan 
Stanley\'s $875 billion estimate. 


17. (C/NF) Given that the UAE\'s international financial 
statistics are poor, most analysts use the UAE\'s current 
account surplus as a proxy for acquisition of foreign assets. 
According to the IMF, the UAE as a whole ran a cumulative 
current account surplus of $174 billion from 1980 to 2006. 

By taking some rough estimates of annual return on 
investments, one can project a total portfolio of USD 447 
billion (at seven percent average annual growth) and USD 736 
billion (at ten percent average annual growth) at end 2006. 
These figures don\'t take into account, however, the fact that 
Abu Dhabi\'s trade is a share of total UAE trade, so the above 
figures could be somewhat overstated as representative of Abu 
Dhabi\'s overseas holdings. In addition, ADIA serves as a 
source of finance for the government of Abu Dhabi, which ran 
budget deficits through much of the 1990s, according to IMF 
figures. Using IMF budget figures for Abu Dhabi and taking 
the same rates of return above gives a range of USD 179 
billion to USD 348 billion, a much lower figure for total 
holdings. (Note: Given that the IMF budget presentation 
does not include ADNOC profits, this figure might be on the 
low side. End note.) Since 2003, of course, with the hike 

in oil prices, Abu Dhabi\'s budget surplus has grown 
dramatically as have ADIA\'s holdings. In September 2006, 
then Deputy Managing Director Khalifa Al-Kindi told visiting 
EB A/S Sullivan and Treasury DAS Saeed that ADIA was then 11% 
in cash (or short term instruments such as 3 month T-bills), 
which is historically high. He noted that returns on these 

cash like investments were good (Ref B). 


Column 3 

18. (C/NF) In the past year, Abu Dhabi government officials 
and ADIA officials have suggested that ADIA\'s assets, while 
large, are smaller than the public estimates. In April 2006, 
former ADIA Deputy Managing Director Khalifa Al-Kindi told 
then Treasury U/S for Domestic Finance Randal Quarles that 
ADIA\'s holdings of inflation indexed bonds (TIPS) were $3.7 
billion. In September, he said that 3% of ADIA\'s inflow of 
cash was invested in inflation indexed bonds (60% of that in 
US TIPs). If the ratio held for ADIA\'s total holdings, it 
would imply a total portfolio of around $205 billion, which 
would be on the very low side of estimates. 


19. (C/NF) The three international rating agencies, Fitch, 
Moody\'s, and Standard and Poors were all given a snapshot of 
ADIA\'s holdings as part of their June sovereign rating 
assessment visits to the Emirate of Abu Dhabi (ref H). Fitch 
was prohibited from publishing details about Abu Dhabi\'s net 
external holdings, but noted that Abu Dhabi had among the 10 
highest per-capita external holdings of any country rated by 
Fitch. Richard Fox, Head of Middle East and Sovereign 

ratings for Fitch, told Econchief that the most recent 

publicly available statements on ADIA\'s holdings was an 
interview by S&P in which they said that Abu Dhabi\'s net 
assets were twice GDP (or between around $200 billion and 
$356 billion depending on whether S&P used Abu Dhabi or UAE 
GDP and its calculation of external liabilities). Fox 

speculated that S&P got into trouble for those remarks, but 

-- claiming confidentiality -- did not divulge the size of 

ADIA\'s external holdings. 
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How and Where is ADIA Investing 


20. (C/NF) ADIA\'s dual responsibility as long term government 
investor and source of budgetary support for the government 
affects its investment decisions. Senior Legal Advisor 

William Brown has explained that ADIA can be thought of as a 
pension fund (such as Calpers) or an endowment (such as 
Harvard). He stressed, however, that the liability side is 
different than a pension fund\'s. ADIA needs to take into 
account sudden cash calls rather than a scheduled set of 
withdrawals. In other conversations, Villain has explained 
that ADIA needs to invest for a post-oil future, but also 

needs to finance the government while the price of oil is 
falling. ADIA has a long-term investor\'s perspective, but 

also wants to hedge against movements in the price of oil. 
The goal, Villain has noted, is for financial assets to be 
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high when oil is low and visa-versa. In 2001, ADIA lost 
money at the same time as oil prices were low. Villain has 
confided that ADIA\'s returns were flat in 2002, but recouped 
its losses in 2003. 


21. (C/NF) ADIA follows a large diversified investment 
strategy, which has evolved over time as new asset classes 
become available and ADIA\'s portfolio increases. Given the 
need to hedge against sudden drops in oil prices, there is a 
bias on liquidity. EFD Executive Director Salem Al-Mazroui 
has said that traditionally ADIA invested very 

conservatively, but is now diversifying its asset allocation 

to into real estate, hedge funds, small cap stocks, emerging 
markets, and mortgages and agencies as asset classes separate 
from government bonds. According to Brown, in 2006, over 80 
percent of ADIA\'s portfolio was in market-traded securities. 
The rest was in real estate, private equity, and other 
alternative investments. 


22. (C/NF) In September 2006, then ADIA Deputy Managing 
Director Khalifa Al-Kindi told A/S Daniel Sullivan and 

Treasury DAS Ahmed Saeed that about 45% of ADIA\'s inflow of 
cash was invested in equities (40% of that in US equities), 

15% in global government bonds, 5% in corporate bonds, 3% in 
inflation indexed bonds (60% of that in US TIPs). Real 

estate, hedge funds (8%), and private equity (3%) make up 
smaller parts of the portfolio. In addition, Al-Kindi stated 

that ADIA is 11% in cash (or short term instruments such as 3 
month t-bills), a percentage which is historically high. 

Brown has said that none of the alternative investments (such 
as hedge funds) meet the SEC test for significance, but that 
the numbers are large in absolute terms (billions rather than 
millions). 


23. (C/NF) ADIA officials have noted that ADIA tends to keep 
its investments in companies under the various reporting 
thresholds. So much cash has been flowing into ADIA from the 
high oil revenues that it has had some difficulties meeting 

this goal and staying consistent with its asset allocation 
requirements. ADIA is also generally a passive investor and 
rarely takes management stakes in invested companies. 


24. (C/NF) ADIA\'s investments have fixed weights by region, 
although these can be and have been adjusted over time. The 
U.S. and Europe continue to be major destinations for ADIA\'s 
investments. ADIA uses European financial institutions to 
manage some of its investments. It is difficult, therefore, 

to track exactly how much money is flowing into the U.S. or 
other destinations. Brown has said that ADIA\'s strategic 

plan calls for about one-third to be invested in the U.S., 
although he noted that as the portfolio increases, meeting 
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that strategic goal is difficult, without moderating some of 
the risks. 


25. (C/NF) As an example of ADIA\'s willingness to shift its 
weights, Villain has explained that in 1992 and 1993, when 
Japan made up 42% of world equity markets, ADIA did not want 
the bulk of its equity portfolio tied up in one country. It 

set a fixed weight for Japan at 20% (and later reduced that). 
Villain commented that this was the best decision ADIA ever 
made, since Japan has witnessed a 10-year decline in market 
capitalization. The Japanese DCM told econchief on July 25, 
that the Government of Japan has no clear information on the 
size of ADIA\'s investments in Japan, but a very unofficial 


ABU DHABI 00001294 006.2 OF 010 


estimate was around USD 10 billion. He noted that ADIA uses 
European investment bankers to manage its investments. 
According to the Japanese DCM, the Europeans reportedly take 
a two percent commission while Japanese agents take another 
two percent so ADIA is interested in cutting out the middle 

man and dealing directly with Japanese firms. 


26. (C/NF) ADIA has also moved into emerging markets, with 
Villain noting that it is already the largest investor in 

emerging markets equities. The size of its investments in 
China are reportedly limited. Al-Kindi once said that the 
Chinese authorities have limited ADIA to USD 200 million 
maximum investments in public equities, and Villain noted 
that ADIA has little to offer China, given the country\'s 
massive savings rate. Historically, ADIA has been 
historically underweight in Latin America (ref K). ADIA also 
has traditionally avoided investing in the Middle East region 
(except for some \"strategic\" regional investments that are 
now part of the Abu Dhabi Investment Council), because of the 
relatively small size of the market and the linkages of the 
economies with oil prices. ADIA officials stress that they 

do not invest in Iran. Villain runs a small Middle East 
investment fund for ADIA and has noted that the region was 
\"starting to be a real place to invest.\" He argued that it 

was possible to make large returns investing in the region as 
the demand for capital exceeded local supply. 

27. (C/NF) Jean Paul Villain further noted that bonds play a 
role in ADIA\'s portfolio both as a source of return and as 
insurance against low probability, but highly damaging 
events. ADIA, he said, was attracted by inflation indexed 
bonds, since they were essentially &no risk8 assets. As 

U.S. inflation linked bonds became more liquid, ADIA\'s 
appetite increased. He added that ADIA tended to try to keep 
a fairly constant flow into various asset classes and not 
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make large sudden movements. Villain stated that ADIA\'s 
appetite for bonds extended across the yield curve. From the 
point of emerging market government debt, he told us in 2007, 
ADIA has had to restructure its emerging market department to 
reflect a shift in government debt from dollar denominated 
debt to local currency debt. Fifty percent of the emerging 
market debt that ADIA invests in is now in local currencies, 
whereas in the past it was almost exclusively dollar 
denominated. 


28. (C/NF) ADIA also invests in alternative investments, 
including real estate (since the 1970s), hedge funds (since 
the mid-80s), and private equity (since 1992-1993 in Europe 
now global). With one exception, ADIA tends to avoid 
commodities (especially oil and gas). According to Villain, 
however, ADIA is \"long\" in metals, which are energy linked. 
ADIA runs currency investments separate from its equities 
investments, although Villain admits that currency 
investments have not been very successful. He told econchief 
that in 2006, the currency managers were Va disaster.\" EFD 
Executive Director Salem Al-Mazroui has noted that ADIA finds 
U.S. real estate funds, private equity, and fixed income 
attractive. In alternative investments, William Brown has 
observed that the lack of a U.S. office has limited ADIA\'s 
willingness to participate in certain private equity or real 
estate transactions. The problem was not with access, but 
with timely information from eight to nine time zones away 
(ref K). ADIA is in final talks to take a nine to ten 

percent (non management stake) with the private equity firm 
Apollo Management, according to individuals connected with 
the deal. 


What are ADIA\'s concerns? 


29. (C/NF) As a major government investor, ADIA is concerned 
about all of the traditional economic and financial 

questions: the strength of the dollar (equity investments 

tend to be unhedged), economic growth, etc. ADIA also has 
concerns about political risk, specifically rising 

protectionism in some of its investment markets and the 
security of ADIA\'s assets against freezing or seizure. 


30. (C/NF) In general, UAE investors have expressed concerns 
about the security of their assets in the United States. 

These concerns pre-date the USA Patriot Act, but may go back 
to the freezing of the assets of the partially UAEG (not 

ADIA) owned Arab Bank for Investment and Foreign Trade 
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(ARBIFT) as a specially designated national entity of Libya. 
During a February 2006 meeting with Treasury U/S Stuart 
Levey, Salem Al-Mazroui explained that he wanted ADIA to feel 
more comfortable with the U.S. as a safe destination. Every 
time the U.S. freezes assets, he stressed, it affects 

investor confidence. ADIA as a global financial institution 
could wind up partnering with a country that the U.S. later 
decides to sanction. Although ADIA officials acknowledge 
that the risk is slight, the perception of risk does affect 
investment decisions (ref A). Given ADIA\'s focus on 
portfolio investments, it is less concerned about revisions 

to the U.S. CFIUS rules on foreign direct investment. 


31. (C/NF) A number of ADIA and Abu Dhabi Emirate and Federal 
government officials are concerned about the implications of 

the closer focus on \"sovereign wealth funds\" and the push for 
them to be more transparent and open. They view this push 

for openness as potentially protectionist and invasive. At 

least some ADIA officials also view this debate as a 

potential disincentive to investing in the United States. 


32. (C/NF) Repeatedly, ADIA officials have stressed that the 
organization is both private and dispute-shy. It is unlikely 

to pursue remedies in courts. In addition, the UAE is very 
likely just to \"pay off\" a complainant rather than permit an 
extensive process of legal discovery. Given Abu Dhabi\'s 
importance in bankrolling UAE federal expenditures and the 
other emirates, ADIA officials have also expressed concern 
that ADIA could be responsible for funding the commitments of 
others. During the FTA negotiations, ADIA officials pointed 
out clear areas where the UAE federal government could not 
bind the individual emirates to certain conditions. All it 

could do, they noted, would be to pay any penalty required if 
the individual emirates chose not to comply. Given that Abu 
Dhabi funds the bulk of the federal government, they pointed 
out that the payments would likely need to come from Abu 
Dhabi. In order to resolve some of these concerns, ADIA 
pushed during the U.S.-UAE FTA negotiations for mandatory 
confidential mediation prior to arbitration in investor-state 


SIPDIS 
disputes. 


33. (C/NF) ADIA officials have also expressed concern about 
taxation issue. During the FTA negotiations, they pushed for 
U.S. recognition that ADIA was an \"integral part\" of the Abu 
Dhabi government for purposes of section 892 of the Internal 
Revenue Code, which excludes certain income from taxation. 
ADIA officials may raise this point as a separate issue 
following the suspension of FTA talks. 
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ADIAVs \"Kid Brother the Abu Dhabi Investment Council (ADIC) 


34. (C/NF) In June 2006, President Khalifa established the 

Abu Dhabi Investment Council (ADIC) to take over ADIA\'s stake 
in UAE and regionally-based investments, such as the 73% 
stake in the National Bank of Abu Dhabi, and the 65% stake in 
the Abu Dhabi Commercial Bank. Law Number 16 of 2006, which 
created ADIC, specifies that \"the Council shall assume all 

the investment activities in the emirate that used to be 

under the Abu Dhabi Investment Authority.\" (Note: There is 

an Abu Dhabi Investment Company, owned by ADIA, which is also 
referred to locally as &ADIC.8 We are using the acronym to 
refer to the new Council, not the Company. End Note.) 

Although separating ADIA\'s local and regional investments had 
apparently been discussed intermittently for some time, the 
timing of the announcement caught many inside and outside 
ADIA by surprise. For several months after the creation of 
ADIC, observers were unclear as to whether (or when) the 
transfer would actually take place. ADIA\'s UAE holdings 

never fit comfortably within the ADIA portfolio, being 
considerably larger ownership shares than ADIA preferred. In 
addition, given the importance of some of ADIAWs local 

holdings to the UAE economy, ADIA could not treat them like a 
normal part of the portfolio. During the 2006 stock market 
correction, there would have been a major outcry if ADIA had 
sold its local shares and further depressed the market (ref 

D). 


35. (U) In January 2007, President Khalifa reshuffled ADIC\'s 
Board of Directors. Khalifa serves as Chairman of the Board. 
Several of the Directors, including Sheikh Sultan bin Zayed, 
Sheikh Mohammed bin Zayed, Sheikh Mansour bin Zayed, and 
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Mohammed Habroush Al-Suwaidi are also board directors of 
ADIA. Other Directors include the Managing Director of ADIC, 
Khalifa Mohammed Al-Kindi (former Deputy Managing Director of 
ADIA), Sheikh Hamed bin Zayed Al-Nahyan, and Younis Hajji 
Khouri, Under Secretary at the Ministry of Finance (and 

former Abu Dhabi Department of Finance official). 


36. (C/NF) ADIC is now up and running, with a number of ADIA 
transferees serving as officers. Although ADIC\'s investment 
strategy is not publicly available, Under Secretary of the 
Department of Finance Hamed Hurr Al-Suwaidi told Econchief 
that ADIC would start its focus with more local and regional 
investments, but that it would develop into an \"ADIA - INV" 
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over time. Eissa Mohamed Al-Suwaidi, Director for Equities 
and Fixed Income at ADIC, also said that the council would be 
a smaller version of ADIA. A widely held rumor in Abu Dhabi 
is that Abu Dhabi\'s oil surplus revenue is now flowing to 
ADIC rather than ADIA. Officials have refused to confirm the 
rumor, though on ADIA official has noted that ADIA\'s earnings 
are large enough that it does not need the oil revenues. 
(Comment: The last few years of high oil prices have given 
ADIA an embarrassment of cash, so the idea of seeding ADIC 
with excess oil revenues does make sense. End Comment.) 


37. (C/NF) Eissa Al-Suwaidi did note one critical difference 
between ADIA and ADIC: ADIC would be a more active investor 
in petrochemicals in the UAE and in the region. He noted 
that ADIC wanted to capture more of the hydrocarbon value 
chain. (Note: ADIA has generally avoided investing in 
hydrocarbons in an effort to hedge against falling oil 

prices. End Note.) A local businessman told econchief that 
that the way Abu Dhabi\'s various investment companies were 
coordinating their investments was that ADIC would 
concentrate on downstream petrochemicals, the International 
Petroleum Investment Corporation would focus on refineries 
and pipelines, ADNOC would continue its focus on oil and gas 
development in the UAE, and Mubadala would look at oil and 
gas developments outside the UAE. 


38. (U) On July 10, President Khalifa announced the creation 

of a new bank, Crescent Bank, which would be a joint-stock 
company 100% owned by ADIC and would be capitalized at AED 
four billion (USD 1.09 billion). According to the press 

release, the Bank was part of Abu Dhabi\'s efforts to boost 

the banking sector by providing additional funding for 
development projects. Later press reports stated that the 

bank would be an Islamic financial institution. 


39. (C/NF) According to Eissa Al-Suwaidi, also Chairman of 
Crescent Bank, the vision is of a full-service bank. It 

would be an Islamic bank, but mostly because that seemed to 
be where the growth in demand was. He commented that he was 
a board member for the National Bank of Abu Dhabi, which had 
problems attracting \"good people\" due to their religious 
concerns (NBAD is a traditional full service bank). His best 
guess was that it would take about a year to have the bank 

fully operational, with the possibility of a \"soft opening\" 

slightly earlier. He commented that \"Dubai has a reputation 
for efficiency,\" and that he did not think Abu Dhabi needed 

to try and beat Dubai\'s start-up time of a year to make its 

new investment bank operational. In response to econchief\'s 
comment that the UAE Central Bank had generally expressed 
reluctance to issue new banking licenses, given the number of 
banks already on the market, he commented that the Central 
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Bank had issued two licenses -- one to Abu Dhabi and one to 
Dubai. He speculated that these licenses had been issued for 
\"political reasons.\" 


40. (C/NF) Bio Note: Eissa Al-Suwaidi is also the director 

of Equities and Fixed Income at the Abu Dhabi Investment 
Council. He was formerly in charge of Far Eastern 
Investments for ADIA (Japan, Hong Kong, Australia, and China) 
and is a 1982 graduate of Northeastern University. He speaks 
excellent English and appeared comfortable talking to 
econchief, though he stressed that the discussion should be 
kept confidential. According to one ADIA official, as the 

size of ADIA\'s far eastern investments grew, portions of 
Al-Suwaidi\'s portfolio were carved off, presumably because 
management believed it was too big for one man to handle. 
The same official noted that Al-Suwaidi was part of the group 
that tended to side with Al-Kindi, many of whom followed him 
to ADIC. End Bio Note. 
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Other Government Investment Arms 


41. (C/NF) The International Petroleum Investment Corporation 
(IPIC) was established in 1984 as a wholly-owned Government 
of Abu Dhabi investment vehicle. It was established to 

invest in hydrocarbons and related sectors outside the 

emirate of Abu Dhabi. Originally, most observers understand 
that it was a 50-50 joint venture between ADNOC and ADIA, but 
it is now a separate entity with its own board and CEO. 
Although IPIC does have larger investments, it typically 

targets a significant minority equity participation level of 

around 25-40 percent. IPIC does not typically participate in 

the day-to-day management of companies, but does play an 
active role on company boards. IPIC\'s focus has largely been 
in Asia, Africa, and Europe in order to capture more value 

for ADNOC\'s oil exports. In April, IPIC\'s Managing Director, 
Khadem Al-Qubaisi, told econchief that he believed that IPIC 
should invest into the North American market in order to 
diversify its investment base. He commented, frankly, that 
IPIC\'s risk/return profile was fairly risky and entry into 

the North American market would help reduce the risk (ref J). 


42. (C/NF) According to IPIC, it holds a portfolio valued at 
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close to 10 billion. Investments include a 17.6 percent 
stake in the Austrian oil and natural gas company OMV 
Aktiengesellschaft, a 65 percent stake in Austria\'s Boreales 
and other international investments. IPIC will be 
constructing a strategic pipeline to carry 1.5 million 

barrels of oil per day from Abu Dhabi to the Emirate of 
Fujairah, bypassing the Straits of Hormuz. Although there is 
a strategic rationale for this pipeline, Al-Qubaisi has 

insisted that it would be commercially viable. IPIC is 
studying (with the U.S. firm Conoco Phillips) building a new 
green field refinery in Fujairah Emirate as well. The cost 

of building new refineries has skyrocketed, however, bringing 
the near term commercial viability of the project into 
question. 


Mubadala Development Company 


43. (SBU) Mubadala Development Company was established in 
October 2002 as a public joint stock company, 100% owned by 
the government of Abu Dhabi. The Company\'s mandate is to 
establish new companies and to acquire strategic holdings in 
existing companies, either in the UAE or abroad. Mubadala 

will focus on generating sustainable economic benefits for 

Abu Dhabi and invest in a wide range of strategic sectors. 
Mubadala took the Emirate of Abu Dhabi\'s stake in a number of 
international projects formerly held by the UAE Offsets Group 
(a defense offsets program). The biggest project it has is a 

51 percent stake in Dolphin Energy, a multi-billion dollar 

project to bring natural gas from Qatar to Abu Dhabi. Many 

of Mubadala\'s investments are in projects or joint ventures 

in the UAE, including a 40 percent stake in the company Abu 
Dhabi Ship Building, a 20 percent stake in the UAE\'s second 
telecommunications company (du) and a 50-50 joint venture 
with Dubai Aluminum to build the world\'s largest aluminum 
smelter in the Emirate of Abu Dhabi. Mubadala is increasing 

its foreign investment portfolio as a minority partner in 

upstream oil development in Libya and Oman and a 5 percent 
iconic stake in Ferrari. Unlike ADIA, Mubadala is much more 
public about its investments. According to Mubadala CEO, the 
company\'s focus -- in addition to generating returns -- is to 
drive \"sustainable economic development in the Emirate of Abu 
Dhabi. Al-Mubarak is also a member of Abu Dhabi\'s Executive 
Council and the head of the Executive Affairs Authority, a 
government think tank reporting to MbZ. 


44. (C/NF) Interestingly, the Chairman of Mubadala\'s board is 
Crown Prince Mohammed bin Zayed (MbZ), rather than President 
Khalifa, and there are no other ruling family members on the 
board. The difference in board membership and management 
partially accounts for the difference in style. Mubadala 
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reflects the views of its chairman, MbZ, who is much more 
focused on aggressive change and development in the emirate 


ABU DHABI 00001294 010.2 OF 010 


than his older half brother President Khalifa, who has a more 
conservative approach to change. 


Abu Dhabi National Energy Company -) Taqa 


45. (C/NF) Taga is a publicly listed Abu Dhabi energy company 
established in 2005. The Government of Abu Dhabi (through 
the Abu Dhabi Water and Electricity Authority) owns 51% of 
the company. An additional 24.1% of the company is allocated 
to the emirate owned \"farm owners\' fund.\" The rest is traded 
on the Abu Dhabi Stock Market. Taga, through its 
subsidiaries, provides around 85% of the water and 

electricity consumed in the Emirate of Abu Dhabi and has been 
engaging in an ambitious program of international expansion. 
In February, for example, it bought the Middle East, Africa, 

and India businesses of CMS Energy for $900 million. Taga 
has USD 10.2 billion in loans outstanding (including a USD 

3.5 billion bond issued in 2006) and about USD 14 billion in 
total assets. First quarter 2007 revenues were USD 286 
million with a profit of USD 17 million. Moody,s and 

Standard and Poors upgraded Taqa\'s rating in July to AA2 and 
AA (-) shortly after issuing ratings on the Emirate of Abu 

Dhabi. Taga\'s CEO has told econchief that he is looking at 
further borrowing to fund the company\'s expansion (refs G, 


l). 


Comment 


46. (C/NF) ADIA gives every impression of being a government 
institution filled with dedicated, generally high-quality 
professionals. ADIA instincts toward confidentiality and 
conservatism are deeply ingrained and its occasional forays 
into publicity are generally not-well handled. As the 

\"steward\" of Abu Dhabi\'s public purse, ADIA officials are 
concerned about anything that might have a negative impact on 
ADIA\'s assets (which are the assets of Abu Dhabi). They 
worry that too much openness will expose ADIA to both \"tin 
cupping\" from other governments and \"predatory\" law suits on 
issues that are out of their control (\"camel jockey\" law 

suits have come up in conversations). Finally, many ADIA 
officials are worried about what they see as increasing 
protectionism in the countries they invest in. During his 

visit to Washington, Abu Dhabi Crown Prince MbZ specifically 
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raised POTUS\' May 10 statement on open economies, in which 
POTUS welcomed foreign investment. Some Abu Dhabi officials 
have viewed the increasing scrutiny on \"sovereign wealth 
funds\" as the latest in a series of potentially 

investor-unfriendly actions (ranging from asset freezes to 
hostile public scrutiny of FDI, including DP World\'s 

divestment of P&O\'s U.S. assets). In recent years, some ADIA 
officials have opened up to USG interlocutors on a \"comity of 
governments\" basis. ADIA officials present themselves as the 
best kind of foreign investors -- long term, portfolio, and 
avoiding management control. End Comment. 
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DEPARTMENT FOR EUR(DICARLO), EUR/SCE (HOH);NSC FOR BRAUN; 
USEU FOR CARVER 


E.O. 12958: DECL: 08/01/2017 

TAGS: PGOV, PREL, PINR, KAWC, KJUS, MARR, BK 

SUBJECT: BOSNIA - THE NEW HIGHREP: A NEW STYLE, NEW HOPE 
AND A CLEARER AGENDA 


REF: A. SARAJEVO 1564 
B. SARAJEVO 1519 
C. SARAJEVO 1503 


Classified By: Ambassador Douglas McElhaney. Reasons 1.4(b) and (d). 


1. (C/NF) SUMMARY: In his first few weeks on the job, new 
High Representative Miroslav Lajcak has moved quickly to take 
charge of OHR and improve its operations. He has also sent a 
clear signal to Bosnian political leaders and the Bosnian 

public that he will be a different kind of HighRep than his 
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predecessor, Christian Schwarz-Schilling. Lajcak has 
delivered stern private messages that the damaging political 
rhetoric of the last 12 months must stop and made early use 
of his Bonn Powers. Lajcak\'s polite, but firm approach has 
won praise from the press and raised expectations among the 
Bosnian public that he can deliver on his public promise \"to 
move Bosnia forward.\" OHR staff have told us that Lajcak 
will make concluding a police reform deal his top priority 
after Europe\'s August holidays. He will not take up 
constitutional reform until October at the earliest. In the 
meantime, he also hopes to raise the profile of his role as 
European Special Representative (EUSR). From our 
perspective, Lajcak is off to a good start. We are 
particularly pleased with his willingness to consider use of 
the Bonn Powers and his recognition that progress on major 
reforms requires a strong international hand. Sooner or 
later he will have to confront the Europeans, particularly 

the French and Germans, who have been the strongest 
supporters of a \"Bosnians do it yourself\" approach. We will 
need to support his strong leadership if we want to avoid 
another lost year in Bosnia. END SUMMARY 


There is a New Sheriff in Town 


2. (SBU) Just two days into his tenure, High Representative 
Miroslav Lajcak signaled to Bosnia\'s political leaders and 

the Bosnian public that his approach to his responsibilities 

will be much different than his predecessor\'s. In a July 2 
nationally-televised address, the soft spoken Lajcak was 
blunt about the challenges Bosnia confronts, observing that 
\"in the process of EU integration BiH is today in last 

place.\" He blamed the current state of affairs on the 
country\'s political leadership, which he chastised for their 
failure to compromise and to take \"practical steps\" that 
would improve the quality of life for all Bosnians 
\"immediately.\" He characterized his immediate challenge as 
improving \"mutual trust among politicians\" and laid down a 
clear marker that he would not tolerate \"any activities of 
statements that push BiH back into an atmosphere of tensions 
and hatred.\" 


3. (C) Lajcak was also explicit that he would \"not hesitate\" 
use his Bonn Powers should it be necessary \"to help Bosnia 
move forward.\" He wasted no time signaling that he meant 
what he said, announcing several impositions related to 
Srebrenica and war crimes on July 10 (Ref C). More recently, 
Lajcak has implied publicly that he is prepared to stiffen 
sanctions imposed by Schwarz-Schilling on political parties 

in Herzegovina-Neretva Canton if they failed to form a 
Cantonal government before the end of July (Ref B). 
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According to one OHR staffer, Lajcak privately suggested to 

one shocked European ambassador that he would consider using 
his Bonn Powers to resolve the dispute within the Federation 
over public broadcasting, one of three conditions the EU has 

set for signing a Stabilization and Association Agreement 

(SAA) (Ref A). (Note: The EU has argued that these issues 
cannot be imposed by the HighRep, but must be settled by 
Bosnian political leaders themselves. End Note). 


New Hopes and High Expectations 


4. (C) According to OHR staff, Lajcak has been just as clear 
in his private meetings with Bosnian politicians that he will 
not tolerate the type of rhetoric from Bosnian political 
leaders heard over the last year, that he is prepared to 
publicly blame those who block specific reforms, and that he 
will use his Bonn Powers. In his initial exchange with 
Silajdzic, Lajcak delivered what one OHR staffer called a 
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\"clear and tough rebuttal\" of some of the public criticisms 
Silajdzic had been making about the international community\'s 
role in Bosnia. Silajdzic and other Bosnian political 

leaders have been notably gracious in their public comments 
after meeting Lajcak, pledging to work with him 

constructively. Though these pledges probably reflect the 
honeymoon period we would expect any new HighRep to enjoy, 
the public deference stands in stark contrast to the public 
disdain with which political leaders, particularly Dodik, 

treated Schwarz-Schilling. 


5. (C) Unsurprisingly, Lajcak\'s initial meetings and public 
comments have received a lot of press coverage, much of it 
favorable. Many political pundits attribute the recent 
rhetorical cease fire between Bosniak member of the 
Tri-Presidency Haris Silajdzic and Republika Srpska (RS) PM 
Milorad Dodik to Lajcak and to their anxiety over his 

possible use of the Bonn Powers. The current calm in the 
rhetoric battle may have more to do with the onset of summer 
holidays and/or an interest in avoiding an early falling out 
with the HighRep than with LajcakYs persuasive powers, 
however. Regardless, it has raised expectations among the 
Bosnian public that Lajcak can deliver on his promise \"to 
move Bosnia forward.\" 


Police Reform is the Priority 
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6. (C) We understand that Lajcak will make concluding a deal 
on police reform his immediate priority. Lajcak believes 

that a September deal is possible (because the parties are so 
close to one already) and critical (because EU officials have 
told him that failure to reach a deal before they issue their 
October \"progress report\" on Bosnia would likely delay an SAA 
by at least a year). He will use the next six weeks to lay 

the political ground work for talks, which, his staff tells 

us, will involve shuttle diplomacy on Lajcak\'s part. OHR 
staff appreciate that though the differences between Dodik 
and Silajdzic on police reform may be minimal on paper, the 
ideological gulf between the two men is wide and potentially 
unbridgeable in the short-term. Nonetheless, Lajcak is 
genuinely optimistic about the prospects for a September 
deal, OHR staff tells us. 


After Police Reform 


7. (C) Lajcak understands that constitutional reform is 

crucial to Bosnia\'s future, but he does not want to take on 

this issue until after his September attempt to negotiation a 
police reform deal. Ideally, he hopes a success on police 
reform can build momentum for a deal on constitutional 
reform. A member of his cabinet suggested that Lajcak will 
disregard the constitutional reform process developed by 
Schwarz-Schilling, but that he has not settled on an 

alternative approach. Lajcak is also interested in elevating 

his profile as European Special Representative (EUSR), which, 
his staff argues, is necessary to increase the EU\'s \"pull\" 

for the inevitable painful reforms that come with preparing 

for membership. (Comment: With most senior OHR officials now 
double-hatted, we will need to ensure that increasing the 
EUSR\'s profile does not come at the expense of the Peace 
Implementation Council\'s agenda. End Comment). 


Lajcak Gets Down to Business at OHR 


8. (C/NF) High Representative Miroslav Lajcak has already 
made important and positive changes at OHR. At the weekly 
Steering Board Ambassadors (SBA) meeting, for example, 
Lajcak, who works with minimal notes and has already 
demonstrated a clear command of his brief, has kept 
discussions focused on the SBA agenda. Where appropriate, he 
has effectively steered the SBA to concrete conclusions and 
clear support for OHR-proposed actions. His ability to 
manage a meeting, including his skill at tactfully taking the 
floor back from those ambassadors inclined to long-winded 
interventions, has helped keep SBAs, thus far, to under an 
hour. SBA Ambassadors have commented favorably on the 
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contrast with Lajcak\'s predecessor, Christian 
Schwarz-Schilling, whose SBAs oddly combined heavily scripted 
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briefings with long, desultory exchanges that generally 
failed to produce results. 


9. (C/NF) Lajcak has also tightened operations of OHR\'s 
bureaucracy, which was notoriously dysfunctional and without 
direction for much of Schwarz-Schilling\'s tenure. Lajcak 
abolished the position of Senior Deputy High Representative 
(SDHR), which had become a laughingstock within OHR and 
around Bosnia. In addition, he has moved to impose 

discipline on the rest of OHR, elements of which had been 
prone to free-lancing under Schwarz-Schilling\'s rudderless 
leadership. OHR staffers tell us that Lajcak\'s cabinet 

appears better organized than his predecessor\'s, though they 
also perceive it as more closed and less accessible. We had 
hoped that Lajcak would strengthen the PDHR\'s line authority, 
but Lajcak has allowed all OHR Departments to report directly 
to him provided they \"keep PDHR informed.\" (Comment: This 
arrangement may reflect an initial intention to gauge the 

work of his departments more directly, but could be 
problematic in the future, if the most senior USG official at 
OHR is completely bypassed on key decisions. End Comment). 


Comment: So Far, So Good - We Need to Keep it that Way 


10. (C) Though just a few weeks into the job, Lajcak has 
already demonstrated greater political skills than his 
predecessor. He has moved quickly to repair some of the 
damage Schwarz-Schilling did to OHR\'s prestige and its 
institutional capacity. From our perspective, it is 

particularly noteworthy that the word \"ownership\" did not 
appear in his July 2 address to the Bosnian public. While 
Lajcak would prefer that the Bosnian political leadership 
reach compromises on their own, he seems to appreciate that 
progress on major reforms requires a strong international 
hand, including the occasional use of the Bonn Powers. His 
greatest challenge in the near future will be keeping the 
Europeans on board, as the softer, \"Bosnians do it yourself\" 
approach advocated by France and Germany in particular, will 
clash with the direction he wishes to apply to the reform 
process. His more forward-leaning moves of late may well 
have been blessed by EUHR Javier Solana, who consistently has 
wanted to apply more pressure than EU Enlargement 
Commissioner Rehn. This is a proclivity that we should 
reinforce, if we want OHR to reemerge after a one-year hiatus 
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as an effective engine for advancing U.S. objectives in 
Bosnia and Herzegovina. 

MCELHANEY 
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E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR JULY 28-31, 2007 


1. This is the Southeastern Turkey press summary for July 
28-31, 2007. Please note that Turkish press reports often 
contain errors or exaggerations; AmConsulate Adana does not 
vouch for the accuracy of the reports summarized here. 


POLITICAL: 


2.  HURRIYET/SABAH/CUMHURIYET/YENI SAFAK/SABAH: After escaping 
to Northern Iraq last week, Riza Altun, the PKK militant in 

charge of its monetary traffic in Europe and accused of 
embezzlement, was asked to attend a meeting participated by high 
ranking PKK operatives in the Kandil Mountain. It is claimed 

that as a result of explosion of a bomb used by a suicide 

militant, the suicide bomber and three high ranking PKK 
administrators in the meeting were killed. The bombing is 
attributed to the internal dispute between Murat Karayilan, the 
overall in charge of PKK, and Syrian origin Feyman Huseyin, who 
is in charge of PKK\'s armed wing. Murat Karayilan escaped the 
explosion by not attending the meeting at the last minute. 


3. EVRENSEL/GUNDEM: The Administrative Case Offices Committee 
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of the Supreme Court accepted the objection filed against 

dismissal of the Mayor of Sur District of Diyarbakir, Abdullah 
Demirbas, and dissolving the municipal council. The 8th Office 

of the Supreme Court will retry the case. The new mayor will not 

be elected until the case has been finalized. A temporarily 

appointed mayor is fulfilling the mayoral position. Mayor 

Abdullah Demirbas and the Municipal Committee were dismissed for 
introducing multilingualism and multiculturalism in municipal 
services. 


4. | SABAH/GUNDEM/RADIKAL: The Criminal Peace Court in 
Beytussebab district of Hakkari sentenced the DTP Mayor, Faik 
Dursun, to 1.5 years of imprisonment on charges of insulting the 
sub-governor and the security director during a press 
conference. He criticized the sub-governor for refusing the 
Municipal Board\'s January 12, 2007 decision to give Kurdish 
names to streets in Beytussebab. 


5. YENI SAFAK/HURRIYET: The High Election Board in Hakkari 
reversed the objection filed by the DTP-supported independent 
candidate, Sebahattin Suvagci. According to the unofficial 

results of the election in Hakkari, Suvagci had been elected to 

the parliament but he lost his seat to the AKP candidate after 

the votes in the border gates were counted. 


6. GUNDEM: Two inspectors from the Interior Ministry took a 
deposition from the Mayor of Sirnak, Ahmet Ertak, who is alleged 
to have said \"PKK should be supported\" and \"We are supporting 
the PKK\" in an interview he had in Kurdish on the French-24 TV 
channel. Ertak denied those statements. 


7.  EVRENSEL/RADIKAL/CUMHURIYET/GUNDEM!: The indictment 
prepared by the Diyarbakir Public Prosecutor has been asking 3.5 
years of imprisonment for the Diyarbakir Mayor Osman Baydemir, 
the Sur District Mayor Abdullah Demirbas, and the municipal 

board of the Sur Municipality. The Sur mayor and municipal board 
members had adopted a policy of applying \"multilingualism and 
multiculturalism\" in municipal services, and this decision was 
endorsed by the Diyarbakir Mayor, Osman Baydemir, as well. The 
mayors\' hearing is scheduled for November 7. Charges have been 
pressed against the Diyarbakir Mayor Baydemir and the Baglar 
Mayor Yurdusev Ozsokmenler for publishing anti-littering 

materials in the Kurmanci and Zaza dialects of Kurdish. 


8. CUMHURIYET: The National Chairperson of HAK-PAR, Sertac 
Bucak, said the claims that circulated prior the July 22 General 
Election that the \"Republic is under threat\" proved to be false. 

In a press release at his party\'s office in Diyarbakir, Mr. 

Bucak said that the Turkish General Staff delivered an 
e-memorandum on the pretext of the Presidential election, and 

that it amassed troops along the border, and made plans to 
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attack Northern Iraq. Mr. Bucak concluded that people did not 
tolerate creating tension and \"stopped\" those in favor of a coup 
dVetat. 


SECURITY 


9. CUKUROVA HURRIYET/BOLGE/ZAMAN/GUNDEM: Based on a tip, 
teams from the Adana and Mersin Security Directorates arrested 

seven persons who were members of the Mustazaflar Dernegi (The 
Oppressed People\'s Association) in Adana and Mersin on the 

grounds of membership to the outlawed Hizbullah Organization. 

One unlicensed weapon, 74 bullets, organizational documents, 
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false ID cards and driving licenses were found in the searches 
conducted at the houses and businesses of the suspects. 


10. ZAMAN/BOLGE: The Turkish General Staff announced that a 
PKK militant surrendered to the GOT forces in Yedisu district of 
Bingol. The GOT forces seized 1 Kalashnikov weapon, 5 clips, 125 
bullets, 21 bombs, 140 electrical fuses, 5 kilos of C-4 

explosive, 150 meters of detonators, 87 BCK bullets, 1 RPG-7 
rocket, and a large quantity of food stuffs in the places shown 

to them by the PKK deserter. Another PKK militant also 
surrendered to the security officials in Akcay village of 

Sirnak, and the GOT forces scanning rural Eruh of Siirt found 

lots of survival materials in the shelters and dwellings used by 

the PKK militants. 


11. SABAH/ZAMAN/GUNDEM/YENI SAFAK/HURRIYET: PKK militants, who 
tried to get food in Tunekpinar village of Eruh in Siirt 

province, killed Mahmut Dayan (58) when the villagers rejected 

to give them any food items, the Siirt Governor\'s office 

disclosed. An operation, participated by village guards, has 

been launched. The Gundem newspaper claimed that Mahmut Dayan 

had been held responsible for the killing of 7 PKK members in 

Cirav Mountain on May 7. 


12. GUNDEM: Following her interrogation at the Caldiran 
jandarma outpost in Van province, Hatice Atsak (45), the DEHAP\'s 
former district chairman, Medeni Atsak\'s wife, who was arrested 

in Yuvacik village, was put in the F-type prison of Van after 

she was arraigned. Mrs. Aksak is accused of making propaganda 
for an illegal organization. 


13. ZAMAN/BOLGE: The Agri Governorate disclosed that 2 PKK 
militants surrendered to GOT forces with their weapons and 2 
hand grenades. Based on the depositions of the deserters, three 
persons who had allegedly assisted and harbored the PKK 
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militants have been imprisoned by the court. 


14. ZAMAN: It is reported that a high-tech back-pack radio 
device of PKK has been seized. The back-pack radio, which is 
produced only by four companies in the world, provides 
uninterrupted communication in war zones and performs critical 
services such as skipping frequencies and encryption. The 
Turkish General Staff announced that an explosive planted by the 
terrorist organization members was discovered in the mountainous 
region of Lice district of Diyarbakir. GOT forces seized 1 kilo 

840 grams of dynamite sticks, 4 kilos 550 grams of explosives, 
and 18 electric fuses in the mountainous Zorkun resort of 
Osmaniye. 


15. RADIKAL/CUMHURIYET/RADIKAL: In Mersin, of the 55 
bureaucrats, politicians and contractors detained for 
irregularities in bids on government contracts, 27 were 
imprisoned following their arraignment. 


16. GUNDEM: On July 27, the GOT forces launched an operation 
in Mus province and Dallitepe, Gol, and Xapik regions of Bingol 
province where 3 soldiers were killed and 1 village guard and 3 
soldiers were wounded. The Turkish General Staff disclosed that 

1 village guard had been wounded in clashes with the PKK members 
in the rural Mus. It is reported that the operation participated 

by many village guards has been intensified in the Besta 

Mountain of Sirnak and that the area is constantly bombed by 

jets. 


17. ZAMAN/HURRIYET: As a result of the clashes between the GOT 
forces and PKK militants in the rural Nusaybin of Mardin, 1 

sergeant was killed and 2 soldiers were wounded. The wounded 
solders have been taken to the military hospital in Diyarbakir 

by a helicopter. A large scale operation has been launched to 

arrest the dissidents. 


18. EVRENSEL/RADIKAL/GUNDEM: The security officials arrested 
15 persons, including administrators and officials from the 

Patriot Forces Unified Movement (an ultranationalist group made 
up of retired military officers), in an operation dubbed 
\"Whirpool-2\" in Diyarbakir on July 27. Police seized 1 
long-barreled Kalashnikov weapon, 6 pistols and lots of 
documents during the searches conducted in the association and 
the businesses and houses of the detainees. The detainees are 
accused of 25 types of crimes including \"forming an armed 
organization; fraud; involvement in judiciary cases; and 

intriguing bids.\" 


19. EVRENSEL: Charges have been pressed against 22 persons in 
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Eskisehir and 15 others in Bursa for attending the hearing at a 
court in Eskisehir of Ugur Kaymaz (12) who had been killed with 
13 bullets in Kiziltepe of Mardin on July 19, 2005. They are 
charged with instigating people, chanting illegal slogans, and 
resisting the police. 


20. GUNDEM: The Chief Village Guard, Iskender Ertus, Democrat 
Party\'s top one parliamentary candidate from Van, has been 
putting pressure on people in Baskale district of Van after he 

lost the election. Some people have been moving from the 

district because of the pressure and threats they have been 
receiving from the chief village guard. It is also reported that 

16 temporary workers at the Baskale State Hospital have been 
terminated for having cast their vote to the pro-Kurdish 
Democratic Society Party (DTP). It is also claimed that Ertus 

had ties with the perpetrators of the bombing in Semdinli of 
Hakkari on November 9, 2005. It is claimed that the jandarma has 
been threatening residents from the Bostan and Belen villages of 
Dargecit district in Mardin for having voted for DTP, and the 
villagers claimed that the jandarma gave them tickets for no 
grounds while they were driving back and forth to their fields. 


CRIME & LAW ENFORCEMENT 


21. RADIKAL/CUMHURIYET: The dead body of young women, Halise 
Taskin (21), who was shot in the head, was found in a trash dump 
of the municipality of Suruc district of Sanliurfa three days 

ago. She was buried by a group of ten people, including her 

father. No other family members attended her funeral or accepted 
condolences for her death. Becoming suspicious of the event, 
jandarma detained Halise Taskin\'s husband Salih Binici with whom 
she had been married for a month and had no official marriage 
certificate. The security forces have been trying to clarify 

this case which might be an honor killing. Approximately 30 

women from the Yasamevi Women Association, DTP\'s Women 
Organization, Human Rights Association, and Mazlumder visited 
Taskin\'s grave and protested the honor killing. 


22. BOLGE: The Anti-narcotic Team from the Gaziantep Security 
Directorate launched an operation against drug users and sellers 

in the city center. A two month preparation had been made for 

the operation dubbed \"Clean Valley,\" during which 1 kilo and 6 
grams of heroin was seized and 11 persons had been detained, the 
officials said. 


23. SABAH GUNEY: 56 refugees (37 Afghans, 13 Bangladeshis and 
6 Pakistanis), who had illegally crossed into Van province of 

Turkey from Iran, were arrested in a truck in Sanliurfa when 

they were on their way to Greece through Istanbul. The refugees, 
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aged between 20 and 35 years, had agreed on paying 8,000 US 
dollars per person to the truck driver for taking them to 

Istanbul. The authorities said that the refugees had forged 
passports and would be deported from Turkey after they were 
surrendered to the security officials. 


24. EKSPRES: The jandarma seized 78 kilograms of heroin in the 
trailer of a tractor near Kerimler village of Mersin. One person 

with O.G. initials has been detained for involvement in drug 
trafficking. 


25. CUKUROVA HURRIYET: The Anti-smuggling and Organized Crime 
Team from the Provincial Jandarma Command of Gaziantep seized 
606,300 kilos of granulated and 12,257 kilos of cubic sugar that 

had been smuggled into the country. The smugglers were aiming to 

push the sugar into the market after putting false tags and 

changing the expire-dates of the sugar which had already 

expired. Three persons have been detained for involvement in the 
smuggling. 


ECONOMY 


26. RADIKAL: Hamdullah Gunes, an entrepreneur form Batman, who 
started to manufacture dolls wearing the traditional local 

costumes, is facing trouble since some locals have spread the 

word that his dolls were idols and it was a sin to buy them 

according to the Islamic faith. Mr. Gunes, who was awarded for 

his contribution to the promotion of his region by the Ministry 

of Culture and Tourism, is trying to obtain a fatwa from the 

mufti of Batman in order to run his workshop. The mufti is 

awaiting guidance from the Department of Religious Affairs about 

the issue. 


27. EKSPRES/GUNDEM: The President of the Cukurova Agriculture 
Mediators Association, Nevzat Alban, said that the agriculture 
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workers worked up to 15 hours a day but earned 13 US dollars, 
which is less than the daily minimum wage of 15 US dollars. Mr. 
Alban said because of extensive mechanization in agriculture, 

the need for manpower had decreased and that the landlords were 
thus able to find cheap labor. 
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In Today\'s Papers 


President Sezer Meets Party Leaders, Erdogan Consults with Gul, 
Arinc 

All papers report after meeting with Prime Minister Erdogan last 
week, President Sezer is to receive CHP and MHP leaders today. 
Papers note Sezer has not invited the leaders of DTP, the fourth 
party group in the parliament, saying the Kurdish MPs entered the 
parliament as independents, not under their party card. 


Meanwhile, papers report Erdogan came together with Foreign Minister 
Abdullah Gul and Parliament Speaker Bulent Arinc Tuesday to discuss 
ways to compromise with state organs and the opposition on the 
presidential election. Papers expect Erdogan to ask the opposition 

to back Gul or pick another name from a list of candidates. 


Nationalist Writer Ergun Poyraz Court Case 
Islamist-oriented Zaman and others report on the unfolding case 


Column 3 

against nationalist Ergun Poyraz, who was arrested for being a 
member of a terrorist organization, for obtaining secret documents 
and other charges. During his trial in connection with 27 hand 
grenades found in a house in Umraniye, Istanbul, he was questioned 
about the Turkish Land Forces\' intelligence archive police found on 
his computer. Poyraz denied in court any knowledge of the mentioned 
archive and said that he had written 15 books so far, and since he 
was an author, he received information and documentation from 
various sources. Poyraz also claimed that he was approached by the 
retired non-commissioned officer Oktay Yildirim (who is in jail for 
possession of the 27 hand grenades) about a year ago to write a book 
about Yildirim\'s adventures in the southeast of Turkey. 


Dossier on Arms Smuggled from Iraq Given to Bush 
Islamist-oriented Yeni Safak reports on page one Turkey has 
submitted to the US a \"blue file\" containing details 1,283 Sig 
Sauer, Walter, Glock, and M-16 guns, which had been smuggled into 
Turkey from Iraq and had also fallen into the hands of the PKK 
terrorists who crossed into Turkey. The guns were originally 
ordered by the US for use in Iraq. The US investigation into the 
issue found out that weapons were sold from arms caches in Iraq. 
Four of the Americans responsible for the weapons were killed, one 
after the other, and it was learned that they had millions of 

dollars of bank accounts. The Glocks used in the assassination of 
Roman Catholic priest Father Santoro in Trabzon and a high court 
justice in Ankara also came from Iraq. Turkey is still waiting for 

a response to the file which was also submitted to President Bush, 
says Yeni Safak. 


Plans for Joint US-Turkey Operation in Northern Iraq 

All papers continue speculation on \"Bush\'s Turkish Gamble,\" the July 
30 Washington Post column by Robert Novak, which claims 
Undersecretary of Defense Eric Edelman gave a \"secret\" briefing to 
some Congressmen with regard to a joint US-Turkish operation 
targeting the PKK leaders in northern Iraq. Mainstream Sabah and 
Milliyet believe the operation plans were leaked by Centcom because 
the US military does not really want to fight the PKK. Hurriyet 

claims Hillary Clinton did it due to her anger at Edelman for 

criticizing in a letter her approach to the war with Iraq. 
Leftist-nationalist Cumhuriyet says the source could be a Democrat 
or Republican figure who doesn\'t want the US to spoil ties with its 
sole ally, the Kurds, in Iraq. Papers believe because it was 

leaked, it was unlikely that the operation would be carried out. 


Iranian Diplomat on Iran\'s Nuclear Energy Policy 

Liberal Radikal interviewed the Iranian Charge dVAffairs in Ankara 
Golam Reza Bageri on Iran\'s nuclear energy policy. Bageri said that 
\"Iran had reached a point in nuclear energy development where it is 
not possible to take a back step and the Western world should agree 
and learn to live with a nuclear Iran.\" Bageri added that "IAEA 
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officials have started a new investigation on Iran\'s nuclear 
projects and they will soon see that Iran is not doing anything 
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illegal. Even though it takes time, a solution will be found to the 
issue.\" Bageri also stressed that the natural gas agreement signed 
between Turkey and Iran is in the US interest as well, and as Iran 
has the second biggest gas resource after Russia, without using 
Iran\'s resources, the regional gas projects would not be able to 
find enough resources. 


Editorial Commentary on US Arms Sales to Arabs, a New Turkish 
Constitution 

Mehmet Altan writes in the tabloid daily Star: \"The recent [Oxfam] 
report on today\'s Iraq, which shows that the country is in despair, 
has coincided with Secretary Rice\'s trip to Arab countries. Before 
starting her tour, Secretary Rice announced the sale of weapons 
worth billions of dollars to the Arab world. She was justifying the 
sale by claiming that it will not lead to instability. She named 

Iran as the address for instability in the region. In short, the 

arms dealers are back on stage again. The arms dealers are causing 
poverty in the Middle East. Like a vicious circle, poverty leads to 
crisis, and arms dealers come back in the name of preventing crisis. 
It seems that the future of arms dealers and the future of the 

world have an inverse correlation. When we see the end of arms 
dealers, it will be the bright beginning of humanity.\" 


Erdal Safak writes in the mainstream daily Sabah: \"Turkey stands 
before an historic opportunity to make a new constitution compatible 
with modern standards. The new parliament has a wonderful majority 
of representation as 85 percent of the voters\' choices have places 
in the new parliament. That means the representatives in the new 
parliament can act to shape the new constitution for Turkey from a 
position of strength. Not only the ruling party, but others as well 
have agreed on the need for a new modern constitution for Turkey. 
Besides the studies by political party organs, there is a need to 

hold a nation-wide Constitutional Convention in order to pave the 
way for new drafts as varied as possible. Turkey seems ready for a 
new and liberal constitution and it is the time now to make this 
happen.\" 


TV Highlights 
NTV (7 A.M.) 


Domestic News 
- Former deputy Prime Minister Abdullatif Sener said he does not 


share the view of army chief Buyukanit that the April 27 military 
memorandum had no impact on the parliamentary elections. 
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- Independent candidate Baskin Oran has applied to the European 
Court of Human Rights, complaining that independent candidates were 
not on the ballots at the border gates and were denied access to 

state broadcaster TRT television during their election campaigns. 


- High Election Board will kick off procedures Thursday for holding 
an October 21 referendum on presidential election reforms. 


- Turkey complained in a letter to the UN Secretary General about 
oil exploration by the Greek Cypriots in the Eastern Mediterranean. 


International News 


- US State Department congratulated in a statement Prime Minister 
Erdogan and his AKP for their election victory. 


- Iraqi Prime Minister Nouri al-Maliki is allegedly facing a revolt 
from within his party from people led by his predecessor Ibrahim 
al-Jaafari who want him out of power. 


- The leader of Iraqi Kurdish region Massoud Barzani warned of a 
\"real civil war\" if the central government does not implement 
Constitutional article 140 on the future of Kirkuk. 
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- Greek Foreign Minister Dora Bakoyannis said European leaders 
wanted to hold accession talks with a democratic Turkey. 


WILSON 


117435 

PP RUEHAG RUEHDF RUEHLZ 

DE RUEHRL #1495 2131501 

ZNR UUUUU ZZH 

P 011501Z AUG 07 

FM AMEMBASSY BERLIN 

TO RUEHC/SECSTATE WASHDC PRIORITY 8944 

INFO RUCNFRG/FRG COLLECTIVE 

RUCNDT/USMISSION USUN NEW YORK 0495 

RUEHUNV/USMISSION UNVIE VIENNA 0281","UNCLAS BERLIN 001495 


SIPDIS 


SENSITIVE 


Column 3 
SIPDIS 
STATE FOR ISN, EUR, L, AND S/CT 


E.O. 12958: N/A 
TAGS: PTER, KNNP, MCAP, PINR, PARM, PREL, GM 
SUBJECT: GERMANY - STATUS OF NUCLEAR TERRORISM CONVENTION 


REF: STATE 102149 


(SBU) Germany was one of the first countries to sign the 
International Convention for the Suppression of Acts of 
Nuclear Terrorism, on September 15, 2005. According to MFA 
counterterrorism desk officer Anke Reiffenstuehl, the 
Bundestag (lower house of the German federal parliament) 
passed ratification legislation and implementing legislation 
on July 5, 2007. Both measures now move to the Bundesrat 
(parliament\'s upper house) for consideration in September. 
German officials hope to deposit the instrument of 

ratification by the end of 2007. Reiffenstuehl noted Germany 
has already ratified the other 12 UN counterterrorism 
conventions. 

TIMKEN JR 
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(SBU) Germany was one of the first countries to sign the 
International Convention for the Suppression of Acts of 
Nuclear Terrorism, on September 15, 2005. According to MFA 
counterterrorism desk officer Anke Reiffenstuehl, the 
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Bundestag (lower house of the German federal parliament) 
passed ratification legislation and implementing legislation 
on July 5, 2007. Both measures now move to the Bundesrat 
(parliament\'s upper house) for consideration in September. 
German officials hope to deposit the instrument of 

ratification by the end of 2007. Reiffenstuehl noted Germany 
has already ratified the other 12 UN counterterrorism 
conventions. 

TIMKEN JR 
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Classified By: A/Political Counselor Kelly Degnan for reasons 1.4(b),(d 
) 


1. (C) Summary and comment. Turkish MPs are readying for the 
next major contest: electing a new president. So far, it is 
deja vu all over again, with FM Abdullah Gul still the front 
runner despite his failed attempt in April. Gul supporters 

-- and even some opposition -- contend the Justice and 
Development Party\'s (AKP) convincing election victory gives 
AKP the right to put Gul forward again. Others want AKP to 
seek a less contentious candidate but seem resigned to Gul 
being elected and the tensions that will likely follow. Gul 

is holding Erdogan to his pledge to back Gul unless he 
chooses to withdraw. He has declined to do so, fueling 
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speculation of a power struggle between the two leaders. 
Erdogan, who has neither rejected Gul nor robustly endorsed 
his candidacy, has stated publicly that AKP will submit a 

list of consensus candidates. 


2. (C) Summary and comment contVd. It will be at least two 
weeks before parliament initates presidential elections -- a 
long time in politics. If Gul stays in the race, he will 

likely win on the third round of voting. Few expect that to 
end the political maneuvering that has roiled Turkey for 
months, and many of our contacts are bracing for further 
tumult as the military and others react to a pious president 
with a headscarf-wearing wife in the presidential palace. 
End Summary and comment. 


TO RUN OR NOT TO RUN 

3. (C) Gul has coyly avoided confirming that he is a 
presidential candidate, though many Turks interpret his 

recent statements to mean just that. With AKP\'s 46.6% win in 
the July 22 parliamentary elections, Gul claims he has the 
public\'s backing and cannot ignore the masses who called for 
his presidency at campaign rallies around the country. His 
supporters say his withdrawal would be a defeat for 
democracy. Erdogan, who made Gul\'s victimization a pillar of 
the AKP campaign, has stuck to his pledge to support Gul 
unless Gul withdraws, but has also vowed to avoid further 
polarization and act as a centrist party protecting the 

interests of all Turks. Erdogan\'s outreach to other party 
leaders and comments that the candidate will be decided by 
consensus have sitrred speculation that Erdogan and Gul are 
at odds. By keeping his name in the ring, Gul has 
complicated Erdogan\'s task of finding consensus, since 
virtually all opposition parties have rejected Gul\'s 

candidacy. 


4. (C) If Gul stays in the running, he is expected to win. 
Opposition Nationalist Action Party (MHP) leader Devlet 
Bahceli has said his party\'s 70 MPs will attend the voting, 
assuring that AKP will meet the 367 quorum requirement that 
scotched Gul\'s April presidential attempt. Pro-Kurdish 
Democratic Society Party (DTP) MPs also have indicated they 
will attend. Neither MHP nor DTP MPs want to pay the price 
the Democratic Party (DP) suffered at the ballot box for its 
members\' boycott of the April vote, which DP\'s leader Mehmet 
Agar admitted was a huge mistake. If, as they claim, MHP and 
DTP MPs attend the session, the 367 quorum will be present; 
with 341 seats, AKP has the votes to elect Gul on the third 
round, when an absolute majority (184) is required. 


IF NOT GUL, THEN WHO? 
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5. (C) Other than Gul, no names have surfaced yet. Those 
mentioned before April, such as Vecdi Gonul, Vahit Erdem and 
Koksal Toptan, are now considered likely candidates for 
Speaker. Erdogan has called on other parties to offer 
candidates but so far only MHP\'s Bahceli has said his party 
will do so. Republican People\'s Party (CHP) leader Deniz 
Baykal has promised to attend the vote, but only if a 

candidate is nominated with CHP consent. He has offered no 
names to date. Democratic Left Party\'s (DSP) Zeki Sezer said 
his party\'s 13 MPs, under CHP\'s umbrella, will not support 
Gul\'s candidacy, prefering a candidate from outside 
parliament. Those hoping Gul will withdraw are convinced 
acceptable AKP alternatives exist, but name no names. They 
view the electon as a test of how AKP\'s old guard, including 
Erdogan and Gul, will respond to AKP\'s new, more centrist 
members who may push for a consensus candidate to ease 
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tensions. 


AND IF GUL, THEN WHAT? 

6. (C) A Gul presidency would put AKP back in conflict with 
the military and secular establishment, albeit with a 

stronger hand. In April, the military responded to Gul\'s 
candidacy with an e-memorandum that fueled massive 
pro-secular rallies and led to early general elections. 

While the broader public apparently didn\'t buy the \"threat to 
the Republic\" campaign tactic, the stakes are the same now 
for the military. CHOD General Buyukanit reiterated on July 
30 the military\'s stance that the president must embody the 
Republic\'s principles in essence, not just in words. Gul did 
not meet the military\'s mark then and Turks are divided over 
what, if anything, has changed, post-AKP victory. Some 
maintain that Gul will continue to be a source of conflict 
between the government and the military not only because of 
his wife\'s headscarf but because of the veto and appointment 
powers he would hold as president. Many (fewer after AKP\'s 
resounding victory) expect the military will find a way to 
sabotage Gul\'s candidacy or, if elected, his presidency. 
Working through the opposition, university rectors or the 
judiciary to disable or discredit him is one likely tactic; 

the former Chief Prosecutor who started the 367 quorum debate 
opined July 31 that Gul, who will lose his parliamentary 
immunity if elected president, would be indicted on 
allegations stemming from his Welfare Party days. The 
public\'s possible reaction to another military interference 

in the political process might make the method more subtle 
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but, as one military-linked contact said, somehow, somewhere 
the military will respond. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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STATE FOR P, EUR, SCA, AND ISN 


E.O. 12958: DECL: 07/31/2017 

TAGS: PGOV, PREL, ENRG, KNNP, KTIA, IN, GM 

SUBJECT: GERMANY SEEKS CONSULTATIONS ON U.S.-INDIA CIVIL 
NUCLEAR COOPERATION 


REF: A. STATE 104171 
B. 06 BERLIN 3058 
Classified By: A/DCM John K. Bauman for reasons 1.4 (b) and (d). 


1. (C) Global Affairs officer passed ref A nonpaper to MFA 
officials July 27. In a follow-on discussion July 31, MFA 
Deputy Office Director for Nuclear Energy and 
Nonproliferation Dietrich Becker and NSG Desk Officer Joerg 
Polster stated Germany has yet to take a position on the 
U.S.-India Civil Nuclear Cooperation Agreement, contrary to 
some Indian media reports that claim Germany is \"ready to 
bat\" for India in the NSG. Before taking a decision to 

support the 123 Agreement, Becker said, Germany willneed to 
see convincing evidence that civil nucler cooperation with 
India will strengthen the nonroliferation regime. Germany 
also expects India to take concrete steps to demonstrate its 
commitmnt to nonproliferation (see ref B and previous).Becker asked whether the Agreement is in complianc with 1 
requirements of the Hyde Act. Global Affairs officer pointed 

to U/S Burns\' comments on the subject in his July 27 press 
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briefing. 


2. (C) Becker and Polster indicated German interest in having 
the opportunity to review the text of the 123 Agreement prior 
to NSG consultations. They asked how the Agreement will 
handle the issue of nuclear testing, noting that NSG 
Participating Governments (PGs) will likely insist on 

automatic suspension of cooperation in the event India 
conducts a nuclear test. Polster also expressed concern 
about the sequencing, noting that some PGs would hesitate to 
grant an exemption for India without seeing the final U.S. 
legislation. 


3. (C) Becker said it will be difficult to win support for 

civil nuclear cooperation from the parties in the governing 
Grand Coalition, given widespread public opposition to 

nuclear energy. He noted that recent incidents at two German 
nuclear reactors had emboldened already outspoken opponents 
of nuclear energy, including Environment Minister Sigmar 
Gabriel. As a result, Becker said, highlighting the net 

gains to the international nonproliferation regime will be 
essential to winning German support. 


4. (C) Becker said a senior advisor to Indian Prime Minister 
Singh had offered to come to Berlin to brief German 
Government officials in September. Becker asked whether U/S 
Burns also plans to visit Germany to brief on the Agreement. 
He suggested such a visit would be helpful, particularly with 

a focus on briefing parliamentarians and politicians who have 
publicly expressed opposition to the Agreement. 


5. (C) COMMENT: German policymakers in the Chancellery and 
MFA continue to insist they will not block U.S. efforts in 

the NSG, but also stress the need to demonstrate to the 
Bundestag -- and the German public -- how the 
nonproliferation regime will benefit. High-level engagement 
of German officials and parliamentarians will be essential to 
win German support for civil nuclear cooperation with India. 
Germany wields considerable influence within the NSG. 
Achieving German buy-in in advance of consultations within 
the NSG would help to ease the concerns of PGs that oppose 
the Agreement and has the potential to generate substantial 
forward momentum, as well. 

TIMKEN JR 
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SIPDIS 


E.O. 12958: DECL: 08/01/2017 
TAGS: PREL, EUN, ZL, PO 
SUBJECT: BELLINGER REVIEWS KOSOVO WITH PORTUGUESE 


Classified By: POL CHIEF TROY FITRELL, REASONS 1.4 (B,D) 


1. (U) Department Legal Adviser John Bellinger, in Lisbon 
July 26-28 to continue a counterterrorism dialogue with the 
EU, also discussed the situation in Kosovo with senior 
Foreign Ministry Officials. 


2. (C) During Bellinger\'s initial call to the Foreign 

Ministry, Bellinger emphasized the USG\'s support for Kosovo 
independence, our position that a new UNSCR is not legally 
required to achieve this, and the importance of achieving our 
goals within the ongoing 120-day transition period because of 
limits on Kosovar patience. Foreign Minister Amado noted that 
Portugal\'s EU presidency role required it to seek consensus 
among EU members. He said he would try to bring the EU into 
alignment with the US through the development of an EU common 
position that would allow individual EU states to recognize 
Kosovar independence. Amado was uncertain that the current 
120-day period would be enough time to achieve a broad 
consensus, but agreed with Bellinger\'s point that the 
Kosovars may not agree to any further extension. 


3. (C) At a later event at a think-tank, Foreign Ministry 

Political Director Ambassador Vasco Bramao Ramos opined that 
UNSC 1244 ruled out independence as a legal matter and that a 
new UNSC resolution would be legally required. Bramao Ramos 
continued that there was nothing specific about the current 
120-day period that required action, terming it, \"only the 

current round.\" Bellinger vigorously disputed both points. 

He noted that the provisions of UNSC 1244 ) the Ahtisaari 

plan, establishment of legal 

institutions, etc. ) have been met and that UNSCR 1244 would 
not legally prevent Kosovo from achieving independence. He 
also noted that while a new UNSCR might be desirable for 
policy purposes, it is not necessary and would not be 

realistic in light of Russian opposition. He also noted that 

no one (including the USG) would be able to persuade the 
Kosovars to be patient indefinitely and that any course which 
extends beyond the existing 120-day period is likely to test 

the limits of their patience. 
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4. (C) Following the event, Bramao Ramos sought to clarify 
his remarks on timing, noting that his government would 
endeavor to achieve a solution to the issue within the 
120-day period. If they fail to do so in that time frame but 

a solution was in sight, he hoped the U.S. would help 
convince the Kosovars to give another 30 days or so. 


Comment 

5. (C) Bramao Ramos\'s comments neither reflected the 
understanding expressed by his Minister nor by Bramao Ramos 
himself in recent meetings with A/S Fried. Minister Amado 

and other senior GOP officials have been steadfast in their 
support for the Ahtisaari plan, but Bramao Ramos\'s initial 
remarks reflect a concern about the consequences of 
proceeding without a UNSC resolution. Bramao Ramos realized 
quickly that his initial comments were not consistent with 

his government\'s position on Kosovo, and he clearly felt the 
need to backpedal when he approached Bellinger after the 
event. MFA Legal Adviser Luis Tavares, who was present at 
each of these meetings, did not contest our interpretation of 
UNSCR 1244. 


Hoffman 
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SENSITIVE 
SIPDIS 


DEPARTMENT ALSO FOR AF/S; 
GABORONE FOR RSO; 
PASS TO MILLENNIUM CHALLENGE CORPORATION 


E.O. 12958: N/A 

TAGS: PREL, PGOV, PHUM, ASEC, PINS, KMCA, LT 

SUBJECT: LESOTHO: ALLEGED COUP PLOTTERS FACE HARASSMENT IN LESOTHO 
AND SOUTH AFRICA 


REF: A) MASERU 452; B) MASERU 439; C) MASERU 436 
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1. (SBU) SUMMARY: On July 31, the Lesotho Defense Forces (LDF) 
redetained two soldiers charged with high treason immediately 
upon their release on bail from Maseru\'s Maximum Central 
Prison.\" Meanwhile, local media and opposition political 

leaders claim that South African National Defense Force (SANDF) 
soldiers assaulted three of six men accused by the GOL of coup 
plotting (ref A) before the South African Police Service (SAPS) 
arrested them. On a related note, an influential local 

newspaper has come out against opposition demands to suspend 
Millennium Challenge Corporation assistance to Lesotho. END 
SUMMARY. 


2. (U) On July 31, heavily armed LDF Military Police (MPs) 
surrounded the Maseru \"Maximum Central Prison\" prior to the 
release of two LDF members who had posted bail after being 
charged with high treason. The MPs apprehended the two 
soldiers, Captain Lehloa Ramots\'o and Corporal Paul Majalle, 
immediately after their departure from the prison. The military 
authorities quickly bundled the two soldiers into waiting army 
trucks while family and friends, who had gathered to meet the 
two men, protested. The two men had posted bail of 5,000 Maluti 
(approximate $715) with an additional 60,000 Maluti surety 
(approximately $8,600) to secure their release. Major Ramabele 
Mokhantso, a third soldier charged with high treason, remained 
imprisoned as he was unable to post bail. 


3. (SBU) Embassy contacts and the local media claim that on July 
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28 individuals in South African National Defense Force (SANDF) 
uniforms entered a residence near Johannesburg housing three of 
the six Lesotho nationals reportedly granted asylum by the South 
African government (ref A). According to these reports, these 
alleged SANDF personnel assaulted Motlomelo Motlomelo, Pakiso 
Semoli, and Khotso Lebakeng, demanding the location of the three 
other asylees. The military personnel reportedly left after 

South African Police Service (SAPS) officers arrived and took 

the men into custody citing a request from the GOL. (NOTE: Our 
contact at Lesotho\'s Office of the Director of Public 

Prosecutions (DPP) stated that no extradition charges against 

the men were presented to the South African government, but 
direct information passed between the Lesotho and South African 
police organizations cannot be ruled out. END NOTE.) 


4. (SBU) According to local media reports, the three Basotho men 
are currently in police custody in Sebokeng (Gauteng Province, 
South Africa), and are expected to appear in a Johannesburg 
magistrate court on August 14. The whereabouts of the other 

three Basotho men who fled to South Africa, Mokherane 
Tsatsanyane, Makotoko Lerotholi and Thabo Thantsi are unknown. 


SIPDIS 

On July 31, South African Deputy High Commissioner in Maseru 
told Poloff that he had not been officially informed of any of 
these alleged events, but he had no reason to doubt that they 
occurred. 


Media Against Opposition 


Call for MCC Suspension 


MASERU 00000460 002.2 OF 002 


6. (U) In an unsigned editorial in the July 27 issue of Public 
Eye, the paper rebuked opposition leaders for a letter to the 
U.S. Embassy asking for a suspension of Millennium Challenge 
Corporation funding. According to the fiercely independent 
paper, \"The ruling party and the opposition must desist from 
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sabotaging each other\'s legitimate political activities. The 
opposition\'s move to call for a suspension of Millennium 
Challenge Corporation funding, for example, is not an 
appropriate political weapon. Actions like this can only hurt 

the ultimate beneficiaries, the country\'s poorest... 

Politicians must not forget that those same people whom they are 
hurting with their irresponsible or wishy-washy actions are the 
ones who put them where they are in the first place.\" 


7. (SBU) While stating that the opposition supported the 
Millennium Challenge Corporation\'s support for Lesotho, Alliance 
of Congress Parties Deputy Leader Dr. Ralitapole told Poloff on 
July 31 that the opposition\'s main concern was its perception 
that jobs created by MCC projects, especially in rural areas, 
would be doled out according to governing political party 
patronage networks without the knowledge of MCC. She also 
reiterated the opposition\'s position that the nation\'s human 
rights situation should be addressed by the MCC, and pointed to 
a recent attempt by authorities to put a lean against her 
personal property, to recover court costs associated with a 

legal case her party recently lost, as an example of an 
intimidation campaign against opposition leaders. 


8. (SBU) COMMENT: The reports outlined above concerning the 
treatment of three Basotho asylees by South African authorities 
are not yet officially confirmed, and the lack of information 

from the South African High Commission in Maseru and the GOL\'s 
Office of the Director of Public Prosecutions is perplexing. 

When asked about the seeming contradictions between the RSA\'s 
apparent grant of asylum to these six men followed by their 
alleged rough treatment and subsequent arrest, the South African 
Deputy High Commissioner could only confirm that it was odd but 
that he \"wouldn\'t rule it out.\" END COMMENT. 

MURPHY 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/01/2017 
TAGS: AORC, ECON, ENRG, IAEA, IZ, PREL 
SUBJECT: TUWAITHA JULY 30 AND 31 MEETINGS 


Classified By: ECONOMIC MINISTER CHARLES P. RIES FOR REASONS 1.4 (b) AN 
D (d) 


1. (S). SUMMARY. On July 30, Energy Attache and Econ 
Officer met with Ambassador Srood R. Najib, chairman of the 
Prime Minister\'s Tuwaitha Nuclear Research Complex (TNRC) 
committee regarding progress toward the sale of approximately 
550 tons of natural uranium (yellow cake) located at the 
complex. Part of the discussion also involved the 

disposition of large quantities of uranium-contaminated 
ammonium nitrate. On July 31, Energy Attache and Econ 
Officer met with Ambassador Najib and the full committee on 
issues related to the removal and transportation of the 

yellow cake. The committee has contacted several embassies 
of countries known to have commercial nuclear reactors and 
anticipates face-to-face meetings this week and next in an 
effort to identify a buyer before the end of August. The 

Ministry of Science and Technology has prepared a draft 

letter requesting the assistance of the USG for review and 
approval by Minister of Foreign Affairs, but according to 

Amb. Najib, the letter is not correct and needs to be 

changed. There is some evidence of behind-the-scenes issues 
with the USG assistance letter. 


2. (S). On July 30, Energy Attache and Econoff met with 
Amb. Srood R. Najib, chairman of the Prime Minister\'s TNRC 
issues committee. Amb. reported that he had spoken with the 
French ambassador to Iraq about the prospects of selling the 
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yellow cake. During the July 31 committee meeting, Amb. 
Najib stated that members of the committee had spoken with 
representatives of Edlow International and intended to meet 
with Edlow and a French \"partner\" in Paris as soon as 
possible. Amb. Najib expressed hope that the necessary 
Schengen visas would be available by August 5. Amb. Najib 
also reported that he had scheduled a meeting with the South 
Korean ambassador in the afternoon of July 31. (Note: The 
British First Secretary for Economic and Energy Affairs in 
Baghdad met with Amb. Najib on August 1. End Note.) 


3. (S). Amb. Najib reported successful efforts in 

contacting German and Australian representatives, and that 
meetings will be held with them this week. He has 
unsuccessfully attempted to contact Canadian representatives, 
and will attempt to contact representatives from South Africa 
and Japan. He also stated his intent to contact 
representatives of the Peoples Republic of China. Amb. 

Najib, however, asked the USG to identify any \"objectionable\" 
countries. He stated on several occasions during the two 
meetings his desire to identify a buyer by the \"first or 

second\" week in August. Amb. Najib expressed his intent to 
meet all interested parties in Vienna. (Note: Amb. Najib 

stated that from August 15 to August 20, the Ministry of 
Foreign Affairs was recalling all Iraqi ambassadors for an 
evaluation of their performance and that as a result, he 

would be very busy during this period. He has also scheduled 
travel for meetings at United Nations in New York and in 
Washington, D.C. after that period End Note.) 


4. (S). During the July 30, one-on-one meeting, Amb. Najib 
reported that Mr. al-Share\' had prepared the letter 
requesting USG assistance, but that the letter was 
\"improperly\" drafted. Amb. Najib indicated that the letter 
identified the Gol as being responsible for packaging and 
transporting the yellow cake. During the July 31, committee 
meeting, Dr. al-Atia stated that the element of the letter 
requiring \"reimbursement for all costs\" needed more 
specificity, and that perhaps more internal discussions 
needed to be held. At this point in the meeting, several 
simultaneous conversations occurred regarding element of the 
letter and the level of \"assistance\" the USG was willing to 
provide in removing the yellow cake and the four sources. At 
the end of the discussions, Amb. Najib suggested that the 
resolution of any such issues could involve the preparation 
of a \"general\" letter, the details of which may be subject to 
negotiation. (Comment: Emboffs have been clear with Gol 
representatives at all levels that the USG expects full 
reimbursement for its costs associated with the repackaging 
and movement of the yellow cake and four high-activity 
radioactive sources. The reservations expressed at last 
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week\'s meeting regarding the necessary elements of the letter 
and the \"improper\" form of the letter prepared by al-Share\' 
during the July 30 meeting with Amb. Najib suggest more 
complicated behind-the-scenes discussions. End Comment.) 
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5. (S). Energy Attache reiterated that the USG\'s ability to 
obligate funds for the repackaging and removal effort was 
contingent upon obtaining the letter from the Gol and 
identifying a buyer for the yellow cake. 


6. (S). Amb. Najib reported that he had recently sent a 
letter to the International Atomic Energy Agency (IAEA) 
requesting a meeting. He said that this letter expressly 
stated that the committee wanted to discuss safeguards and 
issues associated with United Nations Security Council 
resolutions; he wants to be sure that Iraq complies with all 
applicable resolutions. He also stated his desire that a 
member of the United States\' delegation be present at the 
meeting. Amb. Najib is insistent on having a meeting with 
IAEA representatives and has already sent a letter to the 
IAEA making that request. (Note: During a private 
conversation with Amb. Najib, he stated that the 
discrepancies in communications with the lraqi ambassador in 
Vienna may be due to the fact that that ambassador was 
connected to the previous regime. End Note.) 


7. (S). As the meeting concluded, al-Share\' raised the 
issue of \"missing yellow cake.\" He stated that between the 
time that inventory of the yellow cake was conducted and the 
time IAEA seals had been placed on the doors and windows of 
the buildings at Site C, approximately 600 kilograms of 
yellow cake went missing. (Comment: al-Share\' stated that 
approximately 2 to 3 kilograms of yellow cake was \"missing\" 
from each barrel. In light of the number of barrels, this 
clearly would amount to more than 600 kilograms. End 
Comment). No additional information on this topic was 
discussed. 

CROCKER 
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DEPT FOR EUR/SCE - HOH, SAINZ, BALIAN, INL - PHILLIPS, 
NEA/I - JENSEN, NEA/ELA, T/PM 


E.O. 12958: N/A 

TAGS: MOPS, PINR, SNAR, KCRM, JO, HR, DEFENSE REFORM 
SUBJECT: UPDATE REQUEST ON JORDAN INTL POLICE TRAINING 
CENTER (JIPTC) 


REF: SELINGER/BALIAN/JENSEN/PHILLIPS EMAILS OF JULY 24 
1. (U) THIS IS AN ACTION REQUEST. Please see para 6. 


2. (SBU) SUMMARY AND COMMENT: Assistant Interior Minister 
Filip Dragovic requested information from PolOffs July 26 
regarding the future of the Jordan International Police 

Training Center (JIPTC). The Ministry of Interior (MUP) 
currently provides two training officers scheduled to depart 

at end of August and would like to plan assignments and 
budgets for future, potentially expanded contributions. 
According to Dragovic, Croatia would be well positioned to 
provide trainers in the areas of VIP protection, special 
measures and criminal investigations -- all rumored among 
current JIPTC staff to be topics in unconfirmed future 

training courses. Dragovic requested the earliest possible 
confirmation of upcoming JIPTC needs so the MUP can select 
and prepare the right trainers. The JIPTC provides a unique 
avenue for the GoC to contribute to coalition efforts in Iraq 
without bearing the local political cost of actually placing 
personnel on Iraqi soil. END SUMMARY AND COMMENT. 


READY TO CONTRIBUTE BUT COURSES UNCONFIRMED 


3. (SBU) Dragovic reiterated Croatia\'s political commitment 
to the JIPTC, noting President Mesic\'s May 2007 visit to the 
facility. He stressed, though, that MUP officials need to 
know as far in advance as possible about course topics and 
JIPTC needs so they can identify appropriate trainers and 
prepare them for assignment to Jordan. 


4. (SBU) According to the two Croatian police officers 
currently serving as trainers in Jordan, a six-week 
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corrections officer basic course has been confirmed past the 
current JIPTC September 1 end date. Five other courses are 
reportedly still under consideration: 

- corrections officer medic course, 

- facility protection course, 

- field training officer course, 

- senior training officer course, and 

- judicial investigator course. 


CROATIAN POLICE: UNIQUE WARTIME EXPERIENCE 


5. (SBU) Dragovic implied that his trainers would make a much 
more valuable contribution to some of these unconfirmed 
courses than they can make to basic corrections officer 
courses. He pointed in particular to the number of Croatian 
police who have the unique experience of performing law 
enforcement functions such as VIP/facility protection, 

special police measures, and criminal investigations in a 
wartime environment. 


6. (U) ACTION REQUEST: Post requests earliest possible 
notification of future JIPTC needs in order to advise GoC and 
MUP to ensure their continued contribution of police trainers. 


POLICE ACTIVE IN OTHER INTERNATIONAL MISSIONS 


7. (SBU) Dragovic also informed Post of the September session 
of Croatia\'s Police Peacekeeping School at the training 

center in Valbandon, near the port of Pula. This session 

will be the first to incorporate newly developed UN 
peacekeeping guidelines. Trainees will include 10 Croatian 
police officers as well as five from neighboring countries 

and five UN-sponsored slots to be filled this year by police 

from Israel. More than 30 Croatian police officers have 
graduated from this course and have either served or are 
prepared to serve in international missions. 


8. (SBU) This year, the GoC will also increase its police 
contingent assigned to UNMIK in Kosovo, according to 
Dragovic, from nine to 14. Similarly, Croatia\'s contribution 

in East Timor will go from two to five. Croatia also has 

police assigned to the EUPOL mission in Afghanistan and the 
UN mission in Cyprus. 

BRADTKE 
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DEPT FOR IO/PPC:BATLLE; EAP/RSP:ANTWEILER, KURZBAUER 
USUN FOR MCBRIDE 
NSC FOR MCDONALD 


SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, ITRA, OVIP, UNGA, VM 
SUBJECT: VIETNAM HIGH-LEVEL ATTENDANCE AT UNGA 


REF: STATE 101170 
A. The Head of State has no plans to attend UNGA. 


B. The MFA has confirmed that the head of government, Prime 
Minister Nguyen Tan Dung, will attend UNGA. 


Prime Minister Nguyen Tan Dung (Note: in Vietnamese usage, 
individuals are identified by their title and given name or names. 
Nguyen is the family name, and this individual is addressed as Prime 
Minister Dung.) 


Arrival/Departure dates: unknown 

Other U.S. locations: unknown 
Spouse\'s attendance: unknown 

A Vietnamese interpreter will be needed. 


C. According to the MFA, a decision on the Foreign Minister\'s 
attendance at UNGA has not been made and will not be known until 
closer to the travel dates. 


D. Attendance at UNGA by other GVN VIPs will not be known until 
closer to the travel dates. 


E. Attendance by the Foreign Ministry official responsible for IO 
affairs will not be known until closer to the travel dates. 


Post will provide additional information as soon as it is 
available. 
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E.O. 12958: N/A 
TAGS: PHUM, PREL, HR, HUMAN RIGHTS 
SUBJECT: THOMPSON TONES DOWN ACT, POLICE MANAGE CROWD 


REF: ZAGREB 623 
(U) Sensitive but unclassified; please handle accordingly. 


1. (SBU) SUMMARY AND COMMENT: At the July 27 concert of nationalist 
pop star Marko Perkovic (aka - \"Thompson\") in Split\'s Stari Plac 
Stadium, police and Perkovic himself succeeded in preventing the 
displays of Ustashe symbols and salutes that marred his performance 
in Zagreb 10 days earlier (reftel). Perkovic seemed on his best 
behavior, going so far as to instruct his fans to refrain from using 

the Nazi salute but not hesitating to dish out attacks against his 

critics. Thorough police searches at stadium entrances kept out 
banned symbols, so Perkovic\'s young fans experienced a conservative 
concert focused on family values and reverence to God, expressions 

of national pride, and songs celebrating the 1995 victory in 

CroatiaWs war of independence. While many of his supporters 
gravitate toward the far right of the political spectrum, the 

minority who use banned WWII symbols clearly represent misdirected 
youth -- perhaps in compensation for having been too young to have 
served in the war -- rather than the makings of a neo-fascist 
movement. END SUMMARY AND COMMENT. 


EMBASSY EYES ON CONCERT FANS, SAFEGUARDS 


2. (SBU) After criticism of Perkovic\'s Zagreb concert, Post decided 

to send a summer intern and Pol FSN to the Split concert to gauge 

the political significance of Perkovic and his right-wing fans while 
evaluating government efforts to control the display of illegal 

symbols of Croatia\'s WWII pro-Nazi Ustashe movement. As he had in 
Zagreb, Perkovic refrained from unacceptable slogans or salutes, 
telling the crowd to do the same. Instead, without using names, he 
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used the concert to fire back at his detractors (namely various 
anti-fascist associations, Jewish community leaders and the Simon 
Wiesenthal Center), claiming they knew little about his band and 
Croatia and that it would be best if they would just leave him 

alone. 


3. (SBU) Unlike the concert in Zagreb, the attendees in Split, 
mostly aged 15-30, were inspected by security and police, who 
confiscated banned symbols and paraphernalia. The result was a 
crowd virtually free of illegal symbols but rich in Croatian flags, 
banners, and t-shirts featuring either Thompson or Hague-indictee 
Ante Gotovina. The concert proved not to be radical in nature, but 
it was decidedly right wing, with songs celebrating military 
victories in the Homeland War mixed with themes of religion, 
patriotism and criticism of liberal politics. 


4. (SBU) Recently Perkovic has begun to slowly distance himself from 
his radical past. He has stopped performing certain highly 
inflammatory songs and toned down his rhetoric, but he has yet to 
publicly condemn Croatia\'s WWII government or fully acknowledge its 
war crimes. 
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FOR IO/EDA - SHARON KOTOK AND PROTOCOL - AMY LITTLE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PREL, SOCI, TSPL, VM 
SUBJECT: VIETNAM REPRESENTATION AT UNGA 


REF: STATE 104172 


Vietnam will be represented by the head of government, Prime 
Minister Nguyen Tan Dung, at the 2007 United Nations General 
Assembly. Post conveyed reftel information on Literacy and Health 
event to be hosted by Mrs. Bush in New York on September 24 to the 
Ministry of Foreign Affairs. The Ministry said it has not yet been 
determined whether Ms. Dung will accompany Prime Minister Dung to 
New York, but they will inform us when a decision is made and post 
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will pass this information to Washington when it is received. 
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E.O. 12958: DECL: 08/01/2022 
TAGS: PGOV, KDEM, KISL, JO 
SUBJECT: JORDAN MUNICIPAL ELECTIONS: ISLAMIST BOYCOTT: 
FLAME-OUT OR MANEUVER? 


REF: A. AMMAN 3162 
B. AMMAN 3005 


Classified By: Ambassador David Hale for reasons 1.4(b) and (d). 


1. (C) Summary. The Islamic Action Front,s (IAF) withdrawal 
from July 31 municipal elections is being read as a 
pre-meditated step to undermine the legitimacy of the 

polling, employed after a last-minute realization that GOJ 
boosting of nationalist candidates was succeeding beyond IAF 
expectations. While the Front has defended its stance based 
on claimed election-day irregularities that corrupted the 
democratic exercise, the Palace senses that the Front has 
over-reached, particularly with accusations it has made 
against the Jordanian Armed Forces. End Summary. 


IAF Withdraws on Election Day 


2. (C) Up until the last days before the election the IAF had 
been threatening a possible boycott to signal its unhappiness 
with GOJ efforts to contain it (ref A). On July 30 the 

Muslim Brotherhood,s website posted the text of a formal 
message from the Brotherhood,s controller general Salim 
al-Falahat to Prime Minister Bakhit complaining of reports 
that soldiers were not being given leave to vote in their 

local districts, implying that they were being kept on duty 

for the purposes of voting en masse and under instruction. 
The same website also posted statements from a press 
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conference by IAF Secretary General Zaki Bani Irsheid in 
which he predicted \"widespread rigging\" based on numerous 
instances of voter registration violations (including, 

according to Irsheid, individuals being registered in more 

than one voting district). 


3. (C) While voting on the 31st was proceeding smoothly in 
those locations where Embassy teams were visiting polling 
centers (in the municipalities of Amman, Irbid, Karak, 

Madaba, Salt, and Zarqa), at roughly mid-day the media began 
to report that the IAF was withdrawing from the election. 
These reports arrived simultaneously with reports of violence 
in Madaba, allegedly precipitated by the arrival of busloads 

of citizens voting en masse. In some reporting these 
out-of-district voters were illiterate soldiers casting their 

ballots under procedures that allow oral voting. 


4. (C) The import of the IAF,s statement - even after its 
leadership confirmed the decision as the afternoon wore on - 
was not clear. Voting continued countrywide with no changes 
to the candidate lists. Many of our Ministry of Municipal 
Affairs (MoMA) contacts asserted that a withdrawal on 
election day had no meaning. By evening, the IAF had 
articulated the reasons for its withdrawal, accusing the 
government of facilitating repeat voting by soldiers under 
government instruction (full text of statement below). The 
GOJ began to fire back shortly thereafter, with government 
spokesman Nasser Joudah declaring the withdrawal an illegal 
political maneuver and Prime Minister Bakhit also publicly 
dismissing the relevance of the withdrawal. (Note: Embassy 
teams, which visited over 40 polling stations in locations 
across the country, did not witness any irregularities such 

as those described by the IAF. End note.) 


Transparent, if Tilted, Playing Field, So Why the Withdrawal? 


5. (C) For months the GOJ has been striving, with varying 
degrees of subtlety, to head off Islamist victories in these 
local elections. Government interpretation of the elections 
law as allowing voters to write in the name of only one 
municipal council candidate was expected to shift votes to 
tribal, rather than party, affiliations. Steady editorial 

attacks against the IAF for having close ties to Iran and for 
supporting Hamas, take-over in Gaza were intended to soften 
the political ground. Finally, there were GOJ 
behind-the-scenes efforts to encourage consolidation and 
coalition-building among pro-government candidates (to avoid 
splitting the pro-government vote and allowing IAF victories 
beyond the party,s natural level of support; ref A). 
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6. (C) The IAF counter-strategy focused on seeking every 
opportunity to embarrass the government (for its relations 
with Israel, its pro-U.S. policy, and its failure to 

alleviate economic hardships), energizing its base, and 
periodically threatening to boycott if it was not satisfied 
with the arrangements (ref B). 

7. (C) The above dynamic is widely understood and generally 
seen as the \"rules of the game\" in Jordanian electoral 
politics. Thus the IAF,s last-minute withdrawal is being 
characterized by the government as a premeditated act 
intended to delegitimize the elections and strengthen the 
Front,s hand in negotiating over terms of parliamentary 
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elections expected for November. The IAF,s decision to pull 
the plug, then, was made when the Front recognized the 
success of government efforts to target IAF candidates for 
defeat. 


Consequences Unclear 


8. (SBU) The practical consequences of the withdrawal are 
unclear. The IAF lost all of the big mayoral races, 

including in its strongholds of Zarga and Irbid (septel), by 
significant margins. The Front has not pronounced on whether 
victorious IAF municipal council members will take their 
seats, but the government has made it clear that it considers 
the elections legitimate and final. Public opinion is split 

as well. Independent opposition Al-Arab Al-Yawm carried a 
column decrying the \"failure\" of the elections due to 
improper actions taken against Islamist candidates, but 
center-left, influential, and pro-Palestinian Al-Dustour 
editorialized that the elections were a \"great success\" and 
criticized those \"trying to cast doubt on our sound 

(national) march\". 


Comment 

9. (C) The IAF is on delicate ground in accusing the military 
of complicity in election fraud. Seen as a pillar of the 

nation and as being \'of the people,\" the Jordan Armed Forces 
are not an easy target, and the government is on solid 
popular ground by defending, as it has done, the 
constitutional right of Jordanian soldiers to vote in the 

local elections. As predicted, both sides are spinning 
furiously: the GOJ to paint the IAF as sore losers seeking to 
embarrass the government for their own political purposes, 
and the IAF to undermine the validity of elections in which 
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they went down to a significant defeat (without, we note, 
attempting to seek redress through the proper formal 
channels, e.g. challenging voter lists in advance of the 
polling). 


10. (U) Begin text of IAF statement. 


Since the early hours this morning we have been following 
with great concern the incidents that accompanied the 
municipal elections in the various areas of Jordan. Yet what 
we warned against right from the very beginning of the 
elections process took place. Despite documenting these 
violations and breaches, which are in the thousands, and 
officially reporting them, the government did not stop these 
violations and breaches. Election committees, many citizens, 
and our candidates noticed the following violations since 

this morning: 


1. Transporting members of the military and security 
institutions in hundreds of buses from their camps to where 
they will vote for certain candidates using already filled-in 
and repeated ballot papers, and then moving them to other 
polling centers to vote for another time 

2. Repeated and intensive voting for specific candidates 

3. opening fire in the area of southern Amman and causing 
one citizen to be injured 

4. Quarrels, riots, and destroying some ballot boxes 

5. Expelling and arresting some of our representatives 
from the polling stations 

6. Beating some journalists and seizing their cameras 

7. The absence of the government and its ministers; it is 
impossible to contact them despite repeated attempts to do so. 


As a result of these and other violations, we hold the 
government fully responsible for what happened and what is 
happening. We stress the need and importance to have a clean 
electoral process although we denounce and object to all 
violations, and to hold those who committed them accountable. 


We continue to receive reports on several major violations at 
different polling centers across the governorates and we are 
discussing on a high level the right stance to have in order 
to serve the overall national interest. 


Hence the front announces its boycott of the municipal 
elections. 


End of text. 
Hale 
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DEPT OF ENERGY PASS TO MWILLIAMSON, AHEGBURG, GPERSON, AND 
JHART 


E.O. 12958: DECL: 08/01/2017 

TAGS: EPET, ENRG, EINV, ECON, SA 

SUBJECT: CHEVRON UPDATE ON CONCESSION EXTENSION, KUWAIT 
REFINERY DISPUTE 


REF: 2006 SECSTATE 8253 


Classified By: Acting Principal Officer Robert Murphy 
for reasons 1.4 (b) (c) and (d). 


1. (C) Ina July 31 meeting, Arabian Chevron Business 
Manager Mohammed Ayaz updated Embassy officers regarding 
on-going negotiations between Chevron and the Ministry of 
Petroleum and Mineral Resources (MinPet) for the renewal of 
the firm\'s concession in the partitioned neutral zone (PNZ) 
shared by Saudi Arabia and Kuwait. Chevron recently 
submitted its response to MinPet\'s counteroffer, and is 
awaiting feedback. Privately, Ayaz admitted to a \"bad 

feeling\" about Chevron\'s offer, but said Chevron continues to 
receive encouraging feedback from its MinPet interlocutors. 
Concerning the dispute with the Kuwait National Petroleum 
Company (KNPC) and its planned construction of a refinery in 
the PNZ, Ayaz told us there had been some progress in getting 
the SAG to put pressure on the Kuwaiti government to consider 
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alternate sites for the proposed facility. Finally, Ayaz 
provided some insight into the planned Jizan refinery, 

telling us Chevron has been approached by several parties to 
participate in the project, but has declined, doubting the 
project\'s economics. 


Concession Negotiation Update: 
Waiting for Feedback on Second Offer 


2. (C) Ina July 31 meeting, Arabian Chevron Business 
Manager Mohammed Ayaz updated the Economic Counselor and 
Energy Attache regarding on-going negotiations between 
Chevron and the Ministry of Petroleum and Mineral Resources 
(MinPet) for the renewal of the firm\'s concession in the PNZ. 
Per ref A, Chevron initially had submitted a request to the 
SAG to extend its concession, due to expire in 2009, in 
October of 2006. Since then, MinPet has made a counteroffer. 
Chevron recently submitted its response to this 

counteroffer, and is awaiting feedback. Ayaz told us, 
\"Chevron\'s offer was not final, but we\'ve done our best.\" He 
explained that if the offer were to be substantially improved 

at this point, it would need to go well above the negotiating 
authority of the Saudi Arabian office, likely up to Chevron 

CEO Reilly. (Note: Chevron CEO Reilly has already visited 
the KSA to underscore the seriousness with which the firm 
views this negotiation. End note.) Ayaz reflected that 
although Chevron continues to receive very positive feedback 
from interlocutors within the MinPet regarding wanting 
Chevron to stay in the PNZ, he personally \"had a bad feeling\" 
about this second offer. Ayaz still expects the concession 
would be competitively bid if their negotiations fail. 


3. (C) Ayaz also indicated he had heard \"unconfirmed\" 

rumors the Japanese were interested in re-entering the KSA, 

and asked us to inform him if we became aware of potential 
Japanese interest in the PNZ. (Note: As per ref A, 
Japanese-owned Arabian Oil Company (AOC) AOC lost a 40-year 
concession in the KSA in 2000. End note.) While Chevron 
believes their proprietary steam technology will likely be 

the technological key to winning the concession renewal, Ayaz 
worries there could be Japanese technology which Saudi Arabia 
might also consider investigating for heavy crude extraction. 


Kuwait Refinery Update: SAG Finally Putting 
Pressure on Kuwaitis to Re-Consider Refinery Site 
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4. (SBU) Ayaz also provided an update on Kuwait National 
Petroleum Company\'s (KNPC) proposed 600,00 barrel per day 
(bpd) refinery on the site of existing and future Chevron 
operations in the PNZ. Chevron Arabia maintains the refinery 
would place at risk their ability to operate their PNZ oil 
concession. The refinery dispute has been in abeyance since 
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February, when bids for the proposed refinery came in at 
nearly twice the amount KNPC had budgeted, leading the firm 
to cancel the February bidding round. Since then, July press 
reports indicate KNPC set a new July 3 bidding deadline, and 
doubled the project budget to approximately $13.94 billion 
USD. 


5. (C) Chevron remains concerned with the possible 
construction of the KNPC refinery, and Ayaz told us that as 
recently as 10 days ago, he was meeting daily with HRH Deputy 
Minister Prince Abdulaziz bin on the issue. However, despite 
the impetus given to the refinery project during the last few 
weeks, Ayaz seemed less concerned about the refinery than he 
was last fall. Ayaz stated the SAG had finally put 

sufficient pressure on the Kuwaiti government to have them 
re-consider the location of the refinery. Ayaz indicated 
Chevron has suggested three alternate sites for the proposed 
refinery, and he believes they may be finally getting serious 
consideration by the Kuwaiti government. While the issue is 
far from resolved, it appears to be progressing 

satisfactorily from Ayaz\'s perspective. 


6. (C) Ayaz indicated that Chevron has come under pressure 
from various quarters to become involved in the proposed 
domestic refinery project at Jizan, a greenfield 400,000 bpd 
facility. He stated that Chevron has been approached by both 
its current joint venture partners and those hoping to 

partner with Chevron to become involved in the Jizan project. 
Minister Naimi had told Chevron to \"take a look," as well. 
Ayaz was clear Chevron has no intention of doing so, citing a 
list of problems with the Jizan project, including the 

internal rate of return, pressure for an early initial public 
offering (IPO), and the lack of infrastructure in this 
under-developed region near the Yemen border. Ayaz told us 
that Chevron had been keenly interested in the Jubail export 
refinery, but had lost out on that project to Total. He 

seemed to imply Chevron did not regard a domestic refinery on 
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the Yemeni border as an interesting substitute. 


7. (C) The Jizan refinery was originally envisioned and 
pitched by MinPet as a project for a local Saudi companies 
clamoring for access to their \"own\" refinery (i.e., one not 
dominated by Saudi Aramco). MinPet finally seems to be 
smacking up against the reality that local companies which 
have never had the opportunity to operate a refinery also do 
not have the technical expertise to do so, and a 400,000 bpd 
refinery is not the sort of facility which one drives with a 
learner\'s permit. MinPet now appears to be courting both 
Saudi Aramco and other international firms to partner in the 
Jizan project, or at the very least, play a technical 

consulting role. Saudi Aramco was notably included in a 
recently-released list of bidders for the Jizan refinery, an 
about-face from MinPet\'s fall 2006 announcement of a \"private 
refinery\" with no Aramco involvement. MinPet now appears to 
be on a quest to armtwist an international firm to set up 

shop on the Yemeni border. 
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SUBJECT: JORDANIAN MUNICIPAL ELECTIONS: NATIONALISTS GAIN, 
IAF LOSES BIG, FIRST WOMAN WINS MAYORALTY 

REF: A. AMMAN 3207 


B. AMMAN 3162 
C. AMMAN 3126 


Column 3 
D. AMMAN 2985 


Nationalists Upset Islamists in Key Contests 


1. (SBU) The political clash pitting Islamists and 
pro-government nationalists in Jordanian municipal elections 
on July 31 has left the Islamic Action Front (IAF), the 
political wing of the Jordanian Muslim Brotherhood, out of 
office in all of the major mayoral races in which it 

competed. IAF candidates lost in the Front\'s traditional 
strongholds of Irbid and Zarga, and could not capitalize on 
their front-runner status in Madaba and Karak (more on IAF 
withdrawal septel). While the Ministry of Municipal Affairs 
has yet to publish official vote counts, newspapers are 
reporting on the winners of the several key contests that the 
Embassy had been following closely. The below vote totals 
are based on newspaper reports and may not reflect final and 
complete vote results. 


2. (SBU) Overall, the municipal elections were held in an 
enthusiastic atmosphere with a clear underlying competition 
between pro-government and IAF political forces. While there 
were allegations of electoral abuses levied by the Islamists, 
and some incidents of violent confrontation between 
supporters of rival candidates, roving Embassy teams 
witnessed no overt wrongdoing at voting centers or during the 
voting and vote-counting processes (election atmospherics to 
be reported septel). 


Zarqa: Islamists Routed in IAF Bastion 


3. (SBU) Zarga\'s mayoralty was won by pro-government 
independent Mohammad Musa Al Ghweri, in an upset of the 
favored IAF candidate Saud Abu Mahfudh (ref C). Needing to 
receive an estimated 25,000 to 30,000 votes to win, 
newspapers reported that Ghweri earned 42,933 votes, a large 
victory in this IAF stronghold. 


Madaba: Christian King-Makers Help Decide Mayoralty 


4. (SBU) The pro-government candidate in multi-confessional 
Madaba, Arif Abu Ruwajeh, beat the favored IAF candidate Ziad 
Shawabkeh by garnering 11,228 votes (observers had estimated 
that 10,000 to 12,000 votes would be needed to win - ref B). 

He also won in the face of a strong showing by Palestinian 
Hamed Al Zen who drew support from the local Palestinian 
refugee community. 


Column 3 
Irbid: Mounting IAF Frustrations 


5. (SBU) The pro-Government independent Abdulrauf Al Tal is 
the projected upset winner against the front-running IAF 
candidate Nabil Kofahi in the traditionally IAF-leaning city 

of Irbid (ref B). Irbid\'s vote count has not yet been 

officially released due to the late closing of the polls in 

that northern city on election night. 


Karak: IAF Loses Again 


6. (SBU) Karak saw more of the same results for the IAF. 
Independent Ahmed Al Dmour won the race for mayor, with 5214 
votes, earning the spot ahead of early leader Abdulhakim Al 
MaVaiteh of the IAF (ref B). 


Jordan\'s First Woman to Win a Mayoralty 


7. (SBU) In an expected, but historic, first, Rana Hajayeh 
won the mayoralty of the town of Al Hassa in Tafileh 
governorate (ref A). She is the first Jordanian woman ever 
to win a mayoralty. (She was appointed mayor of the same 
town in 2003.) Ms. Hajayeh is a contact of the Embassy and 
participated in a 2006 International Visitor Leadership 
Program on \"State and Local Government.\" The Jordanian Prime 
Minister, in a late-night off-the-record visit with 

journalists camped out at the Ministry of Municipal Affairs 
awaiting election results, beamed to reporters as he hailed 
the first election of a Jordanian woman mayor. 


Visit Amman\'s Classified Web Site at 
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http://www.state.sgov.gov/p/nea/amman/ 
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SUBJECT: MACEDONIA: PRIME MINISTER ON WAY AHEAD FOR NATO 
CANDIDACY 


REF: SKOPJE 615 
Classified By: AMBASSADOR MILOVANOVIC, REASONS 1.4(b) & (d). 
SUMMARY 


1. (C) During a July 31 tete-a-tete lunch, PM Gruevski 
outlined what he considers to be the remaining tasks for 
Macedonia to make its case for NATO membership: implement the 
May 29 VMRO-DUI agreement, fully constitute the State 
Judicial Council, and pass a liberal religious freedom law. 

He also said he wanted to lower the profile of his ongoing 
public confrontations with President Crvenkovski, expressed 
concerns about the activities of a group of alleged ethnic 
Albanian criminals in northwestern Macedonia, and discussed 
his proposal to give guaranteed seats in the parliament to 
smaller ethnic minorities. 


2. (C) | recommended that Gruevski continue to focus on the 
priorities he outlined, but not to neglect implementation of 
the Framework Agreement or efforts to combat corruption. | 
said it was important to avoid ad hominem attacks on 
Crvenkovski, and -- if and when legitimate situations arose 
-- to demonstrate effective police control over all regions 

of Macedonia, in line with international policing standards. 

| also urged him to avoid using the offer of extra seats to 
the smaller ethnic minorities as a tactic for bypassing 
discussions with the opposition, especially on legislation 
requiring a Badinter (qualified majority) vote. End summary. 


FOCUSING ON REMAINING NATO CANDIDACY TASKS 
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3. (C) Prime Minister Gruevski told me July 31 he was 

focusing on the \"few remaining tasks\" to be accomplished to 
strengthen Macedonia\'s NATO candidacy. He said the political 
dialogue process with the opposition would continue, that he 
hoped to work out the composition of a fully-functioning 

State Judicial Council as part of judicial reform 

implementation, and that he was aiming to see a more liberal 
religious freedom law passed before the end of the year. 


4. (SBU) | told Gruevski that he was focusing on the right 
priorities, but that he also needed to ensure continued 
implementation of the Framework Agreement, especially phase 
Il of decentralization. There also was much more to be done 
to combat corruption, including additional prosecutions of 
\"big fish\" cases (ref A) and full implementation of the State 
Anti-corruption Commission\'s action plan. (NOTE: To which 
USAID has made important contributions.) | urged him to 
ensure his cabinet understood he was fully committed to 
backing his new anti-corruption adviser, a former senior 
Romanian government official with a proven track record in 
combating corruption. | also advised Gruevski to take into 
consideration OSCE ODIHR comments on the draft religious 
freedom law, and to work toward tightening some of the 
language that ODIHR had found, in a few instances, to be 
either too restrictive or too vague. | did confirm OSCE 
ODIHR\'s assessment that the new draft overall is good, and 
needs only a few language fixes. 


IMPLEMENTING MAY 29 VMRO-DUI AGREEMENT 


5. (SBU) Gruevski said he was moving ahead on implementation 
of the May 29 VMRO-DUI agreement. VMRO had submitted 
language to include 46 agreed laws requiring Badinter 
(qualified majority) voting in the draft parliamentary 
rulebook, and would also submit for parliamentary 
consideration a draft law on the composition of the 
parliamentary Inter-ethnic Committee (IEC). (NOTE: 
Gruevski\'s Chief of Staff informed us August 1 that the draft 
law has now been shared with DUI, at my request, for their 
comments before it goes to the parliament for consideration. 
END NOTE.) 


6. (SBU) Gruevski noted that VMRO was ready to reconstitute 
the IEC, as agreed with DUI, once the Badinter laws were 
incorporated in the approved rulebook. He added that the 
working groups on language and on a social package for the 
victims of the 2001 conflict were meeting regularly, but that 
his coalition partner, ethnic Albanian DPA, was \"getting 
nervous\" about the possibility that DUI might secure 
agreement on one or more of the issues under working group 
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discussion without giving credit to DPA for resolving issues 
of importance to the ethnic Albanian electorate. 


7. (C) | noted that VMRO-DPMNE needs to look not just at its 
own proposed language law text, but also should review DUI\'s 
draft law. | recommended that both parties agree on how to 
combine and modify their respective texts to achieve a 
compromise result. | also told Gruevski that, as the senior 
coalition partner in the government, he could help DPA take 
at least partial credit for what was achieved in the working 
groups. | urged him to complete the work on the social 
package for victims of conflict before the November 2007 
visit to Skopje of the US interagency team that would assess 
Macedonia\'s NATO candidacy. As this would require no 
legislative action, | pointed out, Gruevski had the power to 
solve the issue quickly. | also stressed the importance of 
ensuring we continued a frank, constructive dialogue on a 
range of issues, and said | would always strive to be honest 
with him, even if he sometimes found that honesty 
uncomfortable. 


CURBING ATTACKS ON THE PRESIDENT 


8. (C) Responding to our concerns about the negative impact 
on the domestic political climate of his ongoing public 
confrontations with President Crvenkovski, Gruevski told me 
he had decided to stop attacking the President in public. He 
had, however, given his party leadership and the government 
spokesman permission to keep up the pressure on the 
presidency. | told him it was important to refrain from 
personal attacks on Crvenkovski, and to demonstrate a more 
statesmanlike approach to governing. Gruevski assured me he 
could and would work with the President on matters of 
national importance. 


CONTROL OVER MACEDONIAN TERRITORY 


9. (C) Gruevski reiterated GOM concerns expressed by his 
staff in early July over what he described as the activities 
of some 35 ethnic Albanian criminals, or persons for whom 
there were outstanding arrest warrants, who recently had 
congregated in the northwestern village of Brodec, near the 
Kosovo border. He said he was concerned about their 
activities in that area. The Macedonian police wanted to 
take action against the group, but the government was 
concerned about the impact of such an operation on the 
country\'s NATO candidacy. 
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10. (C) | urged Gruevski to verify the facts in this case and 
said | would once again seek information from Embassy sources 
regarding the group\'s alleged activities. | noted that when 

we had checked the allegations earlier, in mid-July, we had 
found nothing to corroborate the reports. We would, however, 
check again. If it turned out that police action was 

necessary, | said, it should proceed in a carefully planned, 
non-partisan operation designed to minimize civilian 
casualties, and in close coordination with our DOJ and other 
international police advisers. | stressed the importance of 
demonstrating that the police could operate effectively, ina 
manner consistent with international policing standards, if 

the situation gave rise to the need for enforcement action. 
That would allow the U.S. to support Macedonia in the event 
police action led to unfounded domestic or international 
criticism. 


AMENDING ELECTORAL CODE TO BOOST SMALL ETHNIC GROUP 
REPRESENTATION 


11. (C) Gruevski said he would propose in September (after 
the parliament\'s August recess) amendments to the electoral 
code that would guarantee 10 new MP seats for the smaller 
ethnic minorities in the country (Serbs, Turks, Roma, 
Bosniacs, Vlachs). He would also propose an electoral code 
amendment that would allow for diaspora communities to vote. 
He hoped to win opposition SDSM support for the proposal by 
incorporating their idea of having one \"diaspora MP\" from 
each of three regions -- the Americas, Europe, Australia -- 
elected under the new code. Gruevski also would offer an 
Agency for Minority Communities to address the concerns of 
the smaller ethnic groups, and would propose an omnibus \"Law 
for Small Nationalities\" to gather existing legislation into 

a single law. 
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12. (C) | cautioned Gruevski against turning the minority 
seats proposal into a tactical maneuver for bypassing the 
opposition, especially the ethnic Albanian DUI party. If 
Gruevski hoped to cobble together enough ethnic minority 
votes to allow him to pass legislation requiring a Badinter 
(qualified majority) vote without DUI participation, then the 
proposal would meet stiff international resistance. | noted 
that the plan would also make it difficult for the country to 
progress beyond ethnically-based parties to parties based on 
ideological foundations. Adhering to any existing 
international best practice in this case would be important. 


Column 3 
COMMENT 


13. (C) Gruevski\'s lunch invitation followed several weeks of 
piqued silence after | delivered to him in early July a tough 
message about the need to speed up implementation of the May 
29 agreement. At that time, | told him that failure to move 

ahead on the working groups on language and victims of 

conflict could jeopardize the success of his Foreign 

Minister\'s planned visit to Washington, a message he wrongly 
interpreted as an attempt at undue pressure on him 

personally. The fact that he took the initiative to invite 

me to lunch, expressed regret at his earlier over-reaction, 

and now sought to meet and consult on a range of NATO-related 
issues suggests he is ready to focus on concrete achievements 
that will support Macedonia\'s NATO candidacy. 

MILOVANOVIC 
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SUBJECT: REGENT TELLS STAFFDEL GROVE: NEED UNITED FRONT 
AGAINST IRAN 


Classified By: Ambassador David Hale for reasons 1.4 (b) and (d). 


1. (C) Summary: Jordan\'s Regent stressed to STAFFDEL Grove 
the need for urgent movement toward a two-state solution to 

the Palestinian-Israeli conflict in order to enable a united 

front against Iran to emerge. Discussions with interlocutors 
during the STAFFDEL\'s visit also focused on U.S. financial 
support for Jordan, Iraqis in Jordan, and Jordan\'s border 
security requirements, particularly in the event of any U.S. 

policy change in Iraq. End summary. 


2. (SBU) The STAFFDEL, consisting of Mr. Paul Grove, Minority 
Clerk, Senate State and Foreign Operations Appropriation 
Committee, Ms. Kate Eltrich, committee Majority Staff Member, 
Ms. Michele Gordon, committee Minority Staff Member, and Ms. 
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Cindy Chang, from the Bureau of Legislative Affairs, held 
discussions July 20 and 21 with Jordan\'s Regent, the Minister 
of Education, and several agencies working on Iraqi and 
Palestinian refugee issues. 


Iraq Surge Helps, But Political Solution Needed 


3. (C) Prince Faisal bin Al Hussein, King Abdullah\'s brother 
and Special Advisor to Chief of Staff of the Armed Forces who 
was Regent during the STAFFDELVs visit (King Abdullah was 
traveling), expressed his view that the military surge in 

Iraq will help stabilize the situation but that, ultimately, 

the solution could only come through a political solution 
between the Iraqi factions. He was not optimistic that PM 

Nouri Al-Maliki could change Iraq\'s internal political 
relationships for the better, arguing that the Maliki 

government should be more inclusive and, in reference to 
Iraq\'s Sunnis, was not doing enough to show equal concern for 
all groups. The Regent stressed that more work was needed on 
the political side and less on military/security training. 


4. (C) Prince Faisal told the STAFFDEL that Iraq represented 
part of an historical challenge in which Persians are pitted 
against Arabs. He saw the conflict as one uniting the Shia 

and Iran-supported players in the region: Iraq, Hamas in 

Gaza, and Lebanon\'s Hizbollah, with support from Qatar (which 
he accused of sending weapons to Hamas) and Syria (a 
supporter of Hamas\' Khaled MishVal). Faisal argued that the 
best way to confront this alignment was to address the 
Palestinian-Israeli conflict, thus taking away one of Iran\'s 

major cards and forcing a change in regional dynamics. 


5. (C) Faisal said, \"you fear Iran, we fear Iran,\" and 

asserted that Iran was the biggest regional threat, including 

to Israel. The \"festering issue\" of the Palestinian-Israel 
conflict, Faisal said, prevented a unified position toward 

Iran from the Arabs, Americans and Israelis. Removing this 
problem would improve the regional dynamic by strengthening 
the Siniora government in Lebanon and forcing Syria to choose 
sides: peace with Israel and acceptance back into the Arab 
fold - or a continued alliance with Iran and consequent 

isolation in the region. 


Arabs Want Peace; What Do the Israelis Want? 


6. (C) Prince Faisal touted the Arab Peace Initiative, saying 
that it has support not only from Arabs, but also from other 
Muslim countries such as Indonesia, Malaysia, Pakistan and 
Turkey. He suggested that the initiative was a greater 
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Islamic initiative that would offer Israel peace and normal 
relations with the entire Arab and Islamic worlds. Faisal 

said that the Arabs had made the strategic decision that they 
want a peaceful solution to the Arab-Israeli conflict. 
According to Prince Faisal, it was now up to the Israelis to 
decide, once and for all, if they want \"peace in the Middle 
East or (only) a piece of the Middle East.\" 


Iraqis in Jordan 


7. (C) The STAFFDEL raised with Prince Faisal the issues of 
Iraqis in Jordan and border security. The Prince expressed 
his concerns regarding (what he termed) the 800,000 Iraqis in 
Jordan, but underlined that the issue was first and foremost 

a humanitarian one. He noted that while 99 per cent of 

Iraqis in Jordan were seeking a safe haven, the remaining one 
per cent could include Iran-backed infiltrators and other 
destabilizing elements. 


8. (C) The Prince thanked the STAFFDEL for America\'s 
financial support to Jordan. Grove expressed his interest in 
increasing that support, and urged the Jordanian leadership 
to tell its friends in the Administration and in the Congress 
to support additional assistance for Jordan, particularly 
when considering what might happen in the next six to 12 
months in Iraq and potential changes in U.S. policy there. 


The STAFFDEL focused on how possible American policy changes 
might impact Jordan in the number of Iraqis in Jordan and in 
Jordan\'s critical border security needs -- both of which 

could be addressed by further increases in ESF and FMF to 
Jordan. 


Iraqi Children Will Go to School 


9. (C) The STAFFDEL also met with several agencies working 
with refugees in Jordan, including UNRWA, UNHCR and IOM. 
With UNRWA the STAFFDEL discussed Palestinian refugees and 
their future in the event of a solution to the 

Israeli-Palestinian conflict. Meetings with UNHCR and IOM 
focused on Iraqis in Jordan, and the need to plan for future 

Iraq scenarios. In a frank and open discussion, the STAFFDEL 
heard directly from Jordan\'s Minister of Education Khalid 
Tougan that Iraqi children will be able to enroll in schools 

in August if they and their parents fill out Ministry 

registration forms, even if they do not have valid residency 
permits. NOTE: Tougan\'s statement reaffirmed what the GOJ 
had previously told Emboffs privately, and which was 
subsequently announced to the public. END NOTE. Regarding 
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U.S. financial assistance to Jordan in the field of education 
for Iraqi or Jordanian children, the Minister lauded USAID 
efforts in educational reform and USAID assistance, and 
encouraged future aid through USAID rather than UNHCR. 


10. (U) Mr. Grove cleared this message. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
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TAGS: NATO, PREL, AF 
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SUBJECT: NORTH ATLANTIC COUNCIL READOUT AUGUST 1 2007 


Classified By: DCM Richard G. Olson for reasons 1.4 (b) and (d) 
1. (C) Summary from the NAC Meeting: 


-- Afghanistan: The Deputy Secretary General (DSYG) reported 
on a series of ISAF-related decisions in the Military 

Committee. The Deputy Chairman of the Military Committee 
briefed the Council again on the need for rotary wing 

capability for RC-South when the U.S. bridging force 

withdraws atthe end of January. The Spanish, U.S. and Dutch 
Perm Reps called for an increased Afghan government profile 
in strategic communications and Ambassador Nuland asked for 
greater detail on ISAF and the ANF,s ability to hold 

territory in the Sangin Valley. 


-- Balkans: The D/SYG reported that Pristina, Belgrade, and 
Moscow have accepted the Troika format of new future status 
of Kosovo negotiations under the Contact Group. Moscow has 
appointed its representative, and the UN SYG will publicly 
inaugurate the 120-day round of talks. 


-- Darfur: D/SYG noted that the UNSC approved the hybrid 
AU-UN force for Darfur and that NATO should anticipate future 
requests for strategic airlift of the AU-UN force. 


-- AOB: D/SYG announced the appointment of new COMKFOR POLAD 
from France. He also discussed the role of Euro-Atlantic 

Disaster Response Coordination Center (EADRCC) assistance in 
fighting forest fires in southern Europe. U.S. briefed on 

Rice/Gates visit to Middle East, and Gulf Security Dialogue. 


END SUMMARY. 


Afghanistan 

2. (C) The Deputy SYG noted that a second Korean hostage had 
been killed in Afghanistan, which he said underscored the 

inhuman tactics of the Taliban. He also reported that ISAF 
continued to coordinate with the government of Afghanistan in 
preparation for the August 9-12 Peace Jirga with Pakistan. 

The DSYG noted a number of recently approved NATO documents 
concerning Afghanistan: the Military Committee (MC) approved 
procedures for the acceptance of troop contributions to 

NATO-led operations from non-NATO nations; the MC approved an 
amendment to ISAF\'s OPLAN adjusting the higher-level command 
and control structure; and the MC approved advice to the NAC 
concerning COMISAF\'s intention to integrate ANA officers into 

HQ ISAF and the RC HQs. 
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3. (C) The Deputy Chairman of the Military Committee (DCMC) 
LTGEN Eikenberry briefed the Council on the need for rotary 
wing capability for RC-South, to replace the U.S. bridging 
force which will be withdrawn at the end of January. He 
noted that helicopters were a critical enabler for numerous 
combat and non-combat tasks. The U.S. had extended the 
bridging force through January 2008, but had decided not to 
extend it further. He said SHAPE expected force generation 
for the helicopters would be very difficult. Eikenberry said 
the three options for filling this capability: continuing 

force generation efforts; outsourcing some of the rotary wing 
needs; and accelerated deployment of Afghan rotary wing 
capabilities. He stressed this capability was critical to 

the mission. 


4. (C) Spanish PermRep Benavides raised the Strategic 
Communications Plan for Afghanistan, stressing that the 
Afghan government needed to take a more public role in public 
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diplomacy efforts. He also confirmed that the Spanish 
Parliament had approved the deployment of two OMLTs that 
would deploy in September. He also reported that an MOU 
would probably be signed in August with the Afghan government 
for the Spanish to train and equip two ANA companies that 
would be deployed in the West. 


5. (C) Ambassador Nuland supported Benavides\' point on the 
need to put an Afghan face on the strategic communications 
effort as soon as possible, noting there had been another 
disputed claim of civilian casualties caused by ISAF this 
week, but there were no Afghan government public statements 
on the issue. She also asked for more details on ISAF 
operation CHAKUSH, in which ISAF had gone back in to the 
Sangin Valley. She asked how ISAF might take and hold the 
territory so it did not have to repeat offensive operations 

in the same area. Nuland confirmed the U.S. helicopter 
bridging force would only be available to RC-South through 
January, and she encouraged Allies to dig deep to come up 
with helicopters, especially Allies that are not currently 
deployed in the South. The Dutch Deputy Perm Rep also 
seconded Nuland and Benavides\' point on the need for an 
Afghan face on strategic communications. 


6. (C) In response to Ambassador Nuland\'s question, DCMC 
Eikenberry said COMISAF has reported that he remains 
challenged to hold and retain ground because of the shortage 
of Afghan National Army and Police units, which relates to 
the shortage of OMLTs. He said he would return to the NAC 
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with additional tactical details on operation CHAKUSH. 


Balkans 

7. (C) The D/SYG gave a readout on the July 25 Contact Group 
meeting, where it was agreed to undertake a new round of 
Kosovo status negotiations facilitated by a Troika format 
consisting of the U.S., EU, and Russia. During the Contact 
Group conference call Monday, Russia confirmed its 
participation in the Troika, where its current representative 

to the Contact Group, Ambassador Alexander Bostan-Kharchenko, 
will join U.S. Ambassador Frank Wisner and EU representative 
Ambassador Wolfgang Ischinger. The D/SYG also noted the UN 
SYG would be asked to issue a public statement inaugurating 
the new phase in status negotiations, which will last 120 

days, after which point the Troika will report on its 

progress to the UN SYG. Belgrade and Pristina \"seem to 
accept this new course of action.\" 


8. (SBU) D/CMC reported that France and Germany (through the 
EU) agreed to airlift the Senegalese battalion and the 

Gambian battalion into Darfur as part of a troop rotation 

within the existing Heavy AU force. The South African 

battalion will self-deploy. He noted that the U.S. and UK 

have been approached through NATO to airlift the 3 Rwandan 
(U.S.) and the 3 Nigerian (U.K.) battalions. Neither U.S. 

nor UK confirmed their participation in the NATO airlift. 


AOB: New COMKFOR POLAD; EADRCC Assistance; Ambassador Nuland 
Demarches Rice/Gates Middle East Visit 

9. (C) D/SYG alerted Allies to SG0546 on appointment of 

Romuald Pichard of France as COMKFOR POLAD; he thanked France 

for this contribution. D/SYG then discussed forest fires in 

southern Europe and noted NATO,s EADRCC assistance to all 

countries that asked for help (Bulgaria, Bosnia-Herzegovina, 
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Albania, and Macedonia). He stressed that engagement would 
continue as necessary. The Bulgarian DCM noted that forest 
fires in his country were being controlled and were getting 
smaller, and indicated that Bulgaria no longer required 
international assistance. He thanked NATO for its support and 
noted the importance of the EADRCC,s coordinating role. 
Ambassador Nuland outlined the U.S. comprehensive strategy on 
Iran and the Gulf Security Dialogue, noting that press 

reports on arms sales to the region were focusing on only one 
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part of the larger U.S. comprehensive strategy. She noted 
that Rice,s meeting on 31 July with Egypt was the latest in 
a series of &GCC 28 talks (between the US and the GCC 

countries plus Egypt and Jordan). 


NULAND 
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TAGS: PARM, PREL, EWWT, MARR, UP, TU, IZ, CY 

SUBJECT: TURKEY REQUESTS VERIFICATION OF MILITARY CARGO 


ABOARD MV SLAVYANIN 


REF: A. STATE 104162 
B. STATE-NICOSIA-KYIV-ANKARA E-MAILS 


Classified By: Pol-Mil Counselor Carl Siebentritt for reasons 1.4 (b,d) 


1. (U) Action request at para 4. 


2. (C) Pol-Mil Counselor was summoned to the Foreign 
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Ministry on August 1 by Deputy Director General for Security 
Affairs Sakir Torunlar, who requested information on the 
vessel MV Slavyanin and verification that its military cargo, 
reportedly destined for the Iraqi Security Forces, is 
legitimate. Torunlar said that Turkey understands the vessel 
is currently in Limassol. The Turkish government is 
concerned that the military cargo could be diverted to PKK 
and other terrorists once in Iraq. Torunlar noted that Iraqi 
Prime Minister Maliki\'s office had told the Turkish 
ambassador that it had no knowledge of the shipment, thereby 
increasing Turkish suspicions. 


3. (C) We told Torunlar that we are investigating the 
shipment and would provide information as soon as it is 
available. We requested that Turkish officials not draw 
hasty conclusions as to the bonafides of the shipment based 
on incomplete information. 


4. (C) Action request: Post would appreciate any information 
on MV Slavyanin and its cargo that we can share with Turkish 
authorities. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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1. (SBU) Summary: The National Council for the Defense of 
Democracy (CNDD) Party leader and former Burundi National 
Assembly member, Leonard Nyangoma met with Ambassador Moller 
on July 31 to share his impressions of Burundi\'s democratic 
progress and his opinions concerning President Pierre 
Nkurunziza\'s administration. In his view, Burundi is in 

danger of tumbling into an Vinstitutional crisis\' due to 

corruption, poverty and the persistent political stalemate 

within the government and insists that the solution to the 
impending crisis is the formation of a \'national unity\' 
government. Nyangoma asked the U.S. to exert pressure on 
Nkurunziza\'s government to restore his position in the 

National Assembly, and to encourage actions that will put 
Burundi back on the track to peace and stability. In 

response, the Ambassador asked that Nyangoma, as a Burundian 
committed to justice and democratic principles, use his 
experience as a past participant in the Arusha discussions, 

to lead the major political players to the negotiating table 

and work together in good faith towards solutions that will 
benefit the country and its people. As the leader of a major 
opposition party, Nyangoma expressed concerns over Burundi\'s 
national elections in 2010 and the government\'s ability, as 

well as the constitutional capacity, to conduct the process 
effectively and to form effective opposition groups. 

Nyangoma also advocates the installation of various 
independent, international commissions to investigate 
economic, political and human rights abuses committed by the 
current government since its inception. End Summary. 


2. (SBU) In a meeting on July 31 with Ambassador Moller, 
CNDD Party head, Leonard Nyangoma, expressed his concerns 
with the ability of President Pierre Nkurunziza\'s government 

to lead Burundi\'s continued march toward democratic 

stability. Nyangoma, who returned to Burundi on July 15 

after 10 months of temporary refuge in France, cited 

corruption, the lack of movement within the Parliament, and 
poverty as the major components to a growing \institutional 
crisisW. In offering a solution to the political quagmire, 

he emphasized the need for immediate dialogue between the 
ruling National Council for the Defense of Democracy - Forces 
for the Defense of Democracy (CNDD-FDD) party and the major 
opposition parties. Nyangoma hoped that the result of these 
discussions would end in a new \'national unity\' (coalition) 
government focused on development and democracy. Nyangoma 
opined that a national unity government was required and 
justified by the impending political crisis, the lack of a 

ruling party majority in the Parliament, and the lack of 

enough \'qualified people\' in the current administration. He 
accentuated his point by claiming to be amazed by the 


Column 3 
incompetent people chosen by President Nkurunziza to manage 
state affairs. 


3. (SBU) In recognizing his country\'s progress toward 

political stability, Nyangoma admitted that democracy in 
Burundi is an evolutionary ideal under construction on a 

daily basis. In particular, in contrast to the environment 

before his exodus to France, he noted that Burundian civil 
society and the media are now able to speak more freely about 
abuses by the government. But Nyangoma also suggests that 
the specter of war still plagues the population, strengthened 

by the lack of progress in the ceasefire process, and the 
abundance of weapons among the Burundi people. The situation 
is further aggravated by the inability of the government of 
Burundi (GOB) and the PALIPEHUTU-FNL to negotiate in good 
faith as dictated by the September 2006 ceasefire agreement. 


4. (SBU) Nyangoma expressed concerns about Burundi\'s 
upcoming elections in 2010, claiming no confidence in the 
current administration\'s ability to effectively conduct the 
process. Without being specific, the CNDD party head 
suggested that various portions of Burundi\'s constitution 
should be changed to improve the electoral process. He 
further hoped for the creation of laws that would govern the 
political opposition process, stating that it was necessary 

to have a credible opposition for an effective democracy. In 
response, Ambassador agreed that a credible opposition is 
critical for any society but it is also important to have a 
Vloyal opposition\' concerned with the future welfare of 
Burundi and its people rather than exclusively with their own 
personal gains. 


5. (SBU) In Nyangoma\'s opinion, the continuing penchant for 
corruption within the government is the major roadblock to 
Burundi\'s political and democratic stability. By his 

estimation, the government has stolen approximately 150 
million USD that should have been used to stem the poverty 


experienced by the people. He proposed that an international 
commission, specialized in the investigation of economic 
crimes, should be put in place to delve into suspected 
improprieties by the current government since its inception. 
He compared his proposal to the recent effort by a similar 
commission that investigated the controversial sale of the 
presidential jet. Nyangoma stated that the GOB needs the 
trust of the international donor community and implied that 
Burundi\'s financial and developmental partners had no 
confidence in believing that resources were going to the 

right places. The Ambassador retorted that Burundi\'s recent 
Partner Roundtable, in which nearly 665 million USD was 
pledged by nearly 60 nations, would not have been such a 
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success had the international community not had confidence in 
the GOB to steer Burundi\'s economic and social agenda in the 
right direction. 


6. (SBU) Nyangoma also suggested that another international 
commission be created to shed light on all suspected crimes 
against humanity and human rights committed by the current 
administration, such as the extrajudicial killings in Muyinga 
and the arrest and prosecution of the suspected coup plotters 
in 2006. Noted for his staunch allegiance to a strong 

judicial process, Nyangoma questioned why Nkurunziza\'s 
administration insists on separating justice from 
reconciliation. In the spirit of the Arusha peace accords, 
Nyangoma advocates the installation of a truth and 
reconciliation committee to investigate the abuses of the 
past. At his suggestion, the pillars of the committee\'s work 
would support the identification of crimes, the procedures 

for pardons, and the process for reconciliation. 


7. (SBU) In closing, Nyangoma stated that the international 
community has a responsibility to ensure that the GOB is 

acting in the interest of peace and democracy. He asked that 
the U.S. exert pressure on Nkurunziza\'s administration in 
order to get the government back on the right track. 

Nyangoma additionally asked for U.S. assistance in pressuring 
the GOB for his reinstatement into the National Assembly, a 
position he held before his departure to Europe. The 
Ambassador expressed Washington\'s desire to help in any 
capacity but also insisted that the principal political 

players, who are very familiar with each other, act with 

goodwill in their own negotiations and work toward 
compromises that promote stability and a peaceful future for 
Burundi\'s people. In response, Nyangoma explained that there 
is not always straightforward and honest language, as in the 
case of the Arusha talks, in the discussions between his 

peers. The Ambassador suggested that Nyangoma would provide 
a great service to Burundi by approaching those inside and 
outside of government to help them learn to speak to each 
other in the manner he experienced in Arusha. She 
characterized Nyangoma as a \'patriot\' to Burundi's people and 
patriots work for the good of the country and not for 

personal gain. 


8. (U) Leonard Nyangoma has been a key figure in Burundi 
politics for over 20 years. A teacher by profession, Mr. 
Nyangoma became affiliated with the Union for National 
Progress (UPRONA) party in the 1980\'s. He is among the 
founders of the Front for Democracy in Burundi (FRODEBU) 
party and after FRODEBU\"s victory in the elections of 1993, 
Nyangoma was appointed the Minister of the Interior. In 
April of 1994, Nyangoma deserted the FRODEBU party and 
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created the CNDD party. Although the party eventually split, 
Nyangoma remained the president of the original CNDD faction 
and participated in the Arusha talks in that capacity. 

During the 2005 elections, Nyangoma was elected to the 
Parliament representing Bururi with his CNDD party gaining 5 
seats in the National Assembly. Fearing for his life after 

being accused of harboring weapons and of participating in 
the fabricated plot to overthrow the government in 2006, 
Nyangoma fled to Europe. A few months later, on the grounds 
of desertion, he was removed from the National Assembly. 
Nyangoma returned to Burundi on July 15. 


9. (SBU) Comment: Nyangoma is well-respected among the 
people as a man dedicated to the democratic process as well 
as to peace and stability for Burundi. It is surprising that 

his discussions with the Ambassador did not focus on any 
future efforts on his part to work within the current 

political structure to mitigate the ongoing issues, but 

instead his visit centered on the ineffectiveness of the 

current administration and the need to form a new government. 
There can be little disagreement with his analysis of the 
current situation or perhaps with many of his suggestions for 


putting Burundi,s democratic mission back on track; however, 
Burundi would be better served by his leadership in bringing 
the government and the major opposition parties to the 
negotiating table. His political aspirations are clear and 

it is speculated by political observers that the CNDD party 
leader, through an alliance with FRODEBU and possibly the 
PALIPEHUTU-FNL, could be the next president of Burundi. To 
that end, it would be in Nyangomal's best interest to work 
towards being part of the solution to Burundi\'s current 
political woes rather than towards the detriment of 
Nkurunziza\'s administration. End Comment. 
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IO/PPC FOR BATLLE, USUN FOR MCBRIDE, NSC FOR MCDONALD, 
NEA/RA FOR LANGEVIN, MACDONNELL, AND ADLER 


E.O. 12958: N/A 

TAGS: PREL, ITRA, OVIP, KSEP, UNGA, KU 

SUBJECT: UNGA: NO DECISIONS YET ON KUWAIT! SENIOR-LEVEL 
PARTICIPATION 


REF: STATE 101170 


1. (SBU) Mit\'ib Matutah, Acting Director of the MFA Americas 
Department, told PolOff on July 30 that the GOK has not made 
any decisions yet about the participation of senior officials 

at the 2007 UN General Assembly. He expected more 
information would be available in mid-August and said he 
would relay any updates to the embassy. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 07/31/2017 

TAGS: PGOV, IZ 

SUBJECT: TAWAFUQ WITHDRAWAL IMPACT ON COR AND CABINET 
REF: BAGHDAD 2410 

Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 
1. (C) SUMMARY: On August 1, Tawafug followed through on its 


threat to withdraw its six ministers from Prime Minister Nuri 
al-Maliki\'s government. Maliki has responded to similar 
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situations in the past by appointing \"acting ministers\" from 

his own cabinet (i.e., asking sitting ministers to cover a 

second ministry). For now, all Tawafuq Members of Parliament 
are remaining in their positions. Tawafuq controls 44 votes 

in the Council of Representatives (CoR) but would need 
another 94 to obtain a vote of no-confidence in Maliki. 

Securing the necessary votes would require forming a 

coalition across disparate political blocs and is unlikely to 
occur. END SUMMARY. 


Maliki\'s Next Step for the Cabinet 


2. (C) On August 1, Tawafug announced the withdrawal of its 
six ministers -- including Deputy Prime Minister Zuba\'i -- 
from Maliki\'s cabinet. Although Tawafug originally proposed 
Minister of Defense al-Ubaydi, he has since broken with the 
front and was not part of the withdrawal. 


3. (C) A review of Maliki\'s response to the Sadr bloc\'s 
ministerial withdrawals in December 2006 and April 2007 may 
provide clues to his probable reaction in dealing with this 
crisis. In both cases, Maliki replaced the Sadrists with 
\"acting ministers\" drawn from his own cabinet who then had 
responsibility for two ministerial positions. Maliki may 

once again reach for the same strategy, not least because for 
some time he has been considering a cabinet shuffle. While 
this may work as a stop-gap measure, it may not provide a 
lasting solution; Maliki has twice forwarded nominations to 
the CoR to replace the Sadrist ministers, but could not 
muster enough support to have them approved. Consequently, 
the CoR declined to vote on his nominees. 


Vote of No-Confidence? 


4. (C) Article 61 of the constitution sets out the procedure 

for the CoR to withdraw confidence from the Prime Minister. 
First, 25 MPs must submit an inquiry to the PM. Second, 
one-fifth of the CoR (55 MPs) must submit a request for a 
withdrawal of confidence at least seven days after submission 
of the inquiry. Finally, this request must be approved by an 
absolute majority - 138 - of the parliament. 


5. (C) With 44 members, Tawafug acting independently could 
only submit an inquiry to the PM, the first step in the 

process. However, widespread dissatisfaction with the Maliki 
government has fueled constant rumors of the emergence of an 
anti-Maliki front. One possibility (reftel: 2410) is an 

alliance between Tawafug, Fadhila, Iragiyya, the Sadr Bloc, 

and the Iraqi National Dialogue Front. This front could, in 
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theory, have up to 127 votes and, if it attracted enough 
independents, might pull off a vote of no-confidence. 

Another possibility would be a deal between Tawafuq and the 
Kurdish alliance (55 seats) - bringing the total to 99 votes 

- with the remaining 39 votes coming from various ShiVa 
groups. 


6. (C) Comment: The good news is that, barring an 
extraordinary session, the CoR is in recess until September 
4th, so Maliki is not in immediate danger. Moreover, the 

above breakdown assumes perfect attendance from the various 
blocs. In fact, attendance is a major problem at the CoR, 
where only 50-60% of MPs are present even on days when there 
is aquorum. Even as part of an effort to oust the PM, the 

blocs might find it difficult to muster all of their 

theoretical votes. Finally, we assess that CoR members are 
unlikely to press a vote of no confidence unless there is a 
consensus over a replacement candidate. While the names of 
Adel Abdul Mehdi, Ibrahim Ja\'afari, and (occasionally) Ayad 
Allawi constantly surface, there is no indication of any 

broad agreement. End Comment. 
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DEPT PLEASE PASS TO IO/PPC FOR BATTLE; USUN FOR MCBRIDE;NSC 
FOR MCDONALD, AF/RSA FOR KELLY, EPSTEIN, AND AMADEO 


E.O. 12958: N/A 

TAGS: PREL, ITRA, OVIP, KSEP, UNGA, TO 

SUBJECT: TOGOLESE ATTENDANCE AT THE 62ND UN GENERAL ASSEMBLY 
REF: STATE 101170 


On July 27, poloff delivered reftel demarche to Kodjo Menan, 
Secretary General at the Ministry of Foreign Affairs. Menan 
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SIPDIS 

said that President Faure Gnassingbe and Minister of Foreign 
Affairs Zarifou Ayeva were planning to attend. He said that 
no decision has yet been made regarding the attendance of 
additional government officials or spouses. In a separate 
meeting on July 25, however, Minister of Cooperation Gilbert 
Bawara mentioned to DCM and Poloff that the President\'s 
attendance at UNGA would depend on the new legislative 
election date, which has not yet been determined. Menan said 
he will provide us with all the requested information as 

soon as the composition of the Togolese delegation has been 
finalized. 

DUNN 
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E.O. 12958: DECL: 07/31/2017 
TAGS: IZ, KDEM, PGOV 
SUBJECT: TAWAFUQ LEAVES DOOR OPEN FOR RETURN TO GOVERNMENT 


Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: Vice President Tarik Hashimi defended the 
August 1 Tawafug decision to withdraw its six Ministers from 
government. The action was designed to shock the government 
and rebuild Tawafuq\'s shattered political base which 
questioned continued participation in the political process 
absent any tangible results, especially in the key areas of 
security and detainees, said Hashimi. Hashimi left open the 
possibility that Tawafuq could rejoin the government if PM 

Maliki took steps to implement the political agenda that 

formed the basis of the current unity government fifteen 

months ago. In the meantime, VP Hashimi would continue 
working in the 3 plus 1 leadership construct to try and 

hammer out a political agreement on key benchmark, security 
and government partnership issues. Hashimi complained about 
what he termed broken U.S. promises to release the bulk of 
Coalition detainees by the end of 2006. Ambassador Crocker 
reproached Hashimi for withdrawing from the political process 
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at a critical time and wondered whether political progress 
was possible in the current poisoned environment. End 
Summary. 


Tawafug will Remain in the Political Process 


2. (C) In a meeting with Amb. Crocker on August 1, an edgy 
Vice President Tarik al-Hashimi said that Tawafuq could not 
remain part of the Maliki government but will continue in the 
political process through the 3 plus 1 leadership group and 
in the Council of Representatives. He said he would remain 
in the post of Vice President for the time being unless there 
was no response to the political agenda in the leadership 
meetings. 


Need to Shock the Government and Restore Base 


3. (C) Saying there had to be a shock to the government and 
that the move would restore popular support for Tawafug, 
Hashimi dismissed as disingenuous the last minute attempts by 
President Talabani and PM Maliki to address some of the 
Tawafuq concerns and avert the walkout saying if Maliki 
really wanted to avert the crisis, he would not have waited 
seven days and would have called Hashimi himself. Besides, 
Maliki threatened violence against Tawafuq in his public 
statement and told Planning Minister Ali Baban on two 
occasions that he could not guarantee the reaction of people 
if Tawafuq walked out of government, said Hashimi. 


3. (C) Ambassador Crocker replied that both sides made 
inflammatory statements and that the timing of Tawafuq\'s move 
shows that it does not have a serious desire for discussions. 
All parties are at fault, continued the Ambassador, and must 
accept responsibility for the outcome. We need to be able to 
demonstrate in September that there is an lraqi government 
seriously dealing with the issues, he continued. Special 
Assistant to the President Meghan O\'Sullivan added that the 
current military successes must be followed up with political 
dialogue. The crisis that Tawafuq had caused in the last 
several weeks has diverted everyone\'s attention from the 
serious political issues at hand. The resulting negative 
political climate will make the job that much more difficult. 
You are stepping back from political participation at a time 
when you should be increasing it, concluded Amb. Crocker. 


4. (C) Hashimi firmly rejected the charges saying that the 
eleven Tawafuq proposals in their July 25 ultimatum were 
constructive and, outlining the numerous previous attempts to 
reach compromise with the Maliki government on these issues, 


Column 3 

asked rhetorically, \"what else can | do?\" The country is 

going in the wrong direction, he asserted, and it must change 
course. The door is open for a Tawafuq return to the 
government if PM Maliki takes steps to address the political 
agenda that was agreed to when the government was formed 15 
months ago, he added. 


Promises on Detainees Unfulfilled 


5. (C) Stating, \"we have problems with you too\", an 
aggressive Hashimi charged that the U.S. had violated an 
agreement to release most prisoners in Coalition custody by 
the end of 2006. He claimed that in the process of forming 

the national unity government in June 2006, Ambassador 
Khalilzad and General Casey promised to release 2,500 Sunnis 
from MNF-I custody followed by 1,500 per month thereafter - 
essentially clearing out Camp Bucca except for serious 
security cases. PM Maliki stopped the releases after the 

first tranche, claiming the released Sunnis were terrorists. 


6. (C) The Ambassador pushed back saying that he had no 
record of such an agreement. People were being detained for 
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good reason and kept only if they posed a security risk to 
Coalition forces, he added. All detainee cases are reviewed 
within 90 days and every four months thereafter explained the 
Ambassador. Hashimi angrily challenged this stating that he 
had seen some files which contain no information about the 
reason for detention. There are thousands like that, he 
claimed. The rehabilitation process which was proposed for 
the detainees is proceeding too slowly, he added. 
Unwarranted detentions subject detainees to extremist 
influences said Hashimi and \"if you are satisfied with this 
system, keep it for your shame and suffer the consequences\". 
The U.S. should release the elderly and the handicapped, said 
Hashimi. 


Baghdad Security Plan Biased 


7. (C) We are not happy with the Baghdad Security Plan said 
Hashimi, both in terms of operations and intelligence. He 
claimed that the plan is directed only against Sunni areas, 
and Sunni intelligence on terrorists in ShiVa areas was not 
followed up. We cannot agree to a continuation of the 
current operations, he said. 


Column 3 
Advisors to Resolve Issues Prior to Leadership Meeting 


8. (C) Turning to the 3 plus 1 leadership process, Hashimi 
said the advisors are making good progress and should 
continue working. They should discuss and attempt to resolve 
each and every item on the agenda prior to the leadership 
meeting leaving only the unresolved items for the leaders to 
review. 


9. (C) Comment: Tarik Hashimi, usually polite and 
mild-mannered in his meetings, was notably confident in 
defending the Tawafug decision to leave the Maliki 
government, as if he was relieved that a burden had been 
lifted. He was unusually aggressive in his criticism of 
Coalition detention policies and dismissive of the frantic 

last minute efforts by President Talabani to avert the 
walk-out. The degree to which the Tawafuq walk-out will 
exacerbate the already bad political climate remains to be 
seen. If there is no over-reaction by PM Maliki (e.g. by 
firing Sunnis in sub-cabinet positions or announcing security 
investigations of Tawafug leaders), the ongoing 3 plus 1 
leadership process might be nurtured to help restore some 
confidence and cooperation. However, the parties could 
damage the prospects for political progress in the context of 
a leadership meeting if their attention strays in the coming 
weeks to forging a new anti-Maliki coalition. End Comment. 
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CDC FOR OGHA (BLOUT/MCCALL) AND DIV-FLU (COX/MOHEN) 
USDA PASS TO APHIS, FAS (OSTA AND OCRA), FSIS 

BANGKOK FOR RMO, CDC (MALISON), USAID (MACARTHUR/BRADY) 
BEIJING FOR HHS HEALTH ATTACHE (ROSS) 

PHNOM PENH FOR CDC INFLUENZA COORDINATOR(BRADY) 
VIENTIANE FOR CDC INFLUENZA COORDINATOR (CORWIN) 

ROME FOR FAO 


E.O. 12958: N/A 

TAGS: TBIO, AMED, EAGR, KFLU, VM 

SUBJECT: MEDIA REPORTS OF HUMAN STREPTOCOCUS CASES LINKED TO 
OUTBREAK OF BLUE EAR DISEASE IN SWINE 


1. (U) Vietnamese media recently reported 42 human cases of disease 
caused by infection with Streptococcus suis, a bacterial infection 

that can be contracted after coming into direct contact with an 

infected pig or eating pork or blood from an infected pig. The 

bacteria can cause internal hemorrhage and high fever, in addition 

to meningitis or infection of the blood or heart. The disease can 

be fatal. 


2. (U) Vietnamese media have reported two confirmed human deaths due 
to infections with S. suis. Vietnam health officials have reported 

cases throughout the country and have called for measures to 

increase surveillance at local levels. There have been recent 
improvements in diagnostic capacity for S. suis in Vietnam. (Note: 

Given our poor understanding of the background incidence of human S. 
suis infections, particularly in the North, it is difficult to say 

whether this represents a significant increase in incidence this 

year. End note.) 


3. (U) These reports coincide with media reports of Porcine 
Reproductive and Respiratory Syndrome (PRRS) virus outbreak. More 
than 27,000 pigs in central Vietnam have reported succumbed to the 
virus, which is also known as \"blue ear disease.\" While S. suis is 

not known to be directly related to PRRS, it is possible that the 
outbreak of PRRS has increased human contact with dead pigs and have 
therefore increased exposure to risk factors for S. suis infection. 

Most cases to date have had a confirmed occupational history of 
exposure to raw pork meat (e.g., slaughterhouse worker or commercial 
butcher) or similar contact. Mission Hanoi will continue to monitor 

the situation and will provide additional reports if necessary. 
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DEPARTMENT FOR ISN, L AND S/CT 


E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, IV 

SUBJECT: DEMARCHE ON COTE DYIVOIRE\S POTENTIAL ADOPTION OF 
THE INTERNATIONAL CONVENTION FOR THE SUPPRESSION OF ACT OF 
NUCLEAR TERRORISM 


REF: SECSTATE 102149 


1. (SBU) Emboff demarched Ambassador Tanoh Boutchoue, MFA 
Director of the Office of International Organizations and UN 

Affairs, on July 26 on reftel points. Emboff left relevant 

points with Boutchoue and will inform Department in septel of 

any substantive response. 

HOOKS 
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DEPARTMENT FOR PRM 

E.O. 12958: N/A 

TAGS: AORC, EUN, PREF, PREL, SMIG 

SUBJECT: DEMARCHE TO COTE D\'IVOIRE ON U.S. CANDIDATE FOR 
IOM DIRECTOR GENERAL 

REF: SECSTATE 93916 

1. (SBU) Emboff demarched Ambassador Tanoh Boutchoue, MFA 


Director of International Organizations and UN Affairs on 
July 26 on action points in reftel. As Ambassador Swing and 
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his work with MONUC are well-known in African diplomatic 
circles, Boutchoue was immediately personally disposed 
towards his candidacy. Post will report any substantive 
Government of Cote d\'Ivoire response. 

HOOKS 
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E.O. 12958: N/A 

TAGS: UNESCO, IV 

SUBJECT: DEMARCHE TO COTE D\IVOIRE ON UNESCO HOLOCAUST 
REMEMBERANCE RESOLUTION 


REF: SECSTATE 99971 


1. (SBU) Emboff demarched Ambassador Tanoh Boutchoue, MFA 
Director of International Organizations and UN Affairs on 

July 26 on action points in reftel and left a copy of the 

draft explanatory note and proposed resolution on text. Post 

will report any substantive Government of Cote d\'Ivoire 

response. 

HOOKS 
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E.O. 12958: DECL: 07/31/2017 

TAGS: KNNP, PARM, IR, IV 

SUBJECT: DEMARCHE TO COTE DVIVOIRE ON ROBUST 
IMPLEMENTATION OF UNSC SANCTIONS ON IRAN 


REF: SECSTATE 101574 
Classified By: EconChief EMassinga, Reasons 1.4 (b,d) 


1. (SBU) July 26, Emboff demarched Ambassador Tanoh 
Boutchoue, MFA Director of International Organizations and UN 
Affairs, on action points mentioned in reftel, stressing the 
mandatory nature of a UNSC 1737 report and leaving a 
translated version of unclassified paragraph six points as a 
non-paper. Post will report any substantive Government of 
Cote d\'lvoire response. 
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E.O. 12958: DECL: 08/01/2017 
TAGS: PREL, SP, IS, LE, SY, IZ 
SUBJECT: SPANISH FM MORATINOS IN SYRIA AND LEBANON 


Classified By: DCM Hugo Llorens for reasons 1.4 b & d. 


1. (C) SUMMARY: During the last week of July, Foreign 
Minister Moratinos met with top leaders in Egypt, Lebanon, 
and Syria, including Syrian President Assad, in a declared 
effort to support US and European efforts in Palestine and 
Lebanon. According to MFA Middle East DG Alvaro Iranzo, 
Moratinos himself decided where to go and whom to meet with 
based on significant Spanish concerns that Lebanon is 
potentially on the brink of civil war and that the safety of 

Spain and other UNIFIL troops is at risk. 


2. (C) Iranzo said that Moratinos was explicit in his 
meetings, as well as in public statements, that Spain 
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supports President Bush\'s proposed Middle East peace 
conference as well as French FM Kouchner\'s initiative for a 
national unity government in Lebanon. Iranzo said that 
Moratinos was firm with Assad about the need for Syria to 
better control its borders and focus on the foreign fighter 
problem as it relates to both Iraq and Lebanon. Iranzo 
believes that the unified international voice on this issue 

may be starting to get through to the SARG. DCM told Iranzo 
that while we appreciate Moratinos\' statements in support of 
the US and Quartet and accept that he undertook this trip in 
good faith, he sent an unfortunate message by meeting with a 
high-level Hizballah figure. END SUMMARY. 


3. (C) DCM talked with MFA Middle East DG Alvaro Iranzo on 
August 1 about Moratinos and Iranzo\'s just-completed trip to 
the region. Iranzo, who had accompanied Moratinos to all 
meetings, said that Moratinos had decided to go to support US 
and EU efforts, and out of concern about the safety of 
Spanish troops serving in UNIFIL in southern Lebanon. 
Stopping first in Egypt, then going to Lebanon and Syria, 
Moratinos was clear in all meetings that Spain supports US 
and EU efforts towards peace in Israel and Palestine and 
welcomes President Bush\'s proposed Middle East peace 
conference. 


4. (C) Iranzo said that the Lebanon stop on July 30 was most 
important. Moratinos had positive meetings with all key 
leaders, including PM Fuad Siniora, President of the 
Parliament Nabih Berri, Michel Aoun, Walid Jumblatt, and Amin 
Gemayel. Iranzo told DCM that Spain has invested a lot in 
Lebanon, including putting troops under UNIFIL, so Moratinos 
wanted to do what he could to support the UNIFIL mission and 
push Kouchner\'s national unity government initiative. 
Moratinos also met with Hizballah number two, Sheik Naim 
Qassem. After that meeting, Moratinos said publicly that 

\"the meeting, which took place within the framework of the 
national dialogue we are supporting, has been very positive. 

A compromise is close to being found.\" Moratinos also had an 
emotional visit with Spanish troops serving under UNIFIL 
during which he commemorated the six Spanish soldiers who 
were recently killed in a car bomb attack. 


5. (C) DCM expressed appreciation for Spain\'s good faith 
efforts in UNIFIL and its statements in support of US and 
Quartet peace efforts, but expressed great surprise and 
disappointment at Moratinos\' meeting with Hizballah. Even 
considering Spain\'s major stake in the area, Moratinos sent a 
confusing message, seemingly legitimizing an organization 
known for committing many terrorist acts and representing a 
major part of the problem in Lebanon. DCM said that while it 
might be tactically necessary for Spain to meet with 
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low-level Hizballah representatives in Beirut, it was hard to 
understand how the Foreign Minister of a major European 
democracy would find it appropriate to meet with the deputy 
head of a terrorist group. Iranzo replied that Spain is 
conscious of the issue and generally limits its contacts with 
Hizballah to infrequent, low-profile meetings, but in this 
case Moratinos decided that Spain\'s commitment to a 
successful UNIFIL mission and to support the French 
initiative in Lebanon warranted the meeting. 


6. (C) After Lebanon, Moratinos moved on to Damascus where he 
met with Syrian President Assad, Vice President Farouk 
Chareh, and Foreign Minister Mualam on July 31. Iranzo said 
that discussions centered on the need for Syria to support 

the French initiative in Lebanon as well as the importance of 
Syria taking action on the foreign fighter issue. He said 

that Moratinos made a strong pitch for better border control 

to keep foreign fighters out of both Lebanon and Iraq. 

(NOTE: The GOS believes that foreign fighters linked to 
al-Qaeda were likely responsible for the car bomb attack on 

its UNIFIL soldiers. END NOTE.) Iranzo said that the GOS 
believes that the SARG is beginning to get the message on 
foreign fighters and is taking seriously its leadership of a 
border control working group that will meet on August 10. He 
said that Moratinos had encouraged Syria to cooperate closely 
with Germany, which had offered to help. Iranzo said that 
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the Syrians told Moratinos that they had approached the US 
about attending this meeting as an observer. DCM thanked 
Moratinos for raising foreign fighters and asked Iranzo to 
ensure close coordination with the USG on this issue. He 
also reminded Iranzo of the importance of the international 
community delivering a consistent, unified message to Syria. 


7. (C) Iranzo said that Moratinos told Syria that Spain 

supports Secretary Rice and Tony Blair\'s efforts on the 

Middle East peace process. Assad and FM Mualam suggested 
that the peace conference should be like the 1991 Madrid 
conference in which everything could be on the table in an 
effort to achieve a comprehensive peace. 

AGUIRRE 


117464 

PP RUEHBC RUEHDA RUEHDE RUEHIHL RUEHKUK 
DE RUEHAK #1977/01 2131706 

ZNR UUUUU ZZH 

P 011706Z AUG 07 

FM AMEMBASSY ANKARA 


Column 3 

TO RUEHC/SECSTATE WASHDC PRIORITY 3236 
INFO RUCNRAQ/IRAQ COLLECTIVE PRIORITY 
RUEHAK/USDAO ANKARA TU PRIORITY 
RUEUITH/TLO ANKARA TU PRIORITY 
RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
RUEUITH/ODC ANKARA TU//TCH// PRIORITY 
RHEHAAA/NSC WASHDC PRIORITY 
RHEFDIA/DIA WASHDC PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RHMFIUU/HQ USEUCOM VAIHINGEN GE PRIORITY","UNCLAS SECTION 01 OF 03 ANKARA 001977 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PINS, PREL, PTER, ECON, ENRG, OREP, AM, IZ, TU 

SUBJECT: WELCOME CONGRESSMAN SHAYS: SCENESETTER FOR CODEL 
BAIRD (SHAYS/PALARINO), AUGUST 7-9, 2007 


1. (SBU) Summary: Your visit to Turkey comes as the 
recently elected parliament prepares to approve a new 
government and elect the country\'s next president. Terrorism 
and Iraq remain key issues, and the return of pro-Kurdish 
representatives to parliament after 14 years may offer a 
chance for improved dialogue on both. Turkey continues to be 
an essential partner in Iraq, supporting coalition forces by 
allowing the use of its territory as a logistical hub. It 

has over 1,000 troops in Afghanistan and has twice led 
international forces there. The single biggest obstacle to 
bilateral relations is PKK terrorism. Turkey is frustrated 

with U.S. and Iraqi failure to act against PKK terrorists in 
northern Iraq and has threatened to strike PKK targets across 
the border if the U.S. or Iraq does not act. House passage 

of an Armenian genocide resolution would likely jeopardize 
U.S. national security interests in Turkey and Iraq, 

complicate the security environment for U.S. citizens and USG 
personnel, and work against those in Turkey calling for open 
discussion on the tragedies of 1915. End summary. 


PKK TERRORISM AND IRAQ 


2. (SBU) Turkey has consistently demonstrated strong 
security cooperation in the global war on terror as a key 

U.S. ally and the only democracy and NATO member bordering 
Iraq, Iran, and Syria. Turkey broadly agrees with U.S. goals 

in Iraq and tangibly supports our military efforts there. 

However, Turkish concerns about Iraq\'s stability and future, 

as well as PKK terrorist attacks launched from northern Iraq, 
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complicate our relationship. 


3. (SBU) Since 1984, the PKK terrorist campaign has resulted 
in approximately 37,000 deaths. After ending its 

self-imposed five-year cease-fire in 2004, the PKK has 
conducted attacks against Turkey from strongholds in northern 
Iraq, killing over 600 Turkish civilians and military and 
foreigners in 2006 alone, and nearly 100 in 2007 to date. 

The increased violence prompted the government and military 
to threaten possible cross-border operations targeting the 
PKK in Iraq. The USG has strongly discouraged this, citing 
Iraqi sovereignty and the risk of increased instability. The 

U.S. has been Turkey\'s closest ally in the fight against the 
PKK, securing EU agreement to place the PKK on its list of 
terrorist organizations; spear-heading Europe-wide efforts to 
close PKK financial, logistical, and media support outlets 
there; and leading a trilateral (US/TU/IZ) process to stop 

the threat emanating from northern Iraq. We are also 
encouraging dialogue between the GOT and Iraqi and Kurdish 
Regional Government authorities. 


4. (SBU) Turkey worries about increasing instability in 

Iraq, growing Iranian influence in the region, and the 
potential for Iraq to splinter along sectarian or ethnic 

lines. The GOT is also concerned about Iraqi Kurdish 
ambitions to expand their territory to include oil-rich 

Kirkuk. The prospect of a referendum this year on Kirkuk\'s 
future status exacerbates Turkish fears that Kurdish 
annexation of the province will lead to massive 
inter-communal violence, and, ultimately, the dissolution of 
Iraq. Turkish political leaders have sought to reinforce 
Iraq\'s unity and territorial integrity; Turkey has been among 
the most active in the Iraq Neighbors Process. 


5. (SBU) Turkey\'s agreement to use of its territory as a 
logistical hub has been a combat multiplier for our lraq 
operations. Approximately 3 million gallons per day of 
gasoline and diesel fuel for the Iraqi people and 25 percent 
of sustainment fuel for coalition forces crosses into lraq 
through the Ground Line of Communication at Habur Border 
Gate. Since May 2005 when Turkey approved the use of 
Incirlik Air Base as a cargo hub to support coalition 
operations in Iraq, over 152 million pounds of equipment have 
been shipped to U.S. troops. Over fifty percent of all air 
cargo into Iraq has transited the Incirlik cargo hub. 


TURKISH CONTRIBUTIONS TO AFGHANISTAN 


6. (SBU) Turkey has been a solid contributor to the NATO 
Allies\' effort in Afghanistan. It has over 1,000 troops on 
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the ground, and has twice led the International Security 
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Assistance Force for Afghanistan (ISAF). It recently took 

over command of the ISAF Kabul region in April, and donated 
24 155mm howitzers to the Afghan National Army, along with a 
training package. In addition to military support, Turkey 
operates a PRT in Wardak Province and has committed 100 
million dollars in long-term development support to 
Afghanistan, which has been used primarily for the 
construction of hospitals and schools. Turkey is also 

engaged in a strong diplomatic effort to promote dialogue 
between Afghan President Karzai and Pakistani President 
Musharraf. On April 29, 2007, in Ankara, the leaders signed 
their first joint declaration, committing the two sides to 

foster improved cooperation on intelligence sharing, 
counter-terrorism, counter-narcotics and economic 
development. The leaders commissioned a joint working group 
to monitor implementation of the Ankara Declaration. 


TURKISH INVESTMENT AND TRADE IN NORTHERN IRAQ 


7. (SBU) Turkey\'s exports to Iraq are substantial -- about 
$2.5 billion dollars in 2006 and $1.3 billion through June 

2007, according to the Turkish Foreign Trade Undersecretariat 
(FTU). While greater competition has reduced Turkey\'s share 
in Iraq's market, Turkish businesses are still active in oil 
exploration, service businesses, and construction. Some 
325-380 Turkish businesses reportedly control 95 percent of 
the $2.8 billion reconstruction market in northern Iraq, 
including subsidiaries of OYAK, the Armed Forces Pension 
Fund, and Nursoy, a company founded by a former Nationalist 
Action Party (MHP) provincial chairman. Turkish businesses 
have won projects such as the $300 million Irbil airport, the 
$260 million Suleimaniye University, and the $65 million 
Kurdish Democratic Party (KDP) headquarters. These projects 
depend primarily on Turkish imports of construction and other 
material. In the oil business, Turkey\'s Genel Enerji is 
exploring around Kirkuk. 


8. (SBU) Several factors have contributed to declines in 
daily truck traffic through the Habur Gate from 2,500-3,000 
pre-invasion to 500-750 today. Better enforcement has 
reduced fuel smuggling into Turkey. Iraq,s State Oil 
Marketing Organization no longer takes commercial fuel 
deliveries from Turkey, which accounted for up to 100 trucks 
per day. Moreover, the KDP reportedly demands fees of 
$300-400 from Turkish drivers. The risk of a cross border 
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operation (CBO) reportedly led numerous companies to leave 
northern Iraq. Official trade numbers from the FTU also show 

a slackening in growth of Turkish exports to Iraq, running 
against the trend of Turkey\'s steady export growth. Ina 

July 19 meeting, however, the Chairman of the Turkey-lraq 
Business Council said that the GOT continues to push 
commercial engagement on the ground, adding that he was 
confident the business community would get advance warning of 
a major CBO. 


ELECTION RESULTS 


9. (U) Turkey\'s ruling Justice and Development Party (AKP) 
scored a significant victory in July 22 parliamentary 

elections, returning to power with 46.6% of the vote, up from 
34% in the 2002 election. Two other parties crossed the ten 
percent election threshold required to enter parliament, 

along with 26 independent candidates, creating a fractious if 
more representative legislature. AKP appears set to form 
another single-party government, with 341 of parliament\'s 550 
seats, but returns with a reduced majority and short of the 

367 seats needed to elect the next president or amend 
Turkey\'s military-drafted constitution. The opposition 
Republican People\'s Party (CHP), with 20% of the vote, lost 
seats in several of its strongholds. Commentators view the 
results as the opposition\'s failure as much as AKP\'s success. 
The new parliament will convene August 4, with election of a 
Speaker, formation of a new government and election of 
Turkey\'s next president topping the agenda. 


10. (U) AKP now has a mandate to pursue its economic 
development and modernization policies, EU membership and 
political reform for another term. Erdogan was magnanimous 
in an acceptance speech that stressed unity, democracy, 
stability. His first real test will be choosing a 
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presidential candidate who can bridge the divide between a 
shattered left and jubilant AKP supporters. 


HOUSE RESOLUTION ON ARMENIAN GENOCIDE 


11. (SBU) The USG has worked hard to encourage a candid 
discussion in Turkey of the tragedy suffered by ethnic 
Armenians during World War |. The Turkish and Armenian 
governments have discussed establishing joint commissions of 
academics and historians to establish the facts, in parallel 
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with efforts to establish official bilateral relations. The 
January 2007 murder of Turkish Armenian journalist Hrant Dink 
has contributed to growing calls for changes to Penal Code 
Article 301, which criminalizes insulting \"Turkishness,\" and 
stifles Turks, ability to discuss fully the events of 1915. 

A U.S. Congressional resolution labeling this tragedy a 
\"genocide\" would trigger an intensely negative and 
nationalist response, and would work against those in Turkey 
calling for a comprehensive review of the events and for 
normalizing bilateral relations with Armenia. 


12. (SBU) A resolution would also have negative consequences 
for U.S. national security interests in Iraq and elsewhere. 
Supply routes into Iraq that are crucial to supporting U.S. 
troops, military overflights and use of Turkish bases that 
support U.S. military operations in Iraq and Afghanistan 

could be jeopardized. Additionally, major defense 
procurement contracts with U.S. manufacturers (with expected 
and potential sales exceeding $10 billion) could be scrapped. 
Agricultural purchases might also be canceled and consumer 
boycotts could ensue. Anti-Americanism -- already high -- 
would likely intensify, increasing the threat level for U.S. 
citizens and USG personnel living and working in Turkey. 


MISSION TURKEY 


13. (SBU) Mission Turkey consists of four posts: Embassy 
Ankara, Consulate General Istanbul, Consulate Adana, and a 
two-person Consular Agency in Izmir. Country-wide, there are 
currently about 300 American positions and almost 700 locally 
employed staff (LES) working for over 20 agencies throughout 
the Mission. The Mission\'s FY 2007 operating budget was $30 
million. Mission Turkey is scheduled for a New Embassy 
Compound (NEC), with construction set to begin in 2010. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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FOR ISN, L, AND S/CT 


E.O. 12958: N/A 

TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, FR 

SUBJECT: FRANCE WILL BEGIN RATIFICATION PROCESS FOR THE 
INTERNATIONAL CONVENTION FOR THE SUPPRESSION OF ACTS OF 
NUCLEAR TERRORISM 


REF: STATE 102149 


1. (SBU) French MFA counterterrorism official, Francois 
Revardeaux, told poloff at the end of July that the MFA will 
begin working in September 2007 on ratification of the UN 
International Convention for the Suppression of Acts of 
Nuclear Terrorism. The Convention\'s ratification, Revardeaux 
said, required passage of new legislation by the National 
Assembly. Now that election season was over in France, the 
MFA would begin to push the full ratification process 

following August holidays. Revardeaux did not anticipate any 
significant impediments to the Convention\'s ratification. 


2. (SBU) Revardeaux agreed that it was important for other 
countries to sign and ratify the Convention and expressed the 
hope that France and the U.S. would soon be leading by 
example. As an active member of the 1373 Committee, he said, 
France would continue to push for the international adoption 

of all UN Conventions related to terrorism. 


Please visit Paris\' Classified Website at: 
http://www.state.sgov.gov/p/eur/paris/index.c fm 
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E.O. 12958: DECL: 07/31/2017 
TAGS: PGOV, IZ 
SUBJECT: TAWAFUQ WITHDRAWAL IMPACT ON COR AND CABINET 


REF: BAGHDAD 2410 
Classified By: Ambassador Ryan C. Crocker for reasons 1.4 (b) and (d). 


1. (C) SUMMARY: On August 1, Tawafug followed through on its 
threat to withdraw its six ministers from Prime Minister Nuri 
al-Maliki\'s government. Maliki has responded to similar 
situations in the past by appointing \"acting ministers\" from 

his own cabinet (i.e., asking sitting ministers to cover a 

second ministry). For now, all Tawafuq Members of Parliament 
are remaining in their positions, as is Vice President Tarik 
al-Hashimi. Tawafug controls 44 votes in the Council of 
Representatives (CoR) but would need another 94 to obtain a 
vote of no-confidence in Maliki. Securing the necessary 

votes would require forming a coalition across disparate 
political blocs and is unlikely to occur. END SUMMARY. 


Maliki\'s Next Step for the Cabinet 


2. (C) On August 1, Tawafug announced the withdrawal of its 
six ministers -- including Deputy Prime Minister Zuba\'i -- 
from Maliki\'s cabinet. Although Tawafug originally proposed 
Minister of Defense al-Ubaydi, he has since broken with the 
front and was not part of the withdrawal. 


3. (C) A review of Maliki\'s response to the Sadr bloc\'s 
ministerial withdrawals in December 2006 and April 2007 may 
provide clues to his probable reaction in dealing with this 
crisis. In both cases, Maliki replaced the Sadrists with 
\"acting ministers\" drawn from his own cabinet who then had 
responsibility for two ministerial positions. Maliki may 

once again reach for the same strategy, not least because for 
some time he has been considering a cabinet shuffle. While 
this may work as a stop-gap measure, it may not provide a 
lasting solution; Maliki has twice forwarded nominations to 
the CoR to replace the Sadrist ministers, but could not 
muster enough support to have them approved. Consequently, 
the CoR declined to vote on his nominees. For the time 
being, Maliki has said he will not act on the resignations. 


Vote of No-Confidence? 


4. (C) Article 61 of the constitution sets out the procedure 
for the CoR to withdraw confidence from the Prime Minister. 
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First, 25 MPs must submit an inquiry to the PM. Second, 
one-fifth of the CoR (55 MPs) must submit a request for a 
withdrawal of confidence at least seven days after submission 
of the inquiry. Finally, this request must be approved by an 
absolute majority - 138 - of the parliament. 


5. (C) With 44 members, Tawafug acting independently could 
only submit an inquiry to the PM, the first step in the 

process. However, widespread dissatisfaction with the Maliki 
government has fueled constant rumors of the emergence of an 
anti-Maliki front. One possibility (reftel: 2410) is an 

alliance between Tawafug, Fadhila, Iragiyya, the Sadr Bloc, 
and the Iraqi National Dialogue Front. This front could, in 
theory, have up to 127 votes and, if it attracted enough 
independents, might pull off a vote of no-confidence. 

Another possibility would be a deal between Tawafuq and the 
Kurdish alliance (55 seats) - bringing the total to 99 votes 

- with the remaining 39 votes coming from various ShiVa 
groups. 


6. (C) Comment: The good news is that, barring an 
extraordinary session, the CoR is in recess until September 
4th, so Maliki is not in immediate danger. Moreover, the 

above breakdown assumes perfect attendance from the various 
blocs. In fact, attendance is a major problem at the CoR, 
where only 50-60% of MPs are present even on days when there 
is aquorum. Even as part of an effort to oust the PM, the 

blocs might find it difficult to muster all of their 

theoretical votes. Finally, we assess that CoR members are 
unlikely to press a vote of no confidence unless there is a 
consensus over a replacement candidate. While the names of 
Adel Abdul Mehdi, Ibrahim Ja\'afari, and (occasionally) Ayad 
Allawi constantly surface, there is no indication of any 

broad agreement. End Comment. 
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E.O. 12958: DECL: 08/01/2032 
TAGS: EPET, ENRG, EINV, ECON, PREL, AG 
SUBJECT: SONATRACH GOES GLOBAL 


REF: A. ALGIERS 00710 


B. LAMELA-WOOD E-MAILS 7/31/07 
C. PARIS 3237 


Classified by: DCM Thomas F. Daughton; Reasons 1.4 (b) 
and (d). 


1. (SBU) SUMMARY: As speculation mounts regarding the date of the next 
international licensing round for Algerian exploration blocks, 

Sonatrach has signaled that either downstream market access or 
partnership in foreign projects will be a precondition for foreign 

firms wishing to partake in Algerian investment projects. This 

deal-making reflects Algeria\'s broader intent to fashion Sonatrach into 

an internationally recognized energy company even as the parastatal 
expands into a broad array of nontraditional, non-energy business 
ventures. END SUMMARY. 


EXPANDING INTERNATIONAL PRESENCE 


2. (SBU) In a series of recent energy deals, state-run oil and gas 
parastatal Sonatrach has demanded that potential foreign partners help 
the company expand its international holdings as a precondition for 
investment in Algeria. Minister of Energy and Mines Chakib Khelil 
announced July 27 that partnership talks between Sonatrach and Gaz de 
France had fallen apart for the time being because \"French companies 
did not make proposals to Sonatrach that would contribute to its 
international development -- something that is a strategic goal for us, 
as did Statoil and the Italian group ENI.\" (Note: Norway\'s Statoil 
recently began an offshore exploration project with Sonatrach in Egypt. 
ENI recently started working with Sonatrach on an exploration project 
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in Mali. End Note.) The leading energy journalist for the Algerian 
daily El Watan told us July 31 that Energias de Portugal had similarly 
struck a deal to build electric plants in Algeria in exchange for 
downstream gas and electricity supplies to Portugal from Sonatrach. 


3. (SBU) Algeria signaled in June that Spain would have to allow 
Sonatrach greater access to downstream sales in Spain as a condition 
for Spanish participation in future upstream development in Algeria 
(ref A). Khelil held his ground while publicly hinting that the 
billion-dollar Medgaz pipeline project between Algeria and Spain was in 
jeopardy. On July 19, following Khelil\'s visit to Madrid, the Spanish 
ministry of industry overruled a previous decision by the national 
energy commission and lifted restrictions on the amount of gas 
Sonatrach could sell to Spain, although details of the deal remain 
murky (ref B). 


4. (SBU) Since Khelil took the helm of Sonatrach and particularly since 
the start of President Bouteflika\'s second mandate, Sonatrach has 
developed exploration projects abroad -- but none with the sort of quid 
pro quo apparent in recent deals. Sonatrach won exploration block 65 

in Libya\'s 2005 licensing round in which it pledged to invest USD 13 
million over five years. Also in 2005, it signed a USD 29.5 million, 
12-year exploration contract with Niger. Enafor, a Sonatrach 

subsidiary, received in 2004 a 5-year USD 50 million exploration 

contract in Oman\'s Sahel Rawel field. Sonatrach acquired a 10 percent 
share in the Camisea gas development project in Peru in 2003, adding to 
its existing 21 percent share in the pipeline portion of the project. 

(Note: Embassy contacts in the energy sector told us that Sonatrach\'s 
involvement with Camisea dates to Minister Khelil\'s tenure at the World 
Bank, when he was responsible for projects in Peru. End Note.) 
Sonatrach CEO Mohammed Meziane announced in 2006 that Africa was a 
priority area of investment for Sonatrach and that Algeria was 

evaluating new development projects in Libya, Tunisia, Egypt, Niger, 

and Mali. Meziane added that Sonatrach was also examining exploration 
projects in Yemen. 


5. (SBU) In addition to exploration projects, Sonatrach has 

increasingly diversified into global downstream and transportation 
projects. Khelil reaffirmed July 29 that Algeria was planning to move 
forward with the Trans-Sahara Gas Pipeline. The project would fall 
under the auspices of the New Partnership for African Development 
(NEPAD) and link Nigeria\'s Warri gas field to Algeria\'s Beni-saf field 
en route to Algeria\'s existing sub-Mediterranean pipeline networks. In 
March 2006, Sonatrach announced an oil stockpiling project with South 
Korea to strengthen its position in Asian markets. British Petroleum 
and Sonatrach embarked on a joint venture in an LNG terminal on the 
UK\'s Isle of Grain. This follows Sonatrach\'s purchase of 10 percent of 
the Reganosa LNG terminal in Mugardos, Spain. Sonatrach established in 
2005 a joint venture with Germany\'s BASF in a Spanish petrochemical 
plant. Press reports indicate Algeria has eyed a share of Tunisia\'s 

oil distributor, SNDP-AGIL, as well as LNG terminals in Indonesia. 
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NON-TRADITIONAL ENTERPRISES 


6. (SBU) Sonatrach is progressively venturing into a wide range 
businesses that are often only marginally affiliated with the energy 
sector. Sonatrach bought out its former partner Air Algerie in May to 
take control of Tassili Airlines, which currently consists of four 
airplanes and is slated to acquire 41 additional aircraft in the next 

few years at the cost of an estimated USD 1 billion. As a first 
tranche, Tassili plans to take possession of four 70-passenger jets 
from Canada\'s Bombardier by October. The airline will fly some 
oil-sector routes to remote parts of southern Algeria but will also 
compete with the national carrier Air Algerie on domestic and 
international routes. In another new venture, Sonatrach announced in 
June its intention to launch a fiber-optic telecommunications company. 
This follows reports of the company\'s interest in starting an Algerian 
business television station. 


7. (SBU) While airlines and television stations are a marked shift, 
Sonatrach has long stepped outside the traditional bounds of an energy 
company. During the decades of Algeria\'s socialist experiment and the 
ensuing \"black decade\" of terrorism, Sonatrach was the only government 
agency capable of executing big-ticket investment projects. A project 
finance director for the Overseas Private Investment Corporation (OPIC) 
told us that her early discussions to finance the Hamma desalination 
plant in Algiers Bay quickly drew her to the conclusion that Sonatrach 
was the only Algerian government agency with the technical ability, 
familiarity with international financing, and relative transparency to 
execute a multi-million dollar project. (Note: OPIC and Citigroup 
ultimately contributed the bulk of financing to the General 

Electric-built Hamma project, now nearing completion. OPIC\'s primary 
Algerian government interlocutor in the later stages of the project 

has been the Algerian Energy Commission, a joint venture between 
Sonatrach and state-run utility provider Sonelgaz that promotes 
energy-sector private investment in Algeria. End Note.) 


COMMENT: CHASING THE PETRONAS DREAM 


8. (C) A former Sonatrach CEO recently told us that the company\'s 
efforts to mold itself into a global energy conglomerate comes under 
clear directive from President Bouteflika. In doing so, the president 
appears intent on gaining points domestically while bolstering 

Algeria\'s role on the world stage. Sonatrach has long served as 
Algeria\'s \"state within a state.\" It is the only government agency 
Algerians put much confidence in and that youth actively seek to work 
for. As such, Sonatrach may be the government\'s best bet to show an 
increasingly dissatisfied Algerian population that the GoA can deliver 
concrete improvements spanning from clean water and transportation to 
telecommunications. Sonatrach\'s new overseas ventures, most of which 
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are in Africa, meanwhile give Bouteflika credibility as the driving 
power of NEPAD, one of the president\'s pet projects in his efforts to 
play a leading role in African development. 


9. (C) Such expansion does not come without its risks or limitations. 
Sonatrach\'s snubbing of Gaz de France may provide Algerians with some 
short-term solace, particularly in the wake of Sarkozy\'s recent efforts 

to move past any French \"repentance\" for colonial-era sins (ref C), but 
future Sonatrach efforts to \"carry a big stick\" with its European 

energy buyers will ultimately be constrained by the symbiotic nature of 
pipeline-born gas trading. At the same time, as one oil and gas 

attorney who advises numerous global energy firms with operations in 
Algeria told us, Sonatrach becomes increasingly susceptible to 
fly-by-night investments as it strays too far from its core businesses. 
With little experience in offshore exploration, for example, Sonatrach 
may soon find itself well beyond its depth in foreign-based projects. 
Moreover, without shareholders demanding some accountability for such 
risks, as is the case with Malaysia\'s Petronas or Norway\'s Statoil, 
Sonatrach may also be setting itself up for another Brown Root Condor 


affair, in which employees of a Sonatrach subsidiary looted millions 
from domestic infrastructure projects. 
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1. SUMMARY STATEMENT 
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Today\'s major international stories are related to President 
Kirchner\'s criticism of the wall along the US-Mexican border; and 
the US Lower House\'s resolution asking Interpol to issue 
international warrants for the capture of Iranian and Lebanese 
suspects in the attack against AMIA. 


2. OPINION PIECES AND EDITORIALS 
- \"Alliance with Mexico\" 


Conservative \"La Prensa\" editorializes (08/01) \"After two years of 
noteworthy distance (between Mexico and Argentina), the Argentine 
President\'s visit to Mexico has shown a change that will obviously 
impact on the regional balance, commercial exchange and the 
consolidation of a strategic alliance that will be inherited by the 

next government to be elected in October. 


\"The signature of a Strategic Association Agreement thus becomes the 
cornerstone of a diplomatic strategy for the two nations intended to 
redefine their role in Latin American leadership. Our country has 

again looked to Mexico now that it faces an energy crisis and after 

the significant absence of the Venezuelan President from the 

Mercosur summit in Paraguay. 


Y... MexicoWs integration to Mercosur is an initiative that is 

backed by other Mercosur members..., although Mexico\'s ultimate 
purpose not only seems to be Mercosur but some mechanism allowing 
for the inclusion of every Latin American trade relationship through 
ALADI... 


\"Additionally, the two governments are committed to mutually 
supporting each other in their bids for a non permanent seat at the 
UN Security Council... \" 


- \"Kirchner surprisingly criticizes Washington\" 


Mariana Veron, on special assignment in Mexico, D.F., for 
daily-of-record \"La Nacion,\" writes (08/01) \"He surprised half of 
the delegation except for two persons who are in his close 
entourage. President Nestor Kirchner chose his visit as head of 
State to Mexico to harshly criticize the US. He did so yesterday 
morning at the Mexican Senate by calling Van insult\' the wall that 
is being built by the Bush administration on the US-Mexican border. 


\"Kirchner told 40 lawmakers who applauded him on foot for his 
determined confrontation with US immigration policy: \'In the name of 
Argentina, | want to make clear that the Argentine people, myself 
and those accompanying me repudiate the construction of the 
insulting wall that is being built on the US-Mexican border... 
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\"The president urged the Bush administration to \'sincerely\' reflect 
on this issue, because these are times of Vrespect for integration.Y 
He added \'It is not only an insult to Mexicans but to all the 

peoples of the world.\' 


\"... The Argentines who accompanied the President termed his 
empathic words towards Mexico a \'very brave and worthy gesture.\' 
Ties between Kirchner and Bush are at a freezing point following 
their confrontation at the 2005 Mar del Plata Summit of the Americas 
over the future of the FTAA. 


\"After this episode, Kirchner visited the US..., but had no contact 
whatsoever with US authorities. 


\"The official purpose of strengthening the Argentine-Mexican 
relationship ever since the Argentine President arrived in this 
city, plus the gestures of mutual friendship between Kirchner and 
Calderon, was completed with the President\'s gesture. This was 
demonstrated not only by the President\'s blunt rejection of the 
fence but also by his grateful statements to Mexicans for having 
harbored hundreds of Argentine exiles during the latest military 
dictatorship.\" 


- \"AMIA - the US Congress asks for the capture of Iranians\" 


Ana Baron, Washington-based correspondent for leading \"Clarin,\" 
writes (08/01) \"Last Monday, the US House of Representatives passed 
a resolution asking Interpol to carry out its March decision and 

issue international warrants for the capture of Iranian and Lebanese 
suspects in the attack against the AMIA... As expected, the Lower 
House\'s resolution again condemned the terrorist attack. 


\"The US lawmakers\' strong message... also paid homage to the victims 
and praised the Argentine Government for Vits efforts\' to 
investigate the case. According to Ileana Ros-Lethinen, a Republican 


legislator from the State of Florida, ever since the AMIA case probe 
started..., evidence targeted Hezbollah and Iran, its \‘sponsoring 
nation.\'\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 
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SUBJECT: PRESS REVEALS VIETNAM'S NEW CABINET 


REF: HANOI 1312 


Summary 


1. (SBU) On August 2, Vietnam\'s National Assembly (NA) will 

officially announce the make-up of Prime Minister Nguyen Tan Dzung\'s 
Cabinet, approve the PM\'s plan to increase the number of Deputy Vice 
Ministers from three to five, and reduce the number of government 
ministries from 26 to 22, a move the GVN claims will \"streamline 
administrative procedures.\" The names of the new ministers were 
revealed by the state press a day early, with ministers at National 
Defense, Public Security, Foreign Affairs, Planning and Investment, 
Finance, Transportation, Construction, Science and Technology, 
Education and Training, and the Government Inspectorate remaining 
the same. Some contacts expressed initial reservations about the 
selection of the new Supreme People\'s Court Chief Justice, who hails 
from the Ministry of Public Security. The changes in government 
structure -- coupled with earlier decisions to reduce Party 

interference in policy implementation -- appear to continue the 

trend of strengthening PM Dzung\'s hand relative to that of Vietnam\'s 
other top leaders. This remains to be seen, however, as a number of 
powerful figures unrelated to Dzung survived the shakeup. We will 
have to see how powers are distributed among the new set of players, 
which will take some time. End Summary. 


Hanoi\'s New (and Old) Faces 


2. (SBU) One day ahead of the National Assembly\'s planned 
announcement, the Vietnamese state-press on August 1 revealed who 
will serve in Prime Minister Nguyen Tan Dzung\'s Cabinet. The 
Communist Party\'s Central Committee, reportedly after receiving the 
Politburo\'s recommendations, put forth its own proposals for the 
Cabinet at last week\'s Plenum (Reftel). After formally endorsing 

these recommendations, the National Assembly (NA) will announce the 
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Cabinet line-up tomorrow. It also will approve PM Dzung\'s plan to 
reduce the number of government ministries from 26 to 22, a move the 
GVN claims will \"streamline administrative procedures.\" 


3. (SBU) The NA will sign off on merging the Ministry of Fisheries 
into the Ministry of Agriculture and Rural Development; combining 
the Industry and Trade Ministries; rolling the Department for Sports 
and Physical Training and the National Administration of Tourism 
into the Ministry of Culture, Sports and Tourism; and creating a 
Ministry of Information and Communication that is the combination of 
the Ministry of Posts and Telematics and offices for management of 
the press and publication-related issues of the Ministry of Culture 
and Information. 


4. (SBU) The NA has already given its formal stamp of approval to 
Prime Minister Nguyen Tan Dzung, President Nguyen Minh Triet and NA 
Chairman Nguyen Phu Trong by re-electing them in their respective 
positions. On August 2, it will announce that ministry heads who 

will remain unchanged include National Defense, Public Security, 
Foreign Affairs, Planning and Investment, Finance, Transportation, 
Construction, Science and Technology, Education and Training, and 
the Government Inspectorate. New ministers will take over at the 
Ministry of Culture, Sports and Tourism, Natural Resources and 
Environment, the Ministry of Industry and Commerce, the Ministry of 
Information and Communications, Ministry of Interior, Ministry of 
Justice, Ministry of Labor, War Invalids and Social Affairs, 

Ministry of Public Health, at the Committee for Ethnic Affairs, as 
State Bank Governor and as Minister-Chairman of the Office of the 
Government. 


Adding Deputy Prime Ministers 


5. (SBU) The NA will also bless a slate of five deputy prime 

ministers, an increase of two from the previous administration. The 

NA\'s Nguyen Minh Thuyen said that adding two deputy prime premiers 

is an important element in GVN efforts to promote administrative 

reform. The three current incumbents will remain. These are 

permanent Deputy PM Nguyen Sinh Hung; Deputy PM Pham Gia Khiem, who 
will double as Foreign Minister; and Deputy PM Truong Vinh Trong, 

who will continue to preside over the GVN\'s Anti-Corruption Steering 
Committee. The newcomers are Deputy PM Hoang Trung Hai, who will be 
in charge of economic affairs; and Deputy PM Nguyen Thien Nhan, who 
will be responsible for cultural and social affairs and double as 

minister of education and training. Hung, Khiem and Trong are 

Politburo members, and are not known to be beholden to Dzung. 
Newcomer Hai -- at 48 -- will be Vietnam\'s youngest ever deputy 

premier. Nhan is a former Fulbright scholar and is regarded by many 
inside and outside the government as one of the most forward 

thinking and competent of the new team. These two are presumed to 

owe their positions to Dzung, which is sparking some of the current 
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analysis that Dzung has strengthened his hand. 


Changes Draw Mixed Reaction 


HANOI 00001360 002 OF 002 


6. (SBU) NA Deputy Director Dzung and NA Vice Chairman Dzung praised 
the new cabinet line-up. Deputy Director Dzung said that adding two 
deputy prime ministers will help PM Dzung focus more on \"strategic 
issues.\" In the past, the GVN had five deputy prime ministers, so 

the addition of two more simply restores this past model, he added. 


7. (SBU) A knowledgeable observer at the Supreme People\'s Court 
(SPC) told us July 31 that Truong Hoa Binh, the new SPC Chief 
Justice, was a \"last-minute choice\" imposed on the government by the 
Party. Strong pressure from the Politburo-appointed Party Committee 
at the National Assembly was brought to bear to replace Nguyen Van 
Hien as Chief Justice. Party officials were reportedly angered by 
Hien\'s \"reckless comments\" last year before the NA which were 
critical of the qualifications of new judges being appointed in 

Vietnam, this source said. Separately, HCMC contacts point to Binh 
as yet another southerner, like Dzung (though a Long An native who 
rose through the police ranks), taking up a key position in Hanoi. 


8. (SBU) Hien himself was surprised to hear that he was to be 
replaced, as top leaders had earlier confirmed that he would be 
re-nominated despite his \"uncontrolled remarks\" about the quality of 
judges, according to this source. Another source in the NA\'s 
offices told us that Vietnam\'s current system puts the SPC Chief 
Justice \"in the awkward position\" of being responsible to the 
“common people\'s demands\" and reporting to a Party-led National 
Assembly, which is part of the \"Party-controlled political system.\" 
The courts, he averred, should be independent. Lack of judicial 
independence leads to distrust and contributes to the problem of 
repeated appeals of court rulings, he added. The selection of Binh, 
who hails from the Ministry of Public Security, as Chief Justice was 
a \"Party-driven phenomenon,\" the two sources separately agreed. 


Comment 


9. (SBU) It is impossible to immediately analyze the significance of 
these changes for Vietnam\'s future. There are plenty of old faces, 
including a good number who clearly in no way owe allegiance - or 
their positions -- to the Prime Minister. A couple of deeply 

corrupt and incompetent officials have moved on, others remain. 
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Nonetheless, observers here are initially scoring this as a step 
ahead for PM Dzung. The two new deputy prime ministers owe their 
elevation to the Prime Minister, and are expected to be dynamic 
players. 


10. (SBU) This cable was coordinated with Consulate Ho Chi Minh 
City. 
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SUBJECT: BOLIVIA AND EITI: LITTLE PROGRESS 
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1. (SBU) British DCM Steve Townsend informed Emboff on July 
31 that the GOB has finally responded to the Extractive 
Industries Transparency Initiative (EITI) letter, which had 

been delivered on June 12th. The GOB requested more 
information on the EITI, which Townsend provided. EITI has 
clearly not been on the agenda for President Morales\' 
government, and whereas Townsend described them as being 
generally in favor of membership, he doubts whether they can 
meet any of the requirements by the deadline set by the EITI. 
Townsend suggests that the most that can be expected is that 
Bolivia submit a letter stating their continued interest in 
membership by the September 2007 deadline. Townsend 
described his plans to work with the recently-opened 
Norwegian consulate in La Paz to encourage Bolivia\'s 
participation in EITI. Townsend continues to advise that any 
perceived U.S. involvement with EITI would be likely to 
discourage Bolivian participation. 
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SUBJECT: COUNTRY CLEARANCE REQUEST FOR REGIONAL 
ENVIRONMENT ASSISTANT 


1. Country clearance is requested for Larissa A. Stoner, the 
Brasilia regional environment assistant, to visit Medellin August 
13-19 and Lima August 19-26. Purpose of the visit is to provide 
logistic support as well as attend and report on EPA Trainings on 
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Environmental Law Enforcement. 


2. Stoner proposes to arrive in Medellin on Monday, August 13 at 
1855 hours on flight LR 6314 (coming from Bogota) and depart 
Medellin on August 19 at 0940 hours on flight LR 6316. Hotel: 
Sheraton Four Points Medellin Tel: (+57-4) 321-8088. POC in 
Colombia: David Arnold, Consular Section, (+57-1)315-0811. 


3. Stoner proposes to arrive in Lima on August 19 at 1855 on flight 
TA 133 (coming from Bogota) and depart August 26 at 1010 on flight 
JJ8463. Hotel: El Polo Tel: (+51-1)434-2050. POC in Peru: Marcos 
Mandojana, ECON Section, (+51-1)618-2411. 


4. Stoner does not have security clearance. Post\'s 
consideration is appreciated. 
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B. LA PAZ 1877 


1. Bolivia has the highest percentage (from 35 percent to as 
high as 75 percent, depending on the survey) of indigenous 
citizens in South America, and Evo Morales\' near-iconic 
status as the first indigenous president of Bolivia has made 
indigenous issues both highly-visible and contentious. But 
what does it mean to be indigenous in Bolivia? With 

political and economic decisions riding on this question, it 

is important to review the concept of Vindigenousness!, 
whether self-defined or imposed by others. What follows is a 
generalized introduction to provide a base for more detailed 
reporting in the future. 


2. Although the standard estimate of the indigenous 
population in Bolivia ranges from 60 to 80 percent, there are 
significant differences over time and under different survey 
methodology. The 2001 national census revealed that 62 
percent of the population identified themselves as part of an 
\"indigenous or original people.\" However, the most recent 
iteration of a biannual survey administered by U.S. professor 
Mitchell Seligson revealed that 65 percent of the population 
considered themselves of mestizo or mixed race. In this 
survey the question was asked in two different ways, and the 
question which exactly repeated the phrasing of the 2001 
census received a response that 72 percent of the population 
considered themselves indigenous (at the same time that many 
of the same respondents also considered themselves mestizo.) 
The biannual Seligson surveys also show a dramatic decrease 
in self-identification as \"white.\" In 1998, 23 percent of 
respondents self-identified as white while in 2006 only 11 
percent self-identified as white. During that same time 

period, the percent of respondents self-identifying as 
indigenous doubled, a mirror image of the trend for whites. 


3. Significantly, the authors of the Seligson study conclude 
that this self-identification varies according to whether a 
person is asked about membership in a specific indigenous 
group or a generalized \"indigenous\" identity. For example, 
respondents were much more likely to identify themselves as 
members of the Aymara, Quechua, or another specific 
indigenous group, than to identify themselves as \"indigenous\" 
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in general. When talking to indigenous leaders, it is common 
to hear comments about historic clashes between the Aymara 
and Quechua for example, and indigenous groups of the 
Altiplano often seem little inclined to join forces with 

eastern, lowland indigenous groups. (Note: some observers 
suggest that if a Quechua candidate were to run against 
President Morales, who is Aymara, it would split the 
\"indigenous vote\". President Morales\' cabinet includes 
Quechua ministers, however, and the president is popular in 
non-Aymara indigenous strongholds, particularly in the 
countryside. End note.) 


4. Many observers have suggested that, in pure terms of 
heritage, the vast majority of Bolivians (whether 
self-identifying as white or indigenous) are actually of 
mixed-heritage. Recent reporting suggests that there are 36 
indigenous groups in Bolivia. The 2001 census tallied 
individuals of 15 years of age or older who self-identified 

as indigenous (total population count for 15-and-older was 
5,064,992). The largest groups in 2001 were the Quechuas 
(population 1,555,641), Aymaras (1,277,881), Chiquitanos 
(112,216), and Guaranis (78,359). A number of indigenous 
groups have fewer than 200 members, and one group is said to 
consist of only two families. 


5. When asked to list the attributes that contribute to 
indigenous identity, most Bolivians start with language. The 
ability to speak one\'s native language is generally highly 
prized within local indigenous communities, although some 
communities report that parents encourage their children to 
use only Spanish in an attempt to avoid the economic and 
social stigma still attached to imperfect Spanish. A recent 
study, \"Ethnic and Linguistic Range of the Bolivian 
Population,\" indicated that half of the Bolivian population 
speaks only Spanish, while 33 percent is bilingual in Spanish 
and an indigenous language, and 12 percent speaks only an 
indigenous language. The vast majority of Bolivians who 
speak an indigenous language speak either Quechua or Aymara. 
Less than one percent of the population speaks an indigenous 
language other than Quechua, Aymara or Guarani. The survey 
identified 34 indigenous languages in Bolivia (including 
Quechua, Aymara and Guarani) and found that in the small 
communities, only 14 percent of members speak their 
indigenous languages. The official treatment of indigenous 
languages is being debated in the Constituent Assembly as 
part of the draft constitution. The Movement Toward 
Socialism (MAS) party has proposed that Spanish be the 
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official language, Quechua, Aymara, and Guarani have status 
as \"principal languages\" and that all indigenous languages be 
protected and encouraged. 


6. Traditions and customs are another strong source of 
indigenous identity. In the countryside, the tradition of 
community justice has survived in many communities (often 
because the law of the cities didn\'t reach them.) Since the 
2004 elections, reportedly 18 town councils have formalized 
the use of indigenous customs in local governance. The 
customs in question differ from council to council, but 
generally include enhanced community involvement such as 
monthly \"elders\" meetings or collective decision making. The 
concept of community justice is hotly debated, partially due 
to confusion over its definition (ref A). In the cities, it 

has become a code word for vigilante justice, including 
lynching. In the countryside, it refers more to traditional 
judgments and punishments, generally excluding the death 
penalty (in many groups traditionally the most severe 
punishment was banishment from the community.) 


7. Land has been and is becoming an even more important part 
of indigenous identification. Indigenous autonomy, although 
poorly defined at present, would presumably include some sort 
of indigenous control over traditionally indigenous 

territories (ref B describes the various autonomy proposals.) 
Currently, the MAS party has also proposed that indigenous 
groups have full rights over natural resources in their 
autonomous territories (ref A.) 


8. Traditional dress can also be an indicator of 
indigenousness. The classic image of \"indigenous Bolivia\" is 
an altiplano woman in her traditional outfit consisting of 
long, full skirts, a shawl, and bowler hat. Although the 
male counterpart of this outfit (poncho and knit cap with 
ear-flaps) can still be seen in the countryside, it is 
extremely rare in the cities, where generally only women 
still wear traditional garb. Emboff recently attended a 
meeting of indigenous youth leaders whose participants 
stressed the importance of traditional dress as a way of 
maintaining their culture (note: of the 96 participants, only 
one male student wore indigenous garb, while roughly 20 
female students wore at least the full skirts and shawls.) 


9. In addition to the occasional conflicts between different 
indigenous groups, there is ongoing tension surrounding the 
idea of indigenous city-dwellers. In their 2006 study, 
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investigators Luis Verdesoto and Moira Zuazo suggest that the 
continued migration from the countryside to the \"mestizo\" 
strongholds of the large cities will weaken ties to 

indigenous culture and lessen self-identification as 

indigenous. The sprawling city of El Alto is often cited as 

the largest indigenous community in Bolivia, but it is hard 

to see how EI Alto could be given any sort of indigenous 
autonomy, since El Alto residents come from many different 
indigenous backgrounds (although the majority are Aymara.) 


10. In an example of unintended consequences, the push for 
indigenous rights has occasionally pitted indigenous groups 
against campesinos (peasant farmers who are often ethnically 

or culturally indigenous also). Emboffs have been approached 
recently by Rufo Calle, head of the Confederation of 

Campesino Workers of Bolivia (CSUTCB), for help in a 

situation where a local indigenous group has claimed land 
currently farmed by campesino members of CSUTCB. According 
to Mr. Calle (himself indigenous) \"our campesino families 

have farmed this land for hundreds of years,\" and therefore 

they should have just as strong a claim as the small local 
indigenous group. The campesinos in this case are 

themselves, in fact, indigenous, but are not members of the 

local indigenous group that has claimed ancestral rights to 

the land. A key element of this conflict is the decades-old 
migration of the Aymara and Quechua from their Altiplano 
homelands--where they self-identify as \"indigenous\"--to the 
media-luna lowlands, where they instantly become \"campesinos\". 


11. Currently Bolivian Law 1257, ratified in July 1991, 

bases the definition of indigenousness on the Organization 

for International Migration\'s convention which includes both 

a heredity component and the idea of conservation of some or 
all of the group\'s original social, cultural and political 
institutions. Indigenous groups in Bolivia may wish to 

modify or strengthen that definition in order to concentrate 
benefits within their communities, or the definition of 
indigenousness may have to be more clearly codified at a 
national level. After centuries of stigmatization, 
indigenousness may become a political and economic advantage 
at times, in which case we may see an even greater increase 
in the number of Bolivians who self-identify as indigenous. 
GOLDBERG 
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Classified By: Ambassador E.A. Wayne. Reasons 1.5 (B,D) 


1. (C) New Economy and Production Minister Miguel Peirano was 
elevated from his Secretary of Industry and Trade and Small 
Business post in the same Ministry to replace Felisa Miceli 
on July 17. Miceli had resigned abruptly after a scandal 
involving the discovery of $100,000 in cash in her office 
bathroom made her a liability for the Kirchner 

administration. Peirano was selected as a loyal, 
non-controversial place holder to see the Kirchner 
administration through to October elections. His appointment 
signals continuity of the GoA\'s signature economic policy 
formula that promotes consumption-led growth (via price 
controls and subsidies) and protects job-creating industrial 
development (via \"administered\" trade and a \"competitive\" 
undervalued currency). In a cabinet increasingly riven by 
factional strife between Planning Minister De Vido and Chief 
of Cabinet Fernandez, Peirano is reportedly on good terms 
with all key inner-circle players, including De Vido, 
Fernandez, Presidential Legal Secretary Zannini and Central 
Bank Governor Redrado. 


2. (C) Before entering the Ministry in 2003 under ex-Economy 
Minister (and current opposition Presidential candidate) 

Roberto Lavagna, Peirano served as an economic advisor to the 
powerful Argentine Industrial Union, whose 
protectionist-oriented membership celebrated his ascension. 

In his first two weeks on the job, Peirano has, as expected, 
retained the vast majority of the Economy Ministry\'s 

appointed lieutenants and publicly affirmed key GoA economic 
policy tenets, calling widely questioned lowball official 

inflation statistics \"credible\" and insisting that protecting 
Argentina \'s growing industrial base is \"fundamental\" to the 
nation\'s welfare. Peirano will not rock the policy boat, but 

has taken steps to regain Economy Ministry control of the 
national statistics agency, whose inflation reporting had 

been widely discredited. He is well known to the Embassy and 
attended Commerce Secretary Gutierrez\' June Competitiveness 
Forum in Atlanta with Ambassador. End Summary 
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3. (C) Peirano,s predecessor, Felisa Miceli, had been named 
by Kirchner as Economy Minister in November 2005 as a low 
profile replacement for Roberto Lavagna, widely celebrated as 
the father of Argentina,s successful post-crisis economic 
recovery policy mix. Key elements of Lavagna\'s mix include 
maintaining a substantial primary fiscal surplus (aided by 
distortionary export and financial transaction taxes that 
concentrate government revenues and political power at the 
federal level), sustaining a trade surplus (aided by a 
managed trade regime with Mercosur partners and by central 
bank currency market interventions to sustain a substantially 
undervalued peso and so promote export competitiveness), and 
by massive unilateral debt write-downs. Lavagna resigned 
after criticizing the Kirchner administration,s less than 
transparent handling of public procurement. Now running as 
an independent candidate for President, he is calling for the 
adjustment and \"evolution\" of his original economic policy 
model -- including the elimination of price controls imposed 
after he left office -- to position Argentina to end its 
rollercoaster history of boom and bust economic cycles. 


4. (C) Miceli, who was previously head of the state-owned 
Nation Bank, kept the basic tenets of Lavagna\'s economy 
recovery program in place. During her 19-month tenure, she 
offered few new policy initiatives, and publicly counseled an 

Vif it ain\'t broke, don,t fix it8 economic policy stance. 

Miceli\'s less than sterling academic credentials and 
Panglossian disposition helped ensure that President 

Kirchner, already famous for his daily monitoring of fiscal 
surplus levels, got most of the credit for the nation\'s 

sustained 8 % GDP growth. She was disparaged publicly by the 
media (and privately by economists, business leaders, and her 
GOA peers) for having surrendered key parts of her Ministry\'s 
portfolio -- including control of economic statistics (Ref H) 

and the negotiation of \"voluntary\" price accords with 
consumer goods producers to Secretary of Internal Commerce 
Moreno. While Moreno nominally reported to Miceli through 
the Economy Ministry, he made no secret of his ties and 
loyalty to Planning Minister De Vido (Ref K). 


5. (C) The June discovery of a bag containing $64,000 in cash 
in Minister Miceli\'s bathroom and the ensuing \"toilet-gate\" 
investigation (Ref F) unfolded against the backdrop of other 
high-profile scandals that have received widespread media 
coverage, tarnishing President Kirchner\'s pledge of a 
\"crystaline\" administration. Prominent among these are 
investigations into gas pipeline infrastructure procurement 
kickbacks that threaten to reach the highest levels of 

Minister De Vido\'s Planning Ministry (the \"Skanska\" scandal, 
Ref G), and charges of financial mismanagement and nepotism 
against Environment Minister Picolotti, protg of Chief of 
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Cabinet Fernandez (Ref F). These two high profile 
investigations brought longstanding internal frictions 

between rival camps surrounding Planning Minister De Vido on 
one hand and Chief of Cabinet Fernandez on the other into 
increasingly sharp relief. In the pre-election jockeying for 
influence and position in a likely future Cristina Kirchner 
government, each camp accuses the other of feeding damaging 
scandal information to the media. In this context, and 

despite initial strong support from Chief of Cabinet 

Fernandez and from the President himself, Miceli was 
eventually weakened to the point where she submitted her 
resignation July 17 (Ref D). Eager to put this latest in a 
growing series of scandals behind him, the President swore in 
Peirano as Minister the following day (Ref C). 


6. (C) Peirano was selected, most pundits and Embassy 
contacts agree, as a non-controversial place-holder to see 
the Kirchner administration through to a December 10 change 
of administration after first lady Cristina Kirchner 

presumably wins October 28 elections by a comfortable 
majority. Young (41), and a reputed workaholic, he shares a 
strong industrial protection bias with Planning Minister De 
Vido but his strongest credential for the job appears to be 

his history as a Ministry insider who has made few enemies 
and who has successfuly steered a middle course between 
feuding De Vido and Fernandez camps. He is said to have 
developed close ties with the President\'s confidant and Legal 
Secretary Carlos Zannini through their work establishing the 
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Argentina First Foundation, an organization dedicated to 
mobilizing younger Kirchner supporters. Peirano is also 
reported to have a good working relationship with current 
central bank governor Martin Redrado, from Redrado\'s earlier 
position as Foreign Ministry Trade Secretary under President 
de la Rua. (Note: Redrado is widely seen as a short list 
candidate himself for the Economy Ministry post in a 

Christina Kirchner cabinet. End Note) 


7. (C) Peirano is well known to the Embassy Economic section 
dating from his March 2005 appointment as the Economy 
Ministry\'s Industry and Commerce Secretary. In that 

position, Peirano\'s mandate was to promote the rapid growth 
and consolidation of Argentina\'s industrial base by shielding 

it from international competition via a hard line on WTO Doha 
NAMA trade negotiations (Ref A) and by policing a series of 
\"voluntary\" private sector and otherwise managed trade 
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agreements with Mercosur neighbors (Ref E). In periodic 
discussions with EconCouns, Peirano outlined his industrial 
policy worldview: (1) Argentina requires a diverse and deep 
industrial base to boost domestic value-added and decrease 
Argentina,s dependence on its traditional primary commodity 
export base; (2) current high global commodity prices are 
transient phenomena to be enjoyed and exploited via high 
export tariffs on primary commodity exports; (3) these 
windfall revenues offer the GoA the wherewithal to provide 
domestic industry targeted subsidies, including by 
maintaining domestic industrial natural gas and electricity 
prices well below world market levels (Ref B); and (4) beyond 
subsidies, Argentina will continue to promote and protect 
domestic industry via active currency management to maintain 
a \"competitive\" (i.e. undervalued) exchange rate and by 
active trade policy management. 


8.(C) To Peirano, active trade policy management includes 
policing \"voluntary\" trade constraints within Mercosur (e.g. 

on textiles and footwear) as well as negotiating fully 

managed trade regimes (e.g. auto sector) that are wholly WTO 
inconsistent. Regional and multilateral anti-dumping and 
countervailing duty tools will be used as needed to protect 
Argentina,s developing industrial base from unfair and 
\"predatory\" competition from its Mercosur neighbors. Such 
active GoA support is fully justified, Peirano believes, to 
counter terms of trade advantages retained by developed 
economy trade partners and to offset sophisticated industrial 
promotion programs by Argentina\'s largest trading partner, 
Brazil, including tax incentives at the Brazilian state level 

and subsidized credits provided by Brazil's BNDES development 
bank. 


9. (C) Peirano has retained almost all senior appointed staff 
in the Ministry, relieving only former Minister Miceli\'s 
Secretary of Legal and Administrative Affairs. One of his 
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first public statements was to affirm the &integrity8 of 

widely questioned inflation statistics produced by national 
statistics agency INDEC. INDEC had been in the spotlight 
since January 2007 when the GoA -- likely at the behest of 
Internal Commerce Secretary Guillermo Moreno -- ousted the 
director of INDEC\'s consumer price department and replaced 
her with someone widely seen as close to the government (Ref 
H). Since then, Argentina\'s CPI data have come in lower than 
expected, supporting allegations made by both INDEC\'s own 
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statisticians and independent economists that the closely 
watched inflation data are being manipulated. Official data 
currently point to an annual inflation rate of 8.8%, while 
analysts say the real rate ranges between 12 and 15%. (Note: 
Local analysts are also increasingly suspicious of other 
INDEC data, including GDP growth, poverty levels, and 
measurements of industrial production. End Note) The GoA 
has denied this and allegations of GoA interference are 
currently being investigated by the courts. Peirano, in an 
initial effort to rebuild domestic and international 

confidence in the statistics agency, on July 24 replaced the 
political appointee head of INDEC with the agency\'s Deputy 
Director (since April 2007), a respected career INDEC 
technocrat. 


10. (SBU) Miguel Gustavo Peirano studied at Buenos Aires 
premier public high school, the Colegio Nacional, and earned 
an honors degree in Economics in the early 1990s at the 
then-reputable Universidad Nacional de Buenos Aires (UBA). 
Prior to his appointment as a GoA official in March 2003, 
Peirano\'s private sector work was concentrated in the 
industrial sector, starting out as a financial analyst at 

Techint International, a large Argentine-owned industrial and 
construction conglomerate. He was later appointed as head of 
the research unit at the largest business association in 
Argentina, Union Industrial Argentina (UIA). With Peirano\'s 
support, UIA created an internal research unit, aimed at 
analyzing industrial issues with a 

protectionist/interventionist bias and actively promoting 
government policy-making to favor the industrial sector. 

While at UIA, he also worked as an advisor to the local 
chamber of footwear (1996-1999), to the local chamber of wood 
(1999-2001), to the Banco de la Provincia de Buenos Aires 
board (1999-2001), to the City of Buenos Aires Government,s 
Direction of Industry (1997-1998) and to the Buenos Aires 

City Business Association (1998-2000). In 2003, he joined 

the Ministry of Economy as an advisor to the Undersecretary 
of Small Business, under the Secretary of Industry, a 

poisition he left in 2004 to become Vice-president of the 
GoA-owned Banco de Inversion y Comercio Exterior (BICE). 
Peirano worked there until March 2005, when he was appointed 
Secretary of Industry and Commerce by then Minister Lavagna. 
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As Industry Secretary, Peirano attended Commerce Secretary 
Gutierriez\' June 2007 Competitiveness Forum in Atlanta with 
Ambassador. 
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11. (C) Peirano is a good foot soldier who can be relied upon 
to see the Kirchner administration,s economic stewardship 
through October 28 elections with little controversy. He 
comes to his position with a solid background in trade and 
industrial policy fundamentals but with little financial 

sector or macroeconomic expertise. While there was little 
likelihood that the Kirchner administration was going to deal 
with Paris Club and bond holdout issues before October 
elections, there was some hope that the Economy Ministry 
would work now to help set the stage for some resolution 
early in a follow-on Cristina Kirchner administration. 
However, given Peirano\'s weak financial and macroeconomic 
background, as well as his apparent lack of interest in these 
issue areas (after two weeks, he has yet to meet with the 
Ministry\'s Finance Secretary), his appointment appears to 
diminish any hope of action on priority USG economic issues 
such as Paris Club and bond holdouts over the next 4-6 
months. 


12. (C) Central Bank President Martin Redrado gave the 
Ambassdor an opposing perspective during a July 31 meeting 
(septel), where he praised Peirano as a reasonable player and 
urged the U.S. to give him achance. Redrado noted that a 
good indication of Peirano\'s more orthodox leanings was his 
decision to appoint a highly-respected private sector 

economist, Javier Alvaredo (a close Embassy contact), as his 
chief of staff and new Ministry representative to the Central 
Bank\'s Board of Directors. Redrado also voiced some optimism 
that there could be movement on Paris Club under Peirano. 


13. (C) Some are reporting that Peirano is ambitious enough 

to want to stay on as Economy Minister in a follow-on 
administration. Nevertheless, the hope of many in 

Argentina\'s economic establishment is that, if Christina 
Kirchner is elected President, she chooses a more senior and 
better credentialed Economy Minister to unwind some of the 
Argentine economy\'s more egregious economic distortions and 
smooth the nation\'s re-insertion into international capital 
markets. End Comment 

WAYNE 


117474 

RR RUEHAO RUEHCD RUEHGA RUEHGD RUEHHA RUEHHO RUEHMC RUEHNG RUEHNL 
RUEHQU RUEHRD RUEHRG RUEHRS RUEHTM RUEHVC 

DE RUEHUB #0733/01 2131926 

ZNY CCCCC ZZH 


Column 3 

R 011926Z AUG 07 

FM USINT HAVANA 

TO RUEHC/SECSTATE WASHDC 2055 

INFO RUEHWH/WESTERN HEMISPHERIC AFFAIRS DIPL POSTS 
RUCOGCA/COMNAVBASE GUANTANAMO BAY CU 

RUESDM/JTLO MIAMI FL","C ONFIDENTIALSECTION 01 OF 02 HAVANA 000733 


SIPDIS 
SIPDIS 


E.O. 12958: DECL 08/01 2017 
TAGS: PHUM, EAGR, ECON, SOCI, PREL, CU 
SUBJECT: COM CONVERSATION WITH HOLGUIN BISHOP EMILIO ARANGUREN 


REF(S): A. HAVANA 674 


B. HAVANA 685 
C. HAVANA 677 


Classified by Chief of Mission, Michael Parmly; reason 1.4(b/d). 


1.(C) Summary. On June 29, as part of a consular visit to 
a US citizen prisoner, COM Parmly and Conoff met with the 
bishop of Holguin province, Emilio Aranguren. Aranguren 
spoke extensively about the apparent growth of the cattle 
population in the countryside, noting that there had not 
been a significant increase in the total number of cows but 
only in their visibility. The bishop confirmed rumors that 
the GOC was distributing small tracts of farmland for 
personal use, but discounted the possibility that this 
program had generated any economic benefits for independent 
farmers. Aranguren also commented on the conflicting 
trends of increasing informal economic activity and rising 
levels of local government intervention to stifle this 

activity. Finally, he pointed out the lack of an organized 
dissidence in the region, noting that it was more of a 
\"popular dissidence\" expressed through open criticism of 
the system. End Summary. 


2. (SBU) The COM commented on the discernible increase 
in the number of cows visible from the highway as 
compared to his last cross-country trip nine months 
ago. Aranguren expressed his belief that there had 
not been a significant growth in the cattle population 
but only an increase in their visibility. The bishop 
attributed the increased visibility to recent 

rainfall, which had permitted the cows to graze across 
a wider territory. The bishop noted that some 
provincial farmers had succeeded in obtaining a cow 
for personal use, which might also explain their 
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increased visibility throughout the countryside. The 
bishop went on to conjecture that some of these cows 
had been purchased illegally or stolen from state 
farms, adding that the majority of jail sentences 
handed out in provincial courts were for \"cattle 
trafficking,\" i.e. the illegal sale and/or slaughter 

of cattle (see ref A). 


3. (C) The COM asked Aranguren to confirm rumors that 
the GOC was distributing small tracts of farmland for 
personal use. The bishop confirmed that a pilot 

program to distribute farmland was launched in 
Cienfuegos province in 2004. According to Aranguren, 
the recipients of the first land grant quickly 

converted the previously idle plot into a successful 

rice farm. In addition to covering their basic food 

needs, the farmers sold the surplus rice harvest 

directly to consumers, bypassing the closely monitored 
state-run agricultural markets. According to the 

bishop, less than a year after the program began, 
representatives from the National Union of Independent 
Farmers (ANAP) visited the farmers to demand that the 
surplus rice harvest be sold in state markets. This 
meant that farmers would lose just about all the 

profits they were making from selling directly to consumers. 


4. (C) The bishop noted that this scenario of 
independent farms becoming profitable and the state 
subsequently intervening to capture the profits had 
also taken place in several other locations across the 
eastern provinces. The Cienfuegos scenario was also a 
clear example, according to Aranguren, of a general 
trend of increasing intervention by local government 
authorities to shut down non-regulated enterprises and 
bring a greater portion of previously independent 
economic activity under state control. This trend has 
been exacerbated, according to Aranguren, by rising 
uncertainty surrounding Fidel\'s health. 


5. (C) GOC efforts to step up control over non- 
regulated enterprises, according to the bishop, had 
not resulted in a net decrease in informal economic 
activity. On the contrary, Aranguren observed that 
informal activities, e.g. the bypassing of state 

markets to sell agricultural goods directly to 
consumers, had been on the rise in recent years. The 
bishop alluded to economic necessity and the 
development of more sophisticated methods for evading 
regulation as the main factors explaining these 
conflicting trends. 
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6. (C) Acknowledging that worsening economic 
conditions had generated growing discontent in the 
Eastern provinces, the bishop noted that there was 
very little organized dissident activity in the 

region. Instead, he referred to the growth of a 
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\"popular dissidence,\" which he characterized as a form 
of \"generalized disgruntlement expressed through open 
criticism of the system." Aranguren expressed his 
belief that this brand of dissidence was more 

prevalent because it was the only form of protest that 
was somewhat tolerated by local authorities. 


7. (C) Near the end of the meeting, Aranguren\'s 
secretary alerted the bishop to the possible presence 
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of Cuban state security. The bishop commented that 

this was not the first time such a presence had been 
detected. As COM and Conoff were leaving the 

bishopric, Aranguren pointed out a young man wearing 

dark shades and a female companion standing across the 
street. The young man abruptly departed after being spotted. 


8. (C) Comment: Bishop Aranguren is new to his post in 
Holguin. His candor, indeed, eagerness to talk may reflect 
his \"rookie\" status. However, in the new wave of bishops 
under Cardinal Ortega, we find his approach refreshing. It 
will be interesting to see if he can sustain such an open 
attitude over time, given his hierarchy\'s more conservative 
trends at present. Due to lack of time, we did not pursue 
the issue of \"Vitral\" magazine (see refs B and C), but as 
we were leaving, Aranguren indicated a desire to take up 
that issue as well. We intend to do just that. 

PARMLY 
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FOR ISN, L, AND S/CT 


E.O. 12958: N/A 
TAGS: PTER, KNNP, MCAP, PINR, PINS, PARM, PREL, MX 
SUBJECT: DEMARCHE REGARDING NTC 


REF: STATE 102149 


Mexico signed the International Convention for the 
Suppression of Acts of Nuclear Terrorism (NTC) in January 
2006 and ratified it in June 2006. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www. intelink.gov/communities/state/nap / 
GARZA 
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E.O. 12958: DECL: 07/31/2017 

TAGS: PREL, PGOV, PHUM, PTER, SNAR, VE 

SUBJECT: CHARGE\'S MEETING WITH VICE MINISTER VALERO-JULY 30 
CARACAS 00001526 001.2 OF 002 

Classified By: ACTING POLITICAL COUNSELOR DANIEL LAWTON, 
REASONS 1.4 (B) AND (D) 


1.(C) Summary. Foreign Ministry Vice Minister Valero told 
Charge July 30 that the Bolivarian Republic of Venezuela 
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(BRV) wants more dialogue with the USG, so long as the USG 
\"respects our sovereignty.\" Valero raised U.S. financing of 
Venezuelan NGOs, energy and commercial relations, consular 
reciprocity issues, and the extradition of Posada Carriles as 
possible topics for further discussion when Ambassador Duddy 
arrives. Charge reinforced USG interest in enhancing 

bilateral counterterrorism and counternarcotics cooperation 
and urged the BRV to avoid rhetorical and personal attacks. 
Valero praised Chavez\' socialist revolution at length and 

said the BRV would not engage in dialogue with the \"disloyal 
opposition.\" End Summary. 


2. (C) Jorge Valero, Vice Minister for North American and 
Multilateral Affairs at the Ministry of Popular Power for 
Foreign Affairs, welcomed Charge to his office on July 30. 
Valero had returned from the United States on July 28 and 
said he made meeting the arriving Charge a priority. He was 
joined by Wendy Viteri of the North American Affairs office; 
A/PolCouns accompanied the Charge. 


3. (C) Charge noted that Ambassador Duddy is likely to arrive 
by mid to late August and stressed the USG\'s interest in a 
practical diplomatic dialogue on issues of mutual interest. 
Valero replied that the BRV also wants dialogue. He 
recognized that bilateral discussion has been \"frozen,\" 
despite agreement on possible topics. The Vice Minister said 
he appreciated the Charge\'s visit and saw it as a positive 
sign. He noted that the BRV is waiting for the arrival of 
Ambassador Duddy to begin further substantive discussions. 
At the same time, the BRV appreciates its ongoing dialogue in 
Washington with WHA A/S Shannon and at the OAS. He 
cautioned, however, that the BRV will engage in dialogue only 
if the USG \"respects our sovereignty.\" 


4. (C) Reflecting haphazardly and dogmatically on possible 
topics for bilateral discussions, Valero said the BRV is 
concerned about U.S. financing of NGOs in Venezuela. He 
agreed with Charge\'s statement that commercial and energy 
relations are positive and fluid. He is pleased that some 
consular reciprocity issues have been ironed out at the 
working level and said the BRV is considering extending the 
length of diplomatic visas. He reiterated the BRV\'s interest 
in the extradition of Posada Carriles. 


5. (C) Charge said that with respect to energy, the Embassy 
would appreciate more contact with the state oil company 
PDVSA. He also flagged the USGVs interest in working with 
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the BRV in other areas, including counterterrorism and 
conternarcotics. Charge also stressed the importance of 
working cooperatively and not engaging in rhetorical and 
personal attacks. Valero weighed this last point, but did 
not respond. 


6. (C) Valero spent considerable time defending Chavez\' 
\"socialist revolution.\" While conceding that \"Socialism in 
the 21st Century\" is still ill-defined, he said the BRV is 
embarking on significant, homegrown social experiments that 
will enhance \"democracy, social justice, and equality.\" He 
said Chavez\' proposals for significant constitutional changes 
are expected soon and predicted that the BRV would submit 
them to a referendum by the end of 2007. Citing recent 
polling data, the Vice Minister also asserted that the middle 
class is expanding in Venezuela and that poverty is being 
reduced. 


7. (C) Charge noted that the USG and BRV shares similar goals 
for their populations, but very different visions on how to 
achieve them. Valero said Venezuela\'s image internationally 
would improve once the country\'s opposition participated 
\"loyally\" and stressed the BRV would not engage in dialogue 
with the \"disloyal opposition.\" 

He regretted the radical left\'s decision to engage in armed 
struggle starting in 1963, instead of trying to win 

democratic elections. He accused Venezuela\'s opposition of 
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being similarly misguided and of pursuing 
extra-constitutional means to defeat Chavez. 


8. (C) Valero was somewhat tense in his first meeting with 
Charge, but he relaxed over the course of the 45-minute 
meeting. After dwelling on the BRV\'s commitment to 
inclusiveness and social equality, Valero concluded the 
meeting by offering rave reviews of some of Caracas\' most 
exclusive and expensive restaurants. The fact that Valero 
agreed to meet with the Charge so soon after returning from 
the U.S. (Valero remains double-hatted as the BRV\'s 
Ambassador to the OAS) is a positive sign, but the substance 
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of Valero\'s perceptions on how to further dialogue with the 
USG is not encouraging. The same day Valero warned a group 
of parliamentarians from the Amazon region, as well as the 
local media, against U.S. \"interest in taking over the 

Amazon.\" 
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REF: STATE 101574 
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1. (C) Charge raised reftel points July 30 with Jorge Valero, 
Vice Minister of North American and Multilateral Affairs at 

the Ministry of Popular Power for Foreign Affairs. Charge 
reminded Valero of the Bolivarian Republic of Venezuela\'s 
(BRV\'s) obligations with respect to Iran-related UNSCRs and 
urged the BRV to fulfill its responsibilities, including 

submitting implementation reports to the UNSC Iran Sanctions 
Committee. 


2. (C) Valero responded that UN sanctions on Iran are a 
\"complex\" issue. The BRV accepts Iran\'s assurances that its 
nuclear program is peaceful. Valero noted that Venezuela and 
Iran enjoy close ties \"with the active participation of their 
respective presidents.\" The BRV is concerned that the 
declared nuclear powers have not accepted \"total nuclear 
disarmament.\" The Vice Minister concluded that it would be 
difficult for the BRV to participate in the \"international 
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isolation\" of Iran. 


3. (C) Charge replied that there is international consensus 

that Iran\'s enrichment, reprocessing, and heavy water-related 
activities exceed the needs of a nuclear energy program and 
that is why the UNSC has directed Iran to suspend these 
activities. Moreover, the USG\'s diplomatic strategy 

coincides with that of the international community, which was 
not aimed at isolating Iran, but at preventing Iran from 
developing nuclear weapons. Charge stressed the importance 
of the BRV adhering to UNSC decisions, regardless of whether 
the BRV agrees with them. 
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